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Abstract

The on-line signature is a biometric attribute which can be used for identity verification.
It is a very useful characteristic because it is commonly accepted in societies across the
world. However, the verification process using this particular biometric feature is a rather
difficult one. Researchers working on identity verification involving the on-line signa-
ture might face various problems, including the different discriminative power of signa-
ture descriptors, the problem of a large number of descriptors, the problem of descriptor
generation, etc. However, population-based algorithms (PBAs) can prove very useful
when resolving these problems. Hence, we propose a new method for on-line signature
partitioning using a PBA in order to improve the verification process effectiveness. Our
method uses the Differential Evolution algorithm with a properly defined evaluation func-
tion for creating the most characteristic partitions of the dynamic signature. We present
simulation results of the proposed method for the BioSecure DS2 database distributed by
the BioSecure Association.

Keywords: on-line signature, biometrics, signature partitioning, population-based algo-
rithm

1 Introduction

The signature is a commonly used and gener-
ally socially acceptable form of authorization. It is
also a characteristic used in behavioral biometrics
for identity verification [16, 25]. The on-line sig-
nature (called also the dynamic signature or DS) is
a special kind of this characteristic which also con-
tains information about the dynamics of a signing
process (e.g. pen pressure, instant pen velocity, pen

tilt angle, etc.) in the form of signals changing over
time [19]. These signals describing the signature
are acquired when a digital input device is being
used, e.g. a graphic tablet. The DS analysis allows
us to obtain many pieces of information character-
istic of an individual signer, which makes the verifi-
cation process more effective than in the case of us-
ing a so-called static signature which only contains
information about the shape of a signature [6, 7].
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The DS is a very interesting biometric attribute,
which can be very useful when put to practice. In
the literature, there are a few groups of methods
used for the on-line signature verification [8, 9, 13].
One of them is the regional approach based on the
descriptors created in specific regions (partitions) of
the signature. The descriptors are determined dur-
ing the training session of the biometric system, and
next the template describing an individual signer is
created using their values. During the identity ver-
ification phase the values of descriptors obtained
from the test signature are compared to the template
and the system makes a decision whether the iden-
tity has been verified correctly or not.

However, identity verification using the DS is
an issue that still has a number of open problems,
which include the problem of the different discrim-
inative power of signature descriptors, the problem
of a large number of descriptors describing a spe-
cific biometric feature, the problem of an effec-
tive personalization of descriptors, the problem of
a scalability of solutions, etc.

An effective tool supporting identity verifica-
tion using the DS are e.g. PBAs [17]. Most PBAs
are based on nature or specific phenomena occur-
ring in nature (see e.g. [15, 18]). Such algorithms
iteratively process the population of candidate solu-
tions (individuals) trying to improve them with re-
gard to the quality of a given objective. This type of
procedure causes that these algorithms can be used
to solve many problems (mainly optimization), and
therefore they are referred to as metaheuristics. At
the same time these algorithms do not guarantee
finding the optimal solution, but they make it possi-
ble to find very good solutions within an acceptable
time. In our previous works, we used PBAs to se-
lect a subset of descriptors describing the DS [24]
and to predict changes in these descriptors [23].

In this paper we propose a new method for cre-
ating the most characteristic partitions of the signa-
ture so as to improve the effectiveness of the veri-
fication process. It uses the capabilities offered by
PBAs to efficiently generate boundaries of the par-
titions containing signature descriptors. In the so-
lutions used so far [13, 3], these boundaries have
been determined using basic mathematical opera-
tors such as e.g. the arithmetic average. Mean-
while, the proper generation of descriptors (imple-
mented independently for each user) is a key issue

in terms of the effectiveness of signature verifica-
tion. Therefore, using PBAs to generate descriptors
seems to be the right approach, but it requires adap-
tation to the specifics of the descriptor processing
methods and proper integration with these methods.
An example solution of this particular problem is
presented in this work.

Effectiveness of the proposed partitioning
method is evaluated with the use of a flexible fuzzy
one-class classifier, which, among others, we pro-
posed in [4]. This classifier does not require a clas-
sic learning process and its parameters are deter-
mined analytically.

This paper is organized into five sections. Sec-
tion 2 contains a description of the classic partition-
ing approach. Section 3 presents a description of
the population-based approach proposed in this pa-
per. Section 4 presents the simulation results, and
Section 5 contains the conclusions.

2 Classic approach to on-line sig-
nature partitioning

In the literature we can find several approaches
to the DS partitioning including the following three:

— Horizontal partitioning [3]. This is a method of
the DS partitioning which assumes the division
of the signals describing dynamics of the sign-
ing process (pen velocity, pen pressure, pen an-
gle, etc.) into two horizontal parts. In [3] the di-
vision is performed on the basis of the velocity
and pressure signals’ values. Partitions created
in this approach contain information about sim-
ilarity of the signature trajectories in the regions
associated with high and low pen velocity and
pressure.

— Vertical partitioning [2]. This is a method of the
DS partitioning which assumes the division of
the signals describing dynamics of the signing
process into a number of vertical parts. The di-
vision is performed on the basis of the time step
values of the signature signals. Partitions cre-
ated in this approach contain information about
similarity of the signature trajectories in the re-
gions associated with the phase of signature cre-
ation.

— Hybrid partitioning [4]. This is a method of the
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DS partitioning which assumes the division of
the signals describing dynamics of the signing
process into many vertical sections on the ba-
sis of the time step values of the signature sig-
nals. Next, in each section the signals describ-
ing the signature are divided into two horizontal
sections on the basis of the velocity and pres-
sure signals’ values, creating partitions. Parti-
tions created in this approach contain informa-
tion about the similarity of the signature trajec-
tories in the regions associated with the phase of
signature creation and also associated with high
and low pen velocity and pressure.

In this paper, we focus on the horizontal parti-
tioning approach. Partitioning results from creating
the signature descriptors. They are evaluated by the
method of their verification and determined using
the following steps:

1. Preprocessing. First, reference signatures of
the user should be pre-processed by commonly used
methods (see e.g. [10, 13]) in order to match their
length, rotation, scale and offset. This step is per-
formed in a similar way in the test phase for a test
signature.

2. Creation of partitions. In this step horizontal
partitions are created. Partitions indicated by the el-
ements of vector pi{“'} = {piﬁzb Piﬁ:za . pi{j{}:Ki]

are determined as follows

{s}

p;{j(} — 1 for Si,j=jBasek < avg{l.s} 0
2 for i j—jBases = avg

i

where i is the user index, j is the index of the sig-
nature, k is the index of the signal sample, K; is the
number of signal samples, s indicates velocity v or
pressure z signal (the set of signals considered can
be changed as needed), jBase is the index of the
base signature which is the training signature most
similar to the others, avg is the average value of ve-
locity or pressure signal. This step is performed
only in the learning phase for the reference signa-
tures.

3. Creation of the template. The templates
of the signatures are averaged fragments of the ref-
erence signatures represented by the shape trajec-
tories. They are indicated by the elements of

{s.a} _ |, {s.a} {s.a} {s.a}
vector tcivp = (1€ pj=11Ci p k=25 ...,tcip kel |
pk=Kc;)
where K c;-{;} is the number of samples in partition p

of user i, associated with trajectory signal a (x or
y), created on the basis of signal s. These elements
are determined as follows

J
sa} _ 1y (s}
Cipk = 7 & %ijphe @)
Jj=1
st _ | As} {s} .
where a;, = a’?f%":l’”"ai.j,p,k:Kc,.{j,} is a tra-

jectory of reference signature j of user i created on
the basis of signal s, which belongs to partition p.
This step is performed only in the learning phase.

4. Creation of the descriptors. In this step de-

scriptors dl-{;’a} of signature j are created in the fol-
lowing way

Kcii,} ’
diit =\ X (el =al)) . ©

This step is performed in a similar way in the
test phase for a test signature.

We can see that in the classic method for the DS
partitioning, average values of trajectories are used
to divide a signature into partitions. However, in
this solution it is not guaranteed that the performed
division allows us to obtain the most characteris-
tic descriptors from an individual user. Due to this,
we propose a population based approach to divide
the signature into partitions characteristic of a given
user. Our approach is described in the next Section.

3 Population based approach to
on-line signature partitioning

The idea of the DS verification method using
evolutionary horizontal partitioning is presented in
Figure 1.

In order to specify the partition boundaries (di-
vision points) used, you create partitions for the in-
dividual user. We use the population-based Differ-
ential Evolution (DE, [5]) algorithm with a proper
defined evaluation function. The details of this pro-
cess can be found in the following part of this Sec-
tion.
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population based algorithm
for creating horizontal partitions

preprocessing- <
reference o creation of creation of
signatures partitions the template
=
creation of creation of
descriptors the classifier
%
. test
test . creationof .
i ’ descriptors * signature
signature Seriptors verification

Figure 1. Structure of the method for the DS
verification using z evolutionary horizontal
partitioning

3.1 Description of the DE algorithm

The DE algorithm is an optimization method
from the group of evolutionary algorithms and these
belong to the PBA group.

The DE starts searching from initialization of
the population (Figure 2) in which each of Npop
individuals is encoded with the parameters ran-
domly distributed in the so-called search space (the
space limiting the allowed parameter values, which
arises from the considered problem specification).
Then, each individual in the population is evaluated
using the evaluation function (also called the ob-
jective function) also associated with the problem
under consideration. This process is followed by
the iterative processing of the population, repeated
until a specific iteration number is achieved or a sat-
isfactory result is found. In each iteration for each
individual a clone is created, which is modified ac-
cording to the following formula

Xi g+ F - (Ximg —Xng)
forrand < CRorg =R 4)
Xcn,g otherwise,

!
Xeng =

where X, are individuals, X’,, are individual
clones, ch = 1,...,Npop are indexes of individu-
als, g =1,...,D are indexes of individuals param-
eters (D is the number of parameters being opti-
mized), F € (0;2) is differential weight, CR € (0; 1)
is crossover probability, {l/,m,n} are indexes of

randomly selected individuals from the population
(without repetition and different than ch), R is a ran-
domly selected integer from set {1, D} (thus always
one individual parameter is modified), rand is a ran-
dom function that returns values from range (0;1).
Each clone is repaired (parameters are narrowed to
search space) and evaluated. If the clone has a bet-
ter value of the objective function than its parent,
then it replaces the parent. After the iteration or in-
terruption of the algorithm, the best solution found
is presented. The block schema of the algorithm is
presented in Figure 2.

C START )
v

| initialize randomly Npop individuals X, |

| evaluate Npop individuals X, |
v

->| for each individual create clone X, |
2

| modify clones X', by using equation (4) |
v

| repair and evaluate clones X', |

2
|if ff(X’,) < fi(X,) replace X, with X', |

is stop condition met?

NO YES

| present best individual |

C ST*OP )

Figure 2. Block schema of the Differential
Evolution algorithm

3.2 Description of the proposed method

In the proposed method the PBA is used for
selecting the division points values divi{s} used for
creating signature partitions. These values replace
average values avgjs} of signal s =v or s = z pre-

sented in equation (1):

sy ) 1 for s j—iaser < div;.{s} 5
Piy = s &)
2 for Si,j:jBase,k Z dlvi .

In the proposed method each individual X,
from the population encodes two division points of
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the signature determined for user i. It is represented
as follows

Xion = {divl.{v},divi{Z}} — (XX} (6

The algorithm aims at selecting a subset of the
values of division points used for creating partitions
of the signature which contain the most characteris-
tic signature descriptors of user i.

Evaluation of the population of individuals is
performed using a specially designed fitness func-
tion (ff). The value of ff is determined using de-
scriptor values from the partitions created on the
basis of the values encoded in the individual. The
function’s value also takes into account a ratio be-
tween the number of discretization points in the sig-
nature partitions associated with the same signal s
because we assume that the size of partition should
not be too small. In this case the information about
the signature represented by this partition should
not be considered credible.

First, in order to compute the value of ff we have

to calculate the values of parameters Rpl{ j}, which
indicate a ratio between the number of discretiza-
tion points in signature partitions associated with

the same signal s. It is determined as follows

{s}
l—K’l forKc{}>Kc{}

{f}
Rp)) = i )
0] otherwise.
1

Next, we have to normalize the values of de-
scriptors representing similarity of the training sig-
natures to the template. The normalization is per-

formed using membership function u (dl{;;}) de-
fined as follows

{s.a} 1
<d’“7) 1+exp<5 2. d{’a}> ®

L.j:p

Next, we averaged the values of the above men-
tioned variables in the context of each training sig-
nature j of considered user i. After this step, we ob-

tained the values of parameters avgD; ; and avgR; ;
defined as follows

(djj)(?) tu ( dl{j)i})
e, - L) (a5

avgR; ;= 5 (RP{V} +RP{Z}>

©)

where avgD; ; is the average value of descriptors in

the context of signature j and avgR; ; is the average
{st

value of parameters Rp;’;
ture j.

in the context of signa-

Next, the value of the fitness function is cal-
culated using weighted algebraic triangular norm

{11

ff(X,-7ch):
avgD;1,...,avgD;,

T avgR;y,...,avgR; ;5 | _

o WD[717...,WD[7_/, o (10)
WRl‘,l,...,WR,"J

— < (1_WD1'71'(1—ang,~71))-... >
(I—=wR; - (1—avgR;y)) ’

where t-norm 7 {-} is a generalization of the usual
two-valued logical conjunction (studied in the clas-
sical logic), wD; ; € [0,1] and wR; ; € [0,1] are the
weights of importance of arguments avgD; ; and
avgR; ;.

The purpose of the DE algorithm is a maxi-
mization of the proposed fitness function. When
the algorithm finishes its work, the values of divi-
sion points dzv{ "} and dzv{ %} are obtained. Next, the
signature is partitioned using these values, and the
templates and descriptors of the signature are cre-
ated (see Section 2). After this process, the flexi-
ble fuzzy one-class classifier is determined. In this
paper we use one of the classifiers which we pro-
posed in [4], which offers its detailed description.
The most important feature of the classifier is that it
does not require a learning process.

4 Simulations

Assumptions on the simulations adopted and
carried out under the present research can be sum-
marized as follows

— The simulations were performed using the
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Table 1. Comparison of the accuracy of the method using the on-line signature partitioning with the
population-based algorithm to other methods for the DS verification using the BioSecure database.

Id. Method Average FAR Average FRR Average error

1. Different methods presented - - 3.48 %-30.13 %
in [12]

2. Method using horizontal par- 2.94% 4.45 % 3.70 %
titioning presented in [3]

3. Method using vertical parti- 3.12 % 4.15 % 3.64 %
tioning presented in [2]

5. Method using hybrid parti- 3.36 % 3.30 % 333 %
tioning presented in [4]

4. Our method 2.92 % 3.24 % 3.08 %

BioSecure dynamic signature database DS2 [11]
which contains signatures of 210 users. The sig-
natures were acquired in two sessions using a
digitizing tablet. Each session contains 15 gen-
uine signatures and 10 skilled forgeries per per-
son.

During the training phase, we used 5 randomly
selected genuine signatures of each signer. Dur-
ing the test phase we used 10 genuine signatures
and 10 so-called skilled forgeries [14] of each
signer.

Parameters of the algorithm had the following
values: (a) the number of chromosomes in pop-
ulation Npop = 100, (b) the value of parameter
F [20] of the DE algorithm is 0.5, (c) the value
of parameter CR [20] of the DE algorithm is 0.9
(see [20]), (d) the value of weights wD; ; is 0.7,
(e) the value of weights wR; ; is 0.2, and (f) the
value of the partition number parameter P is 2.

The DE algorithm stopped after after 100 gener-
ations had been repeated.

Identity verification of the test signature of the
user claiming to be signer i was performed us-
ing the flexible neuro-fuzzy one class classifier
proposed by us in [4].

The simulations were performed five times and
the results were averaged.

The test was performed using the authorial test-
ing environment implemented in C# language.

The conclusions from simulations can be sum-

marized as follows

— The method proposed in this paper works ac-
cording to the adopted assumptions, and the ob-
tained accuracy is high (see Table 1).

— The accuracy of the proposed method is better
than the accuracy of the method using a hori-
zontal partitioning performed on the basis of the
average values of the signals describing the sig-
nature dynamics. It confirms that horizontal par-
titions created on the basis of the values selected
by a population-based algorithm with a properly
defined fitness function contain more character-
istic descriptors of the individual signature.

— The accuracy of the proposed method is better
than the accuracy of other methods based on sig-
nature partitioning. It confirms that the use of a
population-based algorithm with a properly de-
fined fitness function can be used to determine
more suited partitions that contain more charac-
teristic descriptors for an individual user.

5 Conclusions

In this paper, we proposed a new method for
the on-line signature verification. It uses possibil-
ities offered by population-based algorithms. The
purpose of the population algorithm is to generate
dynamic signature partitions. In particular, it gener-
ates borderlines between partitions for the consid-
ered signals describing the dynamics of the sign-
ing process. Due to this, descriptors are created
precisely, independently for each user. This means
that the fuzzy system used to assess the genuineness
of signatures can work with high accuracy. This
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was confirmed by the simulations for the BioSecure
database.

In the future, we plan to test the use of the pop-
ulation algorithm for partitioning carried out in the
time domain and partitioning combined with the
prediction of changes in the boundary values be-
tween partitions.
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