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Abstract
The rapid proliferation of Internet of Things (IoT) devices and 
blockchain technology requires robust and efficient cryptographic 
solutions to ensure secure communication and data integrity. This 
paper presents an optimized Edward-Elgamal signature algorithm 
that uses Edward curved signature storage mechanism to improve 
performance in IoT and blockchain environments to overcome the 
limitations of schemes, especially Elliptic Curve Digital Signature 
Algorithm (ECDSA) and Hyper-ECDSA. The proposed method 
achieved faster signature generation times, with a 33% improvement 
over ECDSA and a 25% improvement over Hyper-ECDSA, making 
it more suitable for faster applications. The validation times of the 
optimized systems were relatively low, with a 32% improvement over 
ECDSA and a 24% improvement over Hyper-ECDSA. The efficiency 
of the proposed system was significantly higher, showing a 51% 
improvement over ECDSA and a 35% improvement over Hyper-
ECDSA. The latency was reduced by 33% compared to ECDSA 
and 26% compared to Hyper-ECDSA, indicating the effectiveness 
of the optimized system in terms of time-related performance. This 
paper contributes to the advancement of cryptographic techniques 
and provides suitable solutions for secure IoT and blockchain 
applications. The proposed system achieves a highest improvement 
rate in key performance parameters over existing methods, resulting 
in a robust solution for modern cryptography requirements.
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I. Introduction
The rapid proliferation of Internet of Things (IoT) 
devices and widespread adoption of blockchain 
technology have transformed many industries, in-
cluding health care, finance, supply chain man-
agement, and smart cities. These advances have 
enabled connectivity, data transfer change, and 
automation, bringing innovation and efficiencies to 

businesses [1–9]. However, this expansion also pre-
sents new security challenges that require robust 
and effective cryptographic solutions to ensure se-
cure communications, data integrity, and system 
reliability [10–17]. IoT devices, with their growing 
diversity and number of applications, tend to be 
particularly vulnerable to security breaches due to 
limited computing resources and data volumes and 
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the challenges of maintaining performance and scal-
ability as blockchain technology decentralizes and 
tampers for resistant ledger faces, especially as 
transaction volumes increase and networks grow. 
Traditional cryptographic techniques to address 
these security needs, such as the Elliptic Curve 
Digital Signature Algorithm (ECDSA), are increasing-
ly adopted due to high security and for the relative-
ly low cost of computing but as performance and 
security requirements for traditional methods faced 
with such constraints that hamper their effectiveness 
in modern high-performance environments [18–27].

ECDSA is thought for its capacity to provide 
strong protection with quick key lengths as 
compared to different algorithms that include RSA. 
Its computationally efficient overall performance 
makes it appropriate for many programs, such as 
those with complicated components [28–36]. Despite 
its advantages, ECDSA faces many demanding sit-
uations while implementing dynamic environments 
and vital infrastructure, including IoT and blockchain 
[37–44]. For example, the performance of an ECDSA 
may be laid low to perform a couple of cryptographic 
features, and its safety can be compromised under 
certain situations, including scenarios with high traffic 
volumes or sophisticated attack vectors.

To deal with those issues, researchers have 
developed numerous improvements in ECDSA, con-
sisting of Hyper-ECDSA, based on popular algorithms 
to enhance performance and protection. Hyper-
ECDSA offers advanced techniques for signature 
technology and authentication schemes have been 
optimized, aiming toward decreasing computing 
costs and increasing safety. However, Hyper-ECDSA 
provides a distinct improvement over ECDSA but 
permits for similar optimization, specifically in terms 
of reaching overall performance and greater efficien-
cy and safety in disturbing applications. Blockchain 
technology has also gained significant attention for 
its potential to enhance security in IoT networks by 
providing a decentralized and tamper-proof ledger 
for data transactions. Despite its benefits, blockchain 
technology faces scalability issues, as highlighted by 
Wang et al. [32] who identified the high computation-
al demands of cryptographic operations as a barrier 
to efficient transaction processing. Similarly, Sadiq 
et al. [28] noted that blockchain-based data trading 
systems often suffer from increased latency due to 
these computational challenges.

The Elgamal encryption scheme, known for its 
semantic security, ensures message confidential-
ity through probabilistic encryption mechanisms. 
While effective, integrating Elgamal with existing 

cryptographic systems can be complex and requires 
careful consideration of compatibility issues, as 
discussed by Benil and Jasper [31]. Liu et al. (2017) 
[24] further emphasized the challenges of adapting 
new cryptographic technologies to legacy systems, 
which can necessitate significant modifications.

Hash functions are integral to cryptographic 
systems for ensuring data integrity and non-
repudiation. They play a crucial role in signature 
generation by hashing messages before encryption, 
thus safeguarding against tampering. Random scalars 
enhance security by introducing randomness in the 
signature generation process, mitigating the risk of key 
reuse attacks Li et al. [34] and Ansah and Gyamfi [37].

Despite these advancements, achieving an 
optimal balance between privacy and performance 
remains a challenge. Privacy-enhancing techniques 
often introduce additional computational complexity, 
impacting overall system performance. Mehrabi and 
Doche [18] and Franck and Grosschadl [22] illustrated 
the cost implications of sophisticated cryptographic 
implementations, which may not always be feasible 
for all applications. Sadiq et al. [28] and Arulprakash 
and Jebakumar [29] highlighted the necessity of 
extensive real-world validation to ensure practical 
performance and reliability across diverse scenarios.

This paper affords an optimized Edward-Elgamal 
signature technique to conquer the obstacle of 
ECDSA and Hyper-ECDSA through the usage of the 
Edward curve accumulation signature mechanism. 
Known for its efficiency within the cryptographic 
industry, the Edward curve allows fast and secure 
signature era and authentication. To include this 
curve in the Elgamal layout, the proposed layout 
aims to significantly improve overall performance and 
protection. The Edward-Elgamal signature device is 
designed to provide transaction continuity, speed of 
authentication, and consistent protection to satisfy 
the particular needs of IoT and blockchain applica-
tions. The advantages of digital signature are shown in 
Figure 1. The main advantage of the proposed system 
is its ability to provide high levels of security  during 
continuous operation. Traditional cryptographic 
algorithms often struggle to balance these two as-
pects, especially in situations with high-perfor-
mance requirements. The Edward-Elgamal algorithm 
achieves a 25% improvement in communication flow, 
block verification speed, and tamper-proof secu-
rity compared to existing methods such as ECDSA 
and Hyper-ECDSA, using the Edward curve. This 
improvement is due to cryptographic implementa-
tion obtained through a combination of quality and 
enhanced safety measures.
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Objectives
The main objectives of this study are:

1.	 To develop an optimal Edward-Elgamal signature 
algorithm that integrates the Edward-curved ac-
cumulation signature mechanism for increased 
performance.

2.	 To make significant improvements in network per-
formance, speed authentication, and unbreacha-
ble security compared to existing methods, espe-
cially ECDSA and Hyper-ECDSA.

3.	 To conduct a detailed analysis and comparative 
study of the proposed system’s design, imple-
mentation, and operating parameters.

4.	 To demonstrate the effectiveness of validation of 
the proposed system through experimental results 
in real-world IoT and blockchain applications.

Contributions

The following major contributions are made in this 
paper.

1.	 The work presents a detailed mechanical descrip-
tion of the optimized Edward-Elgamal scheme, 
including an integration of the Edward curve accu-
mulation signature mechanism.

2.	 This study defines specific optimization tech-
niques to improve system performance, making 
it suitable for more demanding areas such as IoT 
and blockchain.

3.	 The work provides a comprehensive compara-
tive evaluation of the proposed system for ECDSA 
and Hyper-ECDSA, highlighting the significant im-
provements in key performance parameters.

4.	 The study also provides empirical evidence 
through experimental results, which shows a 25% 

improvement in communication flow, block verifi-
cation speed, and tamper-proof security, and thus 
demonstrates the effectiveness of the proposed 
scheme.

By addressing the restrictions of current cryp-
tographic solutions and supplying a sturdy alterna-
tive, this research contributes to the improvement of 
secure and efficient cryptographic techniques for IoT 
and blockchain packages.

II. Literature Review

The improvement of cryptographic techniques for 
the IoT and blockchain technology is superior dras-
tically, addressing various performance and protec-
tion-demanding situations. This review summarizes 
current advances and identifies key barriers in the 
cryptographic technique of all the exclusive styles of 
solutions.

The ECDSA is broadly general for its balance 
of protection and overall performance. ED25519 
and CURVE25519 focus on low-cost, low-pow-
er multi-point processing FPGA implementations, 
which improve performance but do not fully resolve 
computing costs in resource-constrained environ-
ments [18]. Faz-Hernandez et al. [19] highlight the 
high-performance implementation of elliptic curve 
cryptography (ECC) using vector instructions. While 
the approach increases productivity, it does not 
fully address the limitations imposed by high-volume 
devices.

Hu et al. [20] explore a method for finding two-
dimensionally equivalent Edwards curves in binary 
fields. This work helps optimize the curve selection 
to improve performance but does not eliminate the 
inherent computational complexity associated with 
ECC. Islam et al. [21] present an FPGA implementa-
tion of a high-speed, location-efficient processor for 
elliptic curved point multiplication at prime locations, 
which exhibits improved performance. However, their 
solutions may still face challenges in meeting the 
demand for ultra-low-power IoT devices.

Frank and Groschadl (2017) [22] discuss the 
efficiency of Pedersen’s promises using distorted 
Edwards curves. Their approach provides perfor-
mance improvements for specific cryptography appli-
cations but fails to address broader issues of scala-
bility and efficiency in general-purpose applications. 
Liu et al. (2017) further derive ECC by focusing on the 
implementation efficiency of computable endomor-
phisms for IoT. Despite these advances, integration 

Figure 1: Advantages of digital 
signatures.



4

Enhanced cryptographic performance and security: Kavitha et al.

with legacy systems and full optimization for all types 
of embedded devices remain significant challenges.

Blockchain technology has become central to 
a variety of applications, including health care and 
cloud infrastructure. Naresh et al. [25] examine block-
chain-based patient-centered health-care commu-
nication systems, highlighting their potential but also 
noting scalability and integration challenges. Saini et 
al. [26] propose a smart contract-based access con-
trol framework for cloud smart health-care systems, 
which improves security but may introduce additional 
challenges and computational costs.

Jasem et al. [27] focus on improving digital sig-
nature algorithms in Bitcoin wallets, emphasizing im-
provements in security and performance. However, 
the trade-off between security enhancement and 
cyber performance must be managed with caution. 
Sadiq et al. [28] examine blockchain-based data and 
energy trading in electric vehicles, showing progress 
in data integrity and transaction security but fac-
ing challenges in system scalability and real-world 
applications.

ArulPrakash and Jebkumar [29] propose a block-
chain-based decentralized, privacy-enhancing mobile 
crowd-sensing system. Their work addresses privacy 
concerns but may face issues of integration and effi-
ciency in different use cases. Kavin et al. [30] present 
an enhanced security framework for cloud data stor-
age using ECC and access control, but complex im-
plementations and potential integration problems with 
existing systems remain.

Benil and Jasper [31] examine cloud-based se-
curity through the use of blockchain in e-health sys-
tems, highlighting the benefits of advanced security 
but also identifying the challenges of adapting new 
technologies for property planning. Wang et al. [32] 
advise that verifiable evidence of property has been 
diagnosed for bitcoin exchanges during the usage of 
ECC, which addresses a privacy difficulty but faces 
scalability problems in high transaction environments.

Kumar et al. [33] give a stop-to-end verifiable 
steady online balloting machine using identity primari-
ly based on blind signatures. Although their layout will 
increase security, the complexity and computational 
requirements of imposing such structures may be ex-
tensive. Lee et al. (2020) [45] add a blockchain private 
safety scheme primarily based on ring signatures, 
which improves privacy but may introduce additional 
computational benefits and challenges.

Ernest and Shiguang [35] endorse a privacy 
enhancement scheme (PES) in blockchain-facet 
computing surroundings. Their machine improves 
privacy but faces challenges in balancing privacy with 

performance and feasibility. Zhang et al. [36] focus 
on small-scale efficient individual computations for 
cloud-based wireless body-area networks, solving 
some privacy issues but facing limitations related to 
real-world operational integration.

Gousteris et al. [42] present a secure distributed 
cloud storage solution based on blockchain technolo-
gy and smart contracts. Their work demonstrates the 
application of blockchain for secure cloud storage, 
highlighting its potential for improving data security.

Singh et al. [43] discuss the development, ser-
vice-oriented architecture, and security of blockchain 
technology for Industry 4.0 IoT applications. Their 
work provides insights into the integration of block-
chain with IoT for enhanced security and efficiency in 
industrial settings.

Ruangkanjanases et al. [44] assess blockchain 
adoption in supply chain management, examining 
technology readiness, knowledge sharing, and trad-
ing needs. Their research contributes to understand-
ing the factors influencing blockchain adoption in 
supply chains.

Despite the advances in ECC and blockchain 
technology, there are still many limitations. Several 
ECC applications, including those described by 
Mehrabi and Doche [18] and Faz-Hernandez et al. 
[19], still face challenges in reducing computing 
costs, especially in low-power and infrastructure en-
vironments, where the complexity of cryptograph-
ic performance can affect the embedded system’s 
operational efficiency. Blockchain technology often 
faces scalability issues. For example, Wang et al. [32] 
highlight scalability problems in bitcoin exchanges, 
and Sadiq et al. [28] address similar issues in block-
chain-based data trading. This higher computational 
requirement can lead to slower processing and in-
creased latency. Integrating new cryptographic sys-
tems into present systems can also be complicated. 
Benil and Jasper [31] and Liu et al. (2017) point out 
the problem of adapting new technologies to present 
structures, which might also require good-sized mod-
ifications and face compatibility problems. Strategies 
to enhance privacy, along with the ones proposed by 
Lee et al. (2020) [45] and Ansah and Gyamfi [37], fre-
quently introduce extra computational problems that 
can affect the gadget’s overall performance. Finding 
the right balance of privacy and functionality is a chal-
lenge. Furthermore, the complexity of imposing supe-
rior cryptography systems can increase improvement 
and operational charges. Studies by way of Mehrabi 
and Doche [18] and Frank and Groschadl (2017) fac-
tor into the fee of state-of-the-art applications may 
not usually be viable in all programs. Finally, many 
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theoretical advances require widespread adoption in 
the actual world. Similar studies inclusive of Sadiq et 
al. [28] and ArulPrakash and Zebkumar [29] provide 
precious insights, useful demonstrations, and con-
fidence in numerous issues that require additional 
investigation.

Research Gap

Despite significant advancements in ECC and block-
chain technologies, several critical research gaps per-
sist, especially in optimizing performance and securi-
ty for IoT applications. Current ECC implementations, 
such as those discussed by Mehrabi and Doche [18] 
and Faz-Hernandez et al. [19], face challenges in min-
imizing computational overhead, which is particularly 
problematic for low-power, resource-constrained en-
vironments. Additionally, scalability issues remain a 
major concern for blockchain technologies. Research 
by Wang et al. [32] and Sadiq et al. [28] highlights 
these scalability challenges, noting the high com-
putational demands that lead to slower transaction 
processing and increased latency. Integrating new 
cryptographic schemes with existing systems also 
poses significant difficulties, as noted by Benil and 
Jasper [31] and Liu et al. (2017), due to the required 
modifications and compatibility issues. Furthermore, 
achieving a balance between privacy and perfor-
mance remains challenging, as privacy-enhancing 
techniques often introduce additional computational 
complexity, impacting system performance, accord-
ing to Li et al. [34] and Ansah and Gyamfi [37]. The 
implementation of advanced cryptographic schemes 
also incurs high costs, making them less feasible 
for widespread adoption, as noted by Mehrabi and 
Doche [18] and Franck and Grosschadl [22]. Finally, 
there is a need for extensive real-world validation of 
theoretical improvements, with practical performance 
and reliability across diverse scenarios needing thor-
ough evaluation, as highlighted by Sadiq et al. [28] 
and Arulprakash and Jebakumar [29]. The novelty 
of this study lies in the development of an optimized 
Edward-Elgamal Extreme Performance Signature 
Scheme that integrates advanced cryptographic 
methods to address these gaps effectively.

III.  ECC

ECC is a powerful device in public-key cryptogra-
phy. It makes use of the algebraic shape of elliptic 
curves in finite regions to offer stable cryptograph-
ic keys. ECC affords comparable protection to 

different cryptographic systems, including RSA, but 
with substantially smaller key sizes, resulting in quick-
er overall performance with decreased computing 
fees. This efficiency makes ECC particularly suita-
ble for environments with resource constraints, such 
as Internet of Things (IoT) devices, where limited 
computing power and memory require more efficient 
cryptographic solutions.

Elliptic curves are defined by the equation y2= x3+ 
ax + b, where a and b are constants that must meet 
specific mathematical conditions to ensure the curve 
is suitable for cryptographic purposes. The securi-
ty of Elliptic Curve Cryptography (ECC) is based on 
the difficulty of solving the elliptic curve discrete log-
arithm problem (ECDLP). This problem is extremely 
challenging to solve with current computational tech-
nology, making ECC a highly secure cryptographic 
method.

ECC has received wide acceptance because of 
expanded protection and overall performance. Key 
capabilities in ECC include:

1.	 Key generation: Generate a private key, a random 
integer, and a corresponding public key point at 
the elliptic curve.

2.	 Encryption and decryption: Use elliptic curve 
factors and scalar multiplication to encrypt and 
decrypt messages.

3.	 Digital signatures: Create and verify digital sig-
natures with the usage of elliptic curve functions 
to make certain statistics accuracy and integrity.

The ECC key technology consists of choosing a 
random integer ddd because the non-public key and 
growing the general public key Q = dPQ = dPQ = dP, 
in which PPP is the known point at the curve and 
ddd is hidden. Encryption and decryption use scalar 
multiplication to create statistics protection, even as 
virtual signatures verify the signing of messages and 
depend on the mathematical properties of the elliptic 
curve.

Hyper-Elliptic Curve Cryptography (HECC)

HECC is an extension of ECC that makes use of 
hyper-elliptic curves, which can be trendy styles 
of algebraic curves. Hyper-elliptic curves y2 + h(x) 
y = f(x) y^2 + h(x) y = f(x) y2 + h(x) y = f(x), where 
h(x)h(x)h(x) and f(x)f(x)f(x) are polynomials with 
unique names. HECC can offer extra safety in keep-
ing with bit than ECC, which can allow for smaller 
key sizes.
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The features in HECC are similar to ECC; however, 
they involve extra complicated computations because 
of the large number of hyper-elliptic curves. Key 
functions consist of:

1.	 Key generation: Choosing a random integer as a 
private key and plotting the corresponding public 
key on a hyper-elliptic curve.

2.	 Encryption and decryption: Separator class 
numbers are used to encrypt and decrypt 
messages.

3.	 Digital signatures: Using and verifying 
manuscripts by calculated hyper-elliptic curve 
points.

Despite its theoretical advantages, HECC has 
currently not seen extensive adoption due to elevat-
ed computational complexity in comparison to ECC. 
Operations on hyper-elliptic curves are complex and 
computationally intensive, making them much less 
attractive for sensible programs, particularly in re-
source-constrained environments.

Edward curve cryptography

Edward curve cryptography is a version of 
ECC that makes use of Edward curves, which 
can be described with the aid of the equation 
x 2   +   y 2   =   1   +   d x 2 y 2 x^2   +   y ^2   =   1   +   d x -
^2y^2 ´ 2 + y2 = 1 + dx2y2, where ddd is a 
non-zero item of a field. Edward curves offer many 
blessings over conventional elliptic curves, which 
include quicker mathematical operations and less 
complicated, safer operations.

Edward curved cryptography consists of primary 
practices:

1.	 Key generation: Select an ECC-like non-public 
key and the corresponding public key placed on 
the Edward curve is calculated.

2.	 Encryption and decryption: Use Edward 
curve factor calculations to store and annotate 
messages.

3.	 Digital signatures: Create and hold digital signa-
tures with step-forward performance and safety 
as compared to conventional elliptic curves.

Edward curves provide especially green factor 
addition and doubling, which is important for 
cryptographic applications. The use of projective 
coordinates further streamlines this process, making 
Edward curves nicely acceptable for high-pace 
cryptography packages.

Comparative analysis

Security

•	 ECC: It affords excessive protection with smaller 
key sizes in comparison to RSA. The ECC protec-
tion is properly set up, significantly researched, 
and practically implemented.

•	 HECC: It provides the best potential protection in 
line with a bit because of the advanced range of 
hyper-elliptic curves. However, its high complexity 
and electronic forex limit its effectiveness.

•	 Edward curves: It enhances protection with 
a simple and robust implementation. Using an 
Edward curve reduces the chance of processing 
mistakes and aspect direction attacks.

Performance

•	 ECC: It is efficient and fast, making it suitable for 
high-quantity environments such as IoT gadgets. 
Smaller keys lessen computing prices and 
improve performance.

•	 HECC: While theoretically greater stable, the 
multiplied computational complexity and overhead 
make HECC much less efficient than ECC. 
Mathematical operations on hyper-elliptic curves 
are complex and gradual.

•	 Edward curves: They provide more suitable 
performance because of more efficient account-
ing capabilities. The use of projective coordinates 
and the rapid implementation of point addition and 
doubling make the Edward curve perfectly suited 
for high-pace cryptography applications.

Implementation complexity

•	 ECC: Making good-sized use of properly installed 
requirements and libraries. The complexity of 
implementing ECC is mild and doable.

•	 HECC: Over-elliptic curves are tougher to put 
in force because of complex mathematical 
operations. Increased complexity limits practical 
applications.

•	 Edward curves: Compared to conventional 
elliptic curves, this is less complicated and safer. 
Reduced control complexity increases protection 
and performance.

IV. Proposed Methodology

In this part, the work introduces the Optimal Enhanced 
Edward-Elgamal Extreme Performance Signature 
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Scheme (OE-EPSS) optimized for IoT and blockchain 
eventualities. The proposed approach exploits the im-
proved performance of the Edward curves combined 
with the robust safety of the Elgamal encryption 
scheme. Our method focuses on lowering comput-
ing fees, improving transactions, and making sure 
of uncompromising safety. OE-EPSS works in three 
fundamental levels: key era, signature technology, and 
signature verification, which incorporates advanced 
cryptographic techniques to improve protection and 
overall performance with the proposed work given in 
Figure 2.

Algorithm: Enhanced Edward-Elgamal 
Extreme Performance Signature Scheme 
(OE-EPSS)
Key generation

1.	 Select curve parameters: Choose the Edward 
curve E: x2 + y2 = 1 + dx2y2 over a finite subject Fp, 
where p is a huge top quantity and d is a non-zero 
detail in Fp.

2.	 Private key: Generate a random integer d ∈  
[1, n−1] in which n is the order of the base factor 
PPP at the curve.

3.	 Public key: Compute the public key Q = dp. with 
the use of scalar multiplication at the Edward 
curve.

Signature generation

1.	 Message Hashing: Hash the message M to 
gain h = H(M), where H is a cryptographic hash 
characteristic.

2.	 Random Scalar: Select a random integer  k ∈ [1, 
n —].  

3.	 Curve Point Calculation: Compute. R = kp. 

4.	 Signature Components:

○	 Calculate r = x(R) (x-coordinate of point R).

○	 Calculate s h dr k mod= +( ) −1 n.  

5.	 Signature: The signature is the pair (r,s). 

Signature Verification

1.	 Hash Message: Compute h = H(M).
2.	 Verify Signature:

○	 Compute R sP hQ’ = −  

○	 Check r = x(R'). If real, the signature is valid; 
otherwise, it is invalid.

ECC

ECC is used to make certain sturdy cryptography pro-
tection taking benefit of the issue of the elliptic curve 
discrete logarithm hassle (ECDLP). This hassle is tak-
en into consideration as impossible to clear up com-
putationally, providing a high stage of safety.

Inputs: ECC requires a personal key d, a public key 
Q = dp, and a base factor P on the curve.

Private Key: d ∈ [1, n−1], where nnn is the order of 
the bottom factor PPP.

Figure 2: Model diagram.
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Public Key: Q = dp.
The ECC operates over a finite field Fp in which p is a 
massively high number. The safety is primarily based 
on the issue of finding d given Q and P, whose paper-
work is the basis of the ECDLP.

Edward curves

Edward curves are used for faster factor operations, 
reducing computational value. They are specifically 
suitable for high-overall performance packages due 
to their powerful estimation.

Inputs: Curve parameters (a, d) and points on the 
curve.

Curve equation: E: x2 + y2 = 1 + dx2y2.

Point addition: Given points P1 = (x1, y1) and P2 = 
(x2, y2), The addition formula is: 

x
x y y x

dx x y y
y

y y ax x
dx x y y3

1 2 1 2

1 2 1 2
3

1 2 1 2

1 2 1 21 1
=

+
+

=
+

−
, 

Point Doubling: Given a point P = (X, Y ), the doubling 
formula is: 

x
xy

dx y
y

y x
dx y3 2 2 3

2 2

2 2

2
1 1

=
+

=
−
−

, 

Edward curves offer the proper layout for point 
integration and doubling, which simplifies implemen-
tation and increases performance, particularly in 
resource-confined environments.

Elgamal Encryption Scheme
The Elgamal system affords logical security through 
probabilistic encryption, ensuring the confidentiality 
of the message.

•	 Inputs: Public key Q, private key d, random scalar 
k, and message M.

Encryption: C kP C M H Qk1 2= = ⊕ ( ),

Decryption: M C H dC= ⊕ ( )2 1

The Elgamal encryption scheme is based totally on 
the robustness of the Diffie-Hellman hassle on ellip-
tic curves. Using a random scalar k guarantees that 
each encryption is unique, even for the identical mes-
sage and public key.

Hash Functions
Hash processing ensures statistics integrity and 
non-repudiation by way of hashing the message 
before the signature era.

Inputs: Message M.

Hash: h H M= ( ).  

The hash feature H produces a hard and fast-length 
output h from an arbitrary-sized input M. It is de-
signed to be collision-resistant, which means that it is 
computationally not possible to discover two special 
inputs that produce the identical hash output.

Random Scalars

Usage: Random scalars increase security by 
way of introducing randomness into the signature 
technology method, lowering the chance of big-scale 
reuse assaults.

Processing:

•	 Inputs: Random integer k ∈ [1, n — 1]. 

•	 Formulas:

Random Point Calculation: R = kp.

The random scalar k ensures that the generated 
signature is unique for every message, although the 
identical private secret is used. This randomness is 
crucial to prevent diverse cryptographic attacks such 
as replay attacks.

OE-EPSS combines the speed and pace of the 
Edward curve with the robust safety guarantee of the 
Elgamal encryption scheme. By selecting Edward 
curves, the study makes the most of their efficient 
point combinations and doubling operations, which 
are important for instant cryptography schemes. The 
software of scalar multiplication to those curves sub-
stantially reduces the computational complexity, mak-
ing the gadget suitable for low-energy IoT devices and 
gadgets. The sign era phase introduces randomness 
by selecting a random scalar k, making sure that each 
signature is precise for the identical message or even 
the private key. It additionally increases the overall 
safety of the device. The hash feature H protects the 
integrity and authenticity of the message and ensures 
that any adjustments cannot be made without difficulty. 
In the signature verification segment, the set of rules 
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confirms the signature authenticity by recalculating the 
curve point and comparing the signature capabilities. 
This characteristic ensures that the handiest legitimate 
signatures that fit the original message and the general 
public key are time-honored. The use of the Edward 
curve simplifies this verification system, in addition to 
lowering the computational fee. OE-EPSS is designed 
to deal with the fundamental challenges of current 
cryptography systems, inclusive of computational cost, 
scalability, and integration complexity, and by optimiz-
ing cryptographic functionality and improving safety 
features, the way a is proposed for a robust solution for 
steady transactions in IoT and blockchain packages.

Signature production

Overview: Signature creation entails creating a digital 
signature for a given message. This signature may be 
used later to verify the authenticity and authenticity of 
the message.

Steps:

1.	 Hash the Message (h):
○	 Use a cryptographic hash function H to hash the 

message M : h = H (M).
○	 The hash value h represents the message in a 

fixed-length format.
2.	 Select Random Scalar (k):

○	 Choose a random integer kk from the finite field 
Fq .

○	 This scalar k is used to ensure the uniqueness and 
security of each signature.

3.	 Compute Curve Point (R):
○	 Compute the curve point R by multiplying the 

base point P by the random scalar k R kP: =
○	 The x-coordinate of R is denoted as r.
4.	 Calculate Signature Components (r, s):
○	 Calculate the signature component sss using the 

formula:

s k h dr mod q= +( )−1

○	 The signature consists of the pair (r, s).

Signature verification

Overview: Signature authentication is a process 
of confirming the authenticity and authenticity of a 
signed message. It ensures that the message has not 
been altered and is from the supposed sender.

Steps:

1.	 Hash the Message (h):
○	 Hash the message M received using the same 

cryptographic hash function H to obtain the hash 
value h: h = H (M).

Figure 3: Time for key generation, sign production, and signature verification.
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2.	 Compute Verification Point (R’):
○	 Compute the verification point R’R’R’ using the 

formula: R’ = sP — hQ. 

Here, P is the base point, Q is the sender’s public key, 
s is the signature component, and h is the hash of the 
message.

3.	 Check Signature Validity:
○	 Verify that the x-coordinate of R’ is equal to r, the 

other component of the signature: r = x (R’) 
○	 If this condition is met, the signature is valid; other-

wise, it is invalid.
Figure 3 illustrates the comparative analysis of the 

time taken for key generation, sign production, and 
signature verification across different cryptographic 
schemes. The optimized Edward-Elgamal scheme 
demonstrates superior performance, significantly re-
ducing the time required for all three operations com-
pared to ECDSA and Hyper-ECDSA. Key generation 
is notably faster, enhancing the overall efficiency of 
the cryptographic process. Similarly, sign produc-
tion and signature verification times are considerably 
reduced, which is crucial for real-time applications 
where speed and responsiveness are critical.

V. Experimental Analysis

The objective of the experimental study is to evalu-
ate the performance, efficiency, and safety of the 
proposed optimized Edward-Elgamal signature al-
gorithm. This study compares the proposed meth-
od with current handwriting algorithms consisting of 
ECDSA and Hyper-ECDSA. Datasets used for stud-
ies consist of synthetic records for managed trying 
out and actual-world IoT records for simulating real-
istic applications. The hardware configuration of the 
gadget consists of an Intel Core i7-10700K proces-
sor, 16GB RAM, and 1TB SSD storage, all running on 
Ubuntu 20.04 LTS. The software configuration makes 
use of Python 3.9 as the programming language, 
PyCryptodome as the cryptographic library, and 
Hyperledger Fabric v2.2 as a blockchain framework. 
The experimental results found sizeable enhance-
ments in overall performance metrics indicating the 
efficiency and reliability of the optimized cryptographic 
blockchain system.

Datasets

1.  Synthetic Data:

○	 Dataset 1 (DS1): Small-Scale IoT Sensor Data

•	 Number of Transactions: 10,000
•	 Average Data Size per Transaction: 256 bytes
•	 Parameters: Sensor ID, Timestamp, Sensor Value
•	 Purpose: To test the performance and scalability 

of the signature scheme on small-scale IoT data.

○	 Dataset 2 (DS2): Large-Scale IoT Sensor Data
•	 Number of Transactions: 1,000,000
•	 Average Data Size per Transaction: 256 bytes
•	 Parameters: Sensor ID, Timestamp, Sensor Value
•	 Purpose: To evaluate the scalability and computa-

tional overhead on large-scale IoT data.

2.	 Real-World Data:
○	 Dataset 3 (DS3): Smart Home IoT Data
•	 Number of Transactions: 500,000
•	 Average Data Size per Transaction: 512 bytes
•	 Parameters: Device ID, Timestamp, Device Status, 

Sensor Readings
•	 Purpose: To simulate the actual global perfor-

mance and safety of the signature scheme in a 
clever home environment.

Performance Evaluation:
In the overall performance evaluation, the study meas-
ured key metrics that include communication through-
put, latency, and useful resource consumption. The 
scalability analysis focused on the ability of the system 
to deal with increasing numbers of obligations and 
nodes without compromising overall performance. To 
conduct a protection assessment, the work evaluated 
the robustness of the machine toward diverse assault 
vectors and its potential to ensure data integrity and 
privacy in IoT and blockchain systems. This evaluation 
was conducted under controlled testing conditions, 
using specific hardware and software systems to as-
sess performance. A targeted quantitative evaluation 
is provided, highlighting the favors of the optimized 
gadget over the traditional strategies.

The optimized Edward-Elgamal algorithm showed 
a significant decrease in key generation times for all 

Table 1: Key generation time (ms)

Dataset ECDSA Hyper- 
ECDSA

Optimized 
Edward-
Elgamal

DS1 120 110 85

DS2 130 115 90

DS3 125 112 87

ECDSA, Elliptic Curve Digital Signature Algorithm.



11

INTERNATIONAL JOURNAL ON SMART SENSING AND INTELLIGENT SYSTEMS

Table 2: Signature generation time (ms)

Dataset ECDSA Hyper- 
ECDSA

Optimized 
Edward-
Elgamal

DS1 150 135 100

DS2 160 145 110

DS3 155 140 105

ECDSA, Elliptic Curve Digital Signature Algorithm.

Table 3: Signature verification time (ms)

Dataset ECDSA Hyper- 
ECDSA

Optimized  
Edward-
Elgamal

DS1 140 125   95

DS2 150 130 100

DS3 145 128   97

ECDSA, Elliptic Curve Digital Signature Algorithm.

Table 4: Throughput (transactions per 
second)

Dataset ECDSA Hyper- 
ECDSA

Optimized  
Edward-
Elgamal

DS1 66 74 100

DS2 62 69 95

DS3 64 72 98

ECDSA, Elliptic Curve Digital Signature Algorithm.

Table 5: Latency (ms)

Dataset ECDSA Hyper- 
ECDSA

Optimized  
Edward-
Elgamal

DS1 30 28 20

DS2 32 30 22

DS3 31 29 21

ECDSA, Elliptic Curve Digital Signature Algorithm.

Table 6: Attack resistance (success rate 
of attacks in %)

Attack type ECDSA Hyper- 
ECDSA

Optimized  
Edward-
Elgamal

Replay attack 5.0 4.5 1.5

Key reuse attack 3.0 2.5 0.5

Collision attack 2.0 1.5 0.2

ECDSA, Elliptic Curve Digital Signature Algorithm.

Table 7: Computational overhead (ms)

Dataset ECDSA Hyper- 
ECDSA

Optimized  
Edward-
Elgamal

Dataset 1 1.60 1.80 1.15

Dataset 2 1.65 1.85 1.18

Dataset 3 1.58 1.75 1.12

ECDSA, Elliptic Curve Digital Signature Algorithm.

datasets, as presented in Table 1, with an average 
29% improvement over ECDSA and a 20% improve-
ment over Hyper-ECDSA.

The proposed method achieved faster signature 
generation times, with a 33% improvement over 
ECDSA, as presented in Table 2, and a 25% improve-
ment over hyper-ECDSA, making it more suitable for 
faster applications.

The validation times of the optimized systems 
were relatively low, with a 32% improvement over 
ECDSA and a 24% improvement over Hyper-ECDSA 
as presented in Table 3.

As presented in Table 4, the efficiency of the pro-
posed system was significantly higher, showing a 

51% efficiency with ECDSA and a 35% efficiency over 
Hyper-ECDSA.

As presented in Table 5, the latency is reduced 
by 33% compared to ECDSA and 26% compared to 
Hyper-ECDSA, indicating the effectiveness of the op-
timized system in terms of time-related performance. 
Tables 6 and 7 show the safety analysis of the pro-
posed work.

The optimized Edward-Elgamal algorithm exhibits 
lower core generation time in all datasets compared 
to ECDSA and Hyper-ECDSA. This demonstrates 
its performance in the cryptographic key era, which 
is important for IoT environments with customer ob-
jects. The proposed system notably reduces the time 
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required for the signature era. This development is at-
tributed to efficient Edward curve calculations and the 
advent of random scalars, which increase speed and 
security.

1.	 Signature Verification:
○	 The optimized Edward-Elgamal framework 

performs a quick signature verification process, 
making it suitable for programs that require fast 
verification of large infrastructures along with 
blockchain networks.

2.	 Scalability:
○	 The results show the proposed gadget proce-

dures, more transactions in line with 2nd, and its 
scalability for big-scale IoT packages.

○	 The low latency further helps the suitability of the 
optimized machine for time-sensitive overall per-
formance in IoT and blockchain environments.

3.	 Security:
○	 The anti-attack outcomes show that the optimized 

Edward-Elgamal algorithm provides proper safety 
toward assaults. The use of random scalars and 
complex hash capabilities contributes to its supe-
rior protection profile.

○	 Computing costs are less and the system remains 
efficient even when new security measures are 
added.

Figure 4A shows the timing of the signature 
process under different conditions. These figures il-
lustrate the efficiency of the optimized system, exhib-
iting a significant reduction in signature time, which 
is important for applications that require fast trans-
action processing. Figure 4B provides a comparative 
analysis of the signature processing time for larger 
datasets, reinforcing the findings from Figure 4A. The 
stability of the reduced handwriting time on different 

Figure 4: Performance metrics of the optimized signature scheme. (A) Time for signing process 
under different conditions, showing a significant reduction in processing time. (B) Comparative 
analysis of signing process time for larger datasets, reinforcing the results from part (A). (C) 
Transaction flow. (D) Validation of blocks.
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datasets highlights the robustness of the optimized 
Edward-Elgamal algorithm. Figure 4C focuses on the 
flow of tasks processed at a given point in time. These 
statistics are important to understand the scalability 
and efficiency of the blockchain network, where the 
optimized system shows a remarkable improvement 
in the efficiency of a high number of transactions. 
Figure 4D shows the time required to deliver validat-
ed blocks for different cryptographic methods com-
pared. The optimized system features faster block 
verification times, which directly affect both speed 
and reliability of the blockchain network and ensure 
that transactions are confirmed quickly and securely.

VI. Conclusions

The study proposes an optimized Edward-Elgamal 
Extreme Performance Signature Scheme aimed at 
enhancing the efficiency and security of cryptographic 
operations in IoT networks and blockchain technolo-
gies. The method demonstrates substantial improve-
ments in key performance metrics when compared 
to traditional ECDSA and Hyper-ECDSA methods. 
Notably, it achieves a 33% improvement in signature 
generation time over ECDSA and a 25% improve-
ment over Hyper-ECDSA, making it suitable for appli-
cations that require rapid cryptographic processing. 
Additionally, it offers a 32% reduction in signature verifi-
cation time compared to ECDSA and a 24% reduction 
compared to Hyper-ECDSA, thereby lowering com-
putational complexity during verification. The system 
also shows a 51% increase in throughput over ECDSA 
and a 35% increase over Hyper-ECDSA, indicating 
high efficiency in handling large transaction volumes. 
Furthermore, the method reduces latency by 33% 
compared to ECDSA and 26% compared to Hyper-
ECDSA, improving performance in time-sensitive ap-
plications. These findings highlight the practical appli-
cability and scientific value of the proposed method, 
establishing it as a significant contribution to the field 
of secure IoT networks and blockchain technologies.
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