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Abstract
Context: With the rapid advancement of unmanned aerial vehicle 
(UAV) technology, ensuring these autonomous systems’ security 
and integrity is paramount. UAVs are susceptible to cyberattacks, 
including unauthorized access, control, or manipulation of their 
systems, leading to potential safety risks or unauthorized data 
retrieval. Moreover, UAVs encounter limited computing resources, 
wireless communication and physical vulnerabilities, evolving threats 
and techniques, necessity for compliance with regulations, and 
human factors.
Methods: This review explores the potential cyberthreats faced by 
UAVs, including hacking, spoofing, and data breaches, and highlights 
the critical need for robust security measures. It examines various 
strategies and techniques used to protect UAVs from cyberattacks, 
e.g., encryption, authentication, and intrusion detection systems 
using cyberthreat analysis and assessment algorithms. The approach 
to assess the UAVs’ cybersecurity hazards included STRIDE (a model 
for identifying computer security-related threats) connected with the 
threats considered.
Findings: Emphasis was laid on the evaluation highly depending 
on the accuracy of UAV mission definition, potential intruders, and 
social and other human-related situations. The review discovered 
that most studies focused on possible intruders’ portraits, which can 
be crucial when conducting a cybersecurity assessment. Based on 
a review, future research directions to mitigate cybersecurity risks are 
presented.
Significance: Protecting UAVs from cyberthreats ensures 
safe operations and data integrity and preserves public trust in 
autonomous systems.
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1. Introduction

Cybersecurity has become an essential aspect of 
our increasingly digital world, encompassing various 
domains and technologies. Among these, unmanned 
aerial vehicles (UAVs), commonly known as drones, 

have emerged as a revolutionary technological tool 
with numerous applications in surveillance, delivery 
services, and disaster management. As UAVs evolve 
and become more autonomous, ensuring their cy-
bersecurity becomes paramount. Cyberthreats pose 
significant risks to these UAVs’ integrity, functionality, 
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and safety [1]. Therefore, robust measures must be 
implemented to protect UAVs from potential cyberat-
tacks, safeguard sensitive data, and maintain public 
trust in their reliable and secure operation.

In recent years, the field of UAV cybersecurity has 
gained significant attention as the vulnerabilities and 
potential consequences of cyberattacks on these au-
tonomous flying systems have become increasingly 
apparent. UAVs rely on complex software, wireless 
communication systems, and data exchange proto-
cols, making them susceptible to cyberthreats. One 
of the primary concerns in UAV cybersecurity is the 
vulnerability to hacking. Malicious actors can attempt 
to gain unauthorized access to UAV systems, ma-
nipulate their flight controls, or compromise their on-
board sensors and cameras [2]. Such unauthorized 
access can lead to severe consequences, including 
loss of control, property damage, or even endanger-
ment of human lives.

Another challenge lies in the limited computing re-
sources of UAVs. These systems are often designed 
with lightweight and energy-efficient hardware, which 
can pose constraints on implementing robust securi-
ty measures. Balancing the need for strong security 
protocols while maintaining optimal performance and 
flight capabilities presents a unique challenge in UAV 
cybersecurity. Wireless communication vulnerabilities 
are also a critical concern. UAVs heavily rely on wire-
less protocols for communication with ground control 
stations and other connected devices. These wireless 
channels can be targeted by hackers for interception, 
eavesdropping, or jamming attacks [3]. Unauthorized 
access to these communication links compromises 
the confidentiality and integrity of the transmitted data 
and opens avenues for potential control manipulation 
or data theft.

Physical vulnerability is another aspect that must 
be considered in UAV cybersecurity. UAVs can be 
physically tampered with or stolen, providing unau-
thorized individuals with access to sensitive data or 
the ability to use the UAV for malicious purposes. 
Adequate physical security measures must be in 
place to prevent physical compromises and protect 
UAVs from unauthorized access. As the threat land-
scape constantly evolves, staying ahead of emerging 
cyberthreats and techniques is crucial. UAV cyberse-
curity measures must adapt and incorporate the lat-
est advancements in encryption, authentication, and 
intrusion detection systems [4]. Continuous research 
and development are necessary to enhance the resil-
ience of UAVs against evolving cyberthreats.

Furthermore, compliance with regulations and 
industry standards is a significant factor in UAV 

cybersecurity. UAVs often operate in regulated air-
space and may be subject to specific security re-
quirements. Adhering to these standards ensures 
that UAVs meet the necessary security protocols, mit-
igating potential risks to public safety and maintaining 
the trust of regulatory authorities and stakeholders. 
Notably, the human factor plays a crucial role in UAV 
cybersecurity. Human operators and stakeholders in-
volved in UAV operations must be adequately trained 
and aware of cybersecurity best practices [5]. Weak 
passwords, susceptibility to social engineering at-
tacks, and lack of proper security protocols can inad-
vertently introduce vulnerabilities into UAV systems. 
By addressing the human factor, organizations can 
reduce the risk of cyber breaches and enhance the 
overall security position of UAV operations.

Furthermore, the significance of cybersecurity in 
UAVs extends beyond the immediate operational and 
data protection concerns. The trust and public ac-
ceptance of UAV technology heavily rely on the assur-
ance of robust cybersecurity measures. The general 
public and regulatory authorities must be confident 
that UAVs are not susceptible to malicious activities 
that could compromise privacy, national security, or 
public safety. Additionally, UAVs are increasingly be-
ing deployed in critical infrastructure sectors, such 
as transportation, energy, and emergency response. 
Cyberattacks on these UAVs could have far-reaching 
consequences, disrupting essential services and 
potentially causing significant economic and societal 
impacts [6]. Therefore, ensuring the cyber-resilience 
of UAVs becomes crucial for maintaining critical infra-
structure systems’ overall resilience and stability.

As UAVs are integrated into the airspace alongside 
semiautomatic aircraft, cybersecurity becomes a crit-
ical factor in maintaining the overall safety of aviation 
operations. A cyberattack on a UAV could potentially 
result in collisions or disruptions to air traffic control 
systems, posing risks to both UAVs and manned air-
craft. By implementing robust cybersecurity meas-
ures, the aviation industry can effectively mitigate the 
risks and ensure the safe coexistence of UAVs and 
manned aircraft in shared airspace. Furthermore, 
the impact of cybersecurity in UAVs extends to var-
ious sectors and industries. In the commercial sec-
tor, businesses rely on UAVs for tasks such as aerial 
surveys, package delivery, and infrastructure inspec-
tion [7]. Any compromise in the cybersecurity of these 
UAVs could result in financial losses, theft of sensi-
tive information, or disruption of business operations. 
Therefore, ensuring robust cybersecurity measures is 
essential for protecting companies’ investments and 
intellectual property utilizing UAV technology.
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In the military and defense sector, UAVs are cru-
cial in surveillance, reconnaissance, and combat 
operations. The cybersecurity of military UAVs is 
paramount to protect classified information, pre-
vent unauthorized access to sensitive systems, and 
maintain tactical advantage on the battlefield. The 
potential for cyberattacks on military UAVs raises 
concerns about national security and the potential 
compromise of military operations. Moreover, UAVs 
are increasingly being utilized in emergency re-
sponse scenarios, such as search and rescue mis-
sions or disaster management. In these critical situ-
ations, the cybersecurity of UAVs becomes a matter 
of life and death [8]. Any interference or compromise 
of UAV systems could hinder emergency response 
efforts, jeopardizing the safety of responders and 
victims alike.

UAV cybersecurity is an important and current 
trend in the state-of-the-art industry due to the wide 
variety of UAV applications. The UAV has many ad-
vantages, such as its agility and ability to fly, which 
allow it to achieve momentum instantly; it can 
access hard-to-reach areas that might be hazard-
ous for humans or that require an altitude [9]. The 
exponential growth in technology allows UAVs to be 
embedded with software, advanced sensors, and 
other gadgets and technologies that allow interde-
vice communication and connectivity to the Internet. 
This magnifies UAV users’ cybersecurity and privacy 
concerns, mainly when used in the public domain 
[10]. Determining adequate algorithms for different 
security threats and attacks is needed to ensure 
the confidentiality, integrity, and availability (CIA)  
triad.

The significance of cybersecurity in UAVs is not 
limited to the present. As UAV technology advanc-
es and autonomous capabilities expand, the po-
tential risks associated with cyberthreats also grow. 
Proactive measures and ongoing research in UAV 
cybersecurity are essential to stay ahead of emerg-
ing threats and ensure UAVs’ long-term viability and 
safety. This review presents an overview of the cyber-
threats faced by UAVs when these are applied in the 
public sphere. Other contributions of this review are 
as follows.
•  The study presents background and technical 

terminologies used in this cyber domain, in-
cluding the CIA triad; the model that considers 
spoofing, tampering, repudiation, information 
disclosure, denial of service (DoS), and eleva-
tion of privilege (STRIDE); and Process of Attack 
Simulation and Threat Analysis (PASTA) threat-
based modeling.

•  The study presents the currently proposed 
models for aiding cybersecurity in UAVs, 
demonstrating the type of threat, the proposed 
model, the solution description, and the 
application.

•  The study further explores common UAV cy-
bersecurity attacks, including eavesdropping, 
crashing, landing, media or file access, and 
hijacking. It illustrates the most common attack 
goals, such as password cracking and global 
positioning system (GPS) spoofing.

•  The study investigates DoS attacks related 
to UAVs, including deauthentication attacks, 
deauthentication on CX-10W, man-in-the-middle 
attack on augmented reality (AR) drone, and un-
authorized AR drone root control.

•  Finally, the study presents future research 
directions in this research domain and lessons 
learned from the review.

The remainder of this study is structured as fol-
lows. In Section 2, a brief background is described, 
and the terminologies used, such as the STRIDE 
model, spoofing, tampering, repudiation, informa-
tion disclosure, and DoS attacks, are described. 
Section 3 presents the related literature, detailing 
currently proposed models that aid cybersecuri-
ty in UAVs, demonstrating the type of threat, the 
proposed model, solution description, and appli-
cation. Section 4 provides a detailed assessment 
of UAVs’ common cybersecurity threats. Section 
5 presents the future research direction and les-
sons from the study. Finally, Section 6 depicts the 
conclusion.

2. Background and Terminology

This section presents the background and terminolo-
gies used in the cyber domain concerning UAVs.

2.1. Background

UAV security attacks are prevalent as system vulner-
abilities are exploited by cyberattackers for financial 
fulfillment or personal agenda [11]. Destruction of in-
frastructure and intellectual property theft are addi-
tional motives resulting from nation-state actors and 
industrial espionage [12, 13]. The most skilled attack-
ers are sometimes employed by their state to secure 
the systems in case of any threats or targeted attacks. 
The time taken to detect a cybersecurity breach de-
pends on several factors. Most currently, it has been 
discovered that cyberattacks in transmission layers 
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could compromise the network securities of entire 
control layers [14].

Cybersecurity invaders are aware of prevailing 
security threats and constantly enlighten possible at-
tackers. Cyberattackers have various ranges of tools 
accessible, allowing them to bypass conventional 
security mechanisms [15]. For instance, the major 
task is to identify an appropriate feature to define the 
human’s presence when images are taken by a UAV 
[16]. Studies are now implementing security learning 
algorithms within UAVs to strengthen cyber defense. 
Regulations and oversight (including cybersecurity) 
continue undeveloped, explicitly concerning the dou-
ble use of civil UAVs that can be turned into armed 
drones for unlawful purposes [17].

Security holes are an unavoidable risk when it 
comes to UAVs. Initial detections are the superlative 
defensive mechanisms to survive an attack on the 
Internet of drones [18]. A security breach is any in-
cident resulting in unlawful access to system data, 
networks, applications, and devices. Security pro-
fessionals use UAV cybersecurity detection and pre-
vention techniques to reduce the risk of cybersecurity 
breaches for UAV-enabled networks [19].

Techniques of detection are classified into two 
categories: anomaly based and signature based. 
Signature-based detection techniques monitor net-
work traffic for current attacks [20]. Prevention tech-
niques are emphasized to increase the difficulty of 
launching an attack. Prevention techniques include 
applying recent security updates, ascertaining a bet-
ter security policy, launching influential user security 
literature, and avoiding default configurations [21].

2.2. Terminology

Several terminologies are used in the field of UAVs 
and cybersecurity aspects, which are defined herein.

2.2.1. CIA triad

The CIA Triad [22] represents confidentiality, integ-
rity, and availability. The CIA Triad is a popular and 
respected model that forms the basis for develop-
ing security systems and policies. These are used to 
identify weaknesses and apply various methods to re-
solve problems and create effective security solutions. 
Confidentiality prevents unauthorized access to sensi-
tive and personal information, while integrity focuses 
on detecting any modified data by any unauthorized 
party. In comparison, availability ensures that informa-
tion is accessible to authorized users promptly when 
needed.

2.2.2. STRIDE model

The STRIDE model demonstrated in a previous paper 
[23] identifies computer security threats in six cate-
gories: spoofing, tampering, repudiation, information 
disclosure, DoS, and elevation of privilege. Every 
threat violates desirable properties in the system, in-
cluding authenticity, integrity, nonrepeatability, con-
fidentiality, availability, and authorization. A brief de-
scription of these threats is explained below.

2.2.2.1. Spoofing

An attack in which a program or person successfully 
identifies itself/himself/herself as another person by 
using falsified data to gain an illegitimate advantage. 
This security measure ensures that the exchanged 
message, document, or information is from the 
source it claims to be from.

2.2.2.2. Tampering

Usually, from a cybersecurity point of view, tampering 
refers to an intentional modification of data or prod-
ucts in a way that would make them harmful to the 
user.

2.2.2.3. Repudiation and information disclosure

This refers to the ability to deny the truth or the valid-
ity of something. For instance, nonrepudiation works 
by associating actions or changes with a unique 
individual. Information disclosure is the violation of 
confidentiality by privacy breaches or data leaks.

2.2.2.4. DoS attack

This works by flooding the targeted resource with re-
quests with the aim of overloading it and preventing 
legitimate requests from being fulfilled.

2.2.2.5. Elevation of privilege (privilege escalation)

This happens through exploitation of a configuration 
oversight, design flaw, or a bug in an application or 
an operating system to gain elevated access to some 
resources that would generally be protected from this 
user or application.

2.2.3. Authorization

This security measure checks each user’s privileges 
and access levels concerning the system resources. 
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The following section examines the state-of-art liter-
ature on the cybersecurity of UAVs and challenges. 
Summaries of these reviewed studies are presented 
in tabular format.

3. Related Literature

Cybersecurity in UAVs is of paramount importance 
across a wide range of sectors. It affects businesses, 
critical infrastructure, national security, emergency 
response, and future technological advancements. 
However, several issues challenge it, and some ef-
forts have been undertaken, as presented below.

Cybersecurity and related attacks are prevalent 
when system vulnerabilities are exploited through 
cyberattackers for several purposes such as finan-
cial fulfillment [22]. Cybersecurity invaders know the 
prevailing security protocols and constantly enlighten 
possible attackers, and the latter have various rang-
es of tools accessible, allowing them to bypass con-
ventional security mechanisms. Cybersecurity em-
phasizes the practical enforceability of cybersecurity 
policies, and the devices that get connected must be 
able to comply with these policies [23].

Cybersecurity attack recognition is one of the 
techniques used in modern UAVs and detections. 
Attack detections are classified into two categories: 
anomaly-based detection and signature-based detec-
tion. Such cybersecurity detections provide respecta-
ble protection against unknown threats. Networked 
traffic for current attacks is monitored through 
signature-based detection techniques but diminishes 
zero-attack detection. Even though 10 cybersecurity 
threat modeling approaches were examined during 
the study, different sources and target parts were not 
demonstrated. No single cybersecurity threat model 
method is recommended for a decision regarding the 
modeling methods, which should be based on the cy-
bersecurity needs [24, 25].

Some UAVs extensively use global navigation 
satellite systems for locating targets. During the 
connection of UAVs to these satellites, some stud-
ies have demonstrated that cybersecurity attacks 
tend to occur due to their capacity to reach hard-
to-reach areas. Besides their positives, several 
cybersecurity attacks, such as spoofing, exist on 
these UAVs, which reduces the efficiency of drone 
technology [26]. The study concludes by assessing 
the combination of artificial intelligence and drones, 
reviewing the current cybersecurity threat land-
scape, and UAV vulnerabilities regarding cyberat-
tack techniques.

Evaluation of the cybersecurity control channels of 
the UAV was done using an illustration of DJI Tello. 
The DJI Tello is a consumer-based UAV targeting 
global consumer utilization [27]. According to the 
study’s findings, a security strategy like deauthentica-
tion or dissociation frames was suggested. The max-
imum cybersecurity protection for UAVs comprises 
reactive detection and adaptive cybersecurity mitiga-
tion procedures [28].

A unique algorithm was provided for robust spher-
ical object detection under different illumination con-
ditions for situations such as cybersecurity threats. 
Invalidating the purported landing system and detec-
tion algorithm, eight flight tests were performed using 
a successful DJI Tello drone with an average height 
position error of 3 cm. The study never depicted an-
ything about cybersecurity concerns, even though it 
is related to UAV security. When it comes to nodes 
within the network, cybersecurity classically involves 
the use of classical tools, e.g., firewalls, intrusion de-
tection systems, and intrusion prevention systems, 
among others.

Due to technological advancement requirements, 
alternative security mechanisms, based on received 
signal strength indications and trilateration methods, 
are needed. However, a study demonstrated that it is 
quite complex to distinguish between malicious and 
regular traffics because of the advancement in cyber-
security attack techniques. The provided approach of 
the two-stage hybrid method to iron this cybersecuri-
ty issue focused on using the ensemble classifier and 
decision trees. The accuracy achieved was reported 
to be close to 99.9% over 10-fold cross-validation uti-
lizing a multiclass approach, and further, a clear dis-
tinction between the cybersecurity threats was pro-
vided [29].

A bioinspired combination with game theory-
centered flight control algorithms for a swarm for 
consumer-based UAVs was proposed. The proposed 
approach was centered on blocking networks on the 
primary channel while certifying that the transmitter 
is authentic based on its location [30]. The central 
drone connected by the two UAVs exchanges the es-
sential information with them to compute the trans-
mitter’s location using the proposed models. Table 1 
summarizes the surveyed literature and contains the 
challenges (issues) of cybersecurity, the methods, 
frameworks or algorithms, solution description, and 
technologies used during the experiment.

Based on the literature, most current approach-
es to UAV cybersecurity challenges are based on 
federated learning. One study used the federated 
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Table 1. Cybersecurity issues and proposed solutions

Issues Method Solution Description Application Reference
Intrusion detection in 
vehicular environments

Game theory-based 
approach

Detecting intruders 
generally, and nearby 
in the Vehicular ad 
hoc network (VANET) 
environment

Vehicular ad hoc 
network

[22]

Cybersecurity, privacy, 
and public safety

Enhancement in 
functionalities of 
unmanned aerial 
vehicles (UAVs)

Framework’s overviews, 
followed in determining 
maturity at the 
international, regional, and 
national levels

Unmanned aircraft 
systems (UASs)/
UAVs

[23]

Traffic issues, and 
smart advancement

Surveillance cameras 
and sensor application

Efficient connected and 
autonomous vehicles need 
to exercise caution in the 
context of privacy and 
security

UAVs [24]

Nonsecure 
communication

Machine learning An edge-aided secure 
lightweight guarantee 
technique for safe 
interaction

Internet of drones [25]

Infection monitoring 
and facial recognition

Pandemic situations 
(Covid-19)

Indisputably enhances 
drone design

Autonomous UAV 
deployment

[26]

Cyberattacks and 
counterattacks at 
airports

UAV deployment Installing drone-supported 
facilities near areas such 
as airports

Drone-sensing 
technologies

[27]

Precise landing A robust spherical-
object detection 
algorithm

Installation of a camera on 
the platform controls the 
macro drones near the 
landing area

A DJI Tello drone [28]

Intrusion detection Advanced machine 
learning

A two-stage hybrid 
approach to regulating 
attack

Internet of things 
(IoT) networks

[29]

Effectiveness, flexibility, 
and vigor

Bio-inspired routing Heterogeneous UAS 
swarm networking

UAVs [30]

UAV authentication Deep neural networks Proposed a federated 
learning-based UAV 
authentication approach

UAVs [31]

learning-aided UAV verification model with UAVs’ 
radiofrequency features on Internet of things (IoT)-
based networks, e.g., drone authentication [31]. Deep 
neural schemes are implemented for UAV authen-
tication in conjunction with a gradient descent opti-
mization accomplished in the vicinity of drones. The 
results demonstrated that the drone-based authenti-
cation approaches minimize computation compared 
to other authentication approaches [32, 33]. The 
study demonstrated that the cybersecurity hacker 
could cause irreparable damage and take complete 
control over the UAVs simply by compromising the 

communication network between the operator and 
the UAV. Table 1 summarizes some of the reviewed 
literature.

4. �Common UAV Cybersecurity 
Attacks

In this section, we present some of the identified 
critical threats related to UAVs. Hijacking, crash-
ing, or landing on demand are depicted to be the 
ultimate common targets for cybersecurity attacks. 



7

INTERNATIONAL JOURNAL ON SMART SENSING AND INTELLIGENT SYSTEMS

Second is hijacking, which is prevalent in spoofing 
attacks, and DoS attacks involving crashing or 
landing are the most rampant. A simple demonstra-
tion of the attack targets using the STRIDE model 
(see Table 2) depicts the distribution of the attack 
targets, and Table 3 demonstrates the most com-
mon attack goals [23].

4.1. Password cracking attack

Cyberattacks against passwords have demonstrated 
an increase in more connected devices. Password 
cracking in commercial UAVs, as a simple example 
of UAV control and disclosed positive security flaws, 
is an authentication intrusion, and this attack can be 
known as identity spoofing. In the attack, the violators 
use intercommunication mechanism vulnerabilities to 
get into the device and use the control tools of the 
robot’s functioning scheme [34].

4.2. Parrot Bebop 2 and DJI Phantom 4

Drone such as DJI’s Phantom 4 Pro and Parrot’s 
Bebop 2 have been vulnerable to many cyber-
attacks. Especially, the Phantom 4 Pro has two 
threats: DJI software development kit (SDK) and 
GPS spoofing [35].

4.2.1. SDK threat

The attackers track user authentication information 
and modify specific codes to allow malicious users 
to execute the operations of legitimate UAV users. 
This approach allows individuals to take pictures and 
videos to monitor the device [35]. This represents an 
attack on privilege escalation by allowing access to 
inaccessible features for unauthorized users.

4.2.2. GPS spoofing

The GPS is used in phantom models and is not en-
crypted. In addition, private GPS can be easily set. 
For this, the invader cracks the UAVs in the oppo-
nent’s GPS parody and exchanges a fake GPS code 
with the UAV flight controller. The UAV remains under 
the complete control of the attacker in case the at-
tacker succeeds. This attack could be carried out on 
a UAV without a device for detecting spoofing using 
the LabSat3 GPS simulator [35]. This is a noticeable 
STRIDE spoofing attack. There are also three specif-
ic Bebop 2 attacks, including open Wireless Fidelity 
(WiFi) and deauthorization.

4.2.3. Open WiFi

The Bebop UAVs have free WiFi, which gives many 
users access to the network. With this access, the 
team successfully hijacks the drone. We also found 
that the device allows multiple user connections so 
that multiple unauthenticated users can control the 
drone. After that, there is no way to verify the drone’s 
owner [35].

4.2.4. Deauthentication

The system is disturbed by the unauthorized user by 
continuously sending deauthentication packets to the 
UAV, which block the entire network in turn. It further 
prohibits communication with other users except for 
enemies who can hijack the UAV [36]. A “*” denotes 
the type of cybersecurity attacks; spoofing and DoS 
are indeed prevalent types of UAV attacks, and there 
is no repudiation case in the literature assessment. 
This is a DoS attack to control the UAVs.

4.2.5. Telnet

If the intruder is using Telnet, the intruder will have direct 
access to the drone system. The intruder can manipulate 

Table 3. Most common attack goals

Attack S T R I D E
Eavesdropping 2 - - - - -

Crash/land 3 - - - 4 -

Media or file access - - - 1 - 1

Hijacking 5 1 - 1 1 -

STRIDE, spoofing, tampering, repudiation, 
information disclosure, denial of service (DoS), and 
elevation of privilege.

Table 2. Distribution of the cybersecurity 
attack targets

Attack S T R I D E
Eavesdropping 3 - - - - -

Crashing 3 - - - 4 -

Landing 1 - - - 4 -

Media or file access - - - 1 - 1

Hijacking 6 1 - 1 1 -

STRIDE, spoofing, tampering, repudiation, 
information disclosure, denial of service (DoS),  
and elevation of privilege.
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critical system files and shellcode scripts with Parrot to 
destroy the system [26]. In certain situations, an intruder 
can completely restart the drone; deactivating the motor 
will cause it to fall to the ground [37].

4.3. Man-in-the-middle attack

The UAV address can be reached by using a wireless 
network to transmit a packet with an acknowledg-
ment from the UAV. A study hacked the connection 
by remotely changing the destination high (DH) and 
destination low (DL) parameters. The authors man-
aged to hijack the connection between the UAV and 
the remote controller. They also reversed the flight 
computer and control program, set the envelope, and 
injected it into the flight machine [38].

4.4. DoS communication system

A study [39] was done on cybersecurity in a Parrot 
AR drone, which used a DoS intrusion tool for UAV 
communication. During the attempt, the author 
interrupted the user by sending a deauthentication 
key, and then a UAV memory filled the control. The 
controller avoided reconnecting to the system, and 
the UAV crashed. The study used the air-cracking 
script to perform the attack [39]. It is a DOS attack 
that crashes the UAV in a STRIDE configuration.

4.5. DoS attacks

This is a way to disconnect two network devices us-
ing all the bandwidth that the two network devices 
provide. The goal is to break into a particular service 
and deny access. Typically, it overloads the device’s 
computing power or uses available bandwidth to pre-
vent authorized users from doing so [40].

4.6. �Parrot AR Drone 2.0 and Cheerson 
CX-10W

A survey on Cheerson CX-10W and Parrot AR Drone 
2.0 was carried out; many hacking techniques were 
run in separate tests. Six successful attacks were re-
ported. Both attacks used a network mapper (Nmap) 
scanner to collect reachable target devices [41].

4.6.1. Deauthentication attack

The attack is directed at the control system, and the 
device sends a deauthentication packet before the 
driver stops responding, signaling that the attack was 

successful. If the UAV’s relationship with the trans-
mitter is broken, the controller will receive a warn-
ing that the connection has been lost, and the UAV 
will stop at its current position [41]. This attack is a 
form of spoofing because an intruder can attack an 
authorized user and reconnect to the network after 
deauthentication.

4.6.2. Deauthentication on CX-10W

As mentioned earlier, an attack on the CX-10W with 
the same method was also launched. If the UAV and 
the transmitter are missing, the UAV crashes auto-
matically [42]. It is also a spoofing attack.

4.6.3. �Man-in-the-middle attack on AR 
Drone

The authors monitored the AR drone connection 
because they were targeting man-in-the-middle 
attacks using WiFi Nano Pineapple. The WiFi sys-
tem was checked for access points, and it mim-
icked the point of contact of a pineapple instead of 
a UAV. User commands were sent to the UAV so 
that an attacker could monitor the user’s actions 
without being recognized. Any other unsafe user-
driven actions, such as Hypertext Transfer Protocol 
HTTP websites, can be tracked instead of a better-
protected Hypertext Transfer Protocol Secure 
(HTTPS) alternative, making the application, similar 
to the UAV, vulnerable in case it is used in a man- 
in-the-middle attack [43].

4.6.4. �Man-in-the-middle attack on CX-10W

The CX-10W is also targeted using the same attack 
approach. Thus, it is also a spoofing threat. The AR 
drone is marginally less susceptible than this system 
because the controller software is not linked to the 
network [44].

4.6.5. �Unauthorized AR Drone root control

Two protocols were used for this study, such as File 
Transfer Protocol (FTP) and Telnet. The UAV was de-
activated by accessing the operating system file sys-
tem via Telnet (Busy Box). The user ID and password 
and many drone executables identified the data. This 
attack demonstrates an interruption as an attempt 
to divulge information as sensitive data are collected 
and sent to the attacker by an authorized user to hi-
jack the UAV [44].



9

INTERNATIONAL JOURNAL ON SMART SENSING AND INTELLIGENT SYSTEMS

4.6.6. AR Drone packet spoofing

The spoofing node that is used in the AR drone’s 
Python script mimics a UAV controller, and the author 
tracks the vehicle. First, the script is used to check 
the UAV controller’s compatibility, examine the data 
packet, and identify the packet. Then, the hackers 
use another script to emulate the media access con-
trol (MAC) and Internet protocol (IP) addresses of the 
device. In case the IP and MAC addresses are cor-
rect, the drone will accept the attacker’s command, 
so every detail is needed to force a UAV [45]. Packet 
spoofing attacks can be classified as spoofing threats 
with the STRIDE feature.

4.7. Bebop assault

Parrot Bebop drone has three vulnerabilities: buff-
er overflows, DoS, and address resolution protocol 
(ARP) cache poison attacks. A study used Nmap to 
evaluate Wireshark’s network traffic, looking for avail-
able ports before the attack. These measures pro-
vided the author of the study with the media access 
control and IP addresses of the devices that the sys-
tem would use to query the UAV controller [46].

4.7.1. Buffer overflow

In another study, the UAV’s central processing unit 
(CPU) and memory consumption dropped to about 
10 s. This indicates that the navigation system has 
collapsed, stopped, and crashed in the air [47]. This 
attack causes UAV memory overload and prevents 
users from accessing the system.

4.7.2. DoS assault

The study performed a DoS intrusion by submitting a 
UAV request that should be processed continuously. 
Up to 1000 submissions were rendered at the same 
time. Like a buffer overflow attack, UAVs collapse in 
navigation applications [48].

4.7.3. Cache poison

The communication signals are endlessly transmit-
ted to the UAV channel during a cache poison attack. 
The message is impersonated by the IP and MAC 
address of the authorized controller at the first level. 
The UAV recognizes the valid and intruder signals: in-
consistencies and interruptions. The communication. 
The UAV separates after 1 min [49]. It is a spoofing 

invasion as the intruder interacts with the UAV to em-
ulate the device’s signal.

4.8. Maldrone hacking

Maldrone is a software vulnerability explicitly de-
veloped for UAVs. The blog writer who hijacked DJI 
Phantom and Parrot AR Drone 2.0, during the at-
tack, put Maldrone in the middle of the drone. This 
allows an individual to control the drone’s launch lo-
cation and cause malfunctions if necessary [50]. An 
overview of the current cybersecurity attacks in the 
STRIDE categories is demonstrated in Table 4.

Comprehensively structured methods for detec-
tion of device threats and prioritizing susceptibilities 
of the highest degree have been studied. Numerous 
illustrations include STRIDE and attack trees (con-
ceptual illustrations demonstrating how an asset, 
in this case, cybersecurity, may be targeted or at-
tacked [51]). abuser stories [52], cyber operations 

Table 4. Overview of current 
cybersecurity attacks in the STRIDE 
categories

UAV Cybersecurity S T R I D E
Cybersecurity 4.1 * - - - - -

Cybersecurity 4.2.1 - - - - - *

Cybersecurity 4.2.2  * - - - - -

Cybersecurity 4.2.3  * - - - - -

Cybersecurity 4.2.4  - - - - * -

Cybersecurity 4.2.5  - - - - * -

Cybersecurity 4.3  * - - - - -

Cybersecurity 4.4  - - - - * -

Cybersecurity 4.5  - - - - * -

Cybersecurity 4.6.1  * - - - - -

Cybersecurity 4.6.2  * - - - - -

Cybersecurity 4.6.3  * - - - - -

Cybersecurity 4.6.4  * - - - - -

Cybersecurity 4.6.5  - - - * - -

Cybersecurity 4.7.1  - - - - * -

Cybersecurity 4.7.2  - - - - - -

Cybersecurity 4.7.3  * - - - - -

Cybersecurity 4.8  - * - - - -

STRIDE, spoofing, tampering, repudiation, 
information disclosure, denial of service (DoS), and 
elevation of privilege.
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rapid assessment (CORAS) [53], and Common 
Vulnerability Scoring System [54]. Table 5 summa-
rizes the goals and gears for any spoofing group at-
tack and DoS.

5  �Future Research Directions and 
Lessons Learned

In this section, notable research directions in the 
field of cybersecurity in UAVs, which are crucial to 
address emerging threats, improve existing securi-
ty measures, and adapt to the evolving landscape 
of UAV technology, and the lessons learned are 
presented.

5.1. Future research directions

As the capabilities and applications of UAVs contin-
ue to expand, researchers and industry profession-
als are actively exploring innovative approaches to 
enhance cybersecurity in this domain; the following 
research is likely to shape the application.

To appreciate the current efforts that have 
been done to mitigate UAV cybersecurity threats: 
Cybersecurity frequently incorporates various skills 
to protect UAV cyber data security and privacy. The 
cybersecurity procedures involve numerous duties 
such as regulation creation, policy enforcement, and 
drafting procedures to secure UAV data governance 
[35]. During this global coronavirus disease-2019 

Table 5. Goals and gears for any spoofing group attack and DoS

UAV 
Cybersecurity 
Attacks

Targets Some Gear
Any spoofing group 
attack

DoS Tampering

Attack 4.1 Hacking Adapter, joystick, ROS, WiFi 
network

- -

Attack 4.2.1 Hacking LabSat3 global positioning 
system (GPS) simulator

DJI software 
development kit 
(SDK)

-

Attack 4.2.2 Hacking Unknown - -

Attack 4.2.3 Eavesdropping Adapter, Xbee, universal serial 
bus (USB) to RS232, Python 
interpreter

DJI SDK -

Attack 4.2.4 Eavesdropping Xbee, Python interpreter SDK

Attack 4.2.5 Eavesdropping 868LP chip, Python 
interpreter

- -

Attack 4.3 Crashing WiFi network adapter, virtual 
machine (VM)

Hping3, Network, 
and LOIC

-

Attack 4.4 Hacking Air-cracking - -

Attack 4.5 Crashing - Telnet -

Attack 4.6.1 Landing Air-cracking - -

Attack 4.6.2 Crashing - Air-cracking -

Attack 4.6.3 Eavesdropping WiFi pineapple nano - -

Attack 4.6.4 Eavesdropping WiFi pineapple nano - -

Attack 4.6.5 Hacking Not specified - -

Attack 4.7.1 Landing Not specified Not specified -

Attack 4.7.2 Crashing Not specified Not specified -

Attack 4.7.3 Crashing Not specified Not specified -

Attack 4.8 Hacking Maldrone software tool - None Specified
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(COVID-19) pandemic, the Internet has revolution-
ized more businesses and social life habits regard-
less of the benefits. This conversion has resulted 
from connecting information and IoT-like UAVs into 
a network to connect people [36]. This increases 
the cybersecurity attacks since the majority are not 
aware of how to implement security within the busi-
ness systems and, worst of all, on their portable de-
vices, even if the security parameters are available 
though not activated.

In forthcoming years, UAV cybersecurity will be 
just as significant as it is today, if not more than to-
day. The expanding Internet connectivity rate and 
complexities in modern systems’ infrastructures are 
being manipulated with cybersecurity threats [35]. In 
the long run, these cybersecurity threats summarized 
in Table 3 put the economies, public cyber securities, 
commerce, and businesses at risk. Cybersecurity risk 
effects, such as reputational and financial risks, touch 
a company’s bottom line, affecting revenue and driv-
ing up costs. Consequently, cybersecurity threats can 
limit the capability of organizations to revolutionize, 
contend, and enhance the reputation of their devices, 
such as UAVs. There is likely to be an increase in ran-
somware attacks due to monitoring of monetization 
[36]. Cryptocurrencies and the emergence of ransom-
ware have made it easier for individuals to commit a 
crime and get away with it because they can get paid 
in untraceable ways.

5.1.1. �Lightweight and adaptive 
encryption techniques

Future research should focus on developing light-
weight encryption algorithms designed explicitly 
for resource-constrained UAVs. These algorithms 
should aim to provide robust security while minimiz-
ing computational overhead. Additionally, research-
ers are exploring adaptive encryption techniques 
that can dynamically adjust encryption parameters 
based on UAV system conditions, such as avail-
able resources and network conditions [37]. This 
research direction ensures secure and efficient 
communication between UAVs and ground control 
stations, protecting the confidentiality and integrity 
of data. Secure communication protocols and en-
cryption techniques will protect sensitive information 
transmitted between UAVs and ground control sta-
tions, prevent unauthorized access, and safeguard 
data confidentiality during critical operations, such 
as surveillance, package delivery, and infrastructure 
inspections [39].

5.1.2. �Enhanced authentication and 
access control mechanisms

Future research aims to develop advanced authenti-
cation and access control mechanisms tailored specif-
ically for UAV systems. These mechanisms verify the 
identity and integrity of UAVs, ground control stations, 
and connected devices, preventing unauthorized ac-
cess and reducing the risk of impersonation attacks 
[40]. This research direction ensures secure interac-
tions within the UAV ecosystem, mitigating the poten-
tial for malicious activities and unauthorized control. 
Strong authentication and access control mecha-
nisms will safeguard UAV operations by ensuring that 
only authorized entities can interact with the UAV sys-
tem [41]. This is particularly important in critical appli-
cations, such as military operations and emergency 
response, where the integrity and reliability of UAV 
systems are crucial.

5.1.3. �Intrusion detection and prevention 
systems

This approach involves innovation that focuses on 
developing sophisticated intrusion detection and pre-
vention systems for UAVs [42]. These systems use 
machine learning and artificial intelligence techniques 
to detect anomalous behavior, identify unauthorized 
access attempts, and respond in real time. Intrusion 
prevention mechanisms, such as firewalls and intru-
sion response systems, are also being integrated into 
UAV systems to block and neutralize threats active-
ly [43]. Intrusion detection and prevention systems 
will enhance the resilience of UAVs against cyber-
attacks, providing real-time threat detection and re-
sponse [44]. This is vital when UAVs operate in sen-
sitive environments or handle classified information, 
such as military surveillance or critical infrastructure 
inspections.

5.1.4. �Secure wireless communication 
protocols and antijamming 
techniques

Future research should focus on developing secure 
wireless communication protocols for UAVs, which 
are resistant to interception, eavesdropping, and 
jamming attacks [45]. These protocols should 
use adaptive modulation and coding techniques, 
frequency hopping mechanisms, and advanced 
signal-processing algorithms to ensure reliable and 
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secure communication between UAVs and ground 
control stations, even in hostile environments. Secure 
wireless communication protocols and antijamming 
techniques will safeguard the integrity and availabil-
ity of UAV communication links [46]. This is crucial 
in scenarios where UAVs operate in remote areas or 
in the presence of potential adversaries, maintaining 
reliable connectivity and protecting against unauthor-
ized access or interference.

5.1.5. �Resilient and self-healing UAV 
systems

Research should also focus on developing resilient 
UAV systems that can detect and mitigate cyber-
threats autonomously. These systems incorporate 
self-diagnostic mechanisms, redundancy measures, 
and adaptive response capabilities to maintain system 
integrity and functionality even during cyberattacks 
[47]. This research direction aims to build UAVs with 
inherent resilience against cyberthreats, thus ensur-
ing operation continuity and maintaining mission-
critical capabilities in the face of cyberattacks [48]. 
This is particularly relevant in scenarios such as 
emergency response, where UAVs play a vital role in 
search and rescue missions or disaster management.

5.1.6. �Human-centric approaches to 
cybersecurity

This includes developing training programs, se-
curity awareness campaigns, and guidelines for 
UAV operators and stakeholders to educate them 
on best practices, emphasizing the importance of 
strong passwords, secure configurations, and ad-
herence to security protocols [49]. This research 
direction emphasizes the role of human operators 
and stakeholders in maintaining the security of UAV 
operations. Human-centric approaches to cyber-
security will minimize the risk of human-induced 
vulnerabilities and ensure that UAV operators and 
stakeholders actively contribute to maintaining se-
cure UAV operations [50]. This is essential for pre-
venting common pitfalls such as weak passwords, 
social engineering attacks, or negligence in securi-
ty practices.

5.1.7. �Threat intelligence and forensics for 
UAVs

This involves collecting and analyzing data on 
emerging cyberthreats targeting UAV systems, 
understanding attack vectors, and developing 

countermeasures [51]. Additionally, forensic analysis 
techniques for UAV systems are being explored to in-
vestigate and attribute cyberattacks, aiding in postin-
cident analysis and recovery [52]. Threat intelligence 
and forensics for UAVs will enable proactive defense 
against emerging cyberthreats and facilitate identify-
ing and mitigating attacks. It also helps provide evi-
dence and insights for legal proceedings in the case 
of cyberattacks on UAV systems.

5.1.8. �Compliance with regulations and 
standards

Future research should emphasize the importance of 
compliance with regulations and industry standards 
in UAV cybersecurity. Researchers are developing 
frameworks and guidelines that align with existing 
regulations and promote industrywide adoption of 
security best practices [53]. Compliance with regula-
tions ensures that UAVs meet the necessary security 
protocols, mitigating potential risks to public safety 
and maintaining trust from regulatory authorities and 
stakeholders. This is crucial for maintaining the trust 
of stakeholders, adhering to legal requirements, and 
fostering a secure and reliable UAV ecosystem [54]. 
These future research directions in cybersecurity for 
UAVs focus on lightweight encryption, authentication, 
intrusion detection, wireless communication, resil-
ience, human-centric approaches, threat intelligence, 
forensics, and compliance. The applications of these 
research directions span various sectors, including 
commercial applications, critical infrastructure, mil-
itary operations, emergency response, and regula-
tory compliance, ultimately ensuring UAVs’ security, 
reliability, and trustworthiness in the face of evolving 
cyberthreats [55].

5.2. Lessons learned from the review

These lessons provide valuable insights into the key 
challenges and considerations in UAV cybersecurity. 
As summarized herein, by addressing these lessons 
and implementing appropriate security measures, 
stakeholders can enhance the resilience and protec-
tion of UAV systems against cyberthreats.

5.2.1. �Vulnerabilities in communication 
channels

Most studies have highlighted the susceptibility of 
UAV communication channels to interception and un-
authorized access. It has been observed that weak 
encryption, lack of authentication protocols, and 
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insufficient access controls can expose UAV systems 
to cyberthreats. Lesson learned: robust encryption, 
authentication mechanisms, and secure communica-
tion protocols are essential to protect UAV communi-
cation channels from unauthorized access and data 
interception.

5.2.2. Firmware and software security

UAV surveys have revealed vulnerabilities in firm-
ware and software components. Outdated soft-
ware, unpatched vulnerabilities, and insecure 
coding practices can create entry points for cyber-
attackers. The surveys demonstrate that regular 
firmware and software updates, adherence to se-
cure coding practices, and vulnerability manage-
ment are crucial to minimizing the risk of cyberat-
tacks on UAV systems.

5.2.3. Physical access and tampering

The review has shown that physical access to UAVs 
can lead to tampering and compromise of the sys-
tem. Unauthorized individuals gaining physical ac-
cess to UAVs can manipulate hardware components, 
inject malicious code, or extract sensitive informa-
tion. Implementing physical security measures such 
as tamperproof designs, secure storage facilities, 
and restricted access protocols is essential to pre-
vent physical tampering and unauthorized modifica-
tions to UAVs.

5.2.4. Lack of security awareness

Studies have highlighted the lack of security aware-
ness among UAV operators and stakeholders. Many 
operators may not fully understand the potential cy-
ber risks associated with UAVs, leading to inadvertent 
security lapses. Thus, conducting security awareness 
programs and training sessions and providing guide-
lines on secure practices can improve the overall se-
curity position of UAV systems by raising awareness 
and promoting responsible behavior among opera-
tors and stakeholders.

5.2.5. �Integration with existing 
cybersecurity infrastructure

The review has identified challenges in integrat-
ing UAVs into existing cybersecurity infrastructures. 
UAV systems often require unique security solutions 
due to their distinct characteristics and operational 

requirements. Compatibility issues, lack of interop-
erability, and limited integration with existing securi-
ty frameworks have been reported. Consequently, 
developing standardized security frameworks and 
protocols that specifically address the unique require-
ments of UAVs can facilitate seamless integration and 
improve overall cybersecurity in UAV operations.

5.2.6. Insider threats

Surveys have highlighted the potential risks posed by 
insider threats in UAV operations. Insiders with au-
thorized access to UAV systems, such as operators 
or maintenance personnel, may intentionally or unin-
tentionally engage in malicious activities that compro-
mise the security of the UAVs. Lesson learned: im-
plementing access controls, user activity monitoring, 
and periodic security audits can help detect and pre-
vent insider threats, ensuring the integrity and securi-
ty of UAV systems.

5.2.7. Regulatory compliance

Studies have emphasized the importance of regulatory 
compliance in UAV cybersecurity. UAV operations are 
subject to regulations and standards that aim to ensure 
the safety and security of operations. Failure to comply 
with these regulations can result in vulnerabilities and 
increased risks. Adhering to relevant regulations, stand-
ards, and industry best practices is crucial to maintain-
ing high cybersecurity in UAV systems. Compliance 
helps mitigate risks, ensures accountability, and pro-
motes a security culture within the UAV industry.

6. Conclusions

This study presented several cybersecurity vulnerabil-
ities for contemporary UAVs. These vulnerabilities are 
more vivid in communication, control, surveillance, 
and navigation of equipment of present-day UAVs. A 
few cyberthreat analyses and assessment algorithms 
were presented. The approach used to assess the 
UAV’s cybersecurity hazards was the STRIDE mod-
el (the model popular for identifying computer secu-
rity-related threats) connected with the considered 
threats. Emphasis was laid further on the evaluation 
depending on the accuracy in cybersecurity mission 
definition, potential intruders, and social and other 
human-related situations. The study discovered that 
newer devices get connected to the Internet without 
activating cybersecurity parameters, and that great-
er level of cybersecurity breach is evidenced in the 
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global Internet village. Nowadays, the majority are ei-
ther delightfully unaware of the cybersecurity threats 
from cyberattacks or have acknowledged the con-
sequences of putting their whole lives into a digital 
environment. Publicity regarding personality theft, 
information (data) breaches, and leaking of sensitive 
data and photos do not seem to have transformed 
our enthusiasm to store our most sensitive informa-
tion in the cloud. The certainty is that cybersecurity 
offenders are aware of this and this will boost how 
they manipulate humanity without caring whether 
they damage us. Studies have provided valuable in-
sights into the vulnerabilities and lessons learned in 
UAV cybersecurity, highlighting the need for robust 
encryption, secure communication protocols, firm-
ware and software updates, physical security meas-
ures, security awareness programs, integration with 
existing cybersecurity infrastructure, mitigation of 
insider threats, and adherence to regulatory compli-
ance. By incorporating these lessons and implement-
ing appropriate security measures, we can enhance 
UAV systems’ resilience, integrity, and trustworthi-
ness, ensuring their safe and secure operation in the 
face of evolving cyberthreats.
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