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ABSTRACT

Electromagnetic spectrum (EMS) superiority represents a
prerequisite for resilient defence strategies, capable of effective and
adequate response to our global security environment. Besides, quantum
communications are being considered one of the most promising
technologies with applications in security related domains. To this
extent, the development of quantum communication infrastructures
will significantly impact the architecture of the modern electromagnetic
operational environment. Quantum technologies pave the way
towards revolutionary technologies by exploiting physical phenomena
from different angles and enabling extremely sensitive measurements
of multiple parameters including electromagnetic fields. This paper
aims to present a short description of quantum technologies with
applications for electromagnetic spectrum monitoring and discusses

their impact on future electromagnetic warfare operations.
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1. Introduction

In the age of big data, the development
of new information technologies for the
processing and exchange of mass information
becomes a major challenge for our society.
To meet this growing need, the world of
quantum physics offers important possibilities
for technological development. The development
of quantum physics at the beginning of the
20™ century opened the perspective of a
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quantum
sensing, qubits, software defined radio

communications, quantum

completely counter-intuitive subatomic reality.
This new perspective paved the way
towards modern warfare, where involved
actors need to maintain supremacy by
controlling state-of-the-art military capabilities
including quantum technologies.

Quantum technology is a vast term
that is used to refer to different products
that make use of the quantum properties of
subatomic nature such as quantum
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superposition or quantum entanglement.
Briefly, quantum superposition describes
how a particle can exist within different
states at the same time while quantum
entanglement describes the way in which
two separate particles can be correlated in
such a way that, when one interacts with the
other, the other becomes aware and reacts
to it (Lopez, 2019). The principles of
quantum physics were already applied in
various technological devices including
lasers, memories of electronic devices,
satellite positioning systems and magnetic
resonance imaging (MRI) machines.

A series of reports and recommendations
were issued to enhance the importance of
this emerging field with respect to the
promising  applications of  quantum
technologies for defence systems (Till &
Pritchard, 2016; Davies & Kennedy, 2017;
Wolf et al., 2019). Most of the quantum
technology being developed or deployed is
of dual-use type, meaning that the research
effort comes from both military, governmental
agencies and private companies or universities.
Even if current quantum technologies have
mostly low-level Technology Readiness
Levels (TRLs) (Krelina, 2021) their potential
is extremely promising and developed
nations continuously make a sustainable
effort in this direction.

The world-wide leader nations in
quantum research and development include
China, United Kingdom, United States of
America, some FEuropean nations, and
Russia. In 2016, Beijing publicly announced
that it urges to achieve major breakthroughs
in quantum technologies by 2030, and that
same year it launched the world’s first
quantum satellite, which teleported a photon to
Earth in 2017 (IISS, 2019). In September
2018, the United States published its
National Strategic Overview for Quantum
Information Science and committed another
US$250m to support research grants in the
field of quantum sensing, computing and
communications (IISS, 2019). Additionally,
in October 2020, the United States
Department of Defence (DoD) issued an
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Electromagnetic Spectrum Superiority Strategy
(DoD, 2020) seeking to align electromagnetic
spectrum resources, capabilities, and activities
across the DoD to support the assumed
national security objectives. However, in
this recent strategy there is no mentioning
of the quantum technologies impact on
electromagnetic spectrum superiority while
recent published research evoked the potential
of using Rydberg atom-based receivers
(Halloway et al., 2021). Following, in April
2021, the Defence Advanced Research
Project Agency (DARPA) announced a
research program that is aimed at enabling
the quantum shift in spectrum monitoring
(DARPA, 2021). The program goal is to
develop radiofrequency (RF) devices that
use quantum techniques to access the radio
spectrum resources. The objective will be
pursued by creating directional RF transceivers
with improved sensitivity, bandwidth, and
dynamic range.

Although the quantum technology
literature is vast, as reported in (Krelina,
2021; Lopez 2019), in the public open
literature authors found no study covering
the impact of these technologies on
spectrum monitoring techniques. To this
extent, the aim of this article is to present
an in-depth perspective on the possible
utilisations of selected quantum technology
for improved spectrum sensing capabilities
with implications on the outcome of
modern military warfare. In the remaining
sections of the article, the following
taxonomy of quantum technology will be
addressed: quantum computing, quantum
communications and quantum sensing.
The last section of the paper presents the
conclusions and highlights the main
implications of quantum technologies for
future military EMF warfare.

2. Quantum computing

To briefly explain the principles
employed by quantum  computers
technologies, it is helpful to clarify how
classical computers work. Like all other
electronic gadgets, their fundamental units



of data are bits. This implies their programs
and applications are coded in bits, a double
dialect that employs Os and 1s. Every time
we connect with one of these devices, such
as when touching a key on a keyboard,
strings of Os and s are made, destroyed, or
modified in the computer memory.

In classical computing, the bits
correspond to circulating electric charges
which reflect the passage of an electric
current (bit of value 1) or its absence (bit of
value 0). The reading of the bit is
deterministic: 0 or 1. Likewise, the basic
unit of information in quantum computing
is the quantum bit, or qubit. From a
physical perspective a qubit can be made of
any particle with variable energetic excitation

Bit

states like photons, atoms, electrons, or
molecules. The use of qubits makes it
possible to represent information by a
quantum state which can be the superposition
of the states |0» and |1> of the two-level
system in variable proportions (DiVincenzo,
2000). The quantum states |0> and |1> of a
qubit can represent a state of the lowest
respectively the highest particle excitation,
while the particle can find itself in any of
the infinite intermediate levels of excitation.
This represents the fundamental difference
between the classical bits and qubits
(Figure no. 1). While a classic computer
can read only one bit at a time a quantum
computer can perform significantly faster as
a qubit can be in both states at once.
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Figure no. 1. Qubit vs bit. States of classical bit compared to quantum bit superposition
(Source: WEB-Dreamstime, 2021)

Physical qubits can be realised by
various systems but are most often realised
by means of superconducting qubits or
trapped-ion qubits. Other technologies include
cold atoms, electron spin or photonic qubits
but they are still in theory or early
development. The use of qubits is limited
by several factors but most importantly by
their quality and coherence time. Because of
the limited fidelity obtained by using solely
physical qubits, efficient communications
need to enable complex error correction
codes. This gave birth to logical qubits
consisting of multiple physical qubits and a
set of error correction codes. Quantum
computers use a process called quantum
parallelism  enabling more efficient
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algorithms that can exponentially outperform
classical computers. That is, with only n
qubits, we can obtain a computing capacity
equivalent to 2" bits (Lopez, 2019).

In the race for quantum computers,
the start was given in 1998 by a 2-qubit
computer built by scientists at the Oxford
University, IBM, Berkley, Stanford, and
MIT. The following couple of decades
brought little achievements for increasing the
number of qubits that quantum computers
could contain but in 2017 IBM company
was the first to develop a 17-qubit followed
by a 50-qubit quantum computer (Feldman,
2019). In a recent press release IBM
announced a 433-qubit quantum processor
in 2022 and 1,000 qubits by 2023



(Gambeta, 2020). Figure no. 2 presents the
progresses in the development of quantum
computers in terms of number of physical
qubits.

The race for quantum computers is
yet to come as the leap consists of
implementing logical qubits rather that
physical ones. According to some experts,

the number of physical qubits needed to
obtain a logical one could reach up to one
thousand (Lopez 2019). Roetteler et al.
(2017) appreciate that a quantum computer
with at least 1500 logical qubits will
probably have the capacity to break all
existing cyber security.
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Figure no. 2: The evolution of number of physical qubits in quantum computers
(Source: Authors)

Software  defined radio (SDR)
technology is already employed for
spectrum monitoring purposes and has
proven its agility for deploying real-time
electromagnetic field (EMF) monitoring
systems (Llames, 2016; Ball, 2017; Helbet,
2021). A SDR system is based on a
peripheral hardware component connected
to a personal computer. Traditional hardware
components like mixers, filters or amplifiers
are instead implemented by means of
software on the personal computer. A basic
SDR EMF measurement system consists of
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SDR device

a computer connected to the SDR device via
an USB/serial/Ethernet/SFP/SFP+ interface.
The SDR devices currently available on the
market can use up to 4 synchronised
reception channels but low-cost devices
usually have only one reception channel.
Figure no. 3 presents the current
architecture of a SDR system built for EMF
measurements. When powerful quantum
computers will be available, software
defined radio capabilities will also improve
as they play an important role in the
system’s performance.

USB/Serial/Ethernet/SFP+ conectivity

Figure no. 3: SDR system architecture for EMF measurements
(Source: Authors)
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Several quantum start-ups are developing
hybrid  software  solutions  between
supercomputers and quantum computers.
This type of hybrid computers could
provide the analytical power needed to
compute, in real-time, a wider range of the
electromagnetic spectrum and thus improve
EMF spectrum monitoring by SDRs.

3. Quantum communications

Quantum communication is a term
used to describe data exchange by means of
an entirely quantum network that uses
optical fibre or free space channels as a
transmission medium. Traditionally, this
type of communication uses a photon as an
information carrier. By allowing the
distribution of entangled states, quantum
communications can have several promising

applications inaccessible with current
technologies: long-distance interferometry,
time reference for atomic  clock

synchronization, quantum computer
networking, quantum key distribution, etc.
Remote access to quantum computers and
the sharing of computations between several
quantum computers makes it possible to
associate several processors to increase
their capacities exponentially. The practical
use of quantum communications will be
based on the ability to develop quantum
photonic components that can be integrated
into existing communications infrastructures
without requiring specific deployments.
Chinese researchers were the first to
set up a quantum communication network,
combining over 700 optical fibres on the
ground with two ground-to-satellite links.
Their network  employed  quantum
key distribution over a total distance of
4,600 kilometres for wusers across the
country (Chen, 2021). An outline of the
network architecture is visible in Figure no. 4.
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Figure no. 4: Integrated quantum communication network
(Source: University of Science and Technology of China, 2021)

Based on a similar network topology
we can deploy an EMF measurement
network based on quantum communications.
In Figure no. 5 we present such a network
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design for Romania. The EMF measurement
sensor could be traditional or even better
can be replaced by quantum sensors.
High-capacity communication channels are



needed as today’s sensors can deliver high
resolution mapping of the EMF spectrum in
real time. To this extent, the use of quantum

technology assures both capacity and
security requirements for both ground and
satellite to ground communication links.

® EMF Sensor
— Ground communication link

_ Satellite to ground
communication link

Figure no. 5: EMF measurement network based on quantum communication
(Source: Authors)

For satellite to ground communication
high-capacity laser communication (Lasercom)
can be enabled. Lasercom development was
accelerated by the rapid growth of satellite-
constellation programmes used for either
remote sensing or communications. The use
of quantum communications for lasercom
conducts to improved performances and
represents a prerequisite for the most
promising cryptography technique known as
quantum key distribution (QKD). The first
milestone for practical implementation of
QKD was achieved by scientist at the Los
Alamos National Laboratory (Hiskett et al.,
2006) and University of Cambridge (Dixon
et al., 2008) in 2007 and 2008 respectively.
The efforts were continued by researchers
at the University of Geneva in 2015, when
they experimentally proved QKD over a
307 km optical fibre (Korzh et al., 2015).
Today, China is the main leader in QKD
advances — as it first demonstrated the use
of QKD over a satellite to ground
communication link (Yin, 2020). With the
development of free space communication
over optical link, techniques are needed for
developing adequate interception and
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control mechanisms. The quantum shift will
enable the use of quantum eavesdropper as
third-party communication entity. Even if not
always looked at from this perspective, light
is a high frequency electromagnetic wave.
With traditional radiofrequency devices
migrating to higher frequencies and the
spread of optical communication links one
must reconsider the traditional electromagnetic
spectrum monitoring methods. To this extent
both sensors and measurement instrument
response must be adapted for the new
requirements.

4. Quantum sensing

Quantum sensing stands for the use of
a quantum system, quantum properties, or
quantum phenomena to perform a
measurement of a physical quantity such as
electric and magnetic field strengths.

If many of the quantum technology
applications are rather theoretical and
exhibit low TRLs, with long-term time
expectation, the field of quantum sensing is
the most mature quantum technology
domain presently. The most representative
technological example for quantum sensing



devices is probably atomic clocks, which
have been around for almost 50 years as part
of the Global Positioning System (GPS).

In the case of civilian applications
(smart homes, self-driving cars, traffic control,
industry, medicine, etc.), quantum sensors
find themselves in direct competition with
more conventional sensors whose performance
continues to improve. However, they are
called upon to play a leading role in the
fields of defence applications: navigation,
electromagnetic spectrum monitoring and
remote sensing. From this perspective we
may recall:

* Quantum navigation sensors (based
on atoms cooled by laser or on impurities in
diamonds) are capable of precisely measuring
variations in certain physical properties of
the terrestrial globe such as electromagnetic
or gravitational fields. High-definition
cartography makes it possible to position
oneself without having to resort to GPS.

* Electromagnetic sensing could be
much more efficient by using sensors based
on impurities in diamond to perform
spectral analysis of electromagnetic signals
several orders of magnitude finer than
current technologies.

* Quantum radar is an emerging
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remote sensing technology based on quantum
illumination. If it keeps its promises, it will
be able to detect stealth planes, filter out
deliberate jamming attempts, etc.

In Thales laboratories, numerous
studies are carried out on superconducting
quantum interference devices for the design
and production of miniature quantum
antennas, covering a very wide spectrum of
waves, usable in brain imaging or in
particle detection. Solid-state quantum
sensors are being researched to demonstrate
their ability to measure very weak magnetic
fields (for magnetic resonance imaging -
MRI, for example). Rare ions will allow the
analysis of a radio frequency spectrum over
broad spectral bands continuously aimed at
de-cluttering and optimizing networks.
Other themes are being developed, such as
sensors for future quantum inertial units on
board aircraft (Damiano, 2021).

The most promising quantum
technique for EMF spectrum monitoring is
represented by employing the principle of
electromagnetically induced transparency
of Rydberg atoms. A quantum-based
antenna was developed and proved its
feasibility for spectrum sensing over wider
broadband RF carrier (Song et al., 2019).

Figure no. 6: Rydberg receiver detecting a wide range of signals
(Source: US Army illustration, US Army DEVCOM, 2021)
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US Army scientists have designed a
quantum sensor capable of measuring RF
spectrum from 0 to 20 GHz. This EMF
spectrum analyser is expected to surpass
fundamental limitations of traditional
electronics in sensitivity, bandwidth, and
frequency range (Meyer et al., 2021).
Following, DARPA has launched a 56-month
research program for enabling the quantum
shift in electromagnetic spectrum monitoring.

Other technological products based
on quantum physics that were developed
for EMF spectrum sensing purposes are
electro-optic probes. In recent years, great

progress has been made in the optical
sensing technique for EMF measurements
that include the development of magnetic
and electric field optical sensors based on
Faraday effect, magneto-strictive materials,
electric-optic crystals, and piezoelectric
materials (Peng et al., 2019). The use of
electro-optic field probes has a series of
advantages as size and weight, immunity to
EMF, high sensitivity or wide dynamic range.
In Figure no. 7 we show two commercially
available electro-optic field probes from
Kapteos (a) and Seikoh-Giken (b).

SH-10TS (¢40X90mm)

Figure no. 7: Electric field sensors — electro-optic type from

(a) Kapteos (France)

5. Conclusions

This article presents a previsioned
impact of some selected quantum
technologies on EMF measurement systems.
The technologies discussed include
quantum computers, quantum networks and
quantum sensing.

The ongoing research in the field of
quantum communication networks is based
on extremely precise optical links. The
flexibility and open-source character of SDR
applications recommends them for integration
into hybrid electro-optic architecture of next
generation networks. With SDRs already
having optical interfaces like SFP+ we can
expect to see them in this type of networks
as soon as they are being deployed.
Moreover, with the development of quantum/
hybrid processors, on the long term, we
expect to see traditional EMF measurement
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( b) Seikoh-Giken (Japan)

devices equipped with this type of
technology. This increase in processing
capacity would lead to real-time analysis of
wider portions of the EMF spectrum.
Among all the analysed quantum
technologies the authors believe that the
most significant impact in the following
few years will come from quantum-sensors
based on Rydberg atoms behaviour.
The TRL level of the technology is rather
high compared to other quantum
technologies discussed in this article
(eg. High performance quantum computers)
and ongoing research is being conducted in
this field. Research in this area will contribute
to defence system’s modernization for the
next-generation computer networks by
introducing novel communications techniques
of RF signal detection. In the last two years
significant progress has been made to the



field by running Rydberg atomic sensor technologies used for EMS supremacy.

over a wide frequency range. Scientists are To this extent, electromagnetic spectrum
expected to find means to boost sensitivity superiority is a precursor to the successful
as well as expand detection techniques to conduct of operations in all operational
include more complicated waveforms. environments (land, air, sea, space,
The developed sensor is small sized and cyberspace). In other to assure their
virtually undetectable, characteristics that supremacy, nations are required to ensure
recommend it for usage in combat areas. superiority by combining efforts to improve

As pointed out in the previous sections, technological capabilities, activities, and
some applications of quantum technologies operations in the short and long term.
offer a wide range of applications in modern As pointed out by the example of powerful
electromagnetic spectrum (EMS) warfare. nations, the research in the field of quantum
This new technology is expected to improve technologies will enable a paradigm
sensitivity, efficiency, introduce new shifting that can assure both technological
capabilities, and sharpen present military and military supremacy.
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