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Abstract: The availability of open data has increased dramatically, 
partly in reaction to several types of government agencies 
publishing their raw data. Access to and use of open data is not 
only essential for the development of public policy and delivery of 
various services, but it is also of eminent value for private (and 
often economic) purposes. To meet these demands, the availability 
of open data has increased dramatically both domestically and 
EU-wide. Nevertheless, it is still access to and use of personal data 
which is usually in the spotlight of public—and also legal—debates. 
Contributing to fi ll this gap, this paper analyses the signifi cance 
of open data and the resulting challenges imposed by the wide-
spread lack of specifi c open data policies. The paper also provides 
an overview of the existing systems used in Estonian governance 
to ensure access to open information, but also highlights the 
shortcomings, before it fi nally makes proposals on how to improve 
open data disclosure practices in Estonia.
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1.	 Introduction

The European Convention on Human Rights implies in its Article 10 that the 
state has an obligation to guarantee the right to seek or obtain information. 
This approach was confirmed already in 1982 by the Committee of Ministers’ 
Declaration on the Freedom of Expression and Information and finally 
regulated on the EU level by Directive (EU) 2019/1024 of the European 
Parliament and of the Council of 20 June 2019 on open data and the reuse 
of public sector information. The European Commission considered that 
action at Union level was necessary to address the remaining and emerging 
barriers to a wide reuse of public sector and publicly funded information 
across the Union, to bring the legislative framework up to date with the 
advances in digital technologies and to further stimulate digital innovation. 

The availability of open data has increased dramatically, with pressure 
being put on several types of government agencies to publish their raw data. 
Open data is frequently required for the development of public policy and 
the delivery of services, but it can also be useful for other purposes, such as 
traffic statistics. The traditional separation between public entities and users 
is overcome through open data (Janssen, Charalabidis & Zuiderwijk, 2012, 
p. 258). In many different domains, public agencies are among the major 
creators and collectors of data. These data categories include anything from 
traffic, environmental, geographical, and tourism information to statistics, 
business, public sector budgets, and performance levels, as well as policy 
and inspection data (food, safety, education quality, etc.).

Open data may be used to establish public policy (Napoli & Karaganis, 
2010, p. 385) as well as to gain insight into and provide solutions to social 
issues (Janssen, 2011, p. 45). Open data—i.e., non-personal data generated 
by public entities—should be opened for all to reuse, free of charge, and 
without discrimination concern all data which (when published) does not 
violate the fundamental rights of individuals. Even though states must 
publish open data, not much of it is being published. The current usage 
of open data published by the governments is falling behind expectations. 
Datasets are being released on different platforms with the assumption that 
these datasets are meant to be used for any purpose and the users will 
benefit from them regardless of their intentions (Janssen, 2011, p. 45). This 
assumption may impair the reuse of open data, as there might not be a 
connection between context-specific user requirements and data provision 
(Ruijer et al., 2017, p. 471). States do not have a clear strategy about what 
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should be published and how it should be published. There are currently a 
variety of open data policies and regulations at various levels of government, 
but little to no systematic and structured study has been conducted on the 
issues covered by open data policies, their goal, and their actual impact 
(see, e.g., Nyman-Metcalf & Papageorgiou, 2018; Hamuľák, Kocharyan & 
Kerikmäe, 2020; Kerikmäe & Nyman-Metcalf, 2020a; 2020b). Most research 
in this area has consisted of conceptual papers, descriptions of the empirical 
uses of open data or the design of technology and systems for harnessing the 
power of open data (Janssen, Charalabidis & Zuiderwijk, 2012, pp. 258–259). 
Furthermore, as open data as a concept is a new phenomenon and still in 
its early stages of growth, there is no proper framework for comparing open 
data policies on a broad range of aspects (Zuiderwijk & Janssen, 2013, p. 17).

This article will analyse the importance of open data, the problem of the 
lack of open data policies, provide an overview of existing systems used by 
the governance of Estonia to ensure access to open information, and make 
proposals on how to improve open data disclosure practices in Estonia.

2. The importance of open data policies

Governments should adopt open data policies aiming to encourage and 
guide the disclosure of government data and to derive benefits from its use. 
Even though different open data policies are in place at various levels of 
government, little systematic research has been done on the topic of open 
data policies. Open data policies are thus fragmented, and it is considered 
a challenge to create a coherent system between government agencies. 
There is a need to start comparing these public data policies to create a 
unified system for opening open data. Comparing open data policies across 
different parts and levels of government is essential for achieving a better 
understanding of the common and distinctive elements in the policies, as 
well as identifying the factors that determine policy variation and impact. 
This knowledge could help in the formulation of new open data policies as 
well as the enhancement of existing ones (Zuiderwijk & Janssen, 2013, 
p. 18).

Open data policies ensure the long-term transparency of government 
information. For that, government information must be preserved in an 
accessible manner and location (Jaeger & Bertot, 2010, p. 373). However, 
effective and efficient e-governance requires a high degree of trust in 
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government information systems (Saxena, 2005, p.  505). If this trust is 
lacking, citizens are reluctant to provide their personal data to be processed 
by government systems, and the intended benefits from efficient and effective 
administration and governance is not generated in the first place (Priisalu & 
Ottis, 2017, p. 450). In order to ensure democratic governance and freedom of 
information, information controllers should therefore be prepared to disclose 
open data collected in the course of their work (Bertot et al., 2010, p. 264). 
This is a very important aspect for democratic countries, including Estonia, 
because in this way the whole process of governing the country can be more 
transparent for the citizens. Transparency is an issue that considers not only 
short-term considerations (for example, citizens do have to have access to 
information they need), but also long-term ones (Halachmi & Greiling, 2013, 
pp. 574–576). As mentioned above, for long-term transparency, governments 
additionally have to be prepared to preserve the information in an accessible 
format and location for maintenance (McDermott, 2010, p.  405). As the 
information is stored in publicly accessible format, the citizens can access 
the data (at any time), which helps to ensure the transparency of government 
as people can find the information and thus potentially comprehend the 
reasons behind the decisions made by the government. This process leads to 
a more transparent government as citizens can also examine which data the 
government has been collecting.

Transparency is today regarded as an integral part of democratic governance. 
Democracies are considered to be more transparent by design, but, in fact, 
they simply tend to generate much more information than authoritarian 
systems (Jaeger & Bertot, 2010, p. 372). Disclosure of data raises two main 
preconditions for democratic governance: First, it assumes that public 
agencies are prepared for an open process that values influence, discourses, 
and exchanges as constructive and welcomes competing viewpoints and 
ideas (Lindstedt & Naurin, 2010, p. 310). Second, it leads to the expectation 
that the government will relinquish authority, at least to some level, 
necessitating significant changes in the public sector. Users can examine and 
verify whether the conclusions drawn from the data are valid and supported 
by opening the data, and they can study previously collected information to 
narrow the policy-making focus on a broad range of aspects (Zuiderwijk & 
Janssen, 2013, p. 18). Open data should result in open government, in which 
the government acts as an open system and interacts with its surroundings, 
rather than reinforcing current procedures. The release of data is expected 
to have several advantages, including boosting innovation and fostering 
economic growth. Not only should data be made public, but it should also 
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be actively searched for feedback on how to improve government (Janssen, 
Charalabidis & Zuiderwijk, 2012, p. 260).

3. The obligation to disclose open data in Estonian law 

Estonia is among the leading countries in the world in the field of 
e-governance (Kerikmäe & Nyman-Metcalf, 2020b, p. 31; Salumaa-Lepik, 
Kerikmäe & Nisu, 2021). A friendly political and economic environment 
that has been created in Estonia for ICT entrepreneurs—whether they are 
seeking commercial profit, developing technological innovations, advancing 
knowledge, or promoting civil initiatives—is one of the key drivers that helps 
Estonia advance in developing and launching different open government 
projects (Hoffmann, 2020a; Kassen, 2019, p. 569; Kerikmäe, Hoffmann & 
Chochia, 2018; Kerikmäe, Mölder & Chochia, 2019).

As a developed e-state, Estonia has been collecting and continues to collect 
an abundant amount of data about its citizens. Data is collected in a variety 
of places, and it is used by a variety of institutions and organizations in their 
everyday work to improve public services. In particular, the state publishes 
the data necessary for the provision of various public and proactive services, 
the latter in the form of direct public services, provided by an institution 
on its own initiative, on the basis of the presumed intent of persons and on 
the basis of data from databases belonging to the state information system 
(see Principles for Managing Services and Governing Information, Art. 3(2)). 
These services have been designed and improved in such a way that algorithms 
or artificial intelligence-driven functions, added in the information system, 
analyse already existing information in various databases and identify 
situations when a person acquires a certain right or benefit. In the case of a 
proactive service, the citizen does not have to apply for the service, but the 
local government offers the service to the corresponding target group, using 
the information available in public databases. When a right or obligation 
arises, the information system provides the service automatically or asks 
for the person’s consent (and subsequently offers the service). One example 
of providing a proactive service at the birth of a child is when a medical 
professional makes an entry in the population register about the birth of a 
child and the new-born child automatically receives health insurance and 
is registered in the patient list of the mother’s general practitioner. In this 
example, proactivity signifies that an entry in the population register for 
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a born child activates the following services without the parent having to 
apply for it. 

Estonia is obliged to publish the collected open data according to both EU 
and national law: Directive 2019/1024 of the European Parliament and of 
the Council on open data and the reuse of public sector information is the 
central directive for open data, establishing a minimum harmonization of 
national rules and practices on the reuse of publicly funded information with 
the objective to support the smooth functioning of the internal market and 
the development of the information society in the EU. Specifically, Directive 
2019/1024 sets the following rules:

•	 All public sector content that can be accessed under the rules of national 
access to documents is in principle freely available for reuse. With this 
Directive, public sector bodies are not able to charge more than the 
marginal cost for the reuse of their data, except in very limited cases. 

•	 A particular focus is placed on high-value datasets, such as statistics or 
geospatial data. These datasets have high commercial potential as they 
can speed up the emergence of a wide variety of value-added information 
products and services. 

•	 Public undertakings in the transport and utilities sector generate valuable 
data when providing services in the general interest that will enter into 
the scope of the Open Data and Public Sector Information Directive. 
Once the public undertakings make such data available, they will have 
to comply with the principles of transparency, non-discrimination and 
non-exclusivity set out in the Directive and ensure the use of appropriate 
data formats and dissemination methods.

•	 Some public bodies strike complex data deals with private companies, 
which can potentially lead to public sector information being “locked in”. 
Safeguards are put in place to reinforce transparency and to limit the 
conclusion of agreements which could lead to exclusive reuse of public 
sector data by private partners.

•	 More real-time data, available via APIs (Application Programming 
Interface) can allow companies, especially start-ups, to develop innovative 
products and services, such as mobility apps. EU countries are required 
to develop policies for open access to publicly funded research data.

However, in contrast to many other EU Member States, Estonia has also 
on national level established an explicit right to full transparency about the 
use of both personal and public data—a right which is even constitutionally 
protected. Namely, Article 44 of the Constitution of the Republic of Estonia 
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protects in its first paragraph the right to “freely receive information 
disseminated for public use”, which is further supported by a duty imposed 
by paragraph 2 on “all state agencies, municipalities and their officials” to 
provide information about their activities, pursuant to a procedure provided 
by a law, to Estonian citizens at their request. The access to personal data 
is guaranteed in paragraph 2, according to which “Estonian citizens have 
the right to access information about themselves held in state agencies and 
municipalities and in state and municipal archives. 

Other EU Member States usually do not guarantee these rights on a 
constitutional level and additionally to a much less extent. For instance, 
Article 5 of the German Basic Law only grants the right “to inform oneself 
without hindrance from generally accessible sources”, and also the details 
regulated in the Act on the Regulation of Access to Federal Information 
provide a much more limited access than guaranteed by the Estonian 
constitution.

Information published as open data involves information related to legislation, 
various economic, traffic, and weather data. In fact, the state still has collected 
beyond that a wealth of more data which could be published to different target 
groups who would be able to generate value out of the usage of this data, 
providing benefits to both the national economy and the quality of governance. 
The Amendment Act of Estonian Public Information Act entered into force 
on 10 December 2021 and had the objective to bring the Estonian Public 
Information Act in line with Directive 2019/1024 on open data and, according 
to the Explanatory Memorandum to the Public Information Act, the reuse of 
public sector information and to increase the availability and reusability of 
open data to foster innovation and the economy, the smoother functioning 
of the internal market and the information society. The Explanatory 
Memorandum to the Public Information Act also describes how allowing the 
reuse of data held by a public sector body provides added value for reusers, 
end-users, and the society, and often for the public authority concerned, as 
it promotes transparency and accountability. The amendments give effect to 
the requirements of Directive 2019/1024 of the European Parliament and of 
the Council on the reuse of public data and public sector information. The 
Commission shall evaluate the application of this Directive no earlier than on 
17 July 2025, so even though Member States had to bring into force the laws, 
regulations, and administrative provisions necessary to comply with this 
Directive by 17 July 2021 at the latest, many states have not yet established 
comprehensive open data policies since last summer. 
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The new Estonian Public Information Act intends to solve practical 
bottlenecks that have arisen in the interpretation of the definition of open 
data and the principles related to reuse provided in the current law. For 
instance, paragraph 31, Section 83 of the Estonian Public Information 
Act establishes the obligation to make such open data that are updated 
frequently or in real time because they change continuously or expire 
rapidly available for reuse through the Application Programming Interface 
and, where appropriate, as bulk downloads immediately after collection or 
in the case of manual updates. If this is considered too “burdensome for the 
holder”, the data shall be made available in the shortest possible time and 
with technical constraints that do not unduly prejudice the economic and 
social potential of the data. According to Section 9 of the same paragraph, 
open data shall, as a rule, be released for reuse without conditions. Where 
the imposition of conditions for reuse is necessary in the public interest, 
such conditions shall be objective, proportionate, and non-discriminatory, 
and conditions for recovery shall be available in machine-readable form and 
in an open format. 

This is the first time the Estonian government has regulated the obligation to 
publish open data at the level of law. Until this amendment of the Estonian 
Public Information Act, id est under the previous version of the Act (which 
entered into force on 1 April 2019), the obligation to publish open data was 
merely established as a general duty; the obligation was to disclose open 
data where possible and appropriate and does not infringe the rights of the 
data subject. This change of the new version of Estonian Public Information 
Act, which entered into force on 10 December 2021, is indeed significant as 
it imposes a real obligation to disclose open data. This is the first time in 
Estonian history that private entities have to start publishing data they have 
collected as far as it qualifies as open data in order to be in compliance with 
the law. This amendment to the law potentially necessitates the convening 
of an expert group to develop guidelines at Estonian level on which data are 
included in the open data and on what timeframe and on what platform they 
should be published.
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4. Data platform tools in Estonia

Unless there is a central platform where open data is published, there can 
be impairment of transparency, as a lot of open data is published without 
a clear structure (Conradie & Choenni, 2014, p. 11). In other words, the 
mere abundance of data and information made available at some point may 
impair transparency, as users may be unable to locate data searched for, even 
though the respective data exist and are made public (Jaeger & Bertot, 2010, 
p. 372). This can be the case if government agencies do not have a central 
environment in which disclosures are uploaded, or if these environments 
are existing, but are not designed as user-friendly, which means that it is 
difficult for users, or citizens, to navigate these environments. Governments 
mostly make their data available through platforms. A key benefit of their 
platforms is that if all government agencies use the same platform, i.e., all 
information is available from one environment, then it is easier for citizens 
to seek and obtain information as well as interact with public administrators 
(Wijnhoven, Ehrenhard & Kuhn, 2015, p. 30). Platforms for open government 
data are a relatively new phenomenon, which has emerged in the last 
decade and which also has been the object of scholarly research in terms 
of their potential to enable improved public service innovation, increase 
transparency, and provide broader social benefits (Bonina & Eaton, 2020, 
p. 1). Another benefit of open data platforms is that they offer users the 
possibility to provide feedback to the policy decision-makers, to gain insight 
and knowledge, and to overall participation (Ruijer et al., 2017, p. 477)—an 
architecture which thus additionally strengthens the basic human right to 
seek and obtain information according to the above-mentioned Article 10 
of the European Convention of Human Rights. To accomplish open data 
innovation, platform governance must be used to develop an ecosystem of 
active actors on both the demand and supply sides of an open government 
data platform (Bonina & Eaton, 2020, p. 3). Ease of access is crucial for 
making users use the platform.

4.1 The X-Road

X-tee (‘The X-road’), the “backbone” of governmental data (Paide et al., 
2018, p. 34), is used for secure data exchange and interoperability in the 
public and private sector (Saputro et al., 2020, p. 216). The X-road is a data 
exchange layer for information systems which forms the heart of Estonian 
digital services, as it links the different databases and information systems, 
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allowing fast and secure data exchange between these databases (Tupay, 
2020). The X-road is accessed via the eesti.ee main governance website or 
other authorities’ websites; any data that originates from other databases 
or, conversely, needs to be added to a database, passes through the 
X-Road platform. The members of the X-road are primarily various public 
authorities, but also private companies, such as banks or telecommunications 
companies (Republic of Estonia Information System Authority, 2021a). 
The government’s vision behind the creation of the X-road was to keep 
databases available seven days a week and 24 hours a day (Republic of 
Estonia Information System Authority, 2021b). All those granted access to 
the X-road can use the services and data of other members to improve their 
own business processes (even though an explicit prior consent is required for 
private entities to access personal data). For instance, when local police tries 
to check a driver’s license in the event of a real-live incident, the Estonian 
driver will no longer need to carry a physical driver’s license, as the police 
officer will be able to make an operative inquiry on the spot, via the X-road, 
in the database of the Republic of Estonia Road Administration, using an 
identification document to control driver’s licenses. The Tax and Customs 
Board has a similar data service that allows checking tax arrears of private 
or legal persons (Republic of Estonia Information System Authority, 2021b). 
Another example is the service where, upon  registration of a child’s birth in 
the population register, the child is automatically added to the list of his or 
her mother’s family medicine centre. 

4.2 The once-only principle

Another feature of the X-road is the ‘once-only principle’ (OOP). By means 
of the OOP, which is anchored in Estonian law (Estonian Law on Public 
Information, Art. 43(3)), personal data is made available to the state by the 
person concerned only once; public authorities must contact this body (and 
not the person concerned again) for future data processing operations.

The Estonian data protection framework is in this context remarkable as it 
involves a special approach to take care of the data subject’s actual protection 
interests: While at first (and perhaps even at second) sight, the X-Road and 
the OOP may seem to violate the GDPR’s principle of purpose limitation 
(Martini & Wenzel, 2017, pp.  749–758), the data subject’s interests are 
nevertheless taken into account, as a neglect of the data subject’s consent 
at the access level is compensated by comprehensive transparency at the 
processing level. If the person concerned is really seriously interested in who 
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has accessed which personal data, based on what authorization and for what 
specific purpose, and how they have processed it, the state portal provides, 
upon request, exhaustive (and untamperable) information in real time on 
that portal via a “data tracker”. When an authority assesses an individual’s 
data, it leaves a digital footprint displayed in real time to the respective 
data, subject upon request, indicating which authority viewed the data at 
what time, and an explanation on the entity’s access to these data and the 
respective justification for exercising this right. 

Less transparency in the consent stage is therefore compensated by 
maximum transparency in the data processing stage (Hoffmann, 2020b). 
If one now takes into account that a growing proportion of the consents in 
everyday digital practice are granted with little or none consideration at 
all, as the user is usually primarily interested in the specific application, 
and less in her data, this architecture serves the actual interests of the data 
subject much better, as the data subject is only confronted with information 
that provides transparency if the subject actually requests it—and then 
receives it immediately and in full and to the desired extent. 

Access to any of these personal data can be traced directly, and in case of 
doubt, the Estonian data protection inspector is available for assistance. 
Obviously, the data tracker supports the data subject’s interest only after 
the (possibly unlawful) access has already taken place, but the drastic 
sanctions (up to 1 year imprisonment, according to §157 II of the Estonian 
Criminal Code) for the unlawful access to personal data has an enormous 
preventative effect (Kerikmäe & Nyman-Metcalf, 2020b, p. 47). The system 
is very popular in Estonia; the data-tracker has over 30,000 uses per month. 
One of the aspects of the X-road in Estonia is that individuals (citizens and 
residents of Estonia) can quickly examine what data the authorities have 
on them by going to one website (www.eesti.ee), which links to all public 
services and databases (Kerikmäe & Nyman-Metcalf, 2020b, p. 47). All of 
the previously mentioned will reduce the possibility of data breaches, which 
is one of the most likely issues with data transfer. The data exchange layer of 
the X-road has the potential to play an important role also for the disclosure 
of non-personal data, as data could be aggregated through this platform and 
published, for example, on the eesti.ee website. 
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4.3 The eesti.ee state portal

In Estonia, the government uses the website eesti.ee as a central website for 
every public service. Eesti.ee is a state-maintained portal and functions as 
the e-Estonian information gateway: The portal is used by the authorities 
to publish information, allow access to electronic services, and forward 
documents and notifications. All governmental services are linked to that 
website. The Estonian state and all stakeholders in the public, private and 
third sector offer their public services through the portal eesti.ee pursuant 
to the legal acts valid in the Republic of Estonia.

4.4 Avaandmed.eesti.ee—the official Estonian open data portal

This portal is explicitly designed for open data and provides everyone the 
opportunity to access and visualize open data, including usage stories that 
are based on open data. In April 2022, it included 879 datasets by 2,212 
publishers, which are all freely accessible. Open data on this portal is 
published by the public, private or third sector, which means that every 
sector is able to upload their open data to be accessed. Users can see 
different datasets, specified according to categories, specifically Population 
and Society, Energy, Education, Culture and Sport, Environment, Economy 
and Finance, Science and Technology, Region and Cities, Agriculture, 
Fisheries, Forestry and Food, Health, Transport, Government and Public 
Sector, Justice, Legal System and Public Safety.

4.5 Riigiteataja.ee—laws and regulations

Another platform through which the Estonian government releases open 
data to its citizens is Riigi Teataja, Estonia’s official state gazette. Riigi 
Teataja employs ICT resources to provide more convenient and wider access 
to the information it actually requires by law. It also provides easy-to-handle 
mechanisms to compare current and previous versions of laws, government 
rules, and other documents. These few examples appear to be a natural 
component of the government’s and parliament’s (Riigikogu) operations 
in terms of transparency, but a comparison with other countries reveals 
that such openness is not yet universal. Returning to the example of Riigi 
Teataja, a lot of open data have already provided value by helping in the 
prevention of various evils today, and it is possible that no one was aware of 
the change in the law in time. This has potentially saved public money, as 
people are aware of the changes in the law and can therefore avoid illegal 
behaviour or refrain from illegal activities.
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5. Open data and data protection

The European data protection framework acknowledges two categories of 
data: personal and non-personal data. The latter can be subdivided into 
data that is always non-personal (as it is never related to an identified or 
identifiable natural person), and there is also data that is not personal 
any more, as the linkage to a natural person has been removed (Finck & 
Pallas, 2020, p.  13). Open data policies may, nevertheless, be in conflict 
with the individual’s right to information privacy as protected by the GDPR 
(Kulk & Loenen, 2012, pp. 196–197), as there is also a data protection risk 
when publishing open data in those cases where differentiation between 
personal and non-personal data or, which will be more and more the case in 
the future, e.g., with ubiquitous data collection/surveillance in smart cities, 
where the entanglement of individually non-personal data leads to patterns 
which allow for the identification of individual data. When disclosing open 
data, the authority must be 100% sure that the data disclosed are in no way 
personal data or that they can be linked in any way to a specific person, as 
this would constitute an infringement that could result in a fine of up to 20 
million euros. Although many governmental organizations might be willing 
to open up their data, they lack the guiding principles derived from practical 
case studies that help them in doing this. Practical frameworks need to be 
created that would support agencies to decide whether a dataset is eligible 
to release or not (Zuiderwijk et al., 2012, p. 91).

Even though the X-tee service renders the possibility of data breaches low, 
as the data is moved in a controlled manner and the person can control who 
has processed their data and when, it does not eliminate the possibility in 
general. Beyond legal constraints, such as the GDPR, there are also several 
ethical concepts to consider when exchanging data from human individuals, 
including de-identification (Forero, Curioso & Patrinos, 2021, p. 2). Users of 
open data should not be able to identify persons by using a dataset, which 
the controller should prevent by respective technical mechanisms (Janssen, 
2011, p.  451). In specific cases of highly sensitive information, such as 
information about health data or data revealing racial or ethnic origin, 
there is the option for the submission of processed data, such as summary 
statistics (Forero, Curioso & Patrinos, 2021, p. 2).

The GDPR comprises the right to access and rectify data about oneself and 
the need for control by an independent authority (Nyman-Metcalf, 2014, 
p. 41). As it comes to publishing data, a considerable amount of personal 
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data could be impersonalized either by anonymization or pseudonymization, 
and therefore this data could be used and published as open data. 

In Estonia, there has been a successful prototype of this GDPR-compliant 
pseudonymization, when the governmental agency (here the Estonian Road 
Administration) cooperated with a private entity (the telecommunication 
company Telia) in granting access to the anonymous movement data 
of individual passengers and thus rendered their work processes and 
trajectories more efficient. The Estonian Transport Administration received 
from Telia data which indicates the number of people moving on specific road 
sections with an accuracy of up to an hour. The data, which were originally 
derived from the individual passenger’s personal data from positioning their 
phone, were anonymized to the level that merely the number of passengers 
on a specific road section remained detectable. Neither the Transport 
Administration nor Telia knew or collected the name, gender, age, or other 
personally identifiable information of the passengers (Pau, 2021).

This is a good example of how collection of personal data could be 
“downgraded” to open data, which can be openly disclosed in a subsequent 
step and consecutively enable government administrations to work more 
efficiently. A similarly successful collaboration was conducted during the 
first Covid-19 wave in Estonia in spring 2020, when telecommunication 
companies collected and analysed impersonal data about the location of 
people obliged to stay in quarantine at home. No data other than the location 
data of otherwise anonymous members of this group were collected in this 
study, keeping the procedure GDPR compliant. 

6. Proposals

Based on these analysis and case studies, the following proposals can be 
made in order to further improve open data accessibility:

6.1 Development and publication of a framework comparing 
open data policies

For the time being, national open data policies are fragmented both at national 
level and the EU level, even though the Directive calls for harmonization. 
Public data policies should be the object of intensified comparative research, 
which would essentially facilitate the creation of a unified system for 
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disclosing open data. Without a central framework, which maybe should be 
published on the EU level, it is difficult to create a coherent system. With 
the EU level framework, the Member States could create a similar system 
for disclosing open data that could later be accessed by users, which could 
be beneficial on different levels, including economic. This framework could 
also establish guidelines on how and to which extent personal data ought to 
be anonymized before publishing.

6.2 Increasing the number and the extent of citizens’ access to 
databases 

Currently there are different and partly overlapping databases granting 
access to open data. Supplementing the first proposal, and assuming the 
successful establishment of a framework binding all EU Member States, 
a next step would be enhancing the structures of databases. The Estonian 
example could serve as a functioning model for a central platform for open 
data disclosure, enabling citizens locate data more easily. Also, that central 
platform could be provided with a guide about the different types of datasets 
each database contains, i.e., if the user has a general idea where to look for 
the data, it would be easier for the user to navigate through the database. 
The current Estonian official open data portal avaandmed.eesti.ee would be 
suitable to serve as such a central platform for Estonia; however, for the time 
being, the webpage is not designed as user-friendly, as there are over 800 
data sets without an overarching system organizing these data. In addition, 
a central database could be established also for EU-related datasets.

6.3 Publishing open data that is actually useful

Estonia ranks only 24th out of 32 countries in the OECD (2019) Open, Useful 
and Re-usable data (OURdata) Index in 2019, i.e., even though Estonia’s 
governmental agencies have gathered a wealth of different information, 
they still struggle to publish OURdata. The issue has not been researched 
or evaluated in further detail since 2019, but taking into account that the 
Estonian Public Information Act was amended only in December 2021, and 
that the purpose of the latest amendment was to increase the availability 
and reusability of open data, it is very likely that Estonia still ranks in the 
lower part of the OURdata index. However, as by now Directive 2019/1024 
has been transposed into the new Public Information Act, which has been 
amended, which means that there are steps that Estonia has taken in regard 
to disclosing open data, we should wait and see where Estonia ranks the 
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next time OURdata index is concluded. There is potential to rise in the 
rankings as there are now better legal requirements that should make the 
reused data held by a public sector or public authority itself more useful 
as the new amendment on Public Information Act promotes transparency 
and accountability, which means that the disclosed data should be of 
better quality, in the sense of its usefulness, compared to the data that was 
published in 2019.

If the disclosed open data remains ranking low on the OURdata index, then 
the disclosing of open data is only formal and only done to be technically 
compliant with law. As mentioned above, the purpose of both the EU 
directives and Estonian law is to add value for reusers, end-users, the 
society, and often for the public authority concerned, as the goal for open 
data is to promote transparency and accountability.

7. Conclusion

In conclusion, governments are obliged to publish open data for the sake of 
transparency and to guarantee their citizens the right to obtain information. 
This right derives from multiple different legislations, most notably the 
European Convention on Human Rights. Unfortunately, there has been a 
lack of central guidelines for publishing open data. Directive (EU) 2019/1024 
orders Member States to publish open data, but as the Commission will 
not evaluate this Directive earlier than on 17 July 2025, there are three 
and a half years of uncertainty on the strategy ahead. As of now, open data 
policies are fragmented, and no coherent system enables smooth cooperation 
in open data exchange between government agencies. This situation could be 
solved by establishing detailed, yet comprehensive, guidelines, which would 
instruct governments on how, where, and under which legal requirements 
are open data to be published. 

The disclosure of open data is expected to have several advantages, including 
boosting innovation and fostering economic growth. Another benefit of open 
data platforms is that they offer users affordances to inform the policy process, 
gaining insight and knowledge, and overall participation. Additionally, the 
disclosure of open data can ensure the long-term transparency of government 
information. Information controllers should be prepared to release open 
data obtained in the course of their tasks in order to support democratic 
governance and freedom of information.
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The obligation for Estonian agencies to publish the collected open data 
derives both from the EU and the national legislature—Directive 2019/1024 
on the EU level and the Estonian Public Information Act on the national 
level. Making open data public for citizens can be smoothly achieved via 
central governmental platforms. One of the major advantages of these 
platforms is synergy, i.e., if all government agencies use the same platform, 
all information is accessible from a single location, making it easier for 
individuals to search and get information as well as communicate with 
public officials. For example, the Estonian government uses platforms such 
as eesti.ee, which is used by the authorities to publish information, allow 
access to electronic services, and forward documents and notifications, 
riigiteataja.ee to publish legal acts, and Avaandmed.eesti.ee as an explicit, 
yet slightly unorganized central platform for open data. 

Before any open data is published on the above-mentioned websites, the 
authority has to verify that the data disclosed is not (or no longer) personal 
data and that they can neither by the mere interaction with other datasets 
“crystallize” it into personal data, as this data would then have to be processed 
as GDPR compliant. Many government agencies would be prepared to share 
their data but often lack guidelines. Practical guidelines must be developed 
to assist agencies in determining whether a dataset is eligible for release. 
Guidelines could provide instructions on how and to which extent personal 
data can be sufficiently impersonalized before public disclosure. Personal 
data can be impersonalized either by anonymization or pseudonymization, 
and therefore this data could be used and published as open data.
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