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Data Protection in Law Enforcement and
Judicial Cooperation in Criminal Matters

1. Introduction

Specific legal instruments have been developed in order to balance the
interests of individuals in the protection of their data and the interests of
society in data collection for the purposes of fighting crime and ensuring
national and public security. In regard to the police and criminal justice, the
Modernized Convention no. 108 (Convention for the Protection of Human
Beings with regard to Automatic Processing of Personal Data) covers all
areas of processing of personal data at the European level and its provisions
are designed to regulate the processing of personal data in general. As a
result, Modernized Convention no. 108 applies to data protection in the
police and criminal justice sectors. The processing of genetic data, personal
data in connection with criminal offenses, criminal proceedings, convictions
and related security measures, biometric data for the unambiguous
1dentification of a person and sensitive personal data is permitted if suitable
measures are taken to counter the risks associated with the processing of
this data. This article deals exclusively with the subject of data protection in
the police and judiciary. The most important terms are explained in advance
to ensure a better understanding of the topic. Thus, the focus is primarily on
the existing provisions and the latest developments of the EU with regard to
Directive (EU) 2016/680. In the following we will also try to give an answer
to the question, among others, as to whether the fundamental right under
Article 8 of the EU Charter of Fundamental Rights (Tzanou, 2013), is also
applicable to the conditions and restrictions created by secondary law for
criminal cooperation between the police and the judiciary.

2. Objective and methodology

Our research question is whether the current data protection in the police
and judicial area is still able to create uniformity at the European level for
the citizens of the EU Member States or whether it requires modifications.
The data was collected from legislation, respective case-law through in-
depth document analysis and is supported by scientific literature. The main
objective of the article is to analyse existing law enforcement and judicial
cooperation in criminal matters and to clarify the limits with regard to
challenges in connection with data protection (Plavéan & Funta, 2020). We
want to achieve our objective particularly through a study of legislation,
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scientific literature, as well as case-law. Several scientific methods of
knowledge have been used in the exploration and development of our article.
We applied the method of analysis in order to examine the state regarding
data protection in law enforcement and judicial cooperation in criminal
matters. The synthesis will allow us to combine partial information into a
single unit. By applying a comparative method we also take a different view
from the EU and international perspective, which has allowed us to obtain
reliable and valid conclusions and results.

3. Data protection in the police and judiciary at the
European level

3.1 The right to respect for private life according to Article 8(1)
European Convention on Human Rights

Within the EU, there are general legal principles for data protection in
addition to primary and secondary law. Article 8 of the EU Charter of
Fundamental Rights (CFR) (Yara et al., 2021) and (indirectly) Article 8(1) of
the European Convention of Human Rights (ECHR) are the most important
norms of European primary law (Erddsova, 2010). The ECHR forms the
basis for the jurisprudence of the European Court of Justice (ECJ) by the
general legal principles (Mazdk & Janosikova, 2009) according to Article
6(3) of the Treaty on European Union (TEU). According to Article 8(1) of the
ECHR, “[e]veryone has the right to respect for his private and family life,
his home and his correspondence.” Even if a data protection law and a right
to informational self-determination are not expressly stated, these areas
are included due to the broad interpretation of the article by the European
Court of Human Rights (ECtHR). Article 8(1) of the ECHR gives rise to a
right of defense against state interference on the one hand, and the state’s
obligations on the other. Thus, if the data of a person concerned is collected,
stored, used, processed or passed on, this is already an encroachment of
Article 8(1) of the ECHR.

The ECtHR confirmed data protection in Article 8(1) of the ECHR in a number
of decisions. For example, the ECtHR was of the opinion that the processing
of personal data, both through inclusion in a separate file in a secret police
register (Leander v. Sweden [1987]) and through official secret surveillance
measures (Leander v. Sweden [1987]), constitutes an encroachment on the
scope of protection of Article 8(1) of the ECHR. The disclosure of data from a
secret police register (Leander v. Sweden [1987]) or medical data without the
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consent of the person (Peck v. The United Kingdom [2003]) concerned and the
inspection of files of personal data (Gaskin v. The United Kingdom [1989])
1s also in line with Article 8(1) of the ECHR. Information about business
activities (Kopp v. Switzerland [1998]) or political actions of individuals
(Rotaru v. Romania [2000]) is also seen as protected data. The form of data
processing is also irrelevant. This is due to the fact that all types of personal
data processing fall within the scope of data protection according to Article
8(1) of the ECHR.

The ECtHR has repeatedly stated that the storage and retention of personal
data by police or national security authorities constitute an interference with
Article 8(1) of the ECHR. Many of the judgments of the ECtHR deal with
justifying such interventions (see, e.g., M.K. v. France [2013] or Aycaguer
v. France [2017]). For example, in S. and Marper v. The United Kingdom
[2008], both applicants had been charged with, but not convicted of, certain
offenses. Regardless, the police kept their fingerprints, cell samples and
DNA profiles on file. The unlimited storage of biometric data was legally
permissible if a person was suspected of a criminal offense. The ECtHR ruled
that the storage of personal data which was not limited in time constituted
a disproportionate interference with the complainants’ right to respect for
private life (Carpenter, 2020).

3.2 The informational self-determination and claims
by the affected

Article 8(1) of the ECHR states that everyone is free to decide whether or not
to hand over its personal data. This privilege is called the autonomy of the
individual. It is about informational self-determination, which guarantees
a right to defend against state interference in the privacy of the individual.
This brings the general privacy protection together with the fundamental
right to data protection (Stehlik, 2009).

Article 8(1) of the ECHR does not explicitly name claims of those who
may be affected. Nevertheless, information (Neszméry, 2019), correction
and deletion claims can be derived from the data protection standards.
In the Gaskin case, the ECtHR was of the opinion that, depending on the
individual case, a decision must be made as to whether the person concerned
has an option to inspect the files (Gaskin v. The United Kingdom [1989]).
A such right of those affected to access the files is therefore not derived from
Article 8(1) of the ECHR. In addition, the ECtHR took the view that, under
certain conditions, access to the files requires the consent of the person who
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submitted the information. If the informant’s consent is unjustifiably not
given or if the informant’s consent is not made, an independent authority
decides whether to inspect the files. A major issue, in connection with
electronic communication (Sramel & Horvath, 2021), is interference with
the rights to privacy and data protection by authorities. Tools for monitoring
or intercepting communication are only permitted if they are necessary in a
democratic society for the protection of the security of the state (Bakkar &
Ogcem, 2019), public order, the economic well-being of the country, prevention
of crime, or the protection of the data subject or the rights and freedoms of
others. Numerous judgments by the ECtHR deal with justifying interference
with the right to privacy through surveillance. For example, in the case of
Roman Zakharov v. Russia [2015], the plaintiff initiated legal action against
three mobile network operators. He argued that his right to the privacy of
his telephone communications was violated because the cellular operators
installed devices that allowed the secret service to intercept his phone calls
without prior judicial authorization. The ECtHR found that national law
on interception did not provide adequate and effective safeguards against
arbitrariness and the risk of abuse. In particular, the national legislation did
not provide for the deletion of the stored data once the purposes for which
the storage was carried out had been achieved. Also, in the case of Szabd and
Vissy v. Hungary [2016], the applicants alleged that Hungarian law violated
Article 8 of the ECHR because it was not sufficiently detailed and precise. It
was also argued that Hungarian law did not contain sufficient guarantees
against abuse and arbitrariness. The ECtHR found that under Hungarian
law, surveillance does not require judicial authorization. The ECtHR also
pointed out that the supervision required the approval of the Minister of
Justice. In addition, national law does not guarantee judicial review, since it
does not provide for notification of the persons concerned. The ECtHR found
that there had been a violation of Article 8 of the ECHR.

4. Respect for private life according to Article 7
of the EU CFR

The EU Charter of Fundamental Rights also speaks about a right to respect
for private life, which guarantees a fundamental right (Kralik & Kralikova,
2007) under data protection law. Nonetheless, there i1s an independent
standard, Article 8(1) of the EU CFR, which concerns personal data
protection. The protection of personal data falls under the privacy of the data

TalTech Journal of European Studies
152 Tallinn University of Technology (ISSN 2674-4619), Vol. 11, No. 2 (34)



Data Protection in Law Enforcement and
Judicial Cooperation in Criminal Matters

subject (Rotenberg, Horwitz & Scott, 2015) and thus Article 7 of the EU CFR
applies to protection of personal data. However, there is a subsidiarity of
Article 7 of the EU CFR compared to the lex specialis of Article 8(1) of the EU
CFR. In line with Article 52(3) of the EU CFR, the grounds of restriction and
justification for Article 7 of the EU CFR apply. Accordingly, the justification
grounds of Article 8(2) of the ECHR in line with the EU CFR are to be
interpreted teleologically.

5. Protection of personal data according
to Article 8 of the EU CFR

Article 8 of the EU CFR focuses on the area of protection that is greater than
that of Article 8(1) of the ECHR. This consists of the expressly mentioned
right to the protection of personal data (Productores de Misica de Esparnia
(Promusicae) v. Telefénica de Espana SAU [2008]), the basic right to
informational self-determination and positive protection. Article 8 of the
ECHR and Article 8 of the EU CFR pursue the same goal and value for the
personal data protection. Nevertheless, Article 8 of the EU CFR represents
an extended basic right to the protection of personal data (Karacsony, 2019),
which, due to the different structure and content, goes further than the
claim to secrecy according to Article 8 of the ECHR. Thus, Article 8 of the EU
CFR contains a subjective basic right to informational self-determination
(Jankuv et al., 2015) in the application of EU law in line with Article 51(1)
of the EU CFR, which is enforceable against Member States of the EU as
well as against the institutions of the EU (Stehlik, Hamuldk & Petr, 2017).

5.1 Restriction options

Article 8 of the EU CFR is based on Article 8 of the ECHR, but the
former contains different safeguarding claims due to a different structure
(Explanations relating to the Charter of Fundamental Rights). Accordingly,
since Article 16(1) of the TFEU came into force, the special fundamental
rights barrier under Article 52(2) of the EU CFR has to be used.

The question now arises as to whether the right under Article 8 of the EU
CFRis also applicable to the conditions and restrictions created by secondary
law for cooperation between the police and the judiciary under criminal law
(Ivor, Klimek & Zahora, 2013). Personal data is an important tool when
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fighting transnational crime and terrorism (Svoboda, 2009). However, the
storage and processing of such information constitutes an impairment in
Article 8(1) of the EU CFR. The introduction of Article 16(1) of the TFEU as
a primary law for personal data protection can be seen as a response to the
application of Article 8 of the EU CFR to conditions and restrictions created
by secondary law of the police and judicial cooperation in criminal matters.
Article 16(1) of the TFEU does not in itself constitute a fundamental right to
data protection. The EU CFR and the TFEU are also at the level of primary
law. They have priority over secondary EU law (Fenyk & Svék, 2008). Thus,
the conditions and restrictions created in secondary law for the personal
data protection can only be interpreted within the meaning of Article 8 of
the EU CFR and Article 16 of the TFEU. As per the legal basis according
to Article 16(2) of the TFEU, the secondary law is intended to give concrete
form to primary law. Article 8(1) of the EU CFR does not provide a legal
basis for this, but restrictions may be possible if the requirements of Article
8(2) of the EU CFR are met.

The ECJ in the Digital Rights Ireland cases (Digital Rights Ireland Ltd v.
Minister for Communications, Marine and Natural Resources and Others
and Kdrntner Landesregierung and Others [2014]) invalidated the Data
Retention Directive because it created disproportionate and unjustified
interference with the EU CFR provisions. In Tele2 Sverige (Tele2 Sverige
AB v. Post- och telestyrelsen and Secretary of State for the Home Department
v. Tom Watson, Peter Brice, Geoffrey Lewis [2016]), the ECJ confirmed that
data retention for the purposes of combatting crime violated the right to a
private life. In late 2020, the ECJ delivered two judgments on data retention,
national security and fundamental rights: joined cases of La Quadrature Du
Net and Others, French Data Network and Others, and Ordre des Barreaux
Francophones et Germanophone and Others (Quadrature Du Net) [2020] and
Privacy International v. Secretary of State for Foreign and Commonwealth
Affairs and Others [2020]. In both judgments, the ECJ ruled that the EU
Privacy and Electronic Communications Directive (2002/58) (e-Privacy
Directive) and the EU CFR generally prevent national law from enabling
bulk data retention of traffic and location data. However, this will not apply
if Member States can prove the existence of legitimate threats to national
security (Iliopoulos-Strangas, Diggelmann & Bauer, 2010).
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6. The EU data protection directive in the field of
police and judiciary

6.1 Background of the EU data protection directive

As a result of the changes introduced by the Lisbon Treaty in the police
and judicial area, the European Council took action on new data protection
strategies at the Union level. As a result, the European Commission
announced the procedure it had developed for a solid, more tailored and
actionable personal data protection. The strategy presented in January
2012 consisted of the (GDPR) General Data Protection Regulation (Kesa &
Kerikmée, 2020) and the Data Protection Directive for Police and Criminal
Justice Authorities (DPD-PaCdJ). The DPD-PaCdJ should expand the scope
of its predecessor, Framework Decision 2008/977/J1, regarding national and
transnational processing of data (Andrasko, Horvat & Mesarcik, 2019).

6.2 Scope of application

Article 16(2) of the TFEU serves as an important basis for the DPD-PaCd.
In the area of freedom, security and justice (FSJ), the Directive only extends
to judicial co-operation in criminal matters in Chapter 4 and police co-
operation in Chapter 5 of Title V of the TFEU (Miiller-Graff, 2009). Chapter
3, 1.e., judicial co-operation in civil matters, is not subject to the application
of the DPD-PaCdJ. Due to Recital 14 of the DPD-PaCdJ, Chapter 2 of Title
V of the TFEU on border control, asylum and immigration is also excluded
from the applicability of the Directive. The distinction as to whether there
is a criminal or administrative matter (Klimek, 2012) is also a problem of
the DPD-PaCdJ scope.

6.3 The data subject and his rights

The DPD-PaCdJ defines some data subject rights. First of all, a data subject
has the right to information according to Article 13 of the DPD-PaCdJ. On
the one hand, this right includes the right to have basic information from
the person responsible or the data protection officer communicated to the
data subject. On the other hand, the data subject must be informed about
the reason of the processing of his personal data. Furthermore, he must be
informed about his right to complain by the supervisory authority, and also
about the right to information or deletion of his personal data (Gregusova et
al., 2005). In special cases, the data subject must be provided with further

TalTech Journal of European Studies
Tallinn University of Technology (ISSN 2674-4619), Vol. 11, No. 2 (34) 155



Rastislav Funta
Peter Ondria

information in accordance with Article 13(2) of the DPD-PaCd. This includes
the legal basis of the data processing, the duration of the data storage and
possibly the data recipient. In addition, if necessary, further information
must be disclosed if the person concerned does not know about the collection
of the data. However, it is questionable to what extent the individual terms
of Article 13(2) of the DPD-PaCd, as in special cases, further information or
if necessary, are to be interpreted. It is also uncertain whether the person
responsible is obliged to inform the person concerned about his extended
right to information within the meaning of Article 13(2) of the DPD-PaCd.
Article 14 of the DPD-PaCdJ includes a right to information about the data
processing of the person concerned towards the person responsible. This
primarily includes the purpose and category of the data and the duration of
the storage of the processed data. However, the right to information can be
restricted by Article 15 of the DPD-PaCd. The DPD-PaCdJ does not show a
deadline for providing the information, but we can assume that the response
must be carried out immediately.

6.4 Controller and processor

Articles 19 to 34 of the DPD-PaCdJ concern the area of regulation for
controller and processor. In accordance with Article 19(1) of the DPD-PaCd,
the person responsible is obliged to adapt his procedure to professional
technical and organizational methods so that he can guarantee that the
data processing is performed in accordance with the guidelines. According
to Article 20(2) of the DPD-PaCd, the person responsible should also choose
suitable technical and organizational methods so that only that part of the
personal data is processed that is needed for the data processing purpose. The
person responsible now has to create a directory of all processing activities
in accordance with Article 24 of the DPD-PaCdJ. He must provide this to
the supervisory authority at any time. Another regulation for the person
responsible is made in Article 27 of the DPD-PaCdJ, which provides for a data
protection impact assessment (DPIA). This must be done if data processing
seriously endangers the rights and freedoms of the person concerned. Law
enforcement agencies are required to conduct DPIA to analyse the risks and
consequences of personal data processing in order to implement adequate
mitigation techniques.
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6.5 Data transfer to third countries and/or
international organizations

Personal data transfer from Member States to third countries and/or
international organizations is specified in Article 35-39 of the DPD-PaCd.
This is allowed if it is required for the purpose of the Directive in accordance
with Article 35(1) of the DPD-PaCdJ. The data must be handed over to a
competent authority (Marquenie, 2017). For this purpose, an adequate level
of data protection is required in the third country or at the international
organization, which is decided by the European Commission on the basis
of an adequacy decision in accordance with Article 36 of the DPD-PaCd.
However, the Directive does not regulate that the transfer of data by Member
States and third countries should also be in accordance with the national
transfer regulations. Article 37 of the DPD-PaCd is applicable if there is no
adequacy decision according to Article 36 of the DPD-PaCdJ. Data may also
be transferred to a third country and/or an International organization if a
legally binding instrument provides an adequate level of data protection
or if the person responsible in the third country or at the international
organization accepts the necessary guarantees for data protection (Danko
& Zarska, 2019).

6.6 Implementation of the DPD-PaCJ

The implementation of the DPD-PaCd is regulated in the final provisions.
The framework decision 2008977/J1 according to Article 59 of the DPD-PaCdJ
is repealed. In addition, existing special provisions, such as those relating to
Europol or Eurojust, which concern personal data protection, according to
Article 60 of the DPD-PaCd, remain in place. Member States have to inform
the EU Commission in accordance with Article 63(4) of the DPD-PaCdJ about
their national regulations, which they use to implement the DPD-PaCd.
The DPD-PaCd is legally binding since May 6, 2016. However, the Member
States have the option of establishing stricter data protection regulations in
domestic law that go beyond the DPD-PaCd.
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7. Issues associated with the data protection directive

Undercover investigation is common in the fight against crime (Klatik,
2020). The data subject does not know about the processing of their personal
data. Article 13(3) lit. (b) and (c) of the DPD-PaCdJ and Article 15(1) lit. (b)
and (c) of the DPD-PaCdJ enable the authority to make arbitrary decisions on
the restriction of the data subjects right to be informed. This means that the
person concerned cannot check whether the authority is taking legal action.
It is relevant to mention that Articles 13(4) and 15(2) of the DPD-PaCdJ do
not prescribe any decisive consideration for the individual case.

7.1 Safe Harbor ruling

In 2000, the EU concluded the Safe Harbor Agreement with the USA. The
reason for this agreement was the creation of legal security in accordance with
the European data protection directive for the transmission of personal data.
However, in the 2015 Safe Harbor ruling, the ECJ ruled that the agreement
is invalid (Maximilian Schrems v. Data Protection Commissioner [2015]). In
this case, the ECJ examined whether the transfer of personal data to the
United States under the Safe Harbor Agreement between the EU and the
US was in accordance with EU data protection law. The ECJ declared the
Safe Harbor adequacy decision invalid. This decision allowed international
data transfers from the EU to organizations in the United States that were
self-certified under the Safe Harbor system. According to the ECdJ, the Safe
Harbor system had several shortcomings that threatened the fundamental
rights of EU citizens to the protection of privacy, the protection of personal
data and the right to effective judicial redress. With regard to violations of
privacy and data protection rights, the ECJ highlighted that United States
law allows certain authorities to access and process personal data transferred
by Member States to the United States. The ECJ concluded that a regulation
which does not provide for the possibility of gaining access to personal data
by means of a legal remedy or of having them corrected or deleted “violates
the essence of the fundamental right to effective judicial protection anchored
in Article 47 of the EU CFR”. The court stressed that the existence of a
judicial remedy to ensure compliance with the law is inherent in the nature
of the rule of law.
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7.2 The Umbrella Agreement

The Umbrella Agreement (the EU-US data protection agreement for the
personal data exchange for law enforcement reasons) regulates the transfer
of data in the field of combating terrorism and crime. The agreement was
signed in September 2015 and aimed to create effective cooperation (Lacuska
et al., 2021; Panevski et al., 2021; Peracek et al., 2020) between the US
and the EU. However, it is questionable to what extent is the agreement
compatible with EU law, i.e., whether the entire agreement would withstand
an examination by the ECJ at all (émejkal & Svobodova, 2018). It is true that
EU citizens have the option of bringing legal action before American courts
if their rights are violated. The individual protection in the USA is only very
minimal compared to the EU (Funta, 2011). Only the 4th Amendment, i.e.,
the fourth amendment to the US Constitution and the Privacy Act as of
1974, can be applied as the legal basis for such protection.

7.3 Transfer to third countries

The area of data transfer to third countries and/or international organizations
is not regulated without problems. A weighing up is not required for all
regulations in individual cases. The weighing-up clause in Article 35(3) of
the DPD-PaCJ is not sufficient, as the remaining provisions do not relate
to this need for weighing up in individual cases. There are often too general
material requirements for data transmission to a recipient who does not
have an adequate level of data protection. Article 38(1) lit. (d) of the DPD-
PaCJd, i.e., the justification for the data transmission for the purposes listed
in Article 1(1) of the DPD-PaCd, is also viewed as problematic because it
circumvents the adequacy decisions according to Article 36 of the DPD-PaCd.
There are therefore doubts as to whether this rule is in line with EU law.
The ECJ will arguably deal with this question in the near future. The main
problem is arguably that the transferring authority directs the transfer of
personal data for its own benefit. As a result, the weighing of interests cannot
be carried out objectively. In certain cases, the data protection supervisory
authority must be informed, such as in Article 37(3) of the DPD-PaCdJ (Hert
& Sajfert, 2017).
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8. Data protection in the police and justice at the
international level

8.1 Protection of private life according to Article 17 of the
International Covenant on Civil and Political Rights

The International Covenant on Civil and Political Rights (ICCPR) is one of
the most important international standards that affects the protection of
personal data (Vermeulen, de Bondt & Ryckman, 2012). Article 17 of the
ICCPR includes the right to privacy, which includes data protection during
data processing. Furthermore, Article 17(2) of the ICCPR guarantees every
person concerned a right to legal protection against such interference. Article
17 of the ICCPR contains the right of the person concerned to determine
whether his personal data is in automated databases of authorities. In
addition, every data subject has the right to erasure and correction if the
data was collected or processed unjustifiably or is incorrect. That is why
every contracting state is obliged to ensure effective protection of processed
data.

8.2 Restriction options

Article 17(1) of the ICCPR as an international norm only protects against
arbitrary and illegal interference. Article 17 of the ICCPR does not contain
a catalog of the possibilities of restriction in comparison to Article 8(2) of
the ECHR. Indeed, the justifying interventions were defined by the Human
Rights Conference of the United Nations. For the Human Rights Conference
of the United Nations, the intervention is unlawful if there is no legal basis
for it. This basis must be compatible with the provisions of the ICCPR
and be consistent with the goals, purposes and views of the ICCPR. On
the other hand, there is arbitrariness if the legal basis of the interference
does not harmonize with the provisions of the ICCPR. The interference must
therefore meet the objectives and purposes within the meaning of the ICCPR
and must therefore not be disproportionate, but also fit with the national law
of the respective state.
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9. Conclusions

In order to be able to classify the data according to Articles 6 and 7 of the
DPD-PaCdJ in the police area, new information technology systems have to
be created. Methods for search, police case processing, databases and police
registers require further development. According to Article 11 of the DPD-
PaCdJ, decision-making based only on automated processing is prohibited.
Such decisions must be unfavorable to the person concerned. In contrast,
decision-making is permitted if either EU law or national law guarantees
sufficient protection of the freedoms and rights of the data subject. Such
automated approach can be seen in the use of intelligent video surveillance
systems. Big data analyses are also part of automated decisions. A large
number of data sources are analysed and summarized. Such analyses are
intended to investigate suspects more quickly by making it possible to
identify certain patterns from the criminal proceedings (so-called profiling).

In summary, it can be stated that the introduction of the DPD-PaCdJ creates
a minimum standard for data protection in the EU Member States (Kovacik,
2010). In regard to the impact of COVID-19 on criminal prosecution and the
execution of sentences (Smejkal, 2020), the situation has improved and it
can be highlighted that there has been no major impact on the execution of
judicial cooperation instruments (General Secretariat of the Council, 2021).
It can be also stated that, on the one hand, the EU Member States are
not restricted by the DPD-PaCdJ. However, it is questionable whether the
implementation of the Directive does not restrict the freedom of individual
EU citizens (Pirosikova & Siman, 2012). The Directive does not create a
supervisory state in the area of justice and police (Coutis, 2011), but the
right to data protection is a highly sensitive issue. New procedures and
instruments in the DPD-PaCdJ lead to an expansion and changes in the
judicial and police fields (de Hert & Papakonstantinou, 2016). Still, the
aspect of a massive increase in administrative work, due to the categorization
of personal data, can not be ignored. It is therefore important to meet the
minimum standard of the DPD-PaCdJ and to maintain the existing effective
level of data protection in the judicial and police area, taking into account
the data protection provisions at the European level. Thus, a redesign of
data protection in the police and judicial area will create uniformity at the
European level (Jakab et al., 2021) for the citizens of EU Member States,
which underpins their civil rights and protects them from misuse of their
personal data.
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