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ABSTRACT

Although the Internet of Things (IoT) is a rapidly developing technology, it also brings a number of security challenges, such as
1oT attacks. Currently, research on loT anomaly detection in Software-Defined Networking (SDN) relies only on the control plane.
In this study, we aim to detect loT anomalies by covering the advantages of the control and data plane. First, we collected real-time
network telemetry data from the data plane based on the capabilities of the P4. Then, using this telemetry data, we built different
anomaly detection models and compared their performance. Among them, the one-Dimensional Convolutional Neural Network (1D
CNN) model classified our data best and showed the highest performance, so we proposed this model for IoT anomaly detection on the
control plane. To our knowledge, our approach is the first solution that integrates the control plane and data plane for loT anomaly
detection. Finally, when evaluating the performance of our proposed 1D CNN model, the accuracy, F1 score, and Matthews correlation

coefficient (MCC) are the same or better than existing studies.
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1. INTRODUCTION

With the exponential increase in the number of IoT de-
vices worldwide and the ease with which these vulnera-
ble IoT devices can be exploited, the flow of IoT-based
attacks has reached unprecedented levels [3,/19]. For ex-
ample, the Mirai Botnet launched a distributed Denial of
Service (DDoS) attack against the Dyn DNS provider and
took down several sites, including GitHub, Reddit, Netflix,
and Airbnb. Due to the complexity of securing IoT devices,
network-based anomaly detection methods based on artifi-
cial intelligence/machine learning (AI/ML) techniques are
widely used for IoT anomaly detection.

The emergence of an innovative SDN networking
paradigm [25] has made AI/ML-based anomaly detection
solutions more flexible and efficient. Many anomaly detec-
tion solutions based on AI/ML techniques have been pro-
posed by leveraging the traffic flow control and monitoring
capabilities of SDN [[14f]. Therefore, IoT anomaly detection
solutions are often based on the control plane.

In this research, we aim to detect [oT anomaly detection
by covering the capabilities of control and data planes.

First of all, we collected real-time network telemetry in-
formation directly from the data plane by leveraging the
P4 capability. P4 is a language for programming algo-
rithms in the data plane, and many useful applications are
being developed with it, one of which is In-Band Network
Telemetry (INT), used for collecting telemetry information.
As far as we know, currently, network datasets (netflow,
wireshark) are mainly used for anomaly detection. Com-
pared to the network dataset, the telemetry data collected
from the data plane is more advantageous because it is real-
time and will make detection more efficient. We collected
telemetry data during the normal, DDoS and very short
interval-DDoS (VSI-DDoS) attack conditions and made
public datasets for future research. Shan et al. [29] present
a new burst of low-rate DDoS attacks known as VSI-DDoS
attacks. Because this attack mimics legitimate user behav-

ISSN 1335-8243 (print)

ior, it is difficult to detect compared to other attacks, so we
chose this attack to test our proposed model.

After that, based on the collected telemetry data (testbed
dataset), we designed a 1D CNN-based IoT anomaly detec-
tion model that can be implemented on an SDN controller.
AI/ML-based anomaly detection involves first training the
system on a normal baseline and then comparing the activ-
ity to that baseline [26]]. This kind of anomaly detection is
widely used to detect IoT attacks and network attacks. We
also used this paradigm in our study.

Finally, we perform a systematic and extensive experi-
mental analysis using testbed and benchmark datasets and
show that the proposed 1D-CNN outperforms its competi-
tors and other commonly used algorithms in terms of accu-
racy, F1, and MCC metrics.

To our knowledge, our approach is the first solution that
integrates control plane and data plane capabilities for IoT
anomaly detection. The rest of the paper is structured as
follows: Section 2 discusses related works, Section 3 pro-
vides background information, Section 4 explains the setup
of our experimental network and telemetry data collection,
Section 5 presents our proposed model, Section 6 details the
experimental results and discussions, and finally, in Section
7, we summarize our findings and suggest future directions.

2. RELATED WORK

Numerous research works have been done on IoT
anomaly detection at the network level. These studies can
generally be categorized by whether they were conducted
in SDN and traditional network environments or by what
AI/ML methods were used.

The first category of IoT anomaly detection methods
was based on machine learning algorithms [4,8]]. For exam-
ple, Bhunia and Gurusamy [4] present a machine learning-
based anomaly detection and mitigation method on IoT
traffic using SDN. It uses the SVM algorithm to monitor
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and learn the behavior of IoT devices over time, and to de-
tect anomalies.

The next category can be deep-learning-based anomaly
detection approaches. In recent years, advances in deep
learning have revolutionized many areas of data-driven
modeling [13,120,21,24]]. Meiden et al. [21] presented a
network-based IoT anomaly detection method using deep
autoencoders. The method is validated using nine different
commercial IoT devices in a laboratory environment with
two popular IoT-based botnets, Mirai and BASHLITE.

The third category [7,/30,31] has used ensemble learn-
ing models to improve anomaly detection performance. Be-
cause ensemble learning uses multiple algorithms, it can
produce better prediction performance than any single al-
gorithm. For example, Timcenko and Gajin [30] presented
an IoT anomaly detection method using an ensemble learn-
ing approach and achieved 99% accuracy using the UNSW-
NB15 dataset.

Another category of IoT anomaly detection methods
exploits the advances and flexibility in SDN networks
[4,/12L31]]. Del-IoT [31]] is an SDN-based IoT anomaly de-
tection approach using a deep ensemble model. The solu-
tion is implemented on an SDN controller and uses SDN
flexibility such as dynamic flow control in the presence of
attacks and device state prediction based on status tables.

Most of the research work not only detects anomalies
at the network level but also considers and solves different
types of problems such as data imbalance, data heterogene-
ity, dynamic flow management, and mitigation of the attack.
In addition, current research shows that controller-based
anomaly detection methods are popular in SDN networks,
and almost all of these solutions use AI/ML-based tech-
niques to detect anomalies using network traffic datasets
(e.g., netflow, wireshark).

Research on anomaly detection in SDN environments
exploiting data plane capabilities is relatively scarce com-
pared to controller-based solutions. Also, anomaly detec-
tion experiments in the data plane are currently not very
common. However, there are some studies and experiments
in this field. Musumeci et al. [22]] implemented machine
learning-based anomaly detection in P4 programmable net-
work. They implemented traffic feature extraction on the
P4 switch and forwarded them to the anomaly detection
module. Euclid [15] is DDoS data plane detection solu-
tion that uses the Shannon entropy based on the frequency
of source and destination Internet Protocol (IP) addresses.
Sanghi et al. [27] try to identify possible attacks on data-
plane systems; and designing a scalable tool for detecting
such attacks at run time. Kang et al. [[16] propose an ap-
proach to discovering attack vectors in a data plane system
and present a set of preliminary experiments to demonstrate
the feasibility of this approach. These are the first attempts
to detect anomalies in the data plane and none of them use
INT data.

Almost all network anomaly detection methods use
datasets based on network traffic, and the telemetry infor-
mation collected from the network in real-time is limited.
As far as we know, only one study [23]] has used INT data
for anomaly detection. It applied a recurrent neural network
(RNN) model, but its performance was not high enough
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compared to the above models.

3. BACKGROUND
3.1. SDN overview

Network packet processing algorithms are divided into
control and data planes by function. Data plane algorithms
define the packet processing pipeline on the device, while
control plane algorithms define the data forwarding rules in
the data plane.

The SDN separates the control plane from the data
plane, and control plane algorithms run on a dedicated con-
troller platform (e.g., server). The idea of programmable
networking re-gained momentum with the emergence of
the SDN paradigm. It promises to dramatically simplify
network management and enable innovation through net-
work programmability [25]. Fig. 1 shows the interaction
between the control and the data plane, where the SDN
controller (control plane) communicates with the network
infrastructure (data plane) through a southbound Applica-
tion Programming Interface (API).
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Fig.1 Control & Data plane interaction

3.2. AI/ML-based anomaly detection with SDN

With the global view of the network and control ca-
pabilities of SDN, network security can be improved by
using anomaly detection modules as applications on top
of the controller. Integrating security features in this way
is not complicated [[14]. There are solutions for network
anomaly detection using SDN capabilities, many of which
have been implemented using AI/ML or statistical meth-
ods [2,/61/9,/33]]. These solutions make efficient use of the
SDN control plane, for example, when problematic traffic is
detected, the control plane can trigger appropriate actions.
Therefore, the SDN control plane has made AI/ML-based
anomaly detection solutions more flexible and efficient.

3.3. The programmable data plane and P4

The programmable data plane is a relatively recent de-
velopment in computer networking when compared to the
programmable control plane. Unlike before, where only
device manufacturers could program it, the programmable
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data plane now enables anyone to rapidly design, test, and
deploy diverse applications directly on the data plane. P4
is one of the most popular domain-specific programming
languages for defining data plane algorithms.

Fig. 2 shows the basic packet processing architecture
of P4, including a parser, match-action, and deparser. The
parser receives incoming packets and extracts the header
fields from them. Then, the match-action section processes
the packet headers and the metadata of the packets. It con-
tains one or more tables, and the table is the most funda-
mental unit of the match-action section. The tables have a
key part and an action part, and during the table application,
the program tries to find the most appropriate key in the ta-
ble based on the header fields and the metadata of the actual
packet and executes the action part belonging to that key. If
there is no appropriate key, the program executes the default
action if it is defined, or does nothing. For example, con-
sidering the most commonly used routing table, the match
key is the destination IP address, the match type can be the
longest prefix match (can be different) and the correspond-
ing action depends on the match result: whether to forward
the packet or drop, or no-action. The deparser builds the
outgoing packet by assembling the processed header fields
and the original payload [5].
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Fig. 2 Abstract packet forwarding in P4.

The programmability of the data plane allows for the
development of many interesting applications [1]. One of
these is a P4-based monitoring system called In-Band Net-
work Telemetry (INT), which collects network telemetry
information (hop latency, flow latency, queue depth, etc.)
from the data plane. Since this process does not involve
a CPU-driven control plane, telemetry data (INT data) is
collected in more real-time compared to conventional mon-
itoring mechanisms. This telemetry data is collected us-
ing a standard packet over a network or a probe packet
(INT packet). Each node that receives an INT packet em-
beds telemetry data in this packet. The source INT switch
adds INT instructions (header) to the packet on what to col-
lect from the devices, and then that packet is transmitted
through the network for collecting INT data. Finally, the
edge device (INT sink switch) removes the INT header and

Uhttp://mininet.org/
Zhttps://github.com/p4lang/behavioral-model
3https://opennetworking.org/onos/
“https://www.influxdata.com/

Shttps://iperf.fr/
Ohttps://linuxize.com/post/linux-ping-command/
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INT data from the packet, and INT data is transferred to the
INT collector [17].

4. CREATING INT DATASET
4.1. INT enabled testbed network

We created the SDN network shown in Fig. 3 on the
MININE simulation program. This SDN network con-
sists of a data plane, a control plane, IoT servers, and users.
There are INT-enabled P4 software switches (bmv2“) with
redundant connections in the data plane, and ONOS’| con-
troller in the control plane is responsible for controlling the
P4 switches and instructing what type of INT data to col-
lect. The knowledge plane collects INT data from the net-
work and learns and detects anomalies based on the INT
data. Therefore, it includes an INT collector and our pro-
posed 1D-CNN IoT anomaly detection module introduced
in Section 5. This detection module can be integrated into
the control plane as an application. The INT collector is
a high-performance INTCollector introduced by Van Tu et
al. [32].
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Fig. 3 SDN testbed network with IoT anomaly detection module

We simulated external IoT devices as attacker nodes and
one of the servers as target nodes. The mirror port is con-
figured on the edge switch connected to the INT collector;
this edge switch sends all INT data (from IoT users to the
target server) to the INT collector. The INT collector filters
the valuable information from the data and stores it in the
inﬂuxE] database. The next section explains how the INT
dataset was generated during the attacks and under normal
conditions using this network setup.

4.2. INT data collection on testbed network

Firstly, we have collected INT data, including the pro-
tocol, port number, flow latency and hop latency of each
intermediate node in a normal traffic state. In this state, we
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generated legitimate traffic, including User datagram proto-
col (UDP) and Internet Control Message Protocol (ICMP)
flows using iperiﬁ] and pinéﬂ tools from external IoT devices
to the target server and saved INT data in influx database at
INT collector. We collected more than 200 records of data
in an hour under this normal condition.

Secondly, INT data is collected in malicious traffic con-
ditions. Due to hardware limitations, we chose the ICMP
flooding-based DDoS attack and created two versions of the
DDoS attack.

Scenario 1 - DDoS with ICMP flooding: We created a
DDoS attack, and legitimate traffic flows from the attacker
node to the target node. The DDoS attack was generated
using the hping3 too and INT data were collected for one
hour under this condition.

Scenario 2 - VSI-DDoS: VSI-DDoS [29]] is a new class
of DDoS attacks with short-burst and low-rate designed to
degrade the quality of service(QoS). This attack is more
challenging to detect than a typical DDoS because it tries
to mimic the legitimate behavior of the traffic. Therefore, it
is more appropriate to test the performance of the proposed
anomaly detection model. INT data were also collected for
one hour under this condition.

Over 2 hours of data collection, including normal and
attack conditions, resulted in an overheating issue with the
testbed hardware. Therefore, we used Synthetic Minority
Oversampling Technique (SMOTE) |°| to increase the num-
ber of collected samples. It augments the data by generat-
ing random samples based on the original data’s distribu-
tion without compromising the data’s underlying character-
istics. With this, we increased the 431 records in the orig-
inal DDoS dataset to 104,547 and the 533 records in the
VSI-DDoS dataset to 155,325. The normal-to-malicious
traffic ratio is around 70x30 for both datasets. When we
checked the original dataset and the oversampled dataset
using descriptive statistics, the oversampled dataset kept the
distribution of the original dataset.

4.3. Experimental datasets and their characteristics

In addition to the testbed dataset collected above, we
used benchmark datasets to validate our proposed IoT
anomaly detection module. Although there is a publicly
available INT datasetﬂ it did not meet our requirements as
it was unlabeled, had few features and so on. Hence, we
used the NF-BoT-IoT and NF-ToN-IoT datasets for the ini-
tial empirical validation of our proposed model. These loT
NetFlow-based datasets were created at the University of
Queensland and are a widely used and efficient dataset for
research [28]].

NF-BoT-10T is built using BoT-IoT, and NF-ToN-IoT
is built using ToN-IoT datasets. The features on NF-BoT-
IoT were extracted from the publicly available pcap files
and the flows were labeled with their respective attack cate-
gories, but we only considered DDoS attacks. NF-ToN-IoT
used the publicly available pcaps of the ToN-IoT dataset to
generate NetFlow records. Therefore in our experiment, we

https://www.kali.org/tools/hping3/

used four kinds of datasets:

Testbed (DDoS): This dataset contains 73,185 legiti-
mate and 31,362 malicious samples, the features of this
dataset are hop latencies of every switch, flow latency, and
protocol.

Testbed (VSI-DDoS): This dataset contains 104,833 le-
gitimate and 45,167 malicious samples, the features of this
dataset are the same as the previous one.

Benchmark (NF-BoT-IoT): This dataset contains
13,860 legitimate and 56,840 malicious samples, the fea-
tures of this dataset are 14_src_port, 14_dst_port, protocol,
17 _pro, in_bytes, out_bytes, in_pkts, out_pkts, tcp_flags, and
flow_duration

Benchmark (NF-ToN-IoT): This dataset contains
270,279 legitimate and 326,345 malicious samples, the fea-
tures of this dataset are same as NF-BoT-IoT.

All collected features in this dataset are network-
specific properties. To observe the behavior of these testbed
and benchmark datasets, we calculated the cumulative dis-
tribution function of legitimate and attack cases in these

datasets.
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Fig. 5 Benchmark datasets

The general shape of malicious and legitimate data in
VSI-DDoS is relatively similar. In contrast, the malicious
and legitimate data in the DDoS dataset are relatively dif-
ferent in Fig. 4. This proves that VSI-DDoS mimics regular
traffic.

In Fig. 5, the behavior of legitimate and attack flows in
the benchmark datasets is also relatively similar in the flow
latency feature. Some studies mention that normal and ma-
licious flows tend to have relatively similar distributions [|6].

8https://machinelearningmastery.com/smote-oversampling-for-imbalanced-classification/

“https://github.com/obiwan96/AnomalyDetection-with-INT
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Although the shape of the graphs on the benchmark dataset
is somewhat similar, there is a difference in size for NF-
BoT-IoT.

These behaviors allow us to make the first hypothe-
sis that the model that can detect anomalies well on the
VSI-DDoS and benchmark datasets can perform well on
the DDoS dataset. Therefore, we first considered the per-
formance of the more complex VSI-DDoS dataset when
choosing our model.

5. PROPOSED 1D CNN-BASED ANOMALY
TECTION MODEL USING INT DATA

DE-

Based on our dataset’s behavior, the problem’s nature,
recent neural network trends, and several experiments, we
found a CNN-based model to be the most suitable for our
framework’s anomaly detection module. The following
sections describe the proposed model and experimental re-
sults in more detail.

5.1. 1D CNN-based model

The traditional CNN model tended to stack convolution
layers and pooling layers like a sandwich, but nowadays,
the trend is to stack several convolution layers with small
filters [11]].
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Fig. 6 1D CNN-based model

Primarily used in computer vision, these design trends
reduce the number of trainable parameters and make the
model more cost-effective. Here, we tried to apply these
concepts to our target model, and based on our experiments,
we built a model that best describes our INT data, which we
named the 1D CNN-based model. The architecture of our
model is shown in Fig. 6.

First, we built a feature extraction stage that includes
three convolutional layers with small filters and Rectified
Linear Unit (ReLU) activation function to better identify
local patterns from the INT input data. Compared to the
fully connected (FC) layer and the long-short-term mem-
ory (LSTM) layer, the convolution layers are arranged in
this way, allowing feature extraction to be performed more
efficiently with fewer parameters [11]. The output of the
last convolution layer is then transformed through a flatten
layer into a single vector to feed the FC or dense layer in
anomaly classification. After that, we stacked two dense
layers to form the anomaly classifier, and we put a dropout
layer to prevent overﬁttinﬂ problem between these two
layers.

Feature extraction: One-dimensional convolution lay-
ers (Conv1D) is a special form of CNN used to process se-
quential data. Dense layers learn global patterns in their
input feature space, whereas convolution layers learn local
patterns from data, as mentioned above. To better under-
stand this, let us look at how image patterns are learned
with several convolution layers: A first convolution layer
will learn small local patterns such as the edges of the im-
age; a second convolution layer will learn larger patterns
made of the features of the first layers, and so on. This pro-
cess allows convnets to learn data patterns efficiently, and
the process at the convnet layer is called convolutional op-
eration, a type of linear transformation.

The convolution layer comprises several convolution
kernels, which are used to compute different feature maps.
The new feature map can be obtained by convolving the
part of the input with a kernel vector. All spatial locations
of the input share the kernel according to the stride, result-
ing in different feature maps. Stride is a hyperparameter of
the neural network’s kernel that determines the amount of
movement over the input data. The complete feature maps
are obtained by using several different kernels. Mathemat-
ically, the feature value at location (i, j) in the k'™ feature
map of I'" layer, zi ik is calculated by:

! IT, I !
Zijk =W *x;+0by (D
where wf{ and bi are the weight vector and bias term of

the k" filter of the /' layer respectively, and xf ; is the input

patch centered at location (i, j) of the /' layer.
Then, the ReLU activation function f is applied on a
convolutional feature (zl]" j_k), resulting in new output feature

(al j&)- The non-linear transformation of the ReL U helps to
learn complex patterns in the data.

a; jk=r (zf iK) 2)

where, the ReLLU activation function as follows:

! el

2 g 1255, >0

f 2. =" Ve 3)
0 i, <0

Therefore, the linear convolution operation and nonlin-
ear ReLU functions on the Conv1D layers form a 1D CNN

10https://machinelearningmastery.com/overfitting-and-underfitting-with-machine-learning-algorithms/
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computational node that can extract valuable features from
our INT input data. Then, these features are sent to the
anomaly classification stage, which produces the final re-
sults.

Anomaly classification:  Our model constructs an
anomaly classifier using two fully connected layers. While
a node in a convolutional layer is only connected to
“nearby” nodes from the preceding layer within the width
of the convolutional kernel, a node in a fully connected
layer is connected to every node in the preceding layer. The
Flatten layer converts the output of the final convolutional
layer into a single one-dimensional vector, that can be used
as input for the first FC layer.

Both fully connected layers also have linear and non-
linear transformations (with activation function). The first
dense layer with the ReLU activation function is respon-
sible for exploring the global input pattern. The input of
this dense layer is the output of the flattened layer, or the
input feature vector X = {xo,x2,....Xy—1,X, }, and all these
features are fed to each computational node at the dense
layer to perform the following linear function. For exam-
ple, the operation on ;" node is:

zj =X-Wj+b; 4)

where W is weight vector, b; is bias at the j’h node, X is
the input feature vector, and - is dot product operation.

For example, in our case, the first dense layer has 16
neurons or computational nodes, the output features of this
dense layer are 7 = {z;,22,23...216 } according to the calcu-
lation above, and then each output will be transformed by
the ReLU function and it creates 7 = {Z/17Z/2,Z/3...Z/16} out-
put. The non-linear transformation of the ReLU function
appears in (3).

The second dense layer with softmax activation and two
nodes are dedicated to classification: one node identifies le-
gitimate and the other malicious traffic. The input to this
layer is the output of the first dense layer.

The linear transformation at the node of this layer is the
same as (4), but the activation function is different (soft-
max). The softmax function correlates the outputs in two
nodes. That means that the softmax function transforms a
vector of y real values into a vector of y/ real values whose
sum is equal to 1. The input values resulting from the linear
transformation in the dense layer can be any number. How-
ever, softmax transforms them to a value between 0 and 1
to interpret them as probabilities.

, yi
yi=0(i)= <meeyj> )

j=1

where o is the softmax function and m is the number of
output values from the dense layer.

Let’s see normalization and probabilities with & (y;) in
the example of our model. The output layer has two nodes,
so if the output of the first node is y; = —1 and the output of
the second node is y, = 0.5, softmax converts these num-
bers into probabilities (—1) = 0.18 and ¢(0.5) = 0.82.
The second output determines whether it is legitimate in

ISSN 1335-8243 (print)

our case, and since the probability is 0.82, the IoT traffic
can be considered legitimate.

The number of layers, their configuration, the activation
functions, loss, optimization functions, and hyperparame-
ters of our model were selected based on our experimental
results. The experimental results are presented in Section
6.

6. EXPERIMENTAL RESULTS AND DISCUSSIONS
6.1. Overview of model performance metrics

In this section, we will briefly describe the accuracy,
precision, recall, F1 score, and MCC metrics to evaluate
the performance of our anomaly detection model. They
are computed on the confusion matrix used to illustrate and
summarize the performance of the classification algorithm
on the test dataset. Since our problem is a binary classifi-
cation (legitimate vs. abnormal), the confusion matrix is a
2x2 matrix. Therefore, True Negative (TN) and True Posi-
tive (TP) represent correctly predicted cases and are located
on the matrix’s main diagonal. False Negative (FN) and
False Positive (FP) are false predictions and lie on the an-
tidiagonal of the confusion matrix. Table 1 shows how these
performance metrics are calculated.

Table 1 Performance metrics

Metric Formula

Accuracy A= ppoiin

Precision P = %

Recall R= %

Flscore F1=2x 511;

MCC MCC = TP+TN—FP+FN

\/(TP+FP)(TP+FN)(TN+FP)(TN+FN)

The accuracy is the proportion of samples that are cor-
rectly classified. Precision measures the accuracy of posi-
tive predictions, while recall measures the completeness of
positive predictions. F1-score is the harmonic mean of the
precision and recall. MCC measures the quality of the clas-
sification, showing the correlation agreement between the
observed values and the predicted values. We evaluated ex-
perimental models by using these metrics.

6.2. Overview of machine learning parameters

Learning rate, batch size, the number of epochs, and
types of loss functions are primary hyperparameters used to
control the machine learning process. In contrast, weights
and biases are key parameters learned by the machine itself
or adjusted based on the training process. It can also be
called trainable parameters.

The loss function checks the validity of the prediction,
and the optimization algorithm determines how much and
in which direction the trainable parameters would change
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based on the output of the loss function. The loss is al-
most synonymous with error but usually means average er-
ror across all items in the training data. Machine learning
aims to keep the loss as low as possible (close to zero).

Hyperparameter optimization or tuning is the selection
of a set of hyperparameters suitable for a model to maxi-
mize performance.

6.3. Experimental models, experiments, and evaluation

We built CNN and LSTM models for the INT data with
different layers and configurations, and Table 2 summarizes
the significant models tested.

Table 2 CNN and LSTM models

Model Kernel
(abbr) Layer conf-s Neurons Paras
1D CNN (3x1)x8,
(M1) 3 (2x1)x8, 482
(2x1)x8
1D CNN+Pool (3x1)x8
(M2) 3+2 (2x1)x8, 514
(2x1)x8
LSTM+Dense
(M3) 1+1 [32-16] 20,545

First of all, we created various CNN-based models by
stacking two or three convolution layers with varying kernel
configurations. Among these models, the 1D CNN model
(M1) in Table 2 outperformed the others. This model has
three convolutional layers with different kernel configura-
tions. In the first row of Table 2 the kernel configuration
(3x1)x8 means that the kernel size (weight vector) is 3x1
and the number of kernels in the first layer is 8. The second
and the third similar configurations in the row describe the
parameters of the second and the third layers correspond-
ingly.

The next model is the 1D CNN+Pool model (M2),
where we added a max pooling layer and batch normal-
ization to the M1 model. As mentioned in Section 5, this
model has a more traditional layout, while the 1D-CNN
model (M1) follows modern trends.

The last model is an LSTM model with one LSTM layer
(32 neurons) and one dense layer (16 neurons). The Paras
in the last column of Table 2 show the number of trainable
parameters. Note that each model uses the same classifica-
tion stage as in Fig. 6, where we only mention layers in the
feature extraction stage.

When testing and building the models with different
configurations shown in Table 2, we performed hyperpa-
rameter tuning experiments for all models using a grid
search algorithm (GSA). Based on this experiment, we ob-
tained the optimal hyperparameters with the highest perfor-
mance for each model and dataset. That means we varied
batch sizes with different learning rates, loss, and optimiza-
tion functions as follows.

The learning rate defines the learning speed of the
model. Therefore, increasing the learning rate increases the
learning speed of the model, but at the risk of exceeding the
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minimum loss. Conversely, if the learning rate is too low,
reaching the minimum loss will take longer. When we var-
ied the training rate from 0.0001 to 0.1 with different batch
sizes, all models showed the highest performance at 0.001.

Batch size defines how many samples the model uses to
estimate the loss at each training iteration (epoch). We set
batch sizes of 32, 64, 128, and 256 (power of 2) according
to the best practice. The number of epochs varied between
15-30 based on loss values.

For each experiment with different batch sizes and
learning rates, we also tested different loss and optimiza-
tion functions, among which the binary _crossentropy loss
function and the Adam optimization algorithm [[18]] were
selected as having the highest performance.

The machine learning experiments have two main
phases: training and testing. Working with a dataset col-
lected from a different network would require retraining the
model, a common practice in machine learning. Therefore,
we conducted separate training and testing procedures for
each of the four distinct types of datasets we used. We
split each dataset 70x30 according to best practice, 70%
of which is used for training the machine and 30% for test-
ing. The models are evaluated based on the testing phase
results because the model has not seen the testing dataset
before, and the model’s performance on such new data is a
crucial indicator of the model. Therefore, all performance
measurements shown in Table 3 are the testing phase results
with the highest performance.

6.4. Model selection

We selected the model based on the above experimental
evaluations, cost-effectiveness, and other factors.

First of all, we consider performance evaluation. Table
3 shows the performance of our proposed 1D CNN com-
pared with other models. From this table, our model out-
performs other datasets in terms of classification quality
(MCC), positive prediction accuracy (Pre), positive predic-
tion completeness (Rec), F1, and overall accuracy (Acc).
Of these, the classification quality (MCC) is much higher.
In addition, the performance on the testbed (VSI-DDoS)
and the benchmark (NF-ToN-IoT) is inferior to the perfor-
mance on the other two datasets because the behavior of
normal and malicious traffic is very similar in Fig. 4 and 5.
This confirmed our initial hypothesis that the models that
performed well on the VSI-DDoS dataset performed well
on the other datasets.

Second of all, we consider cost-effectiveness: looking
at the number of trainable parameters in Table 2, the 1D
CNN (M1) is preferred due to its much smaller trainable
parameters. For example, the LSTM-based model learns
20,545 parameters to achieve an accuracy of 99.27 on the
VSI-DDoS dataset. Since machine learning models use
mathematical operations to find the best parameters to de-
scribe the data, our proposed 1D CNN-based model can run
faster than LSTM-based models because they consume less
memory with fewer parameters. The number of trainable
parameters of the M1 model is 42 times smaller than that of
LSTM.
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Table 3 Performance evaluation of models on datasets

Models Acc F1 MCC Pre Rec
Tesbed (DDoS)

1D CNN 99.86  99.9 99.68  99.85  99.87

CNN+Pool  99.2 99.44  98.08 99.64 99.23

LSTM 99.7 99.79  99.3 99.68  99.68

Tesbed (VSI-DDoS)

1D CNN 99.63  99.74 99.1 99.72  99.75

CNN+Pool  99.18 9942 98.01 99.33  99.51

LSTM 99.27 9948 9822 99.24 99.73
Benchmark(NF-BoT-IoT)

1D CNN 99.92 9995 99.75 99.96 99.94

CNN+Pool  99.46  99.62 98.68 99.46 99.78

LSTM 9991 9995 99.74  99.95 99.94
Benchmark(NF-ToN-IoT)

1D CNN 99.61 99.64 99.21 99.58 99.70

CNN+Pool 9920 9945 98.08 99.58 99.32

LSTM 99.41 9946 9882 99.55 99.37

Then, we considered other factors besides performance
and cost-effectiveness. CNN-based models usually use a
convolution layer followed by a pooling layer, but we did
not want a pooling layer due to the characteristics of our
INT data. In the case of multi-dimensional data having
many features, the pooling layer has the advantage of ex-
tracting more specific features. It also reduces the com-
putational power required to process the data through di-
mensionality reduction [[10]]. In contrast, on our data (one-
dimensional and time series data with a small number of
features), the pooling layer has the disadvantage of remov-
ing unique features. Thus, compared to M2 with pooling
layer, M1 (built with only convolution layers in feature ex-
traction) had a higher performance for all datasets.

Based on the above considerations, we have chosen 1D
CNN-based model (M1) for our INT dataset.

6.5. Performance evaluation with competing models

IoT anomaly detection is treated as a machine learning
binary classification problem. Therefore, we compared the
anomaly detection accuracy of the 1D CNN-based model
with well-known classification algorithms such as SVM,
Logistic Regression (LR), and Naive Bayes (NB), and Fig.
7 shows the accuracy comparisons. As shown in Fig. 7, our
model has higher accuracy than other models for the target
VSI-DDoS dataset and other datasets. SVM is the closest
to the performance of our model, but the training time was
much longer.

Then we compare the overall performance of our model
on the VSI-DDoS dataset with the model of Kim et. al. [[17]]
in Table 4. The F1 score of our model is much better than
that of the RNN-based neural network in Table 4. Detection
accuracy is one of the important parameters for classifica-
tion problems, but this parameter wasn’t considered in the
previous study.
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Table 4 Performance comparison with competing model

Models Recall  Precision F1 score
IDCNN  99.75 99.72 99.74
RNN 100 85.9 99.41
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Fig. 7 Detection accuracy comparison with baseline models

7. CONCLUSIONS AND FUTURE WORKS

In this work, we propose a 1D-CNN model for IoT
anomaly detection using data plane and control plane capa-
bilities on SDN. The telemetry data we collect from the P4-
based data plane is real-time data, and our proposed model
uses this data for IoT anomaly detection and has superior
performance compared to competing models.

The key feature of our solution is that it combines the
advantages of the data and control planes. Furthermore,
our 1D CNN-based IoT anomaly detection module can be
extended by implementing dynamic flow control and miti-
gation functions with control planes.

We illustrated our idea in experimental network envi-
ronments. In the future, we can create an SDN network in
a real network environment and test our model using the
INT data collected from it. Another future work can be that
some properties of the network change on the fly, so we can
experiment with an adaptive neural network that can con-
tinuously learn and provide good performance by adapting
to changes in the network.

Additionally, we are working on implementing IoT
anomaly detection and mitigation solutions directly at the
data plane (in-network) using INT data. We have already
implemented a detection solution and mitigation is under-
way. By implementing IoT anomaly detection and miti-
gation solutions directly in the data processing path (data
plane), detection and mitigation can be faster.
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