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 Abstract: As the United States and much of the world face a resurgence of au-
thoritarianism, the critical importance of privacy cannot be overstated. Privacy 
serves as a fundamental safeguard against the overreach of authoritarian govern-
ments. Authoritarian power is greatly enhanced in today’s era of pervasive sur-
veillance and relentless data collection. We are living in the age of “surveillance 
capitalism.” There are vast digital dossiers about every person assembled by 
thousands of corporations and readily available for the government to access. 
 The federal government and some state governments are intensifying surveil-
lance and data collection efforts, targeting immigrants, punishing those involved 
in seeking or providing abortion services, and cracking down on gender-
affirming healthcare. Personal data is being weaponized against critics and others 
who resist these efforts. 
 In this Article, I contend that privacy protections must be significantly height-
ened to respond to growing threats of authoritarianism. Major regulatory inter-
ventions are necessary to prevent government surveillance from being used in in-
imical ways. But reforming Fourth Amendment jurisprudence and government 
surveillance alone will not protect against many authoritarian invasions of priva-
cy, especially given the oligarchical character of the current strain of authoritari-
anism. To adequately regulate government surveillance, it is essential to also reg-
ulate surveillance capitalism. Government surveillance and surveillance capital-
ism are two sides of the same coin. It is impossible to protect privacy from au-
thoritarianism without addressing consumer privacy. 
 This Article proposes regulatory measures that should be taken to address 
government surveillance and surveillance capitalism—on both sides of the 
coin—to guard against authoritarianism. 

INTRODUCTION 

As the United States and much of the world face a resurgence of authori-
tarianism reminiscent of the darkest chapters of the last century, the critical 
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importance of privacy cannot be overstated.1 Privacy serves as a fundamental 
safeguard against the overreach of authoritarian governments. Unfortunately, 
existing privacy laws are poorly equipped to shield individuals from govern-
ment access to personal data, leaving us more exposed than ever in an era of 
pervasive surveillance. 

Authoritarian governments seek to control people by invading their pri-
vate lives. They envelop people in surveillance to ensure that people are obedi-
ent. They ferret out dissenting thought to be attacked—with threats, ostracism, 
blacklisting, pretextual law enforcement, and outright criminal penalties. They 
seek to control people’s bodies and minds. They use personal data to manipu-
late, blackmail, apprehend, or punish people. 

Authoritarian power is greatly enhanced in today’s era of pervasive sur-
veillance and relentless data collection.2 We are living in the age of “surveil-
lance capitalism,” a term coined by Shoshana Zuboff to refer to the massive 
collection and use of personal data by companies.3 There are vast digital dossi-
ers about every person assembled by thousands of corporations and readily 
available for the government to access.4 

The Fourth Amendment offers little to no protection for much of our per-
sonal data in the digital age, largely due to the third-party doctrine. This flawed 
doctrine, crafted by the U.S. Supreme Court in the 1970s, asserts that individuals 
forfeit any reasonable expectation of privacy—and thus Fourth Amendment pro-
tection—when their personal data is held by third parties.5 The third-party doc-
trine is profoundly outdated and ill-suited to the modern era, where vast amounts 
of personal information are stored and managed by third-party entities.6 

Beyond the lack of meaningful Fourth Amendment protection against 
modern digital surveillance technologies and government data gathering, Con-
gress has failed to update existing laws and pass new ones to provide a mean-
ingful regulatory framework. 

                                                                                                                           
 1 I am not attempting to advance a definition of authoritarianism or make claims about whether 
the U.S. has crossed a particular threshold for authoritarianism. This Article focuses on why the pro-
tection of privacy is essential to resist authoritarian power—to slow its growth, curtail its reach, and 
diminish its risks of metastasizing. My purpose is to explore why and how privacy law should be 
improved to address the threat of authoritarianism. 
 2 I will refer to government data gathering and surveillance as simply “government surveillance” 
for shorthand, though data gathering is not quite the same as other forms of surveillance such as 
watching and listening. 
 3 SHOSHANA ZUBOFF, THE AGE OF SURVEILLANCE CAPITALISM: THE FIGHT FOR A HUMAN FU-
TURE AT THE NEW FRONTIER OF POWER 14 (2019). 
 4 Daniel J. Solove, Digital Dossiers and the Dissipation of Fourth Amendment Privacy, 75 S. 
CAL. L. REV. 1083, 1084 (2002) [hereinafter Solove, Digital Dossiers]. 
 5 See generally Smith v. Maryland, 442 U.S. 735 (1979) (holding that there is no reasonable ex-
pectation of privacy in information voluntarily shared with third parties). 
 6 Solove, Digital Dossiers, supra note 4, at 1084. 
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The federal government and some state governments are intensifying sur-
veillance and data collection efforts, targeting immigrants, punishing those 
involved in seeking or providing abortion services, and cracking down on gen-
der-affirming healthcare. Personal data is being weaponized against critics and 
others who resist these efforts. These campaigns may be bolstered by vigilante 
groups, using personal data to dox, threaten, and harm individuals they oppose—
echoing historical instances where ordinary citizens actively aided totalitarian 
regimes in identifying and punishing dissenters or perceived “undesirables.” 

AI is supercharging surveillance, amplifying its reach and effectiveness to 
unprecedented levels. With its ability to process vast amounts of data rapidly, 
AI can sift through countless streams of surveillance footage, identifying pat-
terns and anomalies that would otherwise go unnoticed by human analysts. 

When the government demands access to personal data or the use of cor-
porate technologies, will companies resist? History suggests the answer is like-
ly no. In the past, many companies have demonstrated a willingness to comply 
with such demands. During the last century, corporations provided the Nazis 
with the technology and information they sought, facilitating their regime’s 
sinister objectives.7 

More recently, after 9/11, companies readily handed over vast amounts of 
data to the federal government, often in violation of their own privacy poli-
cies.8 Even businesses that are not initially inclined to cooperate frequently 
cave under the weight of government pressure, whether due to legal threats, 
financial incentives, or fear of retaliation. This pattern of compliance under-
scores a troubling dynamic: when governments seek access to private infor-
mation, corporate resistance is often fleeting, leaving individuals’ privacy at 
risk and unchecked power in the hands of authorities. 

For many decades, including in times when many might have considered 
the risk of authoritarianism to be remote, the law has struggled to reign in both 
surveillance capitalism and government surveillance. Government surveillance 
capabilities have vastly increased over the years despite concerns about grow-
ing police powers and a lack of accountability and democratic control. Surveil-
lance capitalism has run rampant, with privacy law at most nipping gently at 
its heels but doing little to corral the vast expansion in the collection and use of 
personal data. Augmented and unaccountable government surveillance power 
is an underappreciated harm of surveillance capitalism—especially given the 
oligarchical nature of the growing authoritarianism in the U.S. Of course, even 

                                                                                                                           
 7 See generally EDWIN BLACK, IBM AND THE HOLOCAUST: THE STRATEGIC ALLIANCE BE-
TWEEN NAZI GERMANY AND AMERICA’S MOST POWERFUL CORPORATION (2012) (discussing the use 
of International Business Machines’ (IBM) technology in the Holocaust). 
 8 Julia Angwin et al., AT&T Helped U.S. Spy on Internet on a Vast Scale, N.Y. TIMES (Aug. 15, 
2015), https://www.nytimes.com/2015/08/16/us/politics/att-helped-nsa-spy-on-an-array-of-internet-
traffic.html [https://perma.cc/X3WE-2K2M]. 
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in normal times, the law ought to protect privacy more effectively, but the cur-
rent rise of authoritarianism dramatically heightens the stakes. Unfortunately, 
policymakers squandered the opportunity to erect a strong edifice of privacy 
protection, and the tremors of authoritarianism are now worsening. Although 
many measures would have been best established long ago, it is still not too 
late to undertake certain measures, and doing so is essential to withstanding the 
current wave of authoritarianism. 

In this Article, I contend that privacy protections must be significantly 
heightened to respond to growing threats of authoritarianism. Major regulatory 
interventions are necessary to prevent government surveillance from being 
used in inimical ways. But reforming Fourth Amendment jurisprudence and 
government surveillance alone will not protect against many authoritarian in-
vasions of privacy. To adequately regulate government surveillance, it is essen-
tial to also regulate surveillance capitalism. Government surveillance and sur-
veillance capitalism are two sides of the same coin. It is impossible to protect 
privacy from authoritarianism without addressing consumer privacy. 

A popular strand of thinking in the U.S.—one that has had a strong influ-
ence on U.S. privacy law—is a libertarian view of power under which gov-
ernment power should be strongly restrained and private sector power should 
be lightly regulated. Consistent with this view, U.S. privacy law has tended 
towards a market-based approach, regulating the corporate collection, use, and 
disclosure of personal data much more permissively than in the European Un-
ion.9 But in authoritarian regimes, especially oligarchical ones, corporate and 
government power are intertwined. To protect privacy, it is not possible to keep 
government power in check without addressing corporate power. 

Unfortunately, as with the regulation of government surveillance, the reg-
ulation of surveillance capitalism has also been woefully inadequate. Despite 
the recent enactment of a blizzard of U.S. state consumer privacy laws, these 
laws are mostly quite weak and fail to address the harms and risks when com-
panies become involved in government surveillance. Consumer privacy laws 
often provide a false sense of control, suggesting that individuals have mean-
ingful agency over their personal data when, in reality, they do not. Though 
many privacy laws grant individuals the right to delete their data or opt out of 
certain uses, these rights are often narrowly defined and impractical for most 
people to exercise effectively. Most individuals lack the time, expertise, or re-
sources to navigate the complex and time-consuming processes required to 
manage their digital footprint.10 

                                                                                                                           
 9 ANU BRADFORD, DIGITAL EMPIRES: THE GLOBAL BATTLE TO REGULATE TECHNOLOGY 7–8 
(2023). 
 10 Daniel J. Solove, Privacy Self-Management and the Consent Dilemma, 126 HARV. L. REV. 
1880, 1880–81 (2013) [hereinafter Solove, Privacy Self-Management]. 
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Even when individuals refrain from sharing sensitive information—such 
as health conditions, beliefs, ethnicity, immigration status, or other private 
matters—AI can infer such details by analyzing seemingly mundane data, like 
purchasing habits, location history, or online behavior.11 This ability to deduce 
highly sensitive information from innocuous data renders many self-help 
measures futile.12 

Consumer privacy laws fall short of tackling the core challenges of mod-
ern data collection and AI-driven inferences, leaving individuals exposed in a 
system that continues to prioritize the interests of governments and corpora-
tions over genuine privacy protections. 

This Article proposes regulatory measures that should be taken to address 
government surveillance and surveillance capitalism—on both sides of the 
coin—to guard against authoritarianism. Although it is unlikely for the U.S. 
Supreme Court and Congress to do anything at this point in time, there are still 
many things that can be done by other governmental entities. 

Federal lower court judges have some leeway to strengthen Fourth 
Amendment and other U.S. Constitutional protections as well as consumer pri-
vacy protections. State court judges can interpret their state constitutions in 
ways that diverge from U.S. Supreme Court interpretations. State legislators 
can enact measures to limit government surveillance by their own state offi-
cials and others as well as to reign in surveillance capitalism, minimize the 
data available to authoritarian regimes, regulate data brokers, incentivize the 
creation of less privacy-invasive surveillance technologies, and curtail the in-
creasing government-industrial collusion. States can make a significant differ-
ence—sometimes even at a national level. If a few large and powerful states 
pass such laws, many companies will follow the strictest laws rather an adopt a 
state-by-state approach. There is no silver bullet, but these measures can make 
a meaningful difference and at least create pockets of protection and resistance. 

This Article proceeds as follows. Part I discusses why authoritarianism is a 
growing concern, how authoritarian regimes use surveillance as a powerful tool 
to achieve their aims, why protecting privacy is essential to curtailing the harms 
of authoritarianism, how the digital age is supercharging the dangers of authori-
tarian uses of surveillance and personal data, and how surveillance capitalism 
and government surveillance work in tandem.13 Part II discusses measures to 
regulate government surveillance: from ways judges can interpret the Fourth 
Amendment and state constitutions, to other constitutional provisions that can 

                                                                                                                           
 11 Alicia Solow-Niederman, Information Privacy and the Inference Economy, 117 NW. U. L. 
REV. 357, 361–62 (2022). 
 12 Daniel J. Solove, Data Is What Data Does: Regulating Based on Harm and Risk Instead of 
Sensitive Data, 118 NW. U. L. REV. 1081, 1099 (2024) [hereinafter Solove, Data Is What Data Does]. 
 13 See infra notes 17–164. 
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provide protection, to statutory protections at the federal and state levels.14 Part 
III proposes ways that surveillance capitalism can be regulated to reign in gov-
ernment surveillance.15 Part IV discusses other important protections that play a 
key role in safeguarding privacy in an age of authoritarianism.16 

I. AUTHORITARIANISM AND PRIVACY 

Privacy is in deep tension with authoritarianism. To ratchet up their power 
and stifle resistance, authoritarian governments seek to diminish and eliminate 
privacy. Authoritarians invade privacy as a means of control, such as surveil-
lance, blackmail, and disclosure of information to threaten, embarrass, or dis-
credit critics or disfavored individuals. Authoritarianism is thus a grave threat 
to privacy. 

On the reverse side, privacy is a potent tool to undermine authoritarian-
ism. Privacy provides safe spaces to harbor dissent and free expression and 
thinking. Privacy enables people to engage in activities and make decisions 
about their lives that cut against the orthodoxy of the authoritarian state. 

At least three dimensions of privacy are the most common targets of au-
thoritarianism. First is what Neil Richards calls “intellectual privacy,” the 
“zone of protection that guards our ability to make up our minds freely.”17 This 
privacy undergirds freedom of thought and belief; it protects private reading, 
consumption of ideas, conversations, religious activities, associations, and 
more. Second is what Danielle Citron terms “intimate privacy,” “the extent to 
which others have access to, and information about, our bodies; minds 
(thoughts, desires, and fantasies); health; sex, sexual orientation, and gender; 
and close relationships.”18 Third is privacy related to our safety and social sta-
tus—the information that can put us at risk of physical, psychological, reputa-
tional, or financial harm. This information could be as seemingly innocuous as 
a home address, as it can be used to track us down to commit violence against 
us or our families. 

Section A discusses how and why authoritarianism invades privacy in 
many ways to enhance its grip on power.19 Section B details the harms that 
government surveillance and other authoritarian privacy invasions cause.20 
Section C explains how current technologies enhance the dangers of authori-

                                                                                                                           
 14 See infra notes 165–266. 
 15 See infra notes 267–388. 
 16 See infra notes 389–402. 
 17 NEIL RICHARDS, INTELLECTUAL PRIVACY: RETHINKING CIVIL LIBERTIES IN THE DIGITAL AGE 
95 (2015). 
 18 DANIELLE KEATS CITRON, THE FIGHT FOR PRIVACY: PROTECTING DIGNITY, IDENTITY, AND 
LOVE IN THE DIGITAL AGE, at xii (2022) [hereinafter CITRON, THE FIGHT FOR PRIVACY]. 
 19 See infra notes 23–40. 
 20 See infra notes 41–107. 
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tarianism.21 Finally, Section D discusses the intersection of authoritarian gov-
ernment and surveillance capitalism.22 

A. Shades of Authoritarianism 

In this Part, I discuss some of the dimensions of authoritarianism, the 
ways in which they are manifesting in the U.S. to at least some degree, the 
harmful ways that government surveillance is used by authoritarian regimes, 
and how surveillance contributes to the power of such regimes. 

Although authoritarianism throughout history shares many common 
themes, each instantiation has its own distinctive qualities. The U.S. authoritari-
anism of today’s times is no exception. Beyond risks of centralized federal con-
trol, there are other risks due to the deepening political divisions in this country. 
State governments are diverging rather dramatically, especially on issues such as 
gender-affirming and reproductive healthcare. The result is not a monolithic au-
thoritarian power but a power struggle in a culture war. What makes authoritari-
anism in the United States complicated is that it is like a cancer that has spread 
throughout various dimensions of the country and throughout many govern-
ments and their branches. But there still are healthy areas that can resist. 

1. Authoritarianism Is Not Necessarily Extra-Legal 

Authoritarianism is often carried out under the cloak of the rule of law. 
Authoritarian governments need not arbitrarily start arresting and punishing 
people, because they can find ways to do so within the law. They can pass new 
laws or can enforce existing laws as a pretext for attacking critics or disfavored 
individuals. In a recent example, Florida Governor Ron DeSantis demanded 
that state universities provide information on students who sought gender-
affirming care at campus clinics.23 This was done under the governor’s authori-
ty “to require information in writing from all executive or administrative state, 
county, or municipal officers upon any subject relating to the duties of their 
respective offices.”24 In a related technique, the attorneys general in Indiana, 
Missouri, Tennessee, and Texas obtained medical records from healthcare pro-
viders of transgender patients under the guise of civil investigations for “mis-

                                                                                                                           
 21 See infra notes 108–137. 
 22 See infra notes 138–164. 
 23 Carter Mudgett, Florida Universities Pivot Again to Supply DeSantis with Records of Gender 
Affirming Care, SPINNAKER (Jan. 18, 2023), https://unfspinnaker.com/99024/news/florida-universities-
pivot-again-to-supply-desantis-with-records-of-gender-affirming-care/ [https://perma.cc/5CUX-KDDS]. 
 24 Letter from Chris Spencer, Dir., Fla. Governor’s Off. of Pol’y & Budget, to Chairs of All State 
University Board of Trustees (Jan. 11, 2023), https://drive.google.com/file/d/1jBu1XzRHayTdSNS
MIERpFrXN6EnrK7jd/view [https://perma.cc/U6YV-9F7B]. 

https://unfspinnaker.com/99024/news/florida-universities-pivot-again-to-supply-desantis-with-records-of-gender-affirming-care/
https://unfspinnaker.com/99024/news/florida-universities-pivot-again-to-supply-desantis-with-records-of-gender-affirming-care/
https://drive.google.com/file/d/1jBu1XzRHayTdSNSMIERpFrXN6EnrK7jd/view
https://drive.google.com/file/d/1jBu1XzRHayTdSNSMIERpFrXN6EnrK7jd/view
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use of Medicaid funds (Tennessee) or violations of consumer protection laws 
(Indiana and Missouri).”25 

Even a good law can be enforced in non-pretextual ways that are prob-
lematic—either through selective enforcement or excessive enforcement. Au-
thoritarians weaponize law enforcement as a tool to achieve their aims, using 
this potent governmental power in ways that are unfair, in bad faith, and tar-
geted toward their enemies or disfavored people. 

The deep moral divide in the U.S. on issues of regulating reproductive 
healthcare and gender-affirming healthcare presents significant challenges for 
law enforcement. Typically, for many crimes, such as murder or robbery, there 
is a general consensus about the wrongfulness of the conduct being criminal-
ized. The debate focuses on the techniques of enforcement or the degree of 
punishment. But when it comes to healthcare and decisions about one’s body, 
there is an unbridgeable divide between those who view such decisions as fun-
damental rights and others who seek to control or prohibit these decisions. In 
the U.S., because the right to abortion recognized in the U.S. Supreme Court’s 
1973 decision in Roe v. Wade26 was overturned, in 2022, in Dobbs v. Jackson 
Women’s Health Organization,27 states are attempting to pass laws criminaliz-
ing abortion and assisting women in seeking abortions, as well as traveling out 
of state to seek abortions.28 Enforcing these laws presents a much more fraught 
set of issues because the stakes are so high, and many view healthcare deci-
sions to be foundational for a free and democratic society, akin to freedom of 
speech and belief. Laws infringing upon the right to privacy in the U.S. Consti-
tution (despite the right’s not being explicitly mentioned) go far beyond a mere 
culture war. 

Ultimately, authoritarianism often occurs in a contested manner; it takes 
hold in societies where there are stark differences in opinion. There are typical-
ly many people who believe in the authoritarian government’s vision. In most 
cases, the authoritarian government grows out of the soil of a society and in-
volves one part of that society seeking to impose its will on other parts. What 
makes it authoritarian are the types of matters the state seeks to control, how 
                                                                                                                           
 25 STAFF OF S. COMM. ON FIN., HOW STATE ATTORNEYS GENERAL TARGET TRANSGENDER 
YOUTH AND ADULTS BY WEAPONIZING THE MEDICAID PROGRAM AND THEIR HEALTH OVERSIGHT 
AUTHORITY 1, 2 (2024), https://www.finance.senate.gov/imo/media/doc/senate_finance_committee_
majority_staff_report_how_state_attorneys_general_target_transgender_youth_and_adults_by_
weaponizing_the_medicaid_program_and_their_health_oversight_authority.pdf [https://perma.cc/
HP7K-2AKZ]. 
 26 See generally Roe v. Wade, 410 U.S. 113 (1973) (holding that under the U.S. Constitution 
there is a right to an abortion), overruled by Dobbs v. Jackson Women’s Health Org., 597 U.S. 215 
(2022). 
 27 Dobbs, 597 U.S. at 300–02. 
 28 Anna Claire Vollers, Helping a Minor Travel for an Abortion? Some States Have Made It a 
Crime, IDAHO CAPITAL SUN (Aug. 26, 2024), https://idahocapitalsun.com/2024/08/26/helping-a-
minor-travel-for-an-abortion-some-states-have-made-it-a-crime/ [https://perma.cc/7Z4S-JR2M]. 

https://www.finance.senate.gov/imo/media/doc/senate_finance_committee_majority_staff_report_how_state_attorneys_general_target_transgender_youth_and_adults_by_weaponizing_the_medicaid_program_and_their_health_oversight_authority.pdf
https://www.finance.senate.gov/imo/media/doc/senate_finance_committee_majority_staff_report_how_state_attorneys_general_target_transgender_youth_and_adults_by_weaponizing_the_medicaid_program_and_their_health_oversight_authority.pdf
https://www.finance.senate.gov/imo/media/doc/senate_finance_committee_majority_staff_report_how_state_attorneys_general_target_transgender_youth_and_adults_by_weaponizing_the_medicaid_program_and_their_health_oversight_authority.pdf
https://idahocapitalsun.com/2024/08/26/helping-a-minor-travel-for-an-abortion-some-states-have-made-it-a-crime/
https://idahocapitalsun.com/2024/08/26/helping-a-minor-travel-for-an-abortion-some-states-have-made-it-a-crime/
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pervasively and ruthlessly the state seeks to control them, the means the state 
uses to exercise its power, and the extent to which the state tolerates dissent 
and deviance from its vision. 

It would be much easier to address authoritarian power if it were clearly 
outside the bounds of the law or if there were a decent test to determine when 
certain law enforcement becomes soured by authoritarianism. Many efforts at 
law enforcement are good, even when performed by an authoritarian govern-
ment. We still want an orderly society with protection against crimes such as 
murder, sexual assault, robbery, kidnapping, and others. Certain privacy pro-
tections can make enforcing laws more difficult, and this can impede desirable 
law enforcement. 

2. Authoritarianism Involves a Large Ensemble 

Authoritarianism often is not the product of one monolithic leader. In 
modern times, Anne Applebaum notes, “autocracies are run not by one bad guy 
but by sophisticated networks relying on kleptocratic financial structures, a 
complex of security services—military, paramilitary, police—and technologi-
cal experts who provide surveillance, propaganda, and disinformation.”29 Au-
thoritarianism often involves a network of politicians, government officials, 
media entities, thought leaders, and armies of online trolls. This network is 
fueled by massive funding from wealthy individuals, organizations, and for-
eign entities. And it is deeply intertwined with many companies that supply the 
platforms, tools, and technologies to facilitate the authoritarian aims. 

All the actors are not motivated in the same way. Many individuals are 
moved by anger, hate, and grievances. Many other individuals and media com-
panies are interested in advancing various ideological goals. Some are indiffer-
ent or are moved by short-term self-interested gains. For the companies facili-
tating authoritarianism, many might be indifferent or even opposed to the aims 
of authoritarian leaders, but they see strategic advantages to playing a part. 
Some might see it as a business opportunity to sell technologies or data to the 
government. Others might view it as a Machiavellian strategy to cooperate and 
try to endear themselves to authoritarians in power. 

In the end, authoritarianism today in the U.S. is not just one or a few pow-
erful leaders all with a unified aim. Rather, it is large ensemble of actors with 
different motives who work together as an orchestra in a sinister symphony. 

                                                                                                                           
 29 ANNE APPLEBAUM, AUTOCRACY, INC.: THE DICTATORS WHO WANT TO RUN THE WORLD 1 
(2024). 
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3. Marshaling Individual Collaboration and Vigilantism 

Authoritarian regimes marshal not just government power but also the 
power of individuals to attack each other. Creating a divided populace and a 
world of distrust is a frequent technique of authoritarian regimes. 

Authoritarians can strengthen attacks on disfavored individuals when they 
can enlist others in society to help ostracize and penalize these individuals. For 
example, during the McCarthy era attacks on people with suspected Com-
munist sympathies in the U.S., the government’s efforts were buttressed by 
social ruin for these individuals. The FBI leaked data about suspected Com-
munists to companies and the media. Exposed individuals were fired from 
their jobs and blacklisted from employment.30 

Government officials can marshal the assistance of private citizens to 
identify and target critics and undesirables. In the past, ordinary citizens col-
laborated with authoritarian regimes to identify, expose, and punish dissenters 
or disfavored individuals, fueling a culture of fear and repression. 

Today, this phenomenon is already occurring. Polarization in the U.S. is 
increasing,31 and online discourse is becoming more extreme and vitriolic. 
Harassment and threats of violence are rising.32 This activity is stoked by au-
thoritarian politicians as well as allied individuals. Online vigilantes are ex-
ploiting personal data to dox, intimidate, or harm people they oppose. For ex-
ample, right wing attackers have harassed and threatened meteorologists, aca-
demics, disinformation experts, election workers, and others.33 

Some state laws encourage private individuals to help police the personal 
behavior of others. For example, several states have enacted statutes to allow 
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people to sue abortion providers and others involved in assisting women who 
obtain abortions.34 A Texas law allows “[a]ny person, other than an officer or 
employee of a state or local governmental entity in this state” to initiate a civil 
action enforcing the law.35 The statute allows suits against people who “aid or 
abet[]” abortions, “regardless of whether the person knew or should have 
known that the abortion would be performed or induced.”36 As Aziz Huq and 
Rebecca Wexler note, the goal of these laws is to buttress criminal law en-
forcement with “private legal actions and private investigative efforts.”37 

Jon Michaels and David Noll observe that the Texas Law (S.B.8): 

is merely one example of a broader trend among state legislatures to 
use private rights of action to penalize and suppress highly personal 
and often constitutionally protected activities—not only abortions 
but also LGBTQ+ rights and even the rights of teachers and students 
to discuss race, gender, and sexual orientation in the classroom.38 

They further argue that “state legislatures deputize private actors to wage and 
win the culture wars by targeting the likes of abortion providers, trans kids, 
and teachers who adopt inclusive curricula.”39 These efforts can be highly pri-
vacy-invasive because they open up civil discovery powers to plaintiffs who 
can demand extensive personal data about their targets from various businesses 
and organizations.40 

B. Why Privacy Is Essential to Resist Authoritarianism 

An essential reason why privacy matters—perhaps the most important 
one—is to guard against authoritarian power. In Europe, the strong commit-
ment to protecting privacy stems in significant part from its tragic history with 
authoritarianism—the use of personal data by the Nazis to identify Jews and 
others as well as the oppressive surveillance of the Stasi.41 If the privacy pro-

                                                                                                                           
 34 Aziz Z. Huq & Rebecca Wexler, Digital Privacy for Reproductive Choice in the Post-Roe Era, 
98 N.Y.U. L. REV. 555, 558 (2023). 
 35 TEX. HEALTH & SAFETY CODE ANN. § 171.208(a) (West 2021). 
 36 Id. 
 37 Huq & Wexler, supra note 34, at 559. 
 38 Jon D. Michaels & David L. Noll, Vigilante Federalism, 108 CORNELL L. REV. 1187, 1190–91 
(2023). 
 39 Id. at 1192. 
 40 See generally Allyson Haynes Stuart, The Privacy Paradox in Discovery, 26 VAND. J. ENT. & 
TECH. L. 615 (2024) (discussing how the discovery process can be used to uncover private infor-
mation) [hereinafter Stuart, Privacy Paradox]; Allyson Haynes Stuart, Privacy in Discovery After 
Dobbs, 26 VA. J.L. & TECH. 3 (2023) (discussing the impact of the Supreme Court’s Dobbs decision 
on the discovery process and privacy) [hereinafter Stuart, Privacy in Discovery After Dobbs]. 
 41 BRADFORD, supra note 9, at 112 (discussing Nazi oppression and East German surveillance); 
Hannah Bloch-Wehba, Confronting Totalitarianism at Home: The Roots of European Privacy Protec-



64 Boston College Law Review [Vol. 67:51 

tections in our laws cannot stand up to authoritarianism, then they have flunked 
their most important test.42 

1. Personal Data Is Essential to Power and Control 

Privacy is fundamentally about power.43 As Timothy Snyder observes in 
On Tyranny, “We are free only insofar as we exercise control over what people 
know about us, and in what circumstances they come to know it.”44 He further 
notes: “Whoever can pierce your privacy can humiliate you and disrupt your 
relationships at will.”45 As Neil Richards argues, “Information is power, and 
information about other people can bring power over those other people.”46 

Efforts to frighten, discredit, or purge people with disfavored identities or 
beliefs often involve finding personal data about them—their health, activities, 
beliefs, location, and more. The government can use surveillance technology 
and data gathering to find out information about people engaging in research, 
expression, beliefs, or activities involving these disfavored viewpoints. Anoth-
er technique is more subtle and bureaucratic, a practice Margaret Hu calls “big 
data blacklisting”—using data and algorithms to deny people benefits, put 
them on suspicious persons lists (the No Fly List or Terrorist Watch List), or 
otherwise deprive them of rights and liberties.47 

Florida has been especially aggressive in using the power of the govern-
ment to attack and intimidate opposition and disfavored viewpoints or people. 
For example, Florida officials engaged in an inquest to investigate people who 
signed an abortion ballot petition. After being confronted by a law enforcement 
officer, one signatory said: “The experience left me shaken. What troubled me 
was he had a folder on me containing my personal information—about 10 pag-
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es.”48 Additionally, Florida tried to revoke liquor licenses of restaurants, hotels, 
and businesses that allowed children to attend drag shows.49 In 2022, DeSantis 
established an office to prosecute election fraud, despite scant evidence of such 
fraud. Many criminal cases have been thrown out by judges.50 But the damage 
is done, and this is the goal; the strategy is to scare people and deter them from 
voting. 

In late 2024, following statements by Donald Trump about purging the 
ranks of federal agencies, many federal employees feared that their personal 
data online would be scoured and scrutinized to identify their views.51 For ex-
ample, a National Weather Service meteorologist deleted social media posts 
about climate change.52 At the Energy Department, scientists removed their 
names from projects where the science is likely to be disfavored by the Admin-
istration.53 Beyond personal data in employee records and online social media, 
data about people’s beliefs about science, health, vaccines, climate change, and 
other topics can readily be plucked from web browsing histories, bookstores, 
and other sites and services. 

The first Trump Administration gathered personal data in response to me-
dia stories. For example, in 2017, the Justice Department seized phone records 
of several journalists for a leak investigation.54 The U.S. government also 
tracked journalists and immigration advocates, constructing a secret database 
with information about them.55 

For his second administration, Trump has declared that he will engage in 
the largest mass deportation in U.S. history.56 Personal data and surveillance is 
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key to locating these individuals.57 The personal data of over seventy-nine mil-
lion Medicaid enrollees, including their addresses and ethnicities, has been 
handed over to Immigration and Customs Enforcement (ICE) to track down 
immigrants.58 The Administration may revive an idea proposed by Trump dur-
ing his first presidential campaign in 2014, when he suggested he may imple-
ment a national registry of Muslims if elected. 59 The registry would require 
immigrants from Muslim-majority countries to register in a database to make 
vetting and tracking easier for law enforcement. Trump once noted that a “da-
tabase is okay, and watch list is okay, and surveillance is okay.”60 

Beginning in the early days of the second Trump Administration, the new-
ly formed Department of Government Efficiency (DOGE) has engaged in mas-
sive data gathering. DOGE gained access to databases held by the Internal 
Revenue Service (IRS), Social Security Administration (SSA), Center for 
Medicaid and Medicare Services (CMS), Department of Veterans Affairs (VA), 
and the Consumer Financial Protection Bureau (CFPB).61 It obtained data on 
hundreds of millions of Americans, including names, addresses, Social Securi-
ty Numbers, financial information, marital status, family relationships, and 
health information on tens of millions of Americans.62 DOGE has provided 
hardly any transparency about its activities and purposes; it has failed to state 
what data it has obtained, how the data will be used, or how long the data will 
be retained. 

Beyond DOGE, the IRS hired Palantir, a data analytics company, to create 
a single searchable “mega-database” of taxpayer records, a move that some 
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Congresspeople have decried as a “surveillance nightmare.”63 Several other 
agencies are moving to use Palantir for analytics on their data in order to more 
aggressively share and use data.64 

Various measures being passed in the states or proposed at the federal 
level will involve gathering personal data to enforce. States are attempting to 
criminalize helping women travel out of state to obtain an abortion.65 Enforc-
ing such laws will depend upon gathering data such as location data and online 
browsing and research.66 In one instance, Senator Ron Wyden accused a com-
pany of tracking people’s visits to hundreds of Planned Parenthood clinics to 
provide data for an anti-abortion group to target ads to them.67 In another in-
stance, in 2022, Nebraska police obtained a warrant to search Facebook mes-
sages between a mother and daughter to investigate whether a stillbirth was the 
result of a miscarriage or an abortion.68 

For all these endeavors to root out or attack people with particular views, 
to stop people from seeking healthcare in another state or receiving medication 
in the mail, and to round up groups of people for deportation or imprisonment, 
personal data will likely be one of the most powerful tools in the authoritari-
an’s tool kit. 

2. The Harms of Government Surveillance and Authoritarian Privacy 
Invasions 

Government surveillance is harmful because it fuels authoritarian power 
and enables authoritarian techniques such as blackmail, round ups, manipula-
tion, embarrassment and discrediting of critics, threats, investigations, in-
quests, and arrests. 
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Punishment and Oppression. Government surveillance can be a prelude 
to the punishment of expression, association, and consumption of ideas. As 
Paul Schwartz observes:  

Through the use of their data banks, the state and private organiza-
tions can transform themselves into omnipotent parents and the rest 
of society into helpless children. Indeed, totalitarian regimes in 
Eastern Europe relied on information gathering and data storage to 
weaken the individual capacity for critical reflection and to repress 
any social movements outside their control.69 

Chilling Effects. Beyond direct punishment, government surveillance 
chills certain disfavored intellectual activities.70 People become discouraged 
and afraid to engage in these activities. As Julie Cohen argues, “[p]ervasive 
monitoring” can not only “chill the expression of eccentric individuality” but 
also “dampen” even the desire to be unique.71 As Jonathon Penney aptly ob-
serves, “chilling effects predominantly involve not just a deterrent effect, but a 
shaping effect—people speaking, acting, or doing, in a way that conforms to, 
or is in compliance with, a perceived social norm, not simply self-censoring to 
avoid a legal harm.”72 

Suppressing Viewpoints and Dissent. The FBI has a long history of moni-
toring dissidents, such as anti-war activists, the Black Panther Party, Com-
munists, and others. During the McCarthy era and into the 1980s, the FBI sought 
information from libraries about individuals’ reading habits, attempting to link 
their intellectual interests to subversive activities or ideologies.73 These practices 
demonstrate a troubling pattern of leveraging personal information to suppress 
dissent and stigmatize individuals engaged in political or social advocacy. 

Attacking and Discrediting Critics. Authoritarians use personal data to 
attack critics or anyone who stands in their way. For example, during the first 
Trump Administration, Trump disclosed details of private text messages of FBI 
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agents who were having an extramarital affair to attack them for not pursing 
Hilary Clinton.74 

Curtailing Freedom of the Press. Authoritarian regimes often crack 
down on the media in various ways.75 Through the use of privacy-invasive 
surveillance or investigative powers (such subpoenas or court orders), authori-
tarian governments can obtain information to reveal confidential sources or 
journalists can be forced to divulge their sources. Media communications can 
be surveilled. These techniques undermine the ability of the media to shine 
light on the government.76 

Thought Control. Many authoritarians do not only want people to obey; 
they also want people to like it. As Orwell aptly demonstrated in Nineteen 
Eighty-Four, the book ends with Winston loving Big Brother.77 Authoritarian-
ism might start with efforts to stifle publicly-expressed viewpoints, but the 
next step often is to dive deeper into private thought and belief. 

Obedience and Conformity. Foucault warned that surveillance was con-
structing a Panoptic society, one where everyone is under the constant watchful 
eye.78 The ruthless efficiency of the Panopticon is that people internalize disci-
pline; they no longer need to be forced to obey. As Margot Kaminski and 
Shane Witnov aptly point out, surveillance “discourages individuals with un-
formed ideas from deviating from majority political views” and “encourages 
individuals to follow what they think others expect of them and conform to 
perceived norms instead of engaging in unhampered self-development.”79 

Individual and Societal Shaping and Manipulation. Personal data can be 
used to shape individuals as well as society. As Julie Cohen notes, privacy is 
essential for human flourishing and growth; the self is dynamic, not static.80 
Online platforms do not just reflect people’s thoughts, expression, and behav-
ior. With powerful algorithms, the platforms shape and manipulate what people 
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think and say.81 Cohen notes how the “harvesting of personal data has engen-
dered new patterns of reputational anxiety, manipulation, and insecurity” that 
deepen social divisions, promote “conspiracy theories and junk science,” and 
amplify “toxic currents of bigotry, nationalism, and ideological extremism.”82 
These are precisely the sentiments authoritarians want to stoke in individuals 
and foster broadly in society. 

Identification and Rounding Up of Disfavored People. Authoritarian re-
gimes have used technology and personal data to round up people for impris-
onment and elimination. Pamela Samuelson writes: “One factor that enabled 
the Nazis to efficiently round up, transport, and seize assets of Jews (and oth-
ers they viewed as ‘undesirables’) was the extensive repositories of personal 
data available not only from the public sector but also from private sector 
sources.”83 As Josef Ansorge notes: “Before anybody can be disciplined and 
punished they need to be identified and sorted. Lists are made. Individuals 
have to be recognised, placed into a hierarchical relation, and aggregated into 
groups.”84 

It takes more than mere personal data to facilitate certain authoritarian ef-
forts, such as rounding up people. Technology is also required. The Nazis ben-
efited from private-sector technology to process personal data. IBM’s punch-
card machines were used to aid the Nazis in locating and rounding up Jews 
during the Holocaust.85 

In the U.S., government information-gathering played a critical role in fa-
cilitating the roundup and internment of disfavored groups, including Japanese 
Americans during World War II. Following the bombing of Pearl Harbor on 
December 7, 1941, the FBI imprisoned thousands of Japanese American com-
munity leaders. These initial roundups were enabled by a Justice Department 
index of potentially “subversive” individuals of Japanese descent, a list that 
had been compiled since the late 1930s.86 Then, in 1942, under the pretext of 
national security, approximately 120,000 people of Japanese descent—most of 
whom were American citizens or lawful residents—were seized and confined 
in internment camps. The Census Bureau played a significant role in this ef-
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fort, producing special tabulations of Japanese Americans to assist in the gov-
ernment’s relocation plan.87 This dark chapter illustrates how government data 
collection can be weaponized to target specific groups, leading to widespread 
violations of civil liberties. 

Data Security Vulnerabilities and Violations. Because authoritarian re-
gimes often lack accountability and have little concern for the individuals 
whose data has been gathered, precautions to reduce security risks are often 
ignored. For example, the chief data officer of the SSA, Charles Borges, has 
stated that DOGE uploaded the personal data of over three hundred million 
Americans to a vulnerable and private cloud server.88 Prior to storing the data, 
there was a security assessment of the server which described it as “high-risk” 
and capable of “catastrophic impact.”89 Massive aggregations of personal data 
create significant risks to data security because they are especially attractive to 
hackers and bad actors who covet big payloads. 

Purging and Blacklisting “Undesirables” from Employment. In several 
instances in U.S. history, efforts were made to fire disfavored individuals from 
federal employment as well as private-sector employment. During various 
“Red Scares” in the twentieth century, people with Communist beliefs were 
not only expelled from employment in the federal government but also black-
listed from private-sector employment, especially the entertainment industry.90 
In 1953, President Eisenhower issued an Executive Order mandating that fed-
eral employees be investigated for “sexual perversion” and “mental illness.”91 
This launched government surveillance and investigations of LGBTQ+ indi-
viduals, known as the “Lavender Scare.”92 More than 10,000 civil servants lost 
their jobs, with some employees dismissed solely for associating with individ-
uals accused of being LGBTQ+.93 

Eliminating Obscurity and Anonymity. Obscurity in public places is a 
key component of freedom. Joel Reidenberg argues that “constitutional democ-
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racy depends on spheres of privacy in public to preserve public safety and fair 
governance.”94 People generally expect obscurity and anonymity in their eve-
ryday activities.95 Living under the constant watchful eye places us in an Or-
wellian world where Big Brother is always observing. Even if it does not di-
rectly chill activities such as reading or protesting, it can blunt what is said or 
done. It adds an element of fear; and it also enables far greater government 
control. Public surveillance makes people feel less free; it impedes their free ex-
pression of selfhood.96 Facial recognition systems even more dramatically un-
dermine obscurity. As Woodrow Hartzog and Evan Selinger write, “facial recog-
nition is the perfect tool for oppression.”97 Beyond everyday obscurity, the abil-
ity to communicate and consume ideas anonymously is an essential component 
of a free society.98 

Pretextual Law Enforcement. A powerful tool in the authoritarian’s play-
book is to use pretextual law enforcement against people. In today’s world of 
extensive criminalization, a crime can nearly always be found.99 According to 
the National Association of Criminal Defense Lawyers, there are more than 
“4,450 crimes scattered throughout the federal criminal code”100 and even more 
state crimes. With all these crimes, it is relatively easy for authoritarian govern-
ments to find pretextual bases to prosecute disfavored individuals and critics. 

Blackmail and Control. Authoritarian officials can use government sur-
veillance to obtain discreditable or embarrassing personal data and then use it 
to blackmail and control people. This technique was frequently used by J. Ed-
gar Hoover who amassed dossiers about countless politicians, presidents, and 
Supreme Court justices.101 Hoover’s files of dirt and skeletons may have 
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helped him stay in power as head of the FBI for decades. The FBI once threat-
ened to release surveillance recordings of Martin Luther King, Jr.’s extramari-
tal affair unless he committed suicide.102 

Perpetuating Inequality. Surveillance often has disproportionate effects 
on marginalized groups.103 Authoritarian regimes may deliberately seek to in-
crease negative views about certain groups and stoke the flames of hatred. 
Surveillance can serve as a tool toward this end; the more surveillance, the 
more likely criminal activity can be found that can then be used to confirm and 
increase people’s bias against these groups. Beyond disproportionate law en-
forcement targeting, government surveillance oppresses marginalized 
groups.104 As Alvaro Bedoya observes, surveillance often is used as “a tool to 
stop marginalized people from achieving power.”105 

Dragnets. The Framers of the U.S. Constitution detested dragnets for a 
good reason; dragnets are a tool of tremendous authoritarian power. The most 
despised searches were conducted with general warrants, which authorized the 
British government to conduct sweeping searches for evidence of a crime with-
out particularized suspicion.106 As Patrick Henry declared: “They may, unless 
the general government be restrained by a bill of rights, or some similar re-
strictions, go into your cellars and rooms, and search, ransack, and measure, eve-
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rything you eat, drink, and wear. They ought to be restrained within proper 
bounds.”107 

C. The Dangers of the Digital Age and AI 

The power available to authoritarian officials is significantly greater today 
than in prior decades because there is much more data. The government can 
seek personal information contained in records maintained by third parties, as 
these records can reveal a vast array of intimate details about an individual’s 
life. From various sources, the government can piece together a comprehensive 
profile about a person—which I’ve referred to as a “digital dossier.”108 By us-
ing AI and algorithms, inferences about people can be gleaned far beyond what 
is immediately apparent. 

1. Data and Digital Dossiers 

We are enveloped by pervasive surveillance and data gathering.109 As 
Bruce Schneier aptly observes, “[d]ata is the exhaust of the information 
age.”110 It is impossible to live without generating extensive data about nearly 
everything one does. Data involving our intellectual and intimate activities is 
being collected every second and stored in gigantic databases by companies ea-
ger to exploit it for a profit. Personal data is bought and sold between companies 
in an underworld bazaar, a practice that has been going on for decades.111 

Health data can be found in traditional places, such as in healthcare pro-
vider records, health insurance records, and pharmacy records. But health data 
can also be found in many other places. People are using wearable health de-
vices and fitness devices that monitor their health conditions and bodily func-
tions as well as track their movement.112 Many apps and websites collect data 
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about menstruation and sexual activity.113 Many fertility and period apps col-
lect data about birth control, menstrual cycle, pregnancy, and geolocation.114 A 
Consumer Reports study revealed that many period tracking apps had hardly 
any privacy protections.115 

Financial data can reveal a person’s financial habits, including payments 
made to specific businesses or professionals, such as subscription services, 
doctors, attorneys, or other vendors. Credit card company records can disclose 
where a person shops, dines, and which cultural or entertainment events they 
attend. 

Travel data can expose a person’s travel history, including destinations, 
itineraries, and accommodations. Lodging data can reveal where a person 
stayed, the pay-per-view content they accessed, and even patterns of travel and 
lodging preferences. Rental car companies may provide details of trips. In-
creasingly, cars are vectors of intensive surveillance. When a man exploded his 
Tesla truck in front of the Trump International Hotel, Tesla was able to provide 
law enforcement officials with extensive information, such as video from a 
Tesla charging station. One reporter wrote that Tesla has the “ability to track 
users at every point along a journey” and that car companies “can now insert 
themselves into every moment of a person’s driving experience, while also 
providing private information to law enforcement.”116 

Media and entertainment records can reveal insights into a person’s inter-
ests and beliefs. Cable companies and video streaming services can supply in-
formation about an individual’s viewing history. Data from social media and 
online activity reveal a plethora of details about a person. Platforms like Face-
book, Twitter, or Google maintain detailed logs of online interactions, loca-
tions visited, and interests based on searches, likes, and posts. 

Personal data also exists in the vast warehouses of data brokers. Danielle 
Citron notes that there are “more than 4,000 data brokers . . . with dossiers on 
98% of Americans.”117 The largest data broker, Acxiom, has “more than 
10,000 data attributes on over 2.5 billion people in more than sixty coun-
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tries.”118 The amount of data being collected about people has increased dra-
matically in the last decade.119 As one article in Wired noted: “Companies that 
traffic in personal, geolocation, advertising, or other data could become digital 
crime scenes for eager prosecutors armed with subpoenas.”120 Data brokers are 
selling reproductive health data to the government.121 

2. Inferences 

AI can be used to make inferences about individuals based on personal 
data.122 By analyzing behavioral patterns, location history, online activity, and 
even subtle facial expressions captured on camera, AI can predict personal 
preferences, health conditions, political leanings, and even potential future ac-
tions. This capacity to infer detailed insights about individuals from fragment-
ed data poses profound risks to privacy, autonomy, and freedom. 

Inferring personal information can invade privacy by uncovering details 
individuals wish to keep private. One of the most notorious examples involved 
the retailer Target, which developed an algorithm to identify pregnant women 
based on their shopping habits. Target realized that identifying pregnancies 
early could encourage women to begin purchasing baby products from their 
stores. In one incident, a teenage girl’s father noticed an influx of baby-related 
advertisements sent to their home and complained about the mistake. He later 
discovered, however, that his daughter was, in fact, pregnant. The algorithm 
had made this inference by recognizing a pattern in her purchases, including 
unscented products, vitamins, and cotton balls, which are common among 
pregnant women.123 

Analyzing financial, communications, location, and other data, scattered 
across various industries and entities, allows the government to build an in-
credibly detailed profile of an individual’s life. Such data can be used to infer 
beliefs, activities, and behaviors. 

These inferences are currently being made by many companies with so-
phisticated AI systems as well as by nearly 80 fusion centers in the U.S. 124 As 
Danielle Citron points out, fusion centers are shady institutions that are “large-
ly hidden from view” and that take data from data brokers and conduct sophis-
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ticated data analytics on it to assist the government in locating people suspect-
ed of criminal activity such as terrorism or drug trafficking.125 

3. Enhanced Surveillance Capabilities 

Digital technologies have contributed to the transformation of the U.S. in-
to a surveillance society.126 Intrusive government surveillance has been grow-
ing for decades, and digital technologies have fueled the fire. Outside, people 
can be tracked by surveillance cameras, drones, automated license plate read-
ers (ALPRs), sensors, GPS, location data, geofencing, and more.127 Inside, 
people’s activities are also often monitored by surveillance cameras, as well as 
via their smartphones, web surfing, home assistant devices, and other devices 
and appliances that gather data.128 

Cities are increasingly incorporating “smart” technology that constantly 
amasses personal data by surveilling citizens.129 As Andrew Ferguson notes: 
“Imagine what the smart sensor-enabled city of the future can do. It can moni-
tor where citizens walk, drive, live, play, eat, what medical services they need, 
what they buy, what they like, who they visit and associate with, and who they 
love.”130 

Modern digital technologies enable surveillance at a size, scale, and depth 
that is radically different from analog surveillance. Ferguson argues that digital 
technologies are “allowing for a broader, deeper, faster, cheaper, more accu-
rate, automated, and aggregated process of overcollection of personal data.”131 
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AI can greatly enhance surveillance capabilities.132 As Bruce Schneier 
notes, without AI, surveillance is restricted by the limited human capacity to 
review and analyze the surveillance data.133 It is costly to have humans moni-
tor surveillance cameras or review footage; and it is also costly for humans to 
sift through reams of personal data. AI can assist with these tasks by screening 
through surveillance footage (whether live or recorded). AI can pre-screen vast 
amounts of data and single out specific instances for humans to review. With 
facial recognition, AI supercharges surveillance, enabling people to be tracked 
more precisely wherever they go.134 

Many commentators have pointed out how automation is fundamentally 
altering the nature of surveillance, not only enhancing its intrusiveness and 
scope, but also creating distortions, fostering inequality, and producing other 
harms.135 David Gray and Danielle Citron note that “advanced statistical anal-
ysis tools have enhanced the capacities of those who wield surveillance tech-
nology to know us, often in ways that we do not know ourselves.”136 

When combined with surveillance infrastructure, plus the vast digital dos-
siers about people, AI can transform everyday environments into glass cages of 
constant monitoring. As Professor Richard Re observes, we may be facing a 
future of “perfect surveillance.”137 
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D. Surveillance Capitalism Meets Government Surveillance 

Increasingly, government surveillance is not conducted by the govern-
ment alone. Companies augment governmental power.138 As Barry Friedman 
notes: “A good portion of the surveillance of the United States’ population by 
law enforcement is the result of public-private partnerships. The data that those 
who police us want can be purchased, subpoenaed, or simply given to the gov-
ernment on an ask.”139 

There are several ways that companies facilitate government surveillance. 
First, companies can be compelled to provide data to the government via sub-
poenas, court orders, warrants, or civil discovery. The private sector is a rich 
source of personal data for the government to mine. As Kiel Brennan-Marquez 
points out, private surveillance can operate as an “extension of law enforce-
ment infrastructure.”140 The private sector has established an elaborate network 
of surveillance cameras and other technologies that government law enforce-
ment can readily plug into. 141 

The decision about whether to challenge a government demand for data be-
longs to the third parties, not to the individuals whose data is being sought. 
These individuals are often not even notified that the government is demanding 
their data. Many companies are unlikely to expend the time, money, or resources 
to contest such government data demands. Instead, they may choose to comply 
and simply hand over the requested data. Sometimes, companies readily provide 
people’s data to the government on a mere request. For example, after the 9/11 
attacks, government officials asked for records from companies without a sub-
poena, warrant, or court order; many companies readily turned over the data.142 

Second, companies can willingly give or sell data to the government.143 A 
report by the Center for Democracy and Technology concluded that “law en-
forcement and intelligence agencies are among the customers of some data 
brokers, spending millions of dollars to gain access to private sector databases 
which often contain very sensitive and very personal information on individu-
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als.”144 Data brokers willingly sell personal data to numerous government 
agencies.145 There are more than 4,000 data brokers.146 Data brokers sell an 
enormous cornucopia of personal data, including lists of rape victims and al-
coholics.147 State governments eager to police wombs can learn about preg-
nancies from Experian, a data broker that sells lists of parents expecting chil-
dren.148 U.S. Immigration and Customs Enforcement (ICE) obtains from com-
panies “call records, child welfare records, credit headers, employment rec-
ords, geolocation information, health care records, housing records and social 
media posts.”149 ICE uses private-sector geolocation tracking services that 
provide databases of automobile license plate scans and biometric infor-
mation.150 

Third, companies can contract with the government to perform surveil-
lance services.151 ICE uses a vendor to gather data about people’s phone, inter-
net, and email use.152 Companies mine personal data from many sources to 
assist the government in monitoring individuals.153 In one instance, the gov-
ernment sought a court order mandating that Apple develop a way to decrypt a 
suspect’s iPhone. When Apple resisted and was litigating the issue, the gov-
ernment was able to find another company willing to do the work for them to 
break into the phone.154 In 2020, during the Black Lives Matter protests, the 
Minneapolis Police Department enlisted a company to gather information 
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about protestors, including those engaging in nonviolent activity.155 The com-
pany monitored people’s social media activities to keep “comprehensive rec-
ords of upcoming anti-police violence rallies.”156 

Fourth, companies create new surveillance technologies that the govern-
ment uses. For example, Clearview AI markets a facial recognition system 
used by many law enforcement agencies.157 Boasting a 98.6% accuracy rate, 
the company developed its system by scraping billions of photos from the in-
ternet without people’s knowledge or consent.158 Law enforcement officials 
around the world use Palantir’s powerful data analytics software.159 The law 
generally allows the government to use whatever new technologies it desires, 
without any public discussion about the risks versus benefits.160 

As Elizabeth Joh observes, “[p]rivate surveillance technology companies 
wield an undue influence over public police today in ways that aren’t widely 
acknowledged, but have enormous consequences for civil liberties and police 
oversight.”161 These technological tools used by the government are often de-
signed with scant controls or oversight mechanisms.162 

Government entities readily work in tandem with the private sector, buy 
its services and technologies, or can just readily demand the vast data hoarded 
by companies. Most of this activity occurs in the shadows with hardly any ac-
countability or limitation—the ideal conditions for authoritarian practices to 
thrive. As Andrew Guthrie Ferguson aptly argues: “Predictive policing algo-
rithms, automated license plate readers, video analytics, gunshot sensors, sting-
ray devices, drones, robots, and other innovations have grown from an interest-
ing idea to government adoption without significant regulation or public over-
sight.”163 Government surveillance and surveillance capitalism are too closely 
aligned to serve as rival sources of power; they often blend together, dramati-
cally enhancing the power of the state. 
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Additionally, authoritarianism in the U.S. is taking on an oligarchical di-
mension. In his farewell address, President Biden warned that “an oligarchy is 
taking shape in America of extreme wealth, power, and influence that literally 
threatens our entire democracy, our basic rights and freedoms, and a fair shot 
for everyone to get ahead.”164 Authoritarian power can readily be exercised by 
companies, not just by government officials. 

II. REGULATING GOVERNMENT SURVEILLANCE 

The law regulating government surveillance in the U.S. is an authoritari-
an’s dream. In its Fourth Amendment jurisprudence, the U.S. Supreme Court 
currently views privacy as synonymous with complete secrecy, focusing on the 
protection of an individual’s hidden world. It prioritizes safeguarding intimate 
details that people deliberately conceal, likening privacy to shielding the meta-
phorical skeletons in the closet. Under this conception, information shared 
with third parties is deemed exposed, and thus, not private or protected by the 
Fourth Amendment. This outdated conception fails to align with the realities of 
the modern Information Age, however, where much of an individual’s personal 
information resides within the record systems of countless entities. 

Based on the current state of the law, the government can obtain a treas-
ure trove of personal data from a myriad of different companies with hardly 
any procedural protections, oversight, or limitation.165 As Barry Friedman 
notes, “[v]irtually every commentator in the space has concluded that the 
Fourth Amendment is hapless when it comes to digital surveillance.”166 Cur-
rent law allows for vast suspicionless searches—the kind of dragnets that are 
common in authoritarian regimes. Hannah Bloch-Wehba points out that the 
law fails to mandate transparency and accountability for government surveil-
lance.167 The law in the U.S. allows nearly limitless government surveillance to 
occur in the dark, the perfect recipe for an authoritarian regime. 

Section A of this Part argues that the third-party doctrine should be over-
turned. 168 Section B argues that the Supreme Court should adopt a more robust 
interpretation of the Fourth Amendment.169 Section C discusses other possible 
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Constitutional protections against government surveillance.170 Finally, Section 
D examines the statutory protections against government surveillance and ar-
gues they should be enhanced.171 

A. Overturning the Third-Party Doctrine 

The primary safeguard against privacy infringement by law enforcement 
is the Fourth Amendment, which prohibits unreasonable searches and seizures 
and requires judicial authorization before such actions can occur.172 In the digi-
tal age, however, the third-party doctrine almost totally undermines Fourth 
Amendment protection. It must be overturned. 

1. The Flaws and Dangers of the Third-Party Doctrine 

Under the third-party doctrine, the U.S. Supreme Court has ruled that in-
dividuals have no reasonable expectation in privacy for information known or 
exposed to third parties. In 1976, in United States v. Miller, the U.S. Supreme 
Court held that there is no reasonable expectation of privacy in financial rec-
ords maintained by one’s bank because “the Fourth Amendment does not pro-
hibit the obtaining of information revealed to a third party and conveyed by 
him to Government authorities.”173 In 1979, in Smith v. Maryland, the U.S. 
Supreme Court concluded that there was no reasonable expectation of privacy 
when the government obtained a list of phone numbers a person dialed from 
the phone company because people “know that they must convey numerical 
information to the phone company” and cannot “harbor any general expecta-
tion that the numbers they dial will remain secret.”174 

In the digital age, the implications of the third-party doctrine are enor-
mous. With modern technology, so much of our data is in the hands of third 
parties that the Fourth Amendment barely applies to much of our lives.175 
Countless companies maintain records about us. We store documents and pho-
tos with cloud service providers. Credit card companies keep detailed records 
about our purchases. Our location information is available to telecommunica-
tions companies. Our Web surfing activity is in the hands of internet service 
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providers. Merchants such as Amazon.com have records about our purchases 
of books and movies and other things. 

In today’s digital age, the government no longer needs to enter a person’s 
home to learn about that person—the books that person is reading, the person’s 
communications, hobbies, interests, intellectual exploration, and more can all 
be learned from third party records. With the third-party doctrine, the Fourth 
Amendment will become increasingly obsolete, as our personal data is often in 
the hands of third parties.176 

The U.S. Supreme Court’s flawed interpretation of the Fourth Amend-
ment need not bind state courts in interpreting state constitutions. All state con-
stitutions have a provision similar or identical to the Fourth Amendment. Alt-
hough state courts have often interpreted their constitutions consistently with 
the U.S. Supreme Court’s interpretation of the U.S. Constitution, some states 
have diverged. For example, the New Jersey Supreme Court rejected the third-
party doctrine.177 

2. Carpenter and Its Aftermath 

In 2018, the U.S. Supreme Court finally took a step back from the third-
party doctrine in Carpenter v. United States.178 The FBI was investigating a 
string of robberies of Radio Shack. The FBI obtained cell phone records of the 
defendants pursuant to the Stored Communications Act (SCA), which requires 
“specific and articulable facts” to demonstrate that there are “reasonable 
grounds to believe” that the records are “relevant and material to an ongoing 
criminal investigation.”179 This standard is far short of what the Fourth 
Amendment would require, which is a search warrant based upon probable 
cause.180 The Court held that the Fourth Amendment applies when the gov-
ernment “accesses historical cell phone records that provide a comprehensive 
chronicle of the user’s past movements.”181 
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Rather than overrule Smith and Miller, the Carpenter Court just stated that 
these cases don’t apply to cell-site location records: “We decline to extend Smith 
and Miller to cover these novel circumstances. Given the unique nature of cell 
phone location records, the fact that the information is held by a third party does 
not by itself overcome the user’s claim to Fourth Amendment protection.”182 

The Court noted that its decision was a “narrow one” and that it would 
not “disturb the application of Smith and Miller or call into question conven-
tional surveillance techniques and tools, such as security cameras” or “address 
other business records that might incidentally reveal location information.”183 

Although the majority opinion finally indicated a limit to the third-party 
doctrine, the opinion left far too many unanswered questions and no test for 
when surveillance triggers the Fourth Amendment under Carpenter.184 

More broadly, as Andrew Ferguson notes, Fourth Amendment jurispru-
dence “offers little clarity” on key issues about data gathering and surveillance, 
such as whether the police can obtain smart home data or whether the police 
can monitor who enters or exits a person’s home throughout a year.185 Not-
withstanding how courts are trying to answer these questions, the very fact 
Fourth Amendment jurisprudence has not reached definitive answers is already 
a major failure.186 

3. Developing Carpenter’s Principles 

After Carpenter, government officials and entities almost immediately 
found an end-run around the case by purchasing location data from data bro-
kers.187 A cottage industry has arisen where companies sell location tracking 
data exclusively to the government.188 For example, the federal government 
purchased location data from Venntel, a data broker that gathered location data 
from smart phone apps to track undocumented immigrants.189 

The rationale for how the government could continue obtaining location 
data from companies after Carpenter is based on the “willing seller rule,” 
which holds that the Fourth Amendment does not apply when the government 
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buys data from a company.190 Orin Kerr contends that Carpenter does not up-
set this rule. But following such a rule after Carpenter creates an end-run—
instead of obtaining cell phone site location data via a court order, the govern-
ment could just buy it. Thus, obtaining the data under the SCA with some de-
gree of protection would violate the Fourth Amendment but obtaining it by 
purchasing it without any protection would be just fine. As Matthew Tokson 
argues, “there is nothing special about a commercial transaction that allows it 
to strip otherwise protected data of its constitutional protections.”191 

Additionally, police are using other technologies to obtain location data, 
such as automated license plate readers (ALPRs).192 And, beyond location da-
ta, government officials continue to feast upon the copious quantities of other 
types of personal data held by third parties. Government officials obtain DNA 
information, engage in social media monitoring, and use facial recognition sys-
tems—all outside of the safeguards of the Fourth Amendment.193 

The government increasingly uses AI algorithms and Big Data as tools for 
predictive policing.194 These systems suffer from bias and error.195 Predictive 
policing can readily be used in ways that disrespect human agency; algorithmic 
predictions are fraught with problems that violate fundamental principles of due 
process and fairness.196 These types of concerns led Professor Emily Berman to 
argue that “statistical evidence, irrespective of its accuracy in predicting the 
presence of criminal activity or the means by which it is generated, should not 
form the basis of individualized-suspicion determinations.”197 The very way 
algorithmic predictions work is to focus not on the particular individuals 
whose behavior they are predicting but on patterns of past behavior of a large 
number of people.198 It is doubtful that algorithmic predictions can ever be 
squared with core constitutional values. 

Lower courts need not proceed tepidly in developing the law after Car-
penter, which is a classic starter case from the U.S. Supreme Court. The Court 
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signaled a new direction, and it left many unanswered questions and undevel-
oped issues. Lower courts can be more aggressive in developing the law.199 

The Carpenter Court expressed concerns about the “depth, breadth, and 
comprehensive reach, and the inescapable and automatic nature of its collec-
tion.”200 In a case decided a few years before Carpenter involving the search 
of a cell phone incident to arrest, the Court held that searching the entire phone 
was too broad because the “sum of an individual’s private life can be recon-
structed through a thousand photographs labeled with dates, locations, and de-
scriptions.”201 The Court recognized that extensive surveillance and the aggre-
gation of many pieces of data can violate privacy, an understanding of privacy 
that some have termed “mosaic theory.”202 

Thus, there is a basis in current Fourth Amendment jurisprudence for a 
broader scope to Fourth Amendment protection. The U.S. Supreme Court has 
shifted away from viewing privacy as involving complete secrecy to focusing 
instead on how much data reveals about individuals’ lives. The question is how 
far the Court is willing to go down this rabbit hole. Conceptually, the rabbit 
hole leads to a radical rethinking of privacy—and of much of the Court’s 
Fourth Amendment jurisprudence. Although the logic might take us to Won-
derland, the Court’s timid feet have only inched so far. The question, then, is 
whether lower courts proceed according to logic or try to mimic the Court’s 
hesitation. 

Orin Kerr contends that generally, Fourth Amendment doctrine focuses on 
what he calls “equilibrium adjustment”—to seek to maintain a status quo bal-
ance between law enforcement investigatory power and the ability of criminals 
to avoid detection.203 Assuming that this is generally what courts seek to do, it 
is a problematic approach. It is far from clear that the current balance deserves 
to be preserved. Nor is it possible to translate modern technologies into a uni-
form balance, as if new technologies, government exercises of power, and 
criminal activities can all be averaged together to produce some kind of neat 
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midway line in a game between cops and robbers. New technologies have 
dramatically changed the very game itself. 

At least part of the equation is how we want to structure and control the 
government’s power. The standard fare of warrants and probable cause are not 
sufficient in light of today’s technology. Professor Christopher Slobogin argues 
for a “proportionality approach” that focuses on “setting levels of suspicion” 
based on “how much explanation for a given intrusion is necessary to convince 
an innocent person subjected to it that the police acted reasonably.”204 To bal-
ance the risk of authoritarianism, other considerations should also be included. 
This equation depends upon several factors—the seriousness of the crime, the 
societal consensus about the crime, and the degree of authoritarianism of the 
government. When the crime is a serious one with considerable consensus 
(such as terrorism), and there is a low risk of an authoritarian government, 
there is a stronger normative case to give the government strong enforcement 
powers. But when the crime is one such as abortion, where it is viewed by 
many as a fundamental right, and there is an authoritarian government or high 
risk of one, do we really want the same equilibrium point? Do we want the 
government to have the same powers? 

Ultimately, the question of how much power the government should have 
depends on more than what criminals might do. It depends upon the types of 
crimes being enforced, the nature of government enforcement powers at a par-
ticular time in history, and many other factors that transcend a simple rat race 
between criminals and cops. The Fourth Amendment was not created simply to 
deal with ordinary policing and criminal enforcement. It was forged to serve as 
a bulwark against an authoritarian government. 

B. Revitalizing the Fourth Amendment 

Overall, the Fourth Amendment must be freed from the myopic ways it is 
currently interpreted. As Laura Donohue puts it simply and most directly, “Fourth 
Amendment doctrine no longer reflects how the world works.”205 Ideally, the 
Supreme Court would wake up and rethink its unfortunate Fourth Amendment 
jurisprudence, which it seems to have started to do in Carpenter but then lost the 
fortitude and vision to continue. Lower federal courts can step into the void and 
advance the ball more aggressively. And state courts can break with the U.S. Su-
preme Court for interpretations of their own constitutions. The ideas below are 
thus proposed with the hope that any or all of the above might occur. 
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1. Government Data Use and Retention 

The Fourth Amendment is generally understood to focus on government 
collection of data. But as Orin Kerr correctly notes, in the digital age, govern-
ment surveillance occurs not just at one stage but multiple stages, such as the 
analysis of data gathered from initial surveillance techniques.206 But once the 
government collects it, current Fourth Amendment jurisprudence says little 
about how the government can analyze, use, or retain the data.207 For example, 
under current Fourth Amendment jurisprudence, a person’s DNA can readily 
be gathered and analyzed by the government with no protections or oversight. 
Because people cannot avoid leaving DNA traces behind, those traces can 
readily be collected, and they falls outside of the Fourth Amendment because 
they are considered to be “abandoned.”208 The government can then analyze 
this data however it wants, with no restrictions, because the Fourth Amend-
ment fails to address downstream data uses or analysis. 

Instead, the Fourth Amendment could be interpreted more broadly to ex-
tend protection beyond the collection of data. The Fourth Amendment’s text 
prohibits “unreasonable searches and seizures.” 209 Courts have a wide leeway 
to determine what constitutes “unreasonable” action.210 An unreasonable sei-
zure can certainly extend beyond the time of initial collection and encompass 
how data is retained and analyzed. Likewise, a search could be understood to 
encompass certain types of analysis after gathering.211 Such an interpretation 
would strengthen Fourth Amendment protection, so that such protection could 
extend far beyond what it involves now. 

2. Beyond the Secrecy Paradigm: Protecting Privacy in Public 

Current Fourth Amendment law draws from an antiquated notion of pri-
vacy that I term the “secrecy paradigm.”212 Under this view, a matter is not 
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private if it is exposed to the public in any way. The Court’s conception of pri-
vacy is one of total secrecy. If any information is exposed to the public or if 
law enforcement officials can view something from any public vantage point, 
then the Court has refused to recognize a reasonable expectation of privacy. 
For example, in 1989, in Florida v. Riley, the U.S. Supreme Court held that a 
person lacked a reasonable expectation of privacy in his greenhouse because 
the police could view inside by flying over it with a helicopter and looking in 
where a few roof tiles were missing.213 In 1983, in United States v. Knotts, the 
U.S. Supreme Court held that when in public, individuals have “voluntarily 
conveyed” their activities “to anyone who wanted to look.”214 Although Car-
penter recognizes a privacy interest in public movement captured in cell-site 
location data, the case remains fairly limited to this context and has not over-
turned the secrecy paradigm. In sum, as it is currently interpreted, the Fourth 
Amendment does not provide protection to public surveillance, whether in 
public streets, malls, stores, supermarkets, office lobbies, or other places.215 

Ubiquitous surveillance—inescapable, ever present, highly intrusive—is 
the digital iron cage that authoritarian regimes use to watch and control their 
citizens. It is hard to imagine the Fourth Amendment having much meaning or 
purpose if it has no applicability to such surveillance. Beyond the Fourth 
Amendment, there is scant statutory regulation of surveillance in public. This 
means no oversight, no accountability, no limitations, no protection of expres-
sive activities, and no safeguards against abuse. 

Applying the Fourth Amendment to public surveillance does not mean 
prohibiting the practice. As Bennett Capers notes, public surveillance has ben-
efits such as to deter crime, apprehend criminals as well as “to monitor the po-
lice, reduce racial profiling, curb police brutality, and ultimately increase per-
ceptions of legitimacy.”216 The Fourth Amendment, if interpreted more robust-
ly than the desiccated way in which it is currently construed, could provide a 
set of principles and the foundation for a framework to regulate public surveil-
lance and prevent abuses. 

3. Restriction of Dragnet Searches 

Dragnet searches are one of the most dangerous tools in the hands of au-
thoritarian governments. Perhaps the primary animating principle behind the 
Fourth Amendment to the U.S. Constitution is the importance of limiting drag-
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net searches.217 Although there are many debates about the original intent be-
hind the Fourth Amendment, if there’s one consensus point, it is that the Fram-
ers hated general warrants.218 A general warrant was a tool used by the British 
government to search broadly for any information relevant to a particular of-
fense. The Framers explicitly wrote into the Fourth Amendment a prohibition 
on general warrants with the second clause of the Amendment that states “no 
Warrants shall issue, but upon probable cause, supported by Oath or affirma-
tion, and particularly describing the place to be searched, and the persons or 
things to be seized.”219 The Framers viewed the general warrant as a tool of 
oppression, as the overreach of government authority, and as a tyrannical abuse 
of power. The Framers didn’t just dislike general warrants; they loathed them. 

It is difficult, given its provenance, to conceive of how the Fourth Amend-
ment can be interpreted to allow for widespread dragnet searches in a multi-
tude of forms, but somehow, this is where the Supreme Court has brought us to 
today. A plausible interpretation would be that dragnet searches are barred by 
the Fourth Amendment, but at the very least, such searches should be treated 
with great caution and extensive oversight and limitation. 

For example, Professor Jane Bambauer proposes that “filtered dragnets” 
(ones that are narrowed to searches for particular crimes) could potentially be 
regulated to lessen their potential for authoritarian abuses.220 She contends that 
filtered dragnets would achieve an appropriate balance between privacy and 
law enforcement:  

when (1) they are used to find an individual related to a crime (ra-
ther than to find a crime related to an individual), (2) when they re-
port details from an otherwise private database only after meeting a 
high threshold of confidence (e.g., probable cause or higher), and (3) 
when they withhold details that are ex ante unlikely to be relevant to 
the current criminal investigation, the nature of that surveillance is 
different from other types of police work.221 
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Although Bambauer’s framework would make modern surveillance tech-
nologies more consistent with Fourth Amendment values, it is unlikely to stand 
up to authoritarian activities. Bambauer herself notes that:  

[f]iltered dragnets will dramatically increase the detection of crime, 
and this will intensify existing pathologies in American criminal jus-
tice that have little to do with privacy. Namely, we have too many 
crimes, too much punishment, and too much police and prosecutori-
al discretion. These problems jointly produce the risk of authoritari-
an power.222  

These pathologies, when mixed with authoritarianism, might be too potent to 
be limited by the framework Bambauer proposes, especially when there is such 
great division about what activities are criminalized and how zealously they 
ought to be prosecuted. 

Ultimately, the ability to define what is criminalized and when to enforce 
the law gives the government tremendous power. Typically, the nature of the 
crime is not an issue in Fourth Amendment jurisprudence; if proper procedures 
are followed, such as obtaining a warrant supported by probable cause or 
whatever is required in a given situation, the Fourth Amendment will allow a 
search. Although today, we call the Fourth Amendment “criminal procedure,” 
the Amendment’s text doesn’t actually say that it is limited merely to proce-
dure.223 An “unreasonable” search need not be agnostic as to the type of crime 
or limited to a few procedural devices, such as warrants, probable cause, or 
reasonable suspicion. The type of crime, the dangers of particular forms of en-
forcement, and the nature of the government’s power in a particular context 
could be factors in a more robust Fourth Amendment analysis. 

In light of modern surveillance technology, Fourth Amendment jurispru-
dence is in need of a radical rethinking—with the problem of authoritarianism 
at the forefront. But even in authoritarian times, law enforcement is essential 
for a safe and well-functioning society. It is impractical and undesirable to ban 
government use of many modern surveillance technologies or completely re-
strict government access to personal data.224 An approach beyond all-or-
nothing is needed.225 
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4. Restoring Fourth Amendment Principles 

When examined through the lens of standing up to an authoritarian gov-
ernment, current Fourth Amendment jurisprudence has drifted far from its 
original meaning and purpose. Modern Fourth Amendment jurisprudence is an 
incoherent jumble where arbitrary distinctions make the difference between 
protection and non-protection, where the Fourth Amendment’s scope doesn’t 
turn on how invasive, harmful, dangerous, or problematic various surveillance 
practices and technologies are. Instead, Fourth Amendment jurisprudence is a 
lawyer’s parlor game of happenstance and luck, with core Fourth Amendment 
principles easily evaded by the tricks of new technologies. 

The Fourth Amendment should be interpreted broadly to impose key val-
ues: “minimization, particularization, and control.”226 First, information collec-
tion should be minimized. Broad investigations and the accumulation of vast 
amounts of personal data by government entities create significant risks for 
misuse and abuse, as previously discussed. 

Second, data gathering efforts must be particularized in their focus rather 
than broad and sweeping. Preventing dragnet investigations is essential to en-
suring that government investigatory powers are not misused against the gen-
eral population. 

Third, government information gathering and its subsequent use must be 
strictly controlled. There must be robust oversight to ensure that information 
collection remains minimized and particularized. Additionally, safeguards must 
be in place to prevent misuse of the data and to protect it from security breach-
es or unauthorized access. 

Andrew Guthrie Ferguson laments that “the Fourth Amendment fails to 
address issues of error, racial bias, fairness, and transparency in policing gen-
erally, and facial recognition more specifically.”227 The Fourth Amendment 
need not be interpreted in such a narrow way; courts can read its broad prohi-
bition on “unreasonable searches and seizures” to encompass a myriad of prob-
lems with government surveillance.228 Keil Brennan-Marquez notes that the 
problems with government surveillance the Fourth Amendment was designed 
to protect against still exist when the government enlists the private sector to 
enhance its surveillance powers.229 Ultimately, Fourth Amendment protections 
should turn on whether there are problems involving government power, not 
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on inane distinctions and technicalities.230 In earlier work, I have proposed that 
the reasonable expectation of privacy test should not be used as the main ap-
proach to determine the scope of Fourth Amendment protection; a broader fo-
cus is needed.231 As David Sklansky aptly argues: “Information is power, and 
keeping reasonable restraints on governmental power is an imperative for any 
liberal democracy—wholly aside from whether that power is accumulated or 
exercised in ways that impinge on privacy.”232 

C. Applying Other Constitutional Provisions to Government Surveillance 

The Fourth Amendment is not the only Constitutional provision that can 
limit government surveillance power. Barry Friedman proposes that many 
parts of the Constitution could be used to establish a “regulatory scaffolding” 
for government surveillance, such as the First Amendment, Second Amend-
ment, Fifth Amendment, and substantive due process under the Fourteenth 
Amendment.233 Carmel Shachar and Carleen Zubrzycki point out that the consti-
tutional right to information privacy can be a potential tool to provide protec-
tion.234 Although the right has generally not encompassed data collection, it has 
been held to involve the government’s use and disclosure of personal data.235 

In earlier work, I proposed that the First Amendment provides protection 
from government data gathering on First Amendment activities—data relating 
to expression, association, political activities, religious beliefs, and the con-
sumption of ideas.236 The First Amendment also should be considered as a 
source of criminal procedure, and it need not take on the baggage of crabbed 
Fourth Amendment interpretations, such as the third-party doctrine.237 

Under current Fourth Amendment doctrine, the government has broad 
subpoena powers.238 It can use subpoenas to compel information from individ-
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uals themselves, including sensitive documents and items such as diaries and 
other things. Ideally, there should be greater Fourth Amendment regulation of 
government subpoenas, but in the void, at least the First Amendment can be 
used to restrict subpoenas when they involve information about speech, belief, 
thought, association, and other related activities.239 

The Constitution thus need not be read as a set of isolated fragments. Pro-
visions of the Constitution work in tandem; they overlap and enhance each 
other. At its core, the Constitution is about establishing the governmental struc-
ture and rights of the people necessary to prevent tyranny. Fighting tyranny 
was the animating purpose of the American Revolution, a fact that must be at 
the heart of any interpretation of the Constitution. 

D. Statutory Restrictions on Government Surveillance 

In today’s absence of reasonable Fourth Amendment protection against 
government surveillance, a patchwork of federal and state statutes imposes 
limited restrictions on government surveillance. Most of these statutory protec-
tions are significantly weaker than those of the Fourth Amendment, allowing 
access to information through subpoenas and court orders with minimal con-
straints and limited judicial oversight. Many categories of records remain en-
tirely unprotected. The privacy statutes at the federal and state levels that regu-
late government surveillance must be significantly strengthened. 

1. Updating the Electronic Communications Privacy Act 

The Electronic Communications Privacy Act (ECPA) is the primary fed-
eral law that regulates how the government and private parties can monitor 
people’s Internet use, wiretap their communications, peruse their email, gain 
access to their files, and much more.240 Unfortunately, the ECPA was written in 
1986 in a manner very tightly connected to the technology at the time, creating 
massive complexity and confusion when the ECPA is applied to today’s tech-
nologies.241 As is the case with nearly all privacy laws, the U.S. Congress has 
failed to keep the ECPA up to date. Law enforcement has exploited the ECPA’s 
weaknesses, ambiguities, and gaps. 

The ECPA makes distinctions that are no longer meaningful today. For 
example, the ECPA provides much less protection to electronic data than to 
audio data. The ECPA is so focused on audio that it entirely fails to regulate 
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silent video surveillance. The ECPA has the strongest protection when infor-
mation is “intercepted” while in transmission but much more weakly protects 
data accessed when being stored. 242 The result is that a phone call is protected 
much more than an email.243 To make matters worse, the ECPA was drafted long 
before most people used cloud computing and webmail. According to an inter-
pretation advanced by the U.S. government, once an email has been read, ECPA 
treats it as a file stored by a third party and obtainable with a mere subpoe-
na.244 

There should be more consistent protection for our communications and 
data. It shouldn’t matter whether we speak on the phone or send an email. It 
shouldn’t matter whether we keep our data stored on our home computer or on 
a third party’s computer. 

The ECPA also makes a faulty distinction between content and envelope in-
formation. Envelope information consists of what people commonly put on the 
envelope—such as the mailing and return addresses. Envelope information is 
routing information. Content information consists of the contents of the commu-
nication—the letter inside the envelope. The ECPA protects content information 
much more stringently than envelope information, even though envelope infor-
mation can be just as sensitive and important as content information. People 
might care more about protecting the information about whom they are com-
municating with than about protecting what they are saying.245 The distinction 
between content and envelope information doesn’t make sense with the internet, 
which “render[s] content/non-content distinctions functionally meaningless.”246 

The ECPA also allows the government to obtain internet service provider 
(ISP) customer records with a court order that falls short of a warrant.247 Cus-
tomer records can be quite sensitive, for they link people to their online activity. 

Instead of building a law so tightly around technology that can change so 
rapidly, a wiser approach would be to craft a broader, more principles-based 
law. Instead of focusing on the form or location of the data, or how the data is 
obtained, the law should focus instead on the data we want to protect and our 
values. Although principles-based, the law need not be absolutist; it can and 
should still respond to practical considerations. 
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2. Restrictions on Government Access to Data 

Government access to data maintained by the private sector must be regu-
lated. The Fourth Amendment’s staunch restrictions on dragnet searches be-
come empty through what Barry Friedman and Danielle Citron call “indiscrim-
inate data surveillance”—the government’s obtaining and analyzing of massive 
stores of personal data.248 

Most federal privacy laws lack strong restrictions on law enforcement ac-
cess to consumer data.249 For example, under the Video Privacy Protection Act 
(VPPA) of 1988, law enforcement may obtain video records with just a “court 
order” that has less protections than a warrant.250 Under the Children’s Online 
Privacy Protection Act (COPPA), the parental consent requirement does not 
apply to law enforcement access, meaning that records of children’s online 
activities can be obtained by a mere subpoena.251 Under the Gramm-Leach-
Bliley Act, financial records may be obtained with a subpoena.252 These are 
just a few examples. 

Unlike warrants, subpoenas do not require probable cause and can be is-
sued without a judge’s approval.253 Subpoenas are barely reviewed, and scruti-
ny typically must be initiated by the target.254 As Professor William Stuntz 
contends, federal subpoena power is “akin to a blank check.”255 Court orders 
issued under most statutes are only marginally more restrictive than subpoenas. 
They generally require a showing of mere “relevance” to an ongoing criminal 
investigation—a standard that is far less stringent and more ambiguous than 
the probable cause requirement for warrants.256 

A federal law requiring a warrant for the government to access data main-
tained by companies would at least provide protections eviscerated by the 
third-party doctrine. Such a law would curtail the government’s mass purchas-
es of information from data brokers. Although it is unlikely that the federal 
government will pass such a law, the states could pass such laws. Although 
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state laws restricting government access to personal data can’t stop the federal 
government, they can prevent state governments from purchasing data from 
companies within their state. 

3. Statutory Regulation of Government Use and Retention of Data 

Privacy laws are tremendously weak on providing limitations and over-
sight of the government’s use and retention of personal data. At the federal 
level, the Privacy Act of 1974 is charged with these goals.257 But the law is 
outdated, weak, and riddled with loopholes.258 For example, the Act often fails 
to reign in the use of personal data for new purposes, allowing a wide array of 
secondary uses under the “routine use” exception.259 This exception provides 
far too much leeway for the government to repurpose personal data.260 

The Privacy Act also fails in effective enforcement. It can be difficult for 
people to find out enough information to determine whether their rights under 
the Act were violated. It is also quite difficult to sue for violations.261 As Rob-
ert Gellman contends, “[i]ndividual enforcement does not offer any significant 
incentive for agencies to comply more carefully with the Privacy Act’s provi-
sions.” 262 And, the Privacy Act applies only to federal agencies, leaving state 
and local governments outside its purview. 

Only a few states have comparable laws to protect personal data main-
tained by state governmental entities.263 In addition to revamping and strength-
ening the federal Privacy Act, there must be laws in each state to regulate how 
government entities can not only gather personal data but also how they can 
use, retain, and disclose it. 

4. Principle-Based Regulation of Government Use of Surveillance 
Technologies 

Privacy laws should focus on broader principles so they can be readily 
adapted as technology evolves. As discussed above, privacy laws such as the 
ECPA are often built tightly around particular technologies, and these laws 
become obsolete too quickly. Effective laws focus on principles and goals ra-
ther than on the intricacies of particular technologies. Thus, “laws should focus 
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less on how technology works and more on what technology does.”264 For in-
stance, the U.S. Video Privacy Protection Act (VPPA) has a scope that applies 
not just to “video tapes”—the technology of 1988 when it was enacted—but 
also to “similar audio visual materials.” 265 This forward-thinking language has 
enabled the VPPA to remain relevant as technology has evolved from video 
tapes to online streaming. 

As a general goal, the law should ensure that all forms of government 
surveillance, no matter what the technology used, should be subject to reason-
able oversight, accountability, and restraint. What is reasonable should be de-
termined by focusing on power, not on technicalities or arbitrary distinctions. 

Far too often, law enforcement collection and use of personal data and 
use of surveillance technologies is based on a trust us model. The law relies 
too much on the assumption that the government will not abuse its power, even 
though history teaches otherwise again and again. With scant transparency, 
accountability, oversight, or limitation, the law that regulates government sur-
veillance mainly operates on a hope and a prayer that law enforcement officials 
will be good, restrained, thoughtful, and fair. Taking authoritarianism seriously 
means ending the law’s naïveté. 

The default rule currently is that law enforcement officials can try what-
ever new technologies or investigative data gathering techniques they desire, 
with scant oversight or limitation. Courts will then examine whether these 
technologies and techniques are regulated by the Fourth Amendment, often 
concluding that they are not, due to antiquated Fourth Amendment jurispru-
dence. The U.S. Supreme Court provides barely any illumination or guidance, 
choosing to wait tepidly until some magical point in time when it feels com-
fortable that technology is settled (which it never is). This current approach to 
regulating government surveillance is deeply flawed. A better approach is to 
switch the default—to bar law enforcement from using new technologies or 
data gathering techniques unless authorized by law and governed by a compre-
hensive framework for oversight and accountability.266 
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III. REGULATION OF SURVEILLANCE CAPITALISM 

Improved regulation of government surveillance alone is insufficient to 
address the problem of authoritarianism and privacy. We live in a world, as 
Bernard Harcourt aptly observes, where “[d]igital technology is breaking down 
whatever semblance of boundaries existed—if they ever existed at all—
between the state, the economy, and private existence.”267 Regulating govern-
ment surveillance will be ineffective in today’s world where so much personal 
data is in the hands of companies and so many surveillance technologies and 
data analysis tools are being produced by the private sector.268 

Even if the Fourth Amendment were to apply to the government’s buying 
of data from companies, and even if the third-party doctrine were to be over-
ruled, the protection of privacy against authoritarianism would still fail. Au-
thoritarian regimes can pass oppressive laws or enforce laws pretextually and 
then use Fourth Amendment warrants to obtain the data they need from com-
panies. If states criminalize abortion, for example, then they can use warrants 
to investigate the crime. As Aziz Huq and Rebecca Wexler note, “[b]ecause so 
much patient activity occurs online, or alternatively generates a digital data 
trail, the antiabortion prosecutor (or, indeed, civil plaintiff under certain cir-
cumstances) is likely to begin their search not solely with eyewitness inter-
views or physical evidence but also by looking for the electronic traces of pa-
tient search.”269 Moreover, as Paul Ohm contends, “warrant and probable cause 
requirements are often quite toothless requirements that the government will 
be able to meet with ease.”270 

Andrew Ferguson proposes what he terms the “tyrant test” to evaluate 
whether measures to regulate government surveillance are effective: “presum-
ing the technology will be abused by a metaphorical tyrant, legal and institu-
tional power structures can be developed to limit the potential harms before 
use.”271 He is right—stopping authoritarianism is the most important goal for 
regulation of government surveillance. 

But the job cannot be done without profound changes to the way the law 
regulates surveillance capitalism. Authoritarianism today is not just about gov-
ernment power; it involves a fusion of government and corporate power.272 
Consumer privacy, then, must be protected not only to ameliorate consumer 
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harms but also to limit authoritarian power. Weak consumer privacy law is a 
boon for authoritarianism. 

Unfortunately, in the U.S., the regulation of surveillance capitalism is a 
complicated patchwork of federal and state privacy laws, which leaves tre-
mendous gaps and soft spots.273 Certain types of information are covered but 
not other types. Laws protect data if collected by certain types of entities but 
fail to protect the same data if other entities collect it. 

The patchwork is just the tip of the iceberg. The problems with U.S. pri-
vacy law extend much deeper to foundational principles. The current data eco-
system creates massive incentives for companies to engage in what I will call 
“data maximization”—to gather as much data as they can and use it in as many 
ways as they can. As Danielle Citron notes, with much of the modern digital 
economy today, the “[o]vercollection [of personal data] is the business mod-
el.”274 Citron contends: “No matter what we do, we can’t shield ourselves from 
the ad-tech industrial complex.”275 All this data is ripe for an authoritarian re-
gime to gather. There is not enough accountability for the harms of collecting, 
using, storing, or transferring personal data; nor is there sufficient accountabil-
ity for the harms of developing surveillance technologies. As Paul Ohm argues, 
“[r]eversing or narrowing the third-party doctrine will help stem official arbi-
trariness, but it will not do enough to reverse the unprecedented increase in 
police power that the surveillance society has created.”276 The problem, as 
Ohm aptly diagnoses, along with Raymond Ku and others, is power.277 And 
today, government power and corporate power are deeply intertwined. 

To truly protect against authoritarianism, privacy laws must make funda-
mental changes in the data economy. Right now, the law mainly lets businesses 
go on as they normally have been operating. The law just adds some speed 
bumps, headaches, and paperwork, plus penalties for violations that amount to 
paper cuts.278 Privacy law is far from a game changer, and it barely reduces the 
corporate appetite for data. 

In this Part, I propose that the most impactful changes to the regulation of 
surveillance capitalism involve strong data minimization requirements; potent 
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duties on entities that collect, use, and disclose personal data; restricting data 
flow; broader protection of confidentiality; recognizing privacy in public; and 
requiring privacy by design in surveillance technologies. Section A explains 
why current privacy laws are inadequate to stand up to authoritarian demands 
for personal data.279 Section B discusses the importance of data minimiza-
tion.280 Section C argues for restricting transfers of data from private entities to 
the government.281 Section D discusses the importance of confidentiality in 
privacy law.282 Section E contends that privacy laws should better protect pub-
licly available information.283 Section F argues that states should enacts more 
robust privacy laws.284 Finally, Section G discusses how consumer privacy 
laws can play an important role in regulating government surveillance.285 

A. Beyond the Individual Control Model 

Existing approaches in many U.S. consumer privacy laws are woefully 
inadequate to address the problem of controlling the flow of personal data 
from companies to the government. 

1. The Failure of the Notice-and-Choice Approach 

Many U.S. privacy laws follow an approach known as notice and choice. 
Companies can essentially do whatever they want as long as they bury a state-
ment about it in a privacy notice. In some circumstances, privacy laws demand 
that people have a right to opt out, but hardly anyone does so because they do 
not read the privacy notice and do not understand the risks.286 The notice-and-
choice approach is essentially self-regulation with weak and blunt regulatory 
teeth to give it the façade of legitimacy. 

The notice-and-choice approach has been pummeled by the vast majority of 
commenters as being an utter failure at protecting privacy.287 This approach does 

                                                                                                                           
 279 See infra notes 286–318. 
 280 See infra notes 319–326. 
 281 See infra notes 327–337. 
 282 See infra notes 338–353. 
 283 See infra notes 354–372. 
 284 See infra notes 373–376. 
 285 See infra notes 377–388. 
 286 Daniel J. Solove, The Limitations of Privacy Rights, 98 NOTRE DAME L. REV. 975, 985 (2023) 
[hereinafter Solove, Limitations of Privacy Rights]. 
 287See Barrett, supra note 165, at 74 (critiquing notice-and-choice as “incapable of fostering in-
formed and meaningful decision-making”); Daniel J. Solove & Woodrow Hartzog, Kafka in the Age 
of AI and the Futility of Privacy as Control, 104 B.U. L. REV. 1021, 1035 (2024) (explaining the 
shortcoming of allowing people to manage their own privacy) [hereinafter Solove & Hartzog, Kafka 
in the Age of AI]; Charlotte A. Tschider, Meaningful Choice: A History of Consent and Alternatives to 
the Consent Myth, 22 N.C. J.L. & TECH. 617, 622 (2021) (discussing the problems with notice-and-
choice). 



2026] Privacy in Authoritarian Times 103 

hardly anything to limit the collection or use of personal data. Companies can 
just strategically list purposes of use that are broad enough to allow them to col-
lect and use massive quantities of personal data however they please. When new 
uses emerge, they can just adjust their purposes to encompass these uses. 

Despite the widespread recognition of the bankruptcy of the notice-and-
choice approach, nearly all the state consumer privacy laws being passed since 
2018 are based on this approach.288 As a result, they fail to reign in the collec-
tion and use of personal data or the transfer of it to government officials. Pri-
vacy notices are no match for governments thirsty for data. Indeed, many pri-
vacy notices contain language that states that companies can share personal 
data with law enforcement authorities or when needed in ligation.289 Even if 
privacy notices promised that companies would not provide personal data to 
the government, companies can’t stop the government from compelling the 
data via a subpoena or other legal process much weaker than a warrant. Under 
the logic of the third-party doctrine, the promises of a privacy notice not to 
share data are irrelevant.290 Even binding contractual provisions that state that 
data can’t be disclosed to others are unable to stand in the way of government 
demands for data. The only way for the government not to obtain the data is 
for the data not to exist. 

2. The Failure of Privacy Self-Management 

Most privacy laws rely on an approach that I have termed “privacy self-
management.”291 This approach attempts to give people control over their per-
sonal data, but such control is not possible in today’s age of vast data collec-
tion and complex technologies such as AI.292 

a. The Limitations of Privacy Rights 

Privacy laws rely heavily on individual privacy rights, where people can 
access, correct, or delete their data that companies hold or where people can 
opt out of or opt into certain uses. 
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Unfortunately, individual privacy rights are ineffective. People rarely 
know about them or use them. People can’t figure out all the companies that 
have data about them and have the time to request deletion of that data.293 Alt-
hough data removal service companies have arisen to submit deletion requests 
on behalf of individuals,294 these services cost money and only a fraction of 
consumers use them. 

Data collection is ongoing, and so deletion requests must routinely be 
made. As Molly Cinnamon observes: “Attempting to scrub one’s Internet pres-
ence is a Hydra-like problem: although some sites allow users to request re-
moval of their data, these hundreds, if not thousands, of data broker sites con-
tinuously repopulate their offerings by re-pulling their sources.”295 

Moreover, many laws do not require the data to be deleted until the data is 
no longer necessary for the purpose for which it was collected, or under other 
statutory exceptions. It is unreasonable to assume that people will keep check-
ing in with a company to ask: “Have you finished yet?” 

California’s Delete Act attempts to regulate data brokers by giving indi-
viduals a more unified right to delete.296 A data broker is “a business that 
knowingly collects and sells to third parties the personal information of a con-
sumer with whom the business does not have a direct relationship.”297 The Act 
mandates that data brokers register with the state and provide a way for indi-
viduals to make a single delete request for all data brokers.298 Although this 
law addresses the problem of the scale and complexity of making delete re-
quests to numerous companies, it has several limitations. The law only applies 
to data brokers, so the government could obtain the data from other companies. 
Data brokers are only one segment of the vast network of companies that gath-
er and maintain personal data. The law excludes consumer reporting agencies 
that are regulated by the federal Fair Credit Reporting Act (FCRA).299 But con-
sumer reporting agencies are enormous collectors of personal data, and the 
FCRA lacks a right to delete. 

Ultimately, empirical evidence shows that a very small percentage of in-
dividuals use privacy rights of any sort.300 People should not have to spend 
time trying to figure out how to delete all their data trails like paranoid hermits. 
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b. The Failure of Consent 

Consent also fails to work.301 Opt-out consent is farcical, as the notion 
that one who fails to opt out somehow consents is absurd. Hardly anyone reads 
privacy notices.302 Even with express consent (opt in), people readily consent 
to the collection and use of their personal data without reading the fine print of 
privacy notices.303 

State consumer privacy laws rely heavily on consent, attempting to single 
out certain categories of personal data that are deemed to be “sensitive” and 
require opt in consent rather than opt out consent. Beyond the problem that 
people can readily be induced to consent to practices that they don’t fully un-
derstand, protecting only sensitive data fails to account for the power of infer-
ence. With modern data analysis, it is possible to infer sensitive information 
from even the most mundane personal data.304 

Any solution to this problem can’t rely on simplistic distinctions between 
sensitive and non-sensitive data.305 I have proposed that despite being a well-
meaning provision in privacy laws, the sensitive data delineation is ultimately 
unworkable. Privacy law should focus on risk and harm. Inferences about 
pregnancy, gender-affirming healthcare, immigration status, and other matters 
can be made from countless types of data. Trying in advance to identify sensi-
tive data and single it out for heightened protection is bound to fail. 

In the EU, the General Data Protection Regulation (GDPR) has a more 
robust requirement of consent, requiring express consent (opt in).306 But opt in 
consent still relies heavily on individuals being able to understand the risks of 
permitting the collection, use, and disclosure of their data. Individuals are not 
able to assess the risks of consenting; the downstream consequences of con-
senting are too hard to prognosticate in the present. Without expertise in data 
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analytics, people can’t comprehend all the inferences that could be made based 
on the data they share. Without legal training, most people don’t understand 
the ease with which government officials can gain access to their data. Even 
with legal training, people lack enough information about whether companies 
will fight government demands for their data or, if they do contest these de-
mands, how effectively they will do so. 

3. An Example of the Problems with Privacy Laws: Health Data 

Health data provides a strong example of the problems with existing pri-
vacy laws. After the Supreme Court’s 2022 decision in Dobbs v. Jackson Wom-
en’s Health Organization, there were many concerns about state governments 
obtaining health data about people seeking abortions. Changes were made to 
HIPAA and state laws were passed. These moves certainly advanced the goals 
of protecting health data, but these efforts still fall short because of problems in 
the overall system and approach to privacy laws. To understand why, one must 
understand the way that privacy laws operate as a patchwork and the underly-
ing flawed privacy self-management model that most privacy laws have. 

Under the Health Insurance Portability and Accountability Act (HIPAA) 
regulations, law enforcement officials can obtain medical records with a mere 
subpoena.307 Additionally, HIPAA allows health data to be disclosed “in re-
sponse to a law enforcement official’s request for such information for the pur-
pose of identifying or locating a suspect, fugitive, material witness, or missing 
person.”308 

In April 2024, in response to Dobbs and the overturning of the Constitu-
tional right to abortion, the Department of Health and Human Servies issued 
the HIPAA Privacy Rule to Support Reproductive Health Care Privacy.309 The 
rule prohibits the use or disclosure of “protected health information” (PHI) 
under HIPAA by a healthcare provider, plan or clearinghouse (or by a business 
associate) to conduct investigations into “seeking, obtaining, providing or fa-
cilitating reproductive health care, where such healthcare is lawful under the 
circumstances in which it is provided.” 310 The rule further prohibits the “iden-
tification of any person for the purpose of conducting such investigation.”311 
These investigations can be for violations of criminal law or for civil lawsuits. 
Essentially, HIPAA ordinarily has a may-disclose rule for disclosures of PHI, 

                                                                                                                           
 307 45 C.F.R. § 164.512(f)(1)(ii) (2001). 
 308 Id. § 164.512(f)(2). 
 309 HIPAA Privacy Rule to Support Reproductive Health Care Privacy, 89 Fed. Reg. at 32976 
[hereinafter Rule to Support Reproductive Health Care Privacy]. 
 310 Id. 
 311 HIPAA PRIVACY RULE FINAL RULE TO SUPPORT REPRODUCTIVE HEALTH CARE PRIVACY: 
FACT SHEET, https://www.hhs.gov/hipaa/for-professionals/special-topics/reproductive-health/final-
rule-fact-sheet/index.html [https://perma.cc/45XP-UBT2]. 

https://www.hhs.gov/hipaa/for-professionals/special-topics/reproductive-health/final-rule-fact-sheet/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/reproductive-health/final-rule-fact-sheet/index.html


2026] Privacy in Authoritarian Times 107 

but the reproductive healthcare rule changes this to a must-not disclose rule. 
This rule was subsequently invalidated.312 

Even had this rule stood, its limitations were significant. The rule only 
applied to reproductive healthcare, but health data can be of interest to the 
government for many other purposes, such as gender-affirming care and vac-
cines. The rule only applied to PHI under HIPAA, which covers only health 
data originating from health plans, health care clearinghouses, and health care 
providers.313 Health apps and websites can have extensive amount of health 
data that is not covered by HIPAA.314 For example, DNA services like 
23andMe are not covered by HIPAA. Nor are devices such as fitness watches 
or online groups where people discuss health conditions. Health data can readi-
ly be obtained from other sources, such as online browsing and stores. Data 
brokers can supply location tracking data. Data can also be obtained from rent-
al car companies, ride sharing companies (Uber or Lyft), or car insurance 
companies that have discount driving monitoring and tracking programs.315 

Some states are attempting to address HIPAA’s limitations by passing 
laws to fill in the gaps. HIPAA does not preempt states in providing broader 
and stronger protections to health data. After Dobbs, a few states passed health 
privacy laws in an attempt to protect reproductive and gender-affirming 
healthcare data. The strongest of these laws is the Washington My Health My 
Data Act (MHMDA).316 The law provides consumers with a right to know 
about health data that companies possess as well as the third parties with 
whom the data has been shared. People have a right to delete the data. The 
MHMDA is notable for its very potent deletion right that lacks many of the 
exceptions found in other privacy laws. Additionally, it attempts to define 
health data broadly to account for inferences, though it does not broadly pro-
tect all data that could give rise to inferences about health, as this could techni-
cally be any personal data.317 

To its credit, the MHMDA requires very strict consent for the selling of 
personal data, so this could curtail the sale of such data to the government. But 
if a company has a person’s health data, the government (or private litigant) 
can compel its disclosure with a subpoena, court order, or warrant. The main 
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protection against this is the MHMDA’s right to delete. The MHMDA and other 
state health privacy laws, though, typically work on a privacy self-management 
model, placing the onus on individuals to exercise rights under the law. The data 
remains unless individuals request its deletion. People might not know that their 
health data is being collected. People might also not want to delete their data 
because they are actively using an app or service, and it might become too late 
to delete the data after it is demanded in an investigation. 

Another big limitation of the MHMDA is that it excludes data regulated by 
many federal laws, such as the Gramm-Leach-Bliley Act (GLBA), the Family 
Educational Rights and Privacy Act (FERPA), and the Fair Credit Reporting Act 
(FCRA).318 Some of this data could involve health or be used to make inferences 
about health. The MHMDA is also limited to health data and thus will not pro-
vide protection against other types of government inquests beyond health. 

Ultimately, the MHMDA is a strong law, but far from enough. Without 
broad regulation of the entire data ecosystem, laws can only erect fragmented 
and incomplete protections against government access to personal data. Laws 
like the MHMDA close some doors to government access, but many other 
doors remain open. 

B. Data Minimization 

The best way to protect against authoritarian government officials’ obtain-
ing and using personal data is for companies not to have it. If the data doesn’t 
exist or can’t be accessed, then it can’t be abused.319 The most effective and 
powerful thing that privacy law can do is to push companies to minimize the 
collection, use, and disclosure of personal data—a privacy principle known as 
“data minimization.”320 Data minimization encompasses curtailing the data 
that is collected, using data only for necessary purposes and avoiding using 
data for unrelated secondary purposes, and not retaining data for longer than 
necessary to achieve the purposes of collection. 

Unfortunately, privacy law mostly fails quite miserably at data minimiza-
tion. Many laws often state data minimization as a principle—to collect per-
sonal data that is reasonably necessary for specified purposes—but this princi-
ple rings hollow in practice. Market incentives still strongly encourage data 
maximization, and the law does little to change these incentives and only 
weakly pushes back. The incentives are incredibly powerful to collect copious 
quantities of personal data and to use it as widely and aggressively as possible. 
                                                                                                                           
 318 Id. 
 319 See generally SOLOVE & HARTZOG, supra note 154 (discussing the failure of data protection 
in the current legal landscape). 
 320 Helena Engfeldt & Elisabeth Dehareng, Data Minimization: An Increasingly Global Concept, 
IAPP (May 7, 2024), https://iapp.org/news/a/data-minimization-an-increasingly-global-concept [https://
perma.cc/J7KC-B3VK]. 
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For example, the recent boom in AI has led to a tremendous thirst for personal 
data, with companies scraping up massive quantities of personal data from the 
internet or purchasing it from other companies.321 If companies forgo collect-
ing personal data, the cost could be failing to keep up with the AI rat race, fall-
ing hopelessly behind, and eventually going bankrupt. If companies do not 
monetize personal data, they might fail to earn enough money to satisfy their 
investors. On the flip side, success can propel the founders of companies to 
become billionaires and give them unparalleled access to the levers of gov-
ernment power. With such enormous stakes, companies will not be deterred by 
vague laws that mostly rely on self-restraint. 

State privacy laws have generally used what I call “self-defined data min-
imization”—requiring that data be necessary for whatever purposes of collec-
tion a company specifies. As long as the collection, use, disclosure, or reten-
tion of the data is relevant to the stated purposes, it is generally permissible. 
This approach is not particularly limiting, as companies can readily define 
their purposes to encompass a broad array of uses. Self-defined data minimiza-
tion is little more than notice-and-choice adorned by a data minimization prin-
ciple that is more decorative than potent. 

Maryland recently passed a consumer privacy law with a different ap-
proach—what I call “use-based data minimization”—requiring that data be 
necessary for the services a consumer has requested.322 Personal data must be 
limited to what is “reasonably necessary and proportionate” to “provide or 
maintain a specific product or service requested by the consumer to whom the 
data pertains.”323 Consumers cannot be made to consent around this require-
ment. In other words, even if consumers consent to more widescale data col-
lection, this limit still applies. This prevents consent from being used as an 
end-run around data minimization. 

Under Maryland’s law, data minimization is even tighter for sensitive data. 
Controllers cannot process sensitive data unless it is “strictly necessary” to “pro-
vide or maintain a specific product or service requested by the consumer.”324 The 
sale of sensitive data is prohibited regardless of whether people consent. 

In comparison to self-defined data minimization, use-based data minimi-
zation provides less flexibility for companies to broadly define their purposes 
to allow for largescale data collection and a wide range of uses. With use-based 
data minimization, regulators have more power to force companies to curtail 
data collection, use, disclosure, and retention. 

                                                                                                                           
 321 Solove & Hartzog, supra note 95, at 1521 (explaining the recent trends of data collection in 
light of AI). 
 322 MD. CODE ANN., Maryland Online Data Privacy Act, §§ 14-4601to -4614 (LexisNexis 2024). 
 323 Id. § 14-4607(B). 
 324 Id. § 14-4607(A). 
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Data minimization is like dieting—to be done right, there must be a life-
style change. Companies must find ways to do business without gorging on 
data. Far too often, privacy laws fail to account for this reality. The laws oper-
ate as if merely telling companies to slim down a bit will somehow work. But 
what is really needed is a more radical paradigm shift, which is not happening. 
Being slightly leaner on the amount of data a company hoards fails to address 
the magnitude of the problem. Ultimately, to be effective, privacy law must 
stand up to the market incentives and operate as a stronger force. Weakly 
whispering “restraint” is not going to stop a pride of hungry lions. 

Overall, companies are collecting far too much personal data, storing it 
for far too long, selling and sharing it far too widely, and using it for far too 
many purposes. The problem is that the basic model for many modern technol-
ogies is to monetize through data collection and use, often for advertising and 
increasingly for training AI systems.325 Nearly all online activity is monitored, 
from the way people navigate sites to the posts they like to the videos they 
watch. For example, a 2024 FTC report on large social media platforms con-
cluded that the “amount of data collected by large tech companies is simply 
staggering.”326 

People on the internet are like rats in a glass cage in a lab. Their every 
movement and twitch is monitored. We should not be surprised by all this; in 
fact, it is naïve to hope that companies will be restrained when the incentives 
to gather and keep data are overpowering. 

C. Restricted Data Transfer to the Government 

To protect against authoritarian uses of personal data, laws must restrict 
the sale of personal data to the government and provide strict controls on gov-
ernment access. In the previous Part, I discussed how laws should regulate 
when and how the government can buy or access personal data maintained by 
companies. A flip side to this protection is to regulate when and how compa-
nies can sell or provide personal data to the government. Regulation is most 
effective when it is on both sides of the coin. 

In 2024, the Consumer Financial Protection Bureau (CFPB) proposed a 
rule to classify data brokers as consumer reporting agencies subject to the Fair 
Credit Reporting Act (FCRA).327 Such a step would help to some degree, as it 
would bring a regulatory framework to the data broker industry. Under the 
FCRA, however, the government can still readily obtain information from con-
                                                                                                                           
 325 ZUBOFF, supra note 3, at 132. 
 326 FEDERAL TRADE COMMISSION, A LOOK BEHIND THE SCREENS: EXAMINING THE DATA PRAC-
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sumer reporting agencies.328 And although data brokers are a significant source 
of personal data to the government, they are just one group of companies from 
which the government can obtain personal data. Ultimately, this rule will likely 
not be promulgated by the Trump Administration. 

Several states have laws attempting to regulate data brokers, such as Cali-
fornia, Vermont, Texas, and Oregon.329 Unfortunately, these data broker laws are 
not broad or powerful enough. These laws should not only cover data brokers 
but all companies where the government can procure personal data.330 The law 
should generally restrict the sale of all types of personal data to government enti-
ties unless particular exceptions apply. The default rule should be no sale. 

Data broker laws are also weakened by relying too heavily on privacy 
self-management. Many laws mainly require data brokers to register with the 
state, but little else. Given weak enforcement and anemic penalties, many data 
brokers aren’t even bothering to register.331 The most powerful of these laws, 
California’s Delete Act, attempts to enhance the state’s data broker regulation 
by also giving consumers a right to delete.332 But this still puts the onus on in-
dividuals to clean up their data. Most individuals will fail to delete their data or 
opt out. People often don’t think about the risks, understand the data ecosys-
tem, or know about how their data is being peddled in a clandestine bazaar. 

Other state consumer privacy laws seek to protect certain types of person-
al data that are deemed to be “sensitive” with heightened protections, such as 
requiring opt in rather than opt out for the selling or sharing of data.333 But in 
today’s world of Big Data, sensitive data can readily be inferred from non-
sensitive data. It is impossible to readily single out particular categories of da-
ta.334 Moreover, opt in requirements are based upon the flawed consent model 
in privacy; people rarely understand the risks or can make an informed deci-
sion at the time they are asked to consent.335 

Currently, when the government issues a subpoena or court order to a 
company demanding a customer’s data, it is mostly within the company’s dis-

                                                                                                                           
 328 15 U.S.C. § 1681(f). 
 329 Cinnamon, supra note 294, at 495–96. 
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cretion whether to challenge the demand or even notify the customer.336 Priva-
cy laws should require companies to notify individuals and challenge govern-
ment demands for personal data, and these laws should extend far beyond re-
productive healthcare.337 

D. Protection of Confidentiality 

1. Confidentiality of Relationships and Information Fiduciaries 

We need a robust protection of confidentiality in relationships, something 
that U.S. privacy law has failed to do with sufficient breadth and rigor. Except 
for a few professional relationships, such as doctor-patient and lawyer-client, 
many relationships are unprotected. When a person shares a secret with family 
members and friends, the general rule in U.S. law is that the person runs the 
risk of betrayal. In contrast, the law in the United Kingdom is far more protec-
tive of confidentiality and protects these relationships.338 In many real and lit-
erary dystopias, authoritarian societies create a world where people do not trust 
their friends and family. Such dystopias can be avoided by safeguarding confi-
dentiality in personal relationships.339 U.S. law can strengthen protection of 
these relationships by recognizing them as encompassed within the breach of 
confidentiality tort, as well as by evidentiary privileges. For example, in most 
states, privileges protect spouses, but not parents and children, which means 
that parents and children can be forced to divulge information about each oth-
er.340 This would mean that the government can compel a parent to divulge 
information about a child’s abortion or gender-affirming care. States should 
recognize parent-child privileges and not force parents and children to provide 
evidence against each other. 

Huq and Wexler propose that “federal and state legislatures should enact 
statutory evidentiary privileges that not only protect abortion-relevant data from 
voluntary disclosure but also make that data immune from law enforcement and 
judicial compulsory legal process alike.”341 Although a state privilege would 
only apply to courts in that state, it “would still be valuable because it could bar 
courts in those states from enforcing cross-jurisdictional subpoenas, warrants, or 
other court orders that originate in [abortion] restrictionist states.”342 I agree 
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with this proposal, but I would extend it beyond abortion to all other matters 
that could be targeted by authoritarian governments. 

Additionally, an information fiduciary approach to privacy law would 
greatly help safeguard personal data.343 This approach seeks to extend fiduci-
ary law principles to companies that collect and manage personal data. A fidu-
ciary relationship is built on trust or confidence placed by one party in the in-
tegrity and loyalty of another. The law forbids fiduciaries from exploiting the 
relationship for personal gain or to the detriment of the other.344 Companies 
handling personal data should be seen as fiduciaries. Redefining these relation-
ships in fiduciary terms could drive a major shift in legal obligations, requiring 
businesses to treat personal data with greater care and respect. This shift would 
reshape the foundation of the information economy, fostering stronger protec-
tions for individuals’ privacy.345 

Fiduciary relationships would impose special duties on companies that 
maintain personal data. For example, Neil Richards and Woodrow Hartzog 
contend that companies should owe the individuals whose data they collect a 
duty of loyalty—to put the individuals’ interests above their own.346 Another 
key fiduciary duty is a duty of confidentiality. As I have argued, along with 
Neil Richards, this duty should be imposed on organizations that collect and 
maintain personal data.347 Such a duty could be used to close a gap with data 
broker laws, that focus on companies that lack direct relationships with indi-
viduals. A duty of confidentiality would apply to companies with relationships 
to individuals, and it would bar them from selling personal data to the govern-
ment. The duty could be used to force companies to challenge government 
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demands for personal data.348 In combination, the fiduciary duties could be 
used to mandate that companies consider and mitigate the risks and harms that 
might befall their customers from government access to data. 

2. Protection of Confidentiality of Media Sources 

Certain dimensions of press freedom are intertwined with privacy—in 
particular, the confidentiality of sources and communications. The media is on 
the front lines of defending against authoritarianism, and journalists depend 
upon being able to obtain information from sources. Protection of the confi-
dentiality of sources is essential to ensuring the candid flow of information that 
exposes the abuses of authoritarian regimes. 

In the waning days of 2024, the U.S. Congress attempted to pass the Press 
Act, a bill that “protects from disclosure any information identifying a source, 
as well as any records, contents of a communication, documents, or infor-
mation obtained or created by journalists in the course of their work.”349 The 
effort, unfortunately, failed. 

If Congress cannot succeed in enacting protections, then states should 
step in and enact their own protections. Private litigants and even government 
officials can bring dubious lawsuits to attack critics. For example, Elon Musk’s 
social media platform X sued a group of disinformation researchers.350 Musk 
also sued watchdog group Media Matters for its reporting that X was pairing 
Nazi content with the ads of high-profile advertisers.351 Donald Trump has also 
brought many defamation lawsuits, a strategy he uses to “straighten out the 
press.”352 These lawsuits could be used to pry information about sources from 
the media. 
                                                                                                                           
 348 Kiel Brennan-Marquez argues that “where private actors operate as information fiduciaries, 
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Additionally, because these lawsuits are costly and time-consuming, all 
states should pass anti-Strategic Lawsuit Against Public Participation (SLAPP) 
legislation to protect against frivolous suits designed merely to drench the me-
dia in costs. As of early 2026, thirty-eight states have anti-SLAPP laws.353 

E. Rethinking Privacy in Public and Publicly Available Information 

A major problem with U.S. privacy law is its embrace of a faulty concep-
tion of privacy that I term the “secrecy paradigm”—a view that anything ex-
posed to the public, or data available to the public, or even information shared 
with others lacks any privacy interest because it is not totally secret.354 This 
flawed understanding of privacy creates two common and severe limitations of 
privacy law—a failure to protect privacy in public or publicly-available data. 

The secrecy paradigm fails to appreciate the profound importance of ob-
scurity. As Woodrow Hartzog and Frederic Stutzman astutely note, obscurity is 
an essential aspect of privacy.355 Most people do not live like hermits; they 
engage in their life’s activities in places where other people congregate. People 
expect that their activities are private because they are obscure—others won’t 
be paying attention or watching or listening. Modern surveillance technologies, 
however, are increasingly eroding this sense of obscurity. Conversations can be 
easily recorded, and movements meticulously tracked. As individuals use digi-
tal technologies, they leave behind a trail of personal data that previously was 
forgotten or never collected. 

Although some countries have explicitly embraced becoming surveillance 
societies, such as the United Kingdom, which has decorated its cities and 
towns with 7.5 million CCTV cameras,356 the U.S. has more quietly assembled 
an enormous surveillance camera system of its own.357 The average U.S. city 
has about 1 surveillance camera for every 100 people.358 Atlanta is “the second 
most surveilled city in the world, beaten only by cities in China.” 359 Via the 
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“Connect Atlanta initiative,” the police can review the recorded footage of 
more than 19,000 private-sector surveillance cameras upon request and can 
have direct access to the video feed of more than 17,000 cameras.360 

The “US has almost the same ratio of cameras to citizens installed” as in 
China.361 But whereas in China the cameras are focused on public spaces, Anu 
Bradford notes that U.S. cameras “are commonly deployed in private sector 
commercial spaces such as hotels, restaurants, and offices.”362 The U.S. system 
of cameras is essentially a public-private partnership, where the private-sector 
is conducting the surveillance and sharing the spoils with law enforcement. 
Although the per se existence of so many surveillance cameras is problematic, 
the more troubling problem is that there is virtually no regulation on the use of 
these cameras. This stems from the faulty notions of the secrecy paradigm. The 
result is that there are no controls on how much data can be gathered, how long 
it can be kept, how it can be used, or when the data can be turned over to the 
government. There is no oversight, accountability, or limitation. 

Beyond cameras, other technologies gather data and track individuals 
wherever they go. As Kate Crawford notes, companies are installing sensors to 
detect wi-fi signals from smart phones to track people.363 To the data broker 
industry—and often to many other companies—“even the act of walking down 
the street is a legitimate data set to be captured, catalogued and exploited.”364 
The general view of surveillance and data companies is that anything in public 
is free. An oft-made analogy is that data is the “new oil,”365 but any data that is 
collected in public or publicly available is more akin to air. Oil cannot readily 
be extracted without constrains and legal controls, whereas air is essentially 
free for the taking. 

AI-powered facial recognition technology has become a widespread ap-
plication, challenging the anonymity people once enjoyed in their daily lives. 
Although individuals may often blend into a crowd, facial recognition can now 
identify them with ease and link them to detailed personal profiles. With sur-
veillance cameras proliferating, individuals can be tracked almost anywhere 
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they go. These systems are typically trained using billions of photos scraped 
from the internet without consent.366 

The general failure of privacy law to recognize privacy in public allows 
for anyone to install surveillance cameras without any oversight about what 
may be done with the data or how long it may be retained. There are hardly 
any rules for government access. The surveillance and the data it generates are 
mostly in a lawless zone. There should be a strong regulatory framework to 
provide orderly rules and controls for surveillance in public, whether done by 
the government, companies, or individuals. 

Beyond insufficient protection of privacy in public places, many privacy 
laws (especially ones in the U.S.) exempt publicly available information.367 Even 
the California Delete Act, which seeks to reign in data brokers, makes an excep-
tion for publicly available information.368 This exception creates a gaping loop-
hole in privacy laws that can be greatly exploited by authoritarian governments. 

Companies are scraping vast quantities of personal data from the inter-
net.369 Scraping is a way that many data brokers gather data.370 Scrapers argue 
that public information is fair game, and many privacy laws permit scraping by 
excluding publicly available data from their protections.371 The principle of 
obscurity, however, emphasizes that just because data is publicly accessible 
does not mean privacy is forfeited. Although the information may not be se-
cret, its obscurity imposes significant limits on accessibility. Collecting per-
sonal data and making it easily discoverable fundamentally alters the level of 
privacy associated with that information.372 

Rethinking the notion of publicly available information would close a 
gaping hole in privacy protection; it would prevent companies and the gov-
ernment from vacuuming up vast quantities of personal data; it would protect 
personal data online with important privacy safeguards and limitations. 
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F. Regulation of Surveillance Technologies 

States should enact laws to regulate the development and sale of surveil-
lance technologies. First, states can require privacy safeguards to be built into 
such technologies, such as end-to-end encryption. Perhaps surveillance camer-
as can have built-in blurring of faces that can only be de-blurred under certain 
circumstances. Aggregations of de-identified data can be protected with differ-
ential privacy—adding in noise to prevent learning “the underlying confiden-
tial data.”373 

The Federal Trade Commission (FTC) has encouraged companies to use 
privacy enhancing technologies (PETs), which it defines as “a broad set of 
tools and methods aimed at providing ways to build products and functionality 
while protecting the privacy of users’ data.”374 But PETs must be more than a 
mere suggestion. 

Regulating design is essential to protecting privacy.375 Technology need not 
be used only in privacy-invasive ways. Bennett Capers points out that surveil-
lance technologies can be used to create better transparency, accountability, and 
oversight of policing.376 Thus, instead of banning technologies, they should be 
allowed if built with appropriate designs, just like cars must be built with seat-
belts and airbags. Ideally, surveillance technologies should have built-in curbs on 
problematic uses. Of course, not all problematic uses can be curtailed by design, 
but at least the technologies should have built-in mechanisms of transparency 
and logging so that government officials can be held accountable. 

Laws regulating design need not mandate specific designs. Instead, the 
laws can set certain goals and then leave it to industry to develop solutions, 
relying on reasonable industry standards. If large states were to pass laws to 
better regulate design, there would be a strong market incentive for companies 
to design technologies with greater safeguards even if not all states were to 
have such laws. 

Second, states can pass laws that require accountability, oversight, and 
limitation for their own government’s use of surveillance cameras and facial 
recognition systems. These laws can require that surveillance technologies 
used by government entities in the state be designed to facilitate the ability to 
have greater accountability, oversight, and limitation. Audit trails can be built 
in; so can mechanisms of oversight. The technologies can be built in ways that 
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make them harder to abuse without being detected. If large states were to re-
quire these elements to be designed into the technologies, it might affect the 
entire market, as many companies might design the technologies in a more 
privacy-friendly way because these states have a large market share. States can 
establish themselves as leaders based on their own market power, creating bet-
ter incentives for companies to design with privacy in mind. 

G. How the Law Can Be Reformed 

How can all these changes happen? There are many different ways, and to 
be most effective, they involve many different policymaking bodies in the sys-
tem. Having recently fought a revolution, the Framers of the U.S. Constitution 
were quite concerned about authoritarian power. Their answer was separation 
of powers. Government power in the U.S. is spread between three branches—
the Executive, Legislative, and Judiciary.377 In addition, government power in 
the U.S. is fractured between federal and state governments. Although not eve-
ry branch or every state will step up to resist authoritarian power, as some 
might be under its thrall, hopefully some judges and states will attempt some 
of the measures proposed above. 

1. Legislation 

The U.S. Congress could certainly enact federal statutes—the strongest 
solution for many of my proposals, but this is probably unlikely at this mo-
ment. But state legislatures can enact statutes. A silver lining to the failure of 
the U.S. Congress to pass a comprehensive federal privacy law is that there is 
nothing to preempt states from passing statutes. The federal bills for a compre-
hensive federal privacy law proposed in the past few years would have 
preempted a significant amount of state legislation on privacy.378 Although 
most of the state laws were weaker than the proposed federal laws, preemption 
could have shut the door on states enacting stronger protections. In the U.S., it 
is a virtue that power is fragmented and that states are able to pass privacy 
laws. These laws might create some headaches for companies, but they also 
can help serve as an impediment to federal authoritarianism. Preemption works 
well as a floor to protection, but not as a ceiling. It is valuable to preserve state 
legislative power especially in a time when the federal government and some 
state governments might be moving in an authoritarian direction. 

For state statutes, there are several key things that legislatures should do. 
First, the statutes should not contain any exemptions for government access to 
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personal data. Instead, they should address the issue and specify warrants or 
other sufficient protections against broad government access, dragnets, or the 
enforcement of laws that the state might deem to infringe upon fundamental 
freedoms. 

Second, statutes should avoid exceptions for federal laws such as HIPAA, 
FERPA, and the Gramm-Leach-Bliley Act. Many of these federal laws do not 
preempt stricter state laws. 

Third, the statutes should avoid small business exceptions for most provi-
sions. Most state laws exempt a large number of businesses that fall below a 
certain size.379 But even small businesses can affect tens of thousands (some-
times even hundreds of thousands) of people. The laws strongly favor making 
things easier for small companies over protecting consumers. Why should 
people be unprotected just because they are a customer of a small business? 
Such businesses must still follow other safety and consumer protection laws, 
but privacy unfortunately is not considered important enough by policymakers 
to warrant equivalent treatment. In contrast, the EU’s GDPR, does not exempt 
small businesses; instead, it exempts only personal or familial data collectors 
as well as journalistic, academic, literary, or artistic uses of data.380 U.S. state 
privacy laws should look to the GDPR’s much better exemptions. Just because 
a business is small doesn’t mean it can’t cause harm to many people. 

Fourth, the statutes should not exempt non-commercial organizations 
such as non-profits or state governmental entities. Authoritarian governments 
can obtain personal data from these sources. 

Fifth, the laws should include private rights of action, which are one of 
the most effective enforcement mechanisms.381 Far too often, government en-
forcement bodies lack the resources and political capital to enforce as widely, 
thoroughly, and consistently as they should. Private rights of action can greatly 
augment government enforcement with private party enforcement. 

2. Judicial Actions 

Courts can play an important role. Courts can apply common law torts 
such as breach of confidentiality and negligence to a wider range of cases. 
Courts can recognize new privileges. Courts can also broaden fiduciary law to 
treat entities that collect and use personal data as information fiduciaries. 
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Across all dimensions of privacy law, courts can better recognize privacy 
harms.382 Many cases falter in the courts because judges fail to take privacy 
harms seriously. This undermines privacy statutes and encourages companies 
to disregard legal obligations, ignore data minimization, break their promises, 
engage in unexpected data collection and use, and otherwise protect privacy 
poorly. If courts trivialize privacy harms, it is difficult to expect companies to 
respect privacy, especially when the incentives are often to collect more data 
and use it more widely. 

Additionally, the risk of government access to personal data should be con-
sidered a harm. Of course, there might be societal benefits to allowing the gov-
ernment to access personal data for particular crimes such as terrorism that might 
outweigh privacy, but this is a balancing that cannot occur if privacy harms are 
not even recognized. When harms aren’t recognized, privacy is not balanced 
against countervailing interests. This balancing is important and should not be 
sidestepped by dismissing the privacy harm before the balancing takes place. 

3. State Constitutional Reforms 

States could enact a right to privacy in their constitutions akin to the right to 
privacy in California’s constitution, which declares: “All people are by nature 
free and independent and have inalienable rights. Among these are enjoying and 
defending life and liberty, acquiring, possessing, and protecting property, and 
pursuing and obtaining safety, happiness, and privacy.”383 The California right to 
privacy applies not just to government action but also to the private sector.384 

If interpreted and applied aggressively, the California constitutional right 
to privacy could mandate data minimization. As the California Supreme Court 
declared, “[T]he overbroad collection and retention of unnecessary personal 
information by government and business interests” was one of the “principal 
‘mischiefs’ at which the [Privacy Initiative] [was] directed.”385 

Nicole Ozer contends that the California Supreme Court has undermined 
the constitutional right to privacy by interpreting it weakly when applied to pri-
vate parties, forcing plaintiffs to prove a “serious invasion of privacy” and allow-
ing the right to be outweighed rather easily in a balance against “countervailing 
interests.”386 The California Supreme Court “manufactured a legal distinction 
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between information and autonomy privacy claims” and held that a compelling 
interest was required to outweigh autonomy privacy but information privacy 
would be subject to general balancing.387 

Ozer argues that the California Supreme Court should revisit its interpre-
tation of the right to privacy and reverse the faulty assumptions that it previ-
ously established, such as the notion that private parties are less of a danger 
than government or that there is a meaningful distinction between information 
and autonomy privacy claims.388 

Other states can enact a similar constitutional protection of privacy to 
California’s, and hopefully avoid the unfortunate interpretation of the Califor-
nia Supreme Court. Even if a state does not enact an explicit right to privacy in 
its constitution, state courts can interpret their constitutions to recognize a con-
stitutional right to information privacy, as is recognized under the U.S. Consti-
tution. But unlike the California constitutional right to privacy, the constitu-
tional right to information privacy only applies to the government. For many 
states, it would likely take an amendment to their constitutions to extend the 
right to private parties. 

IV. OTHER IMPORTANT PROTECTIONS 

Several additional privacy protections are needed to limit authoritarian 
power. These measures do not involve direct regulation of surveillance capital-
ism, but they have significant effects on privacy. Section A of this Part discuss-
es the interrelationship between decisional privacy and information privacy.389 
Section B argues for the need for privacy restrictions on discovery in civil liti-
gation.390 Finally, Section C contends that privacy law must be reformed to 
better protect personal safety.391 

A. Protection of Decisional Privacy 

It is impossible to fully protect informational privacy without protecting 
decisional privacy. Decisional privacy involves “the interest in independence 
in making certain kinds of important decisions.”392 Decisional privacy is at the 
heart of the U.S. Supreme Court’s line of substantive due process right to pri-
vacy cases. These cases include the protection of the use of contraceptives, 
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marriage, child-rearing, and sex, among other things.393 This line of cases in-
cluded the right to abortion until it was eliminated in 2022, in the Supreme 
Court’s decision in Dobbs v. Jackson Women’s Health Organization. These 
types of matters are what Danielle Citron calls “intimate privacy.”394 

Decisional privacy and information privacy are interrelated.395 Without 
robust protection of informational privacy, decisional privacy is imperiled, as 
personal data can be used to oppress, control, manipulate, chill, and thwart de-
cision-making. Failure to protect decisional privacy leads to grave threats to 
information privacy as government officials seek data to prosecute personal 
health and life decisions. If the underlying private decisions are criminalized, 
the government can use its vast law enforcement powers to gather data to carry 
out this enforcement. The best way to keep law enforcement officials from pry-
ing into one’s health or sex life is not to infringe upon matters such as repro-
ductive freedom. 

Although it is unlikely that the U.S. Supreme Court will reverse Dobbs in 
the near future, state courts can hold that their constitutions guarantee a right to 
reproductive freedom. State courts can read their constitutions even more ex-
pansively, protecting greater rights over bodily autonomy more generally. 
Recognition of these rights in state constitutional law will buttress information 
privacy. 

B. Civil Litigation and Discovery of Private Information 

Civil discovery is another outlet that can potentially be abused in authori-
tarian times. Government officials—or allied individuals—could bring law-
suits and ferret out personal data through the civil litigation system. Allyson 
Haynes Stuart notes that there are scant limitations on civil discovery of pri-
vate information housed in cell phones, wearable technology, geolocation ap-
plications or social media.396 States that allow civil lawsuits for people who 
have abortions could unleash civil discovery powers to obtain data from com-
panies and organizations. 
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As Allyson Haynes Stuart notes, there are few protections for privacy in 
civil discovery.397 Data is discoverable if relevant to a claim; courts have signifi-
cant discretion to balance the proportionality of data demanded to the need for a 
claim. Stuart argues that civil discovery should do a better job at incorporating 
privacy interests in its equation.398 Stronger protections against civil discovery 
are needed rather than relying on protective orders and judicial discretion. As 
some states are weaponizing the civil justice system to allow individuals to sue 
people seeking or assisting abortions, then the best protection still remains data 
minimization by the businesses that collect and maintain personal data. 

C. Protection of Safety 

As discussed earlier, online mobs are increasingly attacking people who 
speak out and criticize the misinformation, agendas, and interests of authoritari-
an thought leaders. Threats are more chilling and dangerous because personal 
data such as people’s home address and family information are readily available. 

Privacy law has notable gaps in protecting people from being doxed and 
threatened online. This is due to privacy law’s focus on the nature of data ra-
ther than on how it might be used. Privacy laws recognize strong protections 
for sensitive data, but there are many other types of data that are involved with 
online threats that are not sensitive. For example, home addresses are not con-
sidered to be sensitive data—and often not even considered to be private.399 
But finding people’s home address is often a key part of online threats of vio-
lence to a person and their family. 

Policymakers have recognized the importance of protecting home ad-
dresses and other personal data that might cause safety issues when it comes to 
themselves and their families. For example, in New Jersey, Daniel’s Law pro-
tects the privacy and safety of public officials by allowing them to request that 
their personal data be removed from public government websites.400 A federal 
law allows federal judges to remove their personal data from online databases 
and stop data brokers from reselling it.401 

But there is no law to protect everyone else, despite many individuals 
who are doxed, harassed, or receive death threats. In a free and democratic so-
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ciety, everyone deserves to feel safe and should not have to worry about being 
harmed or killed or putting their family in danger for their speech.402 

CONCLUSION 

As the shadows of authoritarianism loom around us, it is essential to im-
prove the way the law protects privacy. Modern technologies pose a grave 
danger when mixed with authoritarianism. They make authoritarianism more 
powerful, efficient, and totalizing in its control. The best defense against a to-
talitarian regime like Big Brother is not to let it grow into this. We must con-
tain the fire using every possible tool. Judges, state legislators, and others who 
care about preventing authoritarianism must dramatically improve privacy pro-
tection. To understand the urgency, one need only imagine how much more 
potent and terrifying the authoritarian regimes of the previous century would 
have been had they existed in today’s digital age. 

                                                                                                                           
 402 See generally FRANKS, supra note 32 (discussing how speaking without fear is essential to 
promoting free speech). 



 

 

 


	Introduction
	I. Authoritarianism and Privacy
	A. Shades of Authoritarianism
	1. Authoritarianism Is Not Necessarily Extra-Legal
	2. Authoritarianism Involves a Large Ensemble
	3. Marshaling Individual Collaboration and Vigilantism

	B. Why Privacy Is Essential to Resist Authoritarianism
	1. Personal Data Is Essential to Power and Control
	2. The Harms of Government Surveillance and Authoritarian Privacy Invasions

	C. The Dangers of the Digital Age and AI
	1. Data and Digital Dossiers
	2. Inferences
	3. Enhanced Surveillance Capabilities

	D. Surveillance Capitalism Meets Government Surveillance

	II. Regulating Government Surveillance
	A. Overturning the Third-Party Doctrine
	1. The Flaws and Dangers of the Third-Party Doctrine
	2. Carpenter and Its Aftermath
	3. Developing Carpenter’s Principles

	B. Revitalizing the Fourth Amendment
	1. Government Data Use and Retention
	2. Beyond the Secrecy Paradigm: Protecting Privacy in Public
	3. Restriction of Dragnet Searches
	4. Restoring Fourth Amendment Principles

	C. Applying Other Constitutional Provisions to Government Surveillance
	D. Statutory Restrictions on Government Surveillance
	1. Updating the Electronic Communications Privacy Act
	2. Restrictions on Government Access to Data
	3. Statutory Regulation of Government Use and Retention of Data
	4. Principle-Based Regulation of Government Use of Surveillance Technologies


	III. Regulation of Surveillance Capitalism
	A. Beyond the Individual Control Model
	1. The Failure of the Notice-and-Choice Approach
	2. The Failure of Privacy Self-Management
	a. The Limitations of Privacy Rights
	b. The Failure of Consent

	3. An Example of the Problems with Privacy Laws: Health Data

	B. Data Minimization
	C. Restricted Data Transfer to the Government
	D. Protection of Confidentiality
	1. Confidentiality of Relationships and Information Fiduciaries
	2. Protection of Confidentiality of Media Sources

	E. Rethinking Privacy in Public and Publicly Available Information
	F. Regulation of Surveillance Technologies
	G. How the Law Can Be Reformed
	1. Legislation
	2. Judicial Actions
	3. State Constitutional Reforms


	IV. Other Important Protections
	A. Protection of Decisional Privacy
	B. Civil Litigation and Discovery of Private Information
	C. Protection of Safety

	Conclusion

