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Over the last decade there has been a significant shift towards conducting business in a paperless and 
digital manner.  As part of this transition, the collection of Digitally Captured Signatures (DCS—a.k.a. 
biometric signatures, online signatures or dynamic signatures) has increasingly replaced  traditional 
static signatures written on paper. Traditionally, digitization of signatures has been accomplished with 
flat (2 dimensional) scanning of a signature executed on paper, that leads to the creation of a bitmap1 
file (i.e. static signatures) [1]. While static signatures represent visual information in the X and Y co-
ordinates only (and hence lack information regarding the dynamic aspects of signing), dynamic signa-
tures capture the X and Y coordinates as well as Time and Force. In conjunction with the faster pace 
of the digital world, businesses have had to adapt their fraud prevention efforts to handle not only 
more transactions, but also more sophisticated attempts at fraud. The numerical nature of the DCS 
data allows the contemplation of statistical methods to characterize a group of “known” DCS and 
then compare a “questioned” DCS versus that group, effectively performing a statistical evaluation of 
authenticity; various companies have invested in such algorithms that evaluate signatures in order to 
potentially determine whether or not a given signature was actually prepared by the purported author. 
This technical note discusses what these algorithms are, how they work and how they can be evaluated 
as per their forensic capabilities.

1. Introduction: What is a Signature Verification 
Algorithm?

The use of algorithms, or other automated pro-
cedures, to analyze handwriting is not a new 
concept [2, 3, 4].  As applied to the analysis of 
signatures, the first attempts at automated anal-
ysis predate DCS technology as we know it [2]. 
The introduction of the DCS as a medium for 
signing allowed this technology to utilize new 
quantifiable and measurable aspects of the sign-
ing behavior, mainly due to the numerical nature 
of the captured data (such as time of execution 
or quantifiable force values), thereby allowing 
for a more in-depth investigation of the indi-
vidualistic characteristics of signature execution 
(through pen movement) in a computational 
manner. Still, the purpose of development of Sig-

nature Verification Algorithms (SVAs) largely af-
fects the criteria and the design of the process, 
and inevitably the results [2, 5, 6].

The most obvious uses—which are already in 
effect [7] of an SVA would be to increase security 
either live during the transaction (teller deploy-
ment) or retroactively. These scenarios though 
do impose a specific set of conditions that might 
limit the scope of application of the SVA but at 
the same time ameliorate the possible results of 
the process. For example, Herbst and Liu [2] cre-
ated a procedure with a 2.9 percent rejection of 
valid signatures and a 2.1 perfect acceptance of 
forgeries, but only after rejecting the outliers of 
the known material and not taking into account 
disguise as a scenario. These limiting conditions 
might make sense for specific deployment, such 

1 A bitmap file will represent an image in the form of an array, where each pixel is represented by a cell and its 
value corresponds to a color (depending on the resolution of the file). This is used in contrast to a vector file.
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as the WonderNet Solution used by the Israeli 
Air force [8], but broadening the spectrum of the 
parameters analyzed may allow such SVAs to 
also act as an assistant tool to the Forensic Docu-
ment Examiner (FDE). 

Use of similar tools can be found within finger-
print examination—when the AFIS or other sim-
ilar software databases [9] are utilized, the finger-
print examiner is given a list of possible matches 
by similarity score order. The expert then per-
forms the analysis on the possible matches and 
reaches a conclusion. Hence, the software does 
not replace the examiner; rather, the software 
assists them. A forensic implementation of an 
algorithmic solution is found within DNA Anal-
ysis, where a profile is searched against CODIS 
and if there is a candidate match, the examiner 
will then go through procedures to confirm the 
match [10]. Another example for a supporting 
comparative algorithm is the Next Step system 
for forensic footwear impressions developed in 
the DIFS which floats possible matches accord-
ing to shoeprint element similarity and geo-
graphic proximity [11]. The use of algorithmic 
solutions for examination and analysis of trace 
evidence does not necessarily stop there as the 
use of such algorithms can exceed the obvious 
comparison for determination of authenticity 
tasks and be used in the evaluation or validation 
phase of the process [12, 13]. 

If the SVA is tasked with assisting the expert 
during the analysis phase, or the validation phase 
(even as a safeguard aiming at highlighting all the 
aspects or characteristics a FHE should assess), it 
may suggest a list of parameters in the presented 
questioned signature that do not agree with val-
ues established in the known comparison set for 
the specific writer. 

This could help focus the examiner on specif-
ic features during their examination; however, 
such an implementation should only be done 
after a comprehensive study of the potential for 
introducing cognitive bias.

2. Overview of Signature Verification Algo-
rithms: How they work and how to use them

2.a. What do SVAs do?

SVAs are designed to compare a questioned en-
try/signature to a control group and to present a 

result; however, specifically how they are imple-
mented, the conditions they take into account, 
and how the results are utilized are subjects of 
discussion that are beyond the scope of this paper 
due to the significant differences that are present 
on an SVA-by-SVA and/or implementation-by-
implementation basis.  

SVAs can be developed for both static and dy-
namic signatures. Depending on the comparison 
metrics utilized by an SVA to analyze a signa-
ture, it is also possible within some SVAs to mix 
the two genres2 of signatures in the same manner 
that an FDE can use both dynamic and static sig-
natures during casework. [14]. 

Whilst the programming behind most SVAs are 
trade secrets, there are several common approach-
es that have been noted across the industry.  For 
SVAs that examine static signatures, the SVAs can 
often be described as pictorial similarity calcula-
tors; they compare an image of a presented ques-
tioned signature to a series of known signatures, in 
order to determine whether or not there is agree-
ment among any of the utilized geometric com-
parison metrics.  For SVAs that examine dynamic 
signatures, SVAs calculate a conformity thresh-
old—i.e. a level of conformity that characterizes 
the individual members of the control group (the 
known material) and keep that threshold as a pass/
fail criterium to which the questioned signature is 
compared. As depicted in Figure 1, the general ar-
chitecture of SVAs is the same between static and 
dynamic comparison; what changes is the data 
(depending on how the static image is digitized) 
and some of the actual metrics used.

Metrics that can be common between the two 
genres are geometric oriented parameters such 
as size and angles, area covered, placement etc., 
either of the entire configuration of writing or 
of specific segments of it [15]. Dynamic param-
eters that cannot be derived by static images can 
involve time derivatives of the captured param-
eters; the mainstream captured parameters (data 
channels) for DCS are the spatial coordinates X 
and Y (i.e. position on the vertical and horizontal 
axis), Force (usually expressed in pressure levels 
[16] and time. For example, the time derivative of 
X and Y can give velocity, acceleration and jerk3 
for both axis but also for distance travelled (com-
bining X and Y parameters via the Pythagorean 
theorem).

The selected metrics are calculated and com-
pared, and according to the specifics of each SVA, 

2 “genre” as utilized herein refers to the classes of signatures being utilized by an SVA, i.e. static vs dynamic.
3 The third time derivative of distance.
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each metric will be evaluated with a relative 
weight parameter (i.e. not all metrics are con-
sidered equally important). The metrics that are 
taken into account, as well as the relative weight 
given to each of them during analysis, is the core 
of an SVA and, as such, they are seldomly pre-
sented in the User Interface (UI) or even made 
public. Notwithstanding, the metrics and their 
relative weights need to be considered in the de-
velopment of a validation study of an SVA [6, 17]. 
It has been observed that some analysis software 
will include metrics that are not trivial or obvi-
ous to the lay person or even the trained expert, 
e.g. area of bounding rectangle (D2_BOUNDING) 
or root mean square pen speed (V_RMS_SPEED) 
from SignatureScope [15]. It is to be expected 
that such metrics may be used in SVAs as well.

Furthermore, it has been observed [6, 17] 
that different alphabets, writing systems and/or 
scripts may require specific “tweaking” of those 
relative weights [18]. Therefore, class character-
istics of the writing, such as writing system or 
alphabet, are a variable that should be taken into 
account in the development of a validation study 
depending on the proposed use case of an SVA.

2.b. How can SVAs be used?

SVAs have already been deployed as a means of 
identifying potential fraud in teller and retro-
active deployment scenarios.  Under these sce-
narios, the SVA produces a simple result stating 
whether a questioned signature has been execut-
ed by the author of the known signatures, based 
on the parameters of the deployment.  In most 
circumstances, these results do not include de-
tailed information of the metrics utilized to in-
form the result.

On the contrary, the theoretical forensic assis-
tance use of SVAs would require exactly that—a 
reporting of the metrics used and their compat-
ibility scores, either in the form of data sheets 
or as visual information (i.e. highlighting areas 
of interest on the signature XY visualization). 
This type of information can be used to assist 
the FHE by pointing out the features that they 
should focus their attention on (analysis phase) 
or to point out the features that they should have 
assessed during their analysis phase (validation 
phase). The potential of such use of SVAs is such 
that a possible integration of SVAs in the peer 
review process appears feasible as in other trace 
evidence fields [19].  Notwithstanding, the po-
tential for introducing bias in a forensic applica-
tion of an SVA must be studied in detail prior to 
implementation in any manner.

3. SVA Evaluation methodology

3.a. Methodology reasoning

With the various SVA uses in mind, an evaluation 
methodology is required to ascertain the validity 
of the results. Traditional logic for the collection 
of signatures revolves around obtaining writing 
samples that are representative of the range of 
variation of a particular writer, while minimiz-
ing the effects of any unwanted variables.  Some 
variables that are generally considered include 
the collection timing as well as physical condi-
tions [20].  

When traditional logic for the collection of 
signatures has been utilized to generate samples 
for research, there are further considerations to 
ensure that the samples are representative of the 
various outcomes that may be possible.  Stan-
dard outcomes may include genuine signatures, 
simulations, disguised signatures, and signatures 

Figure 1.
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that may be influenced by a miscellaneous factor 
[21].  These outcomes may be further elaborated 
to include simulations in which there is an at-
tempt to copy the form, simulations in which 
there is not an attempt to copy the form, writers 
with poor signature repeatability/larger ranges of 
variation, alternate signature styles, medical is-
sues, or unusual writing conditions.

Designing a signature sample set for a valida-
tion study of an SVA must take into account not 
only all of the above factors and outcomes, but 
many others as well.  

For the evaluation of SVAs that compare static 
signatures, particular emphasis must be placed 
on the design of the collection sheets utilized for 
collecting the signatures.  The collection sheets 
must be widely varied in design as the presence 
of a baseline, text, an overlapping signature, or 
any extraneous detail may lead to a misinterpre-
tation of the algorithm [22].  

For the evaluation of SVAs that compare dy-
namic signatures, the sample set should consid-
er various properties of the deployed hardware.  
While the ideal scenario for the deployment of 
an SVA would include the deployment of one 
consistent hardware solution (i.e. digitizer and 
stylus) across the entire system, it is likely that 
there may be other hardware solutions deployed 
or even the intermingling of various hardware 
solutions.  Furthermore, digitizers and stylus 
of different makes and models have different 
specifications, particularly with respect to their 
ability to record Force and the rate of capture of 
data points [16].  Simultaneously, hardware may 
fail or degrade over time due to wear and tear or 
aging of the pressure sensor [23].  As such, the 
sample set should be designed so that an SVA 
can be validated against numerous combinations 
of hardware configurations that may influence 
the data they evaluate.  Finally, the sample set 
should also account for the physical conditions 
associated with the digitizer and stylus’ physi-
cal properties, such as whether they are tethered, 
slanted, or in some other configuration.

3.b. Signature sample creation

Signature sample creation can be divided in two 
categories: the samples intended for use as the 
group of “known” signatures (i.e. the reference 
point) and the samples intended for use as “ques-
tioned” ones to test the SVA. Even though there 
are different strategies in how to produce and 
maintain the “known” signature group (to ac-

count for changes in range of variation), this is 
beyond the scope of the present study and is not 
explored. 

Sample signature creation should aim at ac-
commodating all possible scenarios. As such, 
samples (for both categories) should include sig-
natures executed over a period of time and not at 
one go. Different physical execution conditions 
should be taken into account if they are a possi-
bility for the given intended use; e.g. if an SVA is 
to be evaluated for deployment at the teller, then 
the physical conditions (such as the height of the 
teller’s desk) should be replicated in the sample 
collection. An indicative flowchart of consider-
ations is illustrated in Figure 2.

In addition to physical condition parameters, 
when examining DCS it may also be necessary 
to account for variables introduced by the hard-
ware and software utilized as part of the deployed 
SVA. While an ideal scenario for an SVA is a com-
pletely consistent hardware/software solution, it 
is far more likely that some components of the 
solution may be replaced, such as individual 
digitizers or styli, each of which may have differ-
ent technical specifications. It may be possible 
to overcome such differences (depending on how 
the SVA works when it comes to the unnormal-
ized data), or to manufacture an SVA for specific 
deployment scenarios where only one type of 
software and hardware is deployed. Regardless, 
wear and tear (especially in EMR solutions [23]) 
can also affect the faithfulness of the dynamic 
data and hence possibly lead to false interpreta-
tions and rejections of samples by an SVA.

3.c. Signature sample considerations

Due to the variety of deployment scenarios and 
implementations for which SVAs are being de-
veloped, the testing procedures of a validation 
study for any SVA should mirror the procedures 
utilized by the particular SVA’s intended deploy-
ment scenario. It has been observed that in some 
studies [24] “problematic” samples or conditions 
are being left out in order to produce good re-
sults—this practice should not be followed when 
conducting validation testing of an SVA due to 
the potential for encountering these samples un-
der real world scenarios, especially if aiming at a 
forensic application of such a tool.

The scenarios that need to be investigated for 
SVA performance (arguably after the “normal” 
samples have been dealt with) should certainly 
include simulations (of various degrees of sophis-
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tication), disguise, writers with poor signature 
repeatability/larger ranges of variation, alternate 
signature styles, medical issues, or unusual writ-
ing conditions, all of which may be encountered 
under real world scenarios.

4. Discussion

From instant screening of point-of-sale transac-
tions and secondary evaluation of signatures for 
fraud to potential forensic applications, SVAs 
have the possibility to be powerful tools in the 
fight to identify and combat fraud; however, a 
rigorous evaluation of SVAs is required to un-
derstand their limits and must be structured to 
ensure that all the relevant parameters are con-
sidered. In SVA deployment scenarios where 
there is variety in DCS software/hardware so-
lutions used, normalization issues might also 
need to be considered. If parameters for creation 
and maintenance of the known signature group 
are available, these should be explored as well. 
Furthermore, extensive research of the poten-
tial introduction of cognitive bias is necessary 
prior to implementation of an SVA in a forensic 
application.  A rigorous testing scenario, mate-

rialized by the creation and handling of sample 
signature groups incorporating all the aforemen-
tioned parameters, will allow the evaluation of 
the strength of the SVA but also will allow for 
the exploration of different algorithm tweaking 
strategies, either per style or script used, or even 
on a writer-based approach.
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