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This paper proposes an event-triggered neural network control approach to address the voltage control issue in distribu-
tion networks under false data injection (FDI) attacks. Firstly, a mathematical model of voltage deviation in distribution
networks considering the impact of FDI attacks is established to accurately represent the dynamic behavior of the attacked
system. To optimize the utilization of communication resources within the network, an adaptive event-triggered mechanism
is designed, which can dynamically adjust the triggering conditions based on the system state, effectively reducing unnec-
essary communication instances. On this basis, an event-triggered voltage control (VC) system model is established. To
effectively mitigate voltage over limit caused by FDI attacks, an adaptive neural network controller is designed, which can
compensate for the attack signals and keep the voltage within the allowable range. By combining Lyapunov–Krasovskii
stability theory with linear matrix inequality (LMI) techniques, the stability of the system is analyzed, and sufficient condi-
tions for ensuring it are derived. Finally, simulation results demonstrate that this method can not only effectively resist FDI
attacks, but also significantly reduce the communication burden while ensuring system stability.
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1. Introduction
In power systems, the distribution network voltage control
(DN-VC) system is a widely employed component across
power transmission and distribution networks, industrial
production setups, and transportation systems. Its
prevalence stems from its capability to monitor and
adjust voltage levels in real-time with high precision,
ensuring the stability and quality of power supply (Zhou
et al., 2022; Jamroen, 2022; Murray et al., 2021).
The seamless functioning of these systems is heavily
reliant on the robustness and security of the DN-VC
system, which is paramount for maintaining power quality
standards. However, amidst the rapid advancements
in smart grid technology, the DN-VC system confronts
growing challenges, notably in the realms of network
security and resource limitations. These challenges have
emerged as pivotal barriers hindering the enhancement
of system performance, as well as its safe and stable
operation. Consequently, addressing these issues has
become imperative for the continued effectiveness and

reliability of the DN-VC system in modern power systems
(Mohan et al., 2020; Sarkar et al., 2022; Li and Yan,
2020).

Firstly, the deep integration of power networks
with IT has made the DN-VC system vulnerable to
cyber-attacks (Pang et al., 2023; Zhang et al., 2021;
Liang et al., 2016; Yang et al., 2023). Attackers
exploit vulnerabilities in the technical network, security
measures, and communication protocols to launch
targeted attacks, particularly false data injection attacks
(FDIAs) on actuators (Duo et al., 2022). These FDIAs
involve injecting false information into the actuator’s
communication channel, affecting voltage and other
critical parameters. Industrial control system protocols,
due to inherent vulnerabilities and lack of security, are
susceptible to cyber-attacks. For instance, the Modbus
protocol lacks authentication, encryption, and session
integrity (Guo et al., 2023), allowing FDI attackers to
tamper with data. Similarly, the widely used DNP3
protocol in power systems can be exploited by attackers
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to obtain system configuration information and launch
targeted attacks (Gong et al., 2023). Successful FDI
attacks can lead to false actuator signals and voltage
over-limit issues (Husnoo et al., 2023; Xing and Liu,
2022). While research has focused on attack detection
and state estimation (Aoufi et al., 2020; Zhu et al., 2022),
there is a gap in control-theoretic approaches to mitigate
these attacks. Although Hao et al. (2024) proposed a
distributed intrusion detection method, further exploration
into control strategies to enhance the DN-VC system’s
resilience against cyber-attacks is crucial.

As power systems integrate more intelligent
devices, data exchange surges, challenging grid
transmission capabilities. Limited network bandwidth
and communication resources may lead to data delays
or losses, affecting voltage control precision and
responsiveness (Zhao, 2024; Sun et al., 2019; Choi
et al., 2021). To address these issues, event-triggered
communication (ETC) has gained attention. Unlike
conventional time-triggered methods, ETC selectively
transmits data based on control requirements, minimizing
communication frequency and enhancing system
efficiency. This preserves critical data integrity,
maintaining system stability, performance, and
responsiveness, solving issues related to limited
communication in modern power grids (Shi et al.,
2019; Liu et al., 2018; 2024).

Inspired by prior studies, this paper explores
collaborative design of communication and security
in a distribution network’s voltage control, proposing
an adaptive event-triggered mechanism (A-ETM) to
conserve resources and account for delays. It also
uses neural networks to estimate attack signals and
develop a controller that enhances system resilience. Key
contributions are summarized as follows.

• An A-ETM with an upper bound is designed to
effectively save communication resources and ensure
system performance. Compared with traditional
ETMs (Li et al., 2022; Aicha and Ahmed, 2024;
Guo et al., 2024), the A-ETM ensures that, even
in extreme situations, the system can maintain a
certain monitoring and adjustment capability by
setting an upper bound on the triggering threshold,
thereby improving the robustness and reliability of
the system. Moreover, in this paper, the use of a
discrete time period sampling ETM can naturally
exclude Zeno behaviour.

• An adaptive neural network control strategy is
designed to compensate for voltage deviations under
actuator FDI attacks, ensuring the stability and
performance of the VC system in the distribution
network. Unlike most existing attacks on FDI
with probability or energy constraints (Moudoud
et al., 2022; Lei et al., 2022), our proposed

neural network-based approach eliminates such
special assumptions. Adaptive neural network
control can more flexibly handle complex actuator
attack scenarios, effectively compensate for voltage
deviations caused by attack signals, and enhance the
system’s ability to resist attacks. Furthermore, the
adaptive control scheme is just an extra augmented
security element not altering the original controller,
and it is easy to work in a “plug-and-play” way.

• The integrated event-triggered adaptive control
strategy ensures security and stable control of the
voltage control system while effectively conserving
communication resources.

The article is organized as follows. Section 2
establishes a voltage deviation model for distribution
networks under actuator attacks and introduces an
adaptive event-triggered transmission scheme to
characterize voltage amplitude deviations. Additionally,
an adaptive neural network controller is devised to
compensate for the attack signals. Section 3 presents
the key outcomes of our analysis, including stability
assessments, the design of control laws, and the synthesis
of the proposed adaptive event-triggered neural network
control scheme. In Section 4, we demonstrate the
effectiveness of our security approach through simulation
examples. Finally, Section 5 concludes the paper,
summarizing the main findings and contributions.

2. Problem formulations
As shown in Fig. 1, when the actuator (voltage regulator)
of the VC system in the distribution network is attacked
by FDI, it will generate erroneous adjustment signals,
resulting in voltage over-limit problems. Moreover, the
sensor and actuator signals of the system are transmitted
through the network, which may cause serious resource
limitations. Therefore, an event-triggered adaptive
neural-network voltage control scheme is designed in this
paper.

2.1. Voltage control system under an actuator attack.
Specifically, the FDI attack signal will cause voltage
fluctuations at each node of the distribution network.
Therefore, we assume that n = 1, 2, . . . , N represents the
node sequence number of the distribution network, and
ΔVn(k) is the voltage deviation of the n-th node at time
k. Letting

χ(k) = ΔV (k)

=
[
ΔV1(k), ΔV2(k), . . . , ΔVN (k)

]T
,

the dynamic relationship between the voltage deviation
of the distribution network and the actuator attack is as
follows:
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Fig. 1. Security control framework of a voltage control system.

{
χ(k + 1) = Aχ(k) + Bũ(k),
ũ(k) = u(k) + f(χ(k)),

(1)

where χ(k) is the state vector containing the voltage
deviation of all nodes, A is the system matrix, B is the
input matrix that describes the effect of the actuator on
the voltage, ũ(k) is the actual input signal under FDI
attacks, u(k) is the control input vector of the actuator, and
f(χ(k)) is an arbitrary FDI by attackers. It is assumed that
(A,B) is controllable. For convenience, we abbreviated
f(χ(k)) to f(χ).

Remark 1. It is noteworthy that the neural-network
technology utilized in this paper possesses robust
nonlinear mapping capabilities, enabling it to approximate
any complex nonlinear system. As a result, contrary to
probabilistic assumptions or energy constraints employed
in the majority of research (Zhang et al., 2023; He
et al., 2022), we did not make any binding assumptions
regarding the attack signal. Therefore, the security control
strategy proposed in this paper is practical.

In addition, we propose a state-dependent
attack-signal based method for characterizing FDI
attacks, which gets rid of the probabilistic and periodic
dependence of traditional NCS security modelling
methods on the attack signal, and therefore, the attack
signal f(x) is a system state-dependent function.
Therefore, the proposed method is more practical.

2.2. Design of an adaptive neural network estimator.
In order to offset the impact of the attack signal on the
system, we apply the NN technique to approach the attack
signal f(χ) as

f(χ) = MTS(χ) + ε(χ), χ ∈ Λ ⊂ R
n, (2)

where Λ expresses a compact set, M ∈ R
p×m is an ideal

constant weight matrix, p is the number of NN nodes,

and ε(χ) denotes the NN approximation error in which
‖ε(·)‖ ≤ ε̄. The basis function

S(χ) =
[
s1(χ) s2(χ) · · · sp(χ)

]T
(3)

satisfies ‖S(·)‖ ≤ Smax, in which Smax is a positive
constant, while si(χ) can be represented as

si(χ) = exp(−‖χ− gi‖2
zi

), (4)

where gi and zi are the center and width of function si(χ),
gi =

[
gi1 gi2 · · · gi3

]T
.

Moreover, the estimation f̂(χ) of the deception
attack signal f(χ) is constructed as

f̂(χ) = M̂T (k)S(χ(k)), (5)

where M̂(k) is the estimation of M . Then, the adaptive
law M̂ is designed as follows:

M̂(k + 1) = −λM̂(k) + M̂(k)− ρη(k)χT (k)HT , (6)

where λ > 0 and ρ > 0 are two constants, H ∈ R
n×m is

an adjustment parameter and

η(k) = S(χ(k))/(1 + ‖S(χ(k))‖2‖Hχ(k)‖2). (7)

Define the estimation error M̃(k) = M̂(k)−M ; then we
have

M̃(k + 1) = −λM̂(k) + M̃(k)− ρη(k)χT (k)HT . (8)

2.3. Design of the A-ETM and a neural network
feedback controller. In this subsection, in order to save
communication resources, we design an A-ETM with a
system state and parameter estimation signal, as well as a
neural network feedback controller. Finally, a closed-loop
control system based on event triggering is constructed.
The A-ETM structure is as follows (Sun et al., 2023; Chen
and Zou, 2023):

ks+1 = inf
k
{ks < k|eT (k)Φe(k) ≥ θ1

1 + ‖χ(ks)‖
χT (ks)Φχ(ks) ∨ ‖E(k)‖2F ≥ θ2‖M̂(k)‖2F },

(9)

where e(k) denotes the sampled-data error between the
current measured output χ(k) and the last released one
χ(ks)(s = 0, 1, 2, . . .), ks is the last event-triggered
time, and ks+1 is the next triggering time. E(k) =
M̂(k) − M̂(ks) indicates the data error between the
current estimated signal parameters and the last estimated
signal parameters. Φ is the corresponding weight matrix
to be designed later, while 1 > θ1 > 0 and 1 > θ2 > 0
are the event-triggered parameters.
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Remark 2. The design of the event-triggered mechanism
is to introduce the system state χ(ks) into the threshold of
the event-triggered condition, so that the event triggering
threshold can be dynamically adjusted according to the
state of the VC system. From the mathematical expression
of the A-ETM, the event-triggered mechanism has the
following characteristics:

• First, θ1 > 0 avoids the denominator of the
event trigger threshold function being zero, thereby
ensuring that the designed event-triggered function
has mathematical significance.

• If θ1 and θ2 are properly designed, all event-triggered
transmissions can meet the stability conditions of the
control system and can be adjusted to send data at an
appropriate frequency.

• When the system states are unstable, ‖χ(ks)‖ will
increase, resulting in a smaller event-triggered
threshold and faster transmission frequency,
enhancing the ability to control and regulate the
system. Conversely, it can save network resources.

• When the system status are stable, ‖χ(ks)‖
decreases, resulting in a larger event trigger threshold
and slower transmission frequency, thus saving
network resources.

Remark 3. Based on the above analysis, it is clear
that the A-ETM designed in this paper has the following
advantages:

• Dynamic threshold adjustment: Unlike traditional
event-triggered mechanisms that employ fixed
triggering thresholds (Guo et al., 2023; Gong et al.,
2023), our A-ETM dynamically adjusts its triggering
conditions based on the system state (χ(ks)). This
feature allows the mechanism to adapt to the
changing conditions of the DN-VC system, thereby
improving the robustness and responsiveness of the
control system.

• Bounded threshold: To ensure the system’s
performance even in extreme situations, we designed
the A-ETM with an upper bound on the triggering
threshold. This means that the system can
maintain a certain level of monitoring and adjustment
capability, even when the state deviations become
large, enhancing the reliability of the overall control
system.

• Handling complex attack: The adaptive nature of
the A-ETM, combined with the flexibility of the
neural network controller, enables our approach to
effectively handle complex actuator attack scenarios.
This is achieved by dynamically adjusting the
communication frequency and the control input

based on the evolving system state and estimated
attack signals.

However, the A-ETM proposed in this paper is committed
to saving communication resources while ensuring the
stability of the control system and cannot guarantee the
reduction of communication loss, link degradation and
other problems. Therefore, it is necessary to study
more flexible event-triggered strategies in the future to
further improve the applicability of the event-triggered
mechanism.

According to Fig. 1, by combining the neural
network estimation (5), we design the adaptive neural
network feedback controller as

u(k) = Kχ(ks)− f̂(χ), (10)

where K is the is the feedback controller gain to be
determined and f̂(χ) is the estimation of the attack signal
f(χ).

By means of the above analysis, considering (1), (2),
(5), (9), and (10), the system is represented as
⎧
⎪⎨

⎪⎩

χ(k + 1) = Aχ(k) + BKχ(k) + BKe(k) + Bε(χ(k))
−BM̃(k)S(χ(k))

subject to A-ETM (9)
(11)

for k ∈ [ks, ks+1).

3. Results
In this section, the sufficient conditions for the system
(11) to be semi-globally uniformly ultimately bounded
(SGUUB) are presented using the new Lyapunov
functional. According to these conditions, a co-design
strategy of the control gain and event-triggering parameter
is proposed.

3.1. Stability analysis under the A-ETM with adap-
tive NN control.

Theorem 1. For given positive parameters μ, δ1, δ2, ρ,
θ2, κ1, κ2 and 0 < β < 1 satisfying

�1 = μ(
1

4κ2
− λ+ 1− β) + δ1S

2
max < 0, (12)

�2 = μ(λ2 − λ+ κ1) + θ2 < 0, (13)

�3 = −1 + δ2S
2
max < 0, (14)

� = μλ‖M‖2F + μρ2(
1

4
+

λ2

4κ1
+ κ2) + ε̄2, (15)

if there exist a matrix K and a positive parameter θ1, and
some symmetric positive definite matrices P , Φ, R1, R2

with appropriate dimensions satisfying

Ω =

[
Ω11 Ω12

∗ −I

]
< 0, (16)
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where

Ω11 = vT1 (θ1Φ− βP )v1 + vT2 Pv2 − vT3 Φv3 − δ1v
T
4 v4

+He{(vT1 R1 + vT2 R2)(−Bv4)}
+He{(vT1 R1 + vT2 R2)

× ((A+ BK)v1 − v2 + BKv3)},

Ω12 = vT1 R1B + vT2 R2B,

v1 =
[
In 0r×(2n+m)

]
,

v2 =
[
0n×n In 0n×(n+m)

]
,

v3 =
[
0n×2n In 0n×m

]
,

v4 =
[
0m×3n Im

]
,

then the system (11) is semiglobally uniformly ultimately
bounded.

Proof. We choose a Lyapunov–Krasovskii functional as
follows:

V(k) = V1(k) + μV2(k), (17)

where V1(k) = χT (k)Pχ(k) and V2(k) =
Tr{M̃T (k)M̃(k)}, and μ is a positive constant.

Then, calculating the differences ofV1(k) along (11),
one obtains

V1(k + 1)− βV1(k)

= χT (k + 1)Pχ(k + 1)− βχT (k)Pχ(k)

= ξT (k)[−βvT1 Pv1 + vT2 Pv2]ξ(k),

(18)

where ξ(k) = col{χ(k), χ(k+1), e(k), M̃T (k)S(χ(k))}.
Calculating the difference of V2(k) along (6), we

obtain

V2(k + 1)− V2(k)

= Tr{M̃T (k + 1)M̃(k + 1)} − Tr{M̃T (k)M̃(k)}
= Tr{λ2M̂T (k)M̂(k)− 2λM̂T (k)M̃(k)

+ 2λρM̂(k)η(k)Hχ(k) − 2ρM̃(k)η(ks)Hχ(k)}
+ ρ2‖η(k)‖2‖Hχ(k)‖2. (19)

According to (7), this yields

‖η(k)‖2‖Hχ(k)‖2 ≤ 1

4
.

Therefore, by applying Young’s inequality, if there exist
constants κ1 > 0 and κ2 > 0, we can obtain

Tr{2λρM̂(k)η(k)Hχ(k)}

≤ κ1Tr{M̂T (k)M̂(k)} + λ2ρ2

4κ1

− Tr{2ρM̃(k)η(k)Hχ(k)}

≤ Tr{M̃T (k)M̃(k)}
4κ2

+ κ2ρ
2. (20)

In addition, according to M̃(k) = M̂(k) − M , one
obtains

Tr{−2λM̂T (k)M̃(k)}
= Tr{λMTM − λM̃T (k)M̃(k)− λM̂T (k)M̂(k)}

(21)

Combining (19)–(21), we have

V2(k + 1)− βV2(k)

≤ (
1

4κ2
− λ+ 1− β)‖M̃(k)‖2F

+ ρ2(
1

4
+

λ2

4κ1
+ κ2)

+ λ‖M‖2F + (λ2 − λ+ κ1)‖M̂(k)‖2F (22)

If there exist free-weighting matrices R1 and R2, we
have

2[χT (k)R1 + χT (k + 1)R2][(A+ BK)χ(k)

+ BKe(k) + Bε(χ(k))− BM̃(k)

S(χ(k))− χ(k + 1)] = 0, (23)

where

2[χT (k)R1 + χT (k + 1)R2]Bε(χ(k))
≤ ξT (k)[vT1 R1B + vT2 R2B]

[vT1 R1B + vT2 R2B]T ξ(k) + ε̄2
(24)

With the parameters δ1 > 0 and δ2 > 0, one can
derive that the inequality (25) is greater than zero:

δ1S
2
max‖M̃(k)‖2F − δ1S

T (χ(k))M̃ (k)M̃T (k)S(χ(k)),

δ2S
2
max‖E(k)‖2F − δ2S

T (χ(k))E(k)ET (k)S(χ(k)).

(25)

From the A-ETM (9), we can have that
{

0 ≥ −eT (k)Φe(k) + θ1
1+‖χ(ks)‖χ

T (ks)Φχ(ks),

0 ≥ −‖E(k)‖2F + θ2‖M̂(k)‖2F .
(26)

Based on the above analysis and using Schur’s
complement lemma, we get

V(k + 1)− βV(k) ≤ ξT (k)Ωξ(k) +�

+�1‖M̃(k)‖2F +�2‖M̂(k)‖2F +�3‖E(k)‖2F . (27)

Because of Ω < 0, �1 < 0, �2 < 0 and �3 < 0, we have

V(k + 1) ≤ βV(k) +�, (28)

where ξ(k) = col{χ(k), χ(k+1), e(k), M̃T (k)S(χ(k))}.

It can be concluded that, if the LMI (16) holds,
then the nominal event-triggered control system (11) is
SGUUB. The proof is completed. �
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It is worth noting that Theorem 1 provides
semi-globally uniformly bounded conditions for
the closed-loop systems (11), considering only the
event-triggered parameter θ while maintaining stability.
Next, we will apply the matrix operation on the basis
of Theorem 1 to obtain the gain K of the state feedback
controller.

Theorem 2. For given positive parameters μ, δ1, δ2, ρ,
θ2, κ1, κ2 and 0 < β < 1 satisfying (12)–(14), if there
exist a matrix K and a positive parameter θ1, and some
symmetric positive definite matrices P̄ , Φ̄, and X with ap-
propriate dimensions satisfying

[
Ω̄11 Ω̄12

∗ −I

]
< 0, (29)

where

Ω̄11 = vT1 (θ1Φ̄− βP̄ )v1 + vT2 P̄ v2 − vT3 Φ̄v3 − δ1v
T
4 v4

+He{(vT1 + τvT2 )((AX + BY)v1 −Xv2

+ BYv3)}+He{(vT1 + τvT2 )(−Bv4)},
Ω̄12 = vT1 B + τvT2 B,
then the equivalent event-triggered feedback controller’s
gain can be calculated by

K = YX−1. (30)

Proof. Define X = (R1)
−T , R2 = τR1,

Y = KX , P̄ = X TPX , Φ̄ = X TΦX , and Π =
diag

[ X T X T X T In
]
. Pre-and-post multiplying

both sides of the matrix inequality (16) with Π and ΠT ,
we can arrive at the desired results. �

Theorem 3. Consider the event-triggered secure control
(11) of VC under actuator attacks. The secure adaptive
NN controller can be given by

u(k) = YX−1χ(ks)− f̂(χ), (31)

where f̂(χ) = M̂T (k)S(χ(k)) + ε(χ(k)) is an estima-
tion of an abnormal actuator signal with M̂(k + 1) =
−λM̂(k) + M̂(k)− ρη(k)χT (k)HT .

Proof. Based on Theorems 1 and 2, one can easily obtain
the desired result. �

4. Illustrative examples
To validate the effectiveness and feasibility of the
proposed method, this section presents simulations
and discussions based on the IEEE-8 node test case.
The results demonstrate the practical application and
performance of our A-ETM and the adaptive neural
network control strategy in real-world scenarios.

Parameter and state matrix setups. As shown in Fig. 2,
we adopt an 8-node voltage topological system model.
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Fig. 2. IEEE-8 node distribution network example power topol-
ogy.

Assuming that the electrical coupling between the
nodes in a simple 8-node distribution network is relatively
weak, and the voltage at each node tends to decay
towards its reference voltage, we provide the following
parameters:

A =

⎡

⎢
⎢
⎣

−1.0 0.1 0.02 0.01
0.05 −1.0 0.25 0.02
0.02 0.03 −1.0 −0.8
0.01 0.02 0.04 −1.0

⎤

⎥
⎥
⎦ ,

B =
[
0.2 0.15 0.2 25

]T
.

Secure control design. Setting the parameters as μ =
500, δ1 = 0.1, δ2 = 0.01, λ = 0.8, ρ = 0.9, θ2 = 0.4,
κ1 = 0.01, κ2 = 250, β = 0.9 and Smax = 2, we can get
�1 = −349.1, �2 = −74.6, �3 = −0.96.

Let τ = 0.56, θ1 = 0.1. According to (13) and using
the Matlab LMI toolbox, we can get

K = 10−6×[
0.0030 0.0084 −0.0054 −0.1973

]
,

Φ = 107×

⎡

⎢
⎢
⎣

1.9179 −0.4630 −0.2692 0.0313
−0.4630 2.8643 −1.2059 −0.0091
−0.2692 −1.2059 0.6245 −0.0037
0.0313 −0.0091 −0.0037 0.0005

⎤

⎥
⎥
⎦ .

In addition, we set Q =
[
1 1 −1 −1

]
, and

we can obtain the adaptive law M̂(k + 1) = 0.2M̂(k) +
M̂(k)− 0.6η(k)χT (k)HT .

The attack signal is selected as f(χ) =
1.7 tanh(χ1(k)) + 0.07χ1(ks)/(1 + χ2

1(ks)). Suppose
that the NN consists of five nodes. Let the compact set be
Λ = [−2, 2]5, where the centers are uniformly distributed.
The widths are chosen as zi = 4 with i ∈ {1, . . . , 5}. The
initial value of M̂(0) = 05×1.
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Fig. 3. State responses of DN-VC in Part A.
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Fig. 4. Release intervals in Part A.

Finally, the sampling period is given by h = 0.01 s,
and the total simulation time is set as T = 20 s.

Based on the above setups, we can get the following
simulation results.

Results comparisons and analysis. In this section, the
following simulation results are compared to highlight the
effectiveness of the proposed adaptive control scheme.
Part A shows the system status without an actuator attack
and additional auxiliary control scheme. Part B shows the
malicious effects of an actuator attack without adaptive
security control scheme. Part C uses the designed adaptive
neural network feedback controller to correct the actuator
attack signal, which verifies the effectiveness of the
proposed adaptive control method based on the A-ETM
for cooperative communication and control.

Part A: Without actuator attacks under
u(k) = Kχ(ks). In Part A, we assume that no
actuator attacks occurred and no additional auxiliary
secure design is performed. Then, under u(k) = Kχ(ks),
the state responses of DN-VC are shown in Fig. 3. It
can be clearly seen there that the voltage deviation
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Fig. 5. State responses of DN-VC in Part B.
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Fig. 6. Release intervals in Part B.

gradually approaches zero when there is no actuator
attack, indicating that the traditional event-triggered
feedback controller can ensure the stability of the DN-VC
system when there is no actuator attack. From Fig. 4,
it can be observed that the number of transmissions is
68 times, and the effect of the adaptive event triggering
strategy can be seen from the transmission interval.

Part B: Actuator attacks under u(k) = Kχ(ks).
In Part B, considering that the actuator of the
DN-VC system is attacked by false data injection
f(χ) = 1.7tanh(χ1(k)) + 0.07χ1(ks)/(1 +χ2

1(ks)), the
traditional event-triggered feed-back controller u(k) =
Kχ(ks) is adopted. As seen in Fig. 5 and 6, we
get the voltage deviation state and data transmission
frequency of the system. As shown in Fig. 5, the
large fluctuation in the amplitude of voltage deviation
indicates that the traditional event-triggered feedback
controller cannot guarantee the stability of the DN-VC
system under actuator attacks. From Fig. 6, it can be
observed that, when the system state is unstable, the
frequency of system data transmission increases, verifying
that the event-triggered threshold is adaptively adjusted
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Fig. 7. State responses and the switching controller signal in
Part C.
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Fig. 8. Release intervals in Part C.

based on the system state. Furthermore, the number of
transmissions is 127 times, significantly reducing the data
transmission frequency compared to the time-triggered
mechanism.

Part C: Actuator attacks under u(k) = Kχ(ks)
−f̂(χ). Lastly, when the DN-VC system is subjected to
actuator attacks, we utilize the proposed secure adaptive
state feedback controller u(k) = Kχ(ks) − f̂(χ) to
validate the effectiveness of this approach. As illustrated
in Fig. 7, with the designed secure controller in action,
the voltage error of the system gradually converges to
zero, indicating that the A-ETM adaptive neural network
control strategy achieves superior stability. Figure 8
demonstrates the effectiveness of the event-triggering
mechanism. It can be seen that the A-ETM can efficiently
schedule communication resources. Figure 9 shows the
corresponding control signal output from the controller.
Figure 10 presents the approximation effect of the neural
network technology on the attack signal. It can be
seen that the output signal of the estimator can well
approximate the attack signal of the malicious actuator. It
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Fig. 9. Response of the control law in Part C.
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Fig. 10. Estimation of f(x(k)) using an NN.

is evident from the comparison of Parts A, B and C that the
integrated secure adaptive control strategy u(k) derived
from Theorem 3 effectively mitigates the impact of
actuator attacks on the DN-VC system. Furthermore, the
above examples demonstrate the significant advantage of
the event-triggered strategy in conserving communication
resources.

Remark 4. In order to validate the superiority of
the adaptive control based on event-triggered strategy
proposed in this paper, we selected two attack signals,
namely, Signal A and Signal B, for testing: SignalA =
0.7 cos(x2(k)) − 4.2 tanh(x1(k)) and SignalB =
3x2(k)/(1 + x2

2(k)). The obtained results are shown in
the figures as follows. Figure 11 depicts the state of the
voltage system under the attack of attack signal A with
the tracking state of the adaptive control signal to attack
A. Figure 12 illustrates the state of the voltage system
under the attack of attack Signal B with the tracking state
of the adaptive control signal to attack Signal B. It can be
seen that our proposed safety control strategy can stabilize
the voltage control system in time under the influence of
different attack signals.
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Fig. 11. State responses and a tracking signal to attack A.

5. Conclusions
The security control issue of voltage control systems
in distribution networks under actuator attacks was
investigated. Firstly, a voltage deviation model under
actuator attacks was established. Secondly, to more
effectively conserve network communication resources
within a limited bandwidth, an adaptive event-triggered
transmission scheme with upper bounds was proposed.
Then, an adaptive neural network control strategy was
designed to mitigate actuator attacks. The neural network
technology was utilized to approximate the attack signals,
which was subsequently compensated for in the actuator
attack signals. By leveraging the Lyapunov–Krasovskii
method and solving a set of (LMIs), stability criteria and
the stabilization methods for the voltage control system
were obtained. Finally, the effectiveness of the proposed
security control method was verified through simulation
examples.

However, the control strategy in this paper is still
centralized, and its computational load and reliability will
decline with the increase of the scale. It is necessary to
study distributed control strategies in the future to further
improve the robustness and economy of the distribution
network operation. In addition, the neural network
technique proposed in this paper does not consider the
size and structure of the neural network for the time
being, and in our future work, we will further explore
how to optimise the structure and parameters of the neural
network according to different application scenarios and
system requirements in order to improve its practicality
and performance.
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