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Abstract

This study examines how implementing an ISO 31000—based Enterprise Risk Management
(ERM) framework enhances fraud risk management at PT Lestari. A qualitative naturalistic
case study was conducted, involving semi-structured interviews with three PT Lestari
managers (logistics, finance, and internal audit) and analysis of company risk registers and
control documents. Applying ISO 31000-aligned ERM enabled systematic identification and
prioritization of fraud risks, optimized resource allocation for internal controls, and introduced
early warning indicators—collectively strengthening the company’s fraud prevention
capacity. By empirically validating ISO 31000 ERM in a single-case setting, the study
clarifies how a structured risk framework can embed fraud risk management into daily
operations. Organizations can adopt the ISO 31000 ERM process to integrate fraud risk
assessment into existing workflows and foster a risk-aware culture. The single-case design
with three managerial participants constrains the generalizability of results.
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Introduction

Fraud risk has emerged as a critical concern
in the corporate environment, particularly as
companies expand and face increasingly
complex operational dynamics (Association
of Certified Fraud Examiners, 2022). In
Indonesia, rapid business development is not
only characterized by growth opportunities
but also by heightened exposure to financial
misconduct, especially in core functions such
as logistics and procurement (Tarjo et al.,
2022). High-profile corporate scandals—
such as the collapse of Bank Century in 2008,
which incurred a government bailout of IDR
6.7 trillion due to the mismanagement and
misappropriation of funds (Firdaus & Agus,
2018), and the case of Garuda Indonesia’s
revenue manipulation through premature
recognition of income (Idris, 2022) —
highlight the wvulnerabilities in internal
control systems and underscore the urgent
need for robust fraud risk management (Tarjo
et al., 2022).

Fraudulent activities, particularly in
operational areas, often arise from gaps in
governance and weak implementation of risk
management frameworks (John et al., 2008).
While literature extensively explores general
risk management, the study of fraud risk—
especially within specific business functions
like logistics—remains underdeveloped. As
supply chains grow more complex and
globally interconnected, logistics divisions
become increasingly susceptible to fraud
risks such as data manipulation, unethical
vendor relationships, and unauthorized
procurement actions (Hassan et al., 2022).
These risks not only cause direct financial
losses but also damage corporate reputation
and stakeholder trust (Andry et al., 2022;
Hardjomidjojo et al., 2022).

In response to these challenges, Enterprise
Risk Management (ERM) has gained
prominence as a strategic approach that
integrates risk awareness into decision-
making processes. The ISO 31000:2018
framework, as a widely recognized standard,
provides a structured methodology for

identifying, analyzing, evaluating, and
treating organizational risks, including those
related to fraud (Disli & Kilit, 2024;
Wulandari & Natasari, 2018). However,
while ISO 31000 offers a universal
framework, it lacks specificity in its
application to particular risk domains such as
logistics fraud, and empirical studies on its
practical integration within fraud risk
contexts are still limited (Medina-Serrano et
al., 2021).

Furthermore, existing research in Sustainable
Supply Chain Risk Management (SSCRM)
has primarily focused on environmental and
operational risks, leaving fraud risks within
the supply chain relatively unexplored. This
creates a gap in both theory and practice,
particularly regarding how sustainability
goals can be embedded into fraud risk
mitigation  strategies  within  logistics
operations (Ferramosca et al., 2017). Without
such integration, logistics divisions remain
exposed to vulnerabilities that threaten
operational efficiency, cost stability, and
long-term sustainability.

This study responds to that gap by examining
how the ISO 31000:2018 framework can be
operationalized to manage fraud risk within
the logistics function. A case study is
conducted at PT. Lestari, a company engaged
in essential oils trading, where the logistics
division plays a crucial role in handling the
flow of goods. This division, due to its
frequent interactions with suppliers and
contractors, is particularly vulnerable to
fraudulent activities such as bribery, data
tampering, and procurement irregularities.
The study explores the implementation of
risk identification, analysis, and evaluation
processes aligned with ISO 31000:2018 to
build a tailored fraud risk management
strategy (Medina-Serrano et al., 2021).

Given these considerations, the central
Research Question (RQ) posed is: What are
the essential elements of an effective
Enterprise Risk Management (ERM) strategy
for implementing fraud risk management in
logistics operations?  Accordingly, the
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objective of this research is to identify,
analyze, and evaluate the practical
implementation of ISO 31000:2018 in
mitigating fraud risk in the logistics division
of PT. Lestari, and to propose a context-
specific framework that addresses both the
operational and strategic dimensions of fraud
risk.

The remainder of this article is structured as
follows: Section 2 provides a literature
review focusing on ERM, fraud risk, and ISO
31000 applications. Section 3 details the
research methodology, including case
selection and data collection techniques.
Section 4 presents the results based on PT.
Lestari’s logistics operations. Section 5
discusses the implications of the findings in
relation to existing literature and proposes a
contextual framework. Finally, Section 6
concludes with practical recommendations
and avenues for future research.

Literature Review
Fraud

Fraud is a deliberate and intentional act of
deviation aimed at obtaining personal or
group benefits at the expense of others.
According to Suryana & Sadeli (2015), fraud
is a discrepancy between statements and
actual conditions that causes harm to other
parties. Moeller (2011) defines fraud as a
deliberate act of deception that potentially
causes loss to others. Karyono (2013) adds
that fraud is a deviant action committed
intentionally to achieve specific goals, such
as misrepresenting information or exploiting
certain conditions. Tunggal (2013) describes
fraud as dishonest behavior intended to
unlawfully acquire the property, intellectual
rights, or ownership of others (Wibawa &
Tobing, 2023).
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Figure 1: Fraud Triangle

Source: Developed by the researchers
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One of the most recognized frameworks
explaining the causes of fraud is the Fraud
Triangle, introduced by Wells (2017), which
includes:

a) Pressure, such as financial burdens, debt,
or an extravagant lifestyle (Hermawan &
Novita, 2021; Ramadhan, 2022).

b) Opportunity, arising from weaknesses in
internal control systems that create the
chance for fraud (Ramadhan, 2022).

c) Rationalization, which refers to the
moral justification used by perpetrators
to legitimize their fraudulent actions
(Eltweri et al., 2021; Tarjo et al., 2022).

Common types of fraud include corruption,
asset misappropriation, and financial
statement fraud (Adebayo et al., 2022).

Risk Management

Risk management refers to a systematic and
coordinated set of activities designed to
identify, assess, and address risks within an
organization (Qintharah, 2019). ISO 31000
outlines six key processes in risk
management:
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a) Communication and Consultation:
Building a comprehensive
understanding of  risk among

stakeholders (Nugroho & Pangeran,
2021).

b) Establishing the Context: Customizing
the risk management framework
according to the organization's
environment (Andry et al., 2022).
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Figure 2: Risk Map

Source: Developed by the researchers

¢) Risk Assessment, which includes:

e Risk Identification using
discussions, document reviews, and
questionnaires (Susilo & Kaho,
2018).

e Risk Analysis, evaluating the
likelihood and impact of risks, and
developing risk maps (Miftakhatun,
2020).

e Risk Evaluation, comparing risk
analysis results with predefined
criteria to determine treatment
priorities (Putra & Chan, 2017;
Susilo & Kaho, 2018).

d) Risk Treatment: Designing
implementing mitigation strategies.

e) Monitoring and Review: Continuously
assessing the effectiveness of risk
responses and improving the system.

f)  Recording and Reporting: Documenting
the process as a basis for decision-
making and risk communication.

and

Fraud Risk Management

Fraud Risk Management (FRM) is a
structured approach to identifying, assessing,
and mitigating fraud risks (Marzuki et al.,
2020). Its key components include:

a) Formal policies that distinguish
between actual fraud and fraud risk
(Oyekan et al., 2023).

b) Risk identification and evaluation
using risk questionnaires, process
flowcharts, and data from auditors and
regulators (Yang & Lee, 2020).

¢) Risk assessment based on likelihood
and impact, often visualized using a
risk matrix (Hess & Cottrell, 2016).

d) Preventive strategies, such as internal

controls, employee training, and
whistleblower policies (Marzuki et al.,
2020).

Through FRM, organizations and auditors
can adopt a more proactive stance, foster an
anti-fraud culture, and enhance stakeholder
trust.

Previous Research

Previous studies have emphasized the
importance of risk management and fraud
risk management in fraud prevention. David
(2017) highlights that risk management helps
organizations identify and evaluate risks and
increases preparedness for unexpected
events. Pua et al. (2017) emphasize that
effective fraud risk control strengthens
internal audit functions.

Tarjo et al. (2022) find that implementing
fraud risk management in local governments
in Indonesia improves transparency,
accountability, and internal control systems.
Similarly, studies by Sulistiyo and Yanti's
research (2022) and Alazzabi et al., (2023)
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confirm that effective risk management
positively impacts fraud prevention.

However, there are several research gaps,
including:

a) Limited integration of ISO 31000 and
Fraud Risk Management frameworks in

specific  sectors such as public
organizations or manufacturing.
b) Lack of studies evaluating the

effectiveness of risk management
methods using data analytics or digital
technology to detect fraud (Kzykeyeva,
2022).

c¢) Predominance of descriptive or case
study approaches, while quantitative
methods such as Structural Equation
Modeling (SEM), Partial Least Squares
(PLS), or regression analysis remain
underutilized (Wijaya, 2015; Zunaedi et
al., 2022).

Summary of Key Literature

To better understand the current landscape of
research related to risk management, fraud
risk management, and fraud prevention,
Table 1 summarizes several key studies.
These studies vary in focus, methodology,
and findings, providing valuable insight into
the academic and practical developments
within this field.

Table 1: Summary of Previous Studies on
Risk Management, Fraud Risk
Management, and Fraud Prevention
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The table shows that research in this area has
employed a variety of approaches, including
literature reviews, conceptual studies, case
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studies, and quantitative methods. Most
studies emphasize the importance of
effective risk management and internal
control mechanisms in preventing fraud.
However, few have integrated both ISO
31000 frameworks and fraud risk
management holistically, indicating an
opportunity for further exploration in future
research.

Recent studies reinforce the significance of
digitization and technology-based
approaches in enhancing risk management
and fraud detection. Alazzabi et al. (2023)
emphasize that integrating data analytics into
internal audit systems is key to minimizing
sophisticated fraud. Kzykeyeva (2022) also
suggests that auditors must possess digital
competencies and an understanding of big
data to anticipate emerging fraud trends.

Methodology

This qualitative study adopts a case study
approach  focusing on PT. Lestari,
particularly its logistics division. The
logistics division was selected due to its high
exposure to potential fraud risks, stemming
from its central role in price negotiation and
supplier selection. Strengthening internal
controls in this area is thus critical, with risk
management—oparticularly in line with ISO
31000:2018—as a vital mechanism to reduce
such risks. The study emphasizes the risk
assessment  process, including  risk
identification, analysis, and evaluation.

Research Approach

This research is guided by a naturalistic
paradigm, which is fundamentally suitable
for qualitative inquiry. The naturalistic
paradigm emphasizes understanding
phenomena within their natural contexts and
from the perspectives of the participants
involved (Sugiyono, 2010). It assumes that
reality is socially constructed and context-
dependent, making it highly appropriate for
exploring complex organizational

phenomena such as fraud risk and internal
control systems.

In the context of this study, the naturalistic
paradigm is particularly relevant as it allows
for an in-depth understanding of fraud risks
and internal control mechanisms through the
lived experiences of organizational actors.
This paradigm aligns closely with the case
study methodology, as both aim to produce
rich, contextually grounded insights rather
than generalizable truths. The interpretive
nature of this paradigm enables the
researcher to capture subtle dynamics and
contextual nuances that influence risk-related
decisions and behavior within the logistics
division.

Research Subjects

The study employs purposive sampling to
ensure the selection of information-rich cases
relevant to the research objectives. Three key
informants were selected from managerial
positions in the logistics, finance, and
internal audit departments based on their
direct involvement with operational and
control processes, as outlined in Table 2

Table 2: Informant Criteria

Position Criteria
Logistics Manager Directly experiences
(Informant 1) fraud risks; involved
in procurement
decisions;  affected
by operational
disruptions;
authorized to
implement corrective
actions.

Finance = Manager Oversees financial

(Informant 2) transactions and

expenditures;
monitors  financial
anomalies; provides
independent and

objective insights.
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Internal Audit Conducts audits and

Manager (Informant evaluates internal

3) controls; maintains
independence from
operational

departments; offers
an objective
assessment of fraud
risks.

Source: Developed by the researchers

A total of three participants were
interviewed. Interviews were conducted
face-to-face in private meeting rooms at PT.
Lestari’s headquarters. Each interview lasted
approximately 45-60 minutes and was
conducted twice to ensure clarity and
completeness. Data saturation was reached
when no new themes or insights emerged
during the second round of interviews

Data Types and Sources

This research combines qualitative and
quantitative data. Qualitative data includes
various documents and information related to
company operations, such as operational
standards, job descriptions, and
documentation of activity implementation.
Meanwhile, quantitative data is obtained
from company financial reports such as
purchase invoices, purchase orders, travel
documents, purchase requisition data,
inventory reports, etc. Data is collected both
primarily through direct observation and
interviews in the field and secondary through
documents such as financial reports,
purchase reports, and purchase order reports.
Here are some examples of interview
questions that are asked :

a) What types of fraudulent actions could
occur in the logistics division?

b) Are these fraudulent actions harmful to
the company?

c) Are there internal controls in place to
prevent such fraudulent actions?

d) What do you think could be done to
mitigate these fraudulent actions?

e) In your opinion, do logistics staff
understand these fraudulent actions?

Data Collection Procedures

Data were collected through three key
methods:

a) Structured interviews — interview guides
were developed based on relevant
literature and expert consultation. Prior
to data collection, the instruments were
pilot-tested with non-participant
employees for clarity. Informed consent
was obtained from all participants, and

confidentiality = was  ensured by
anonymizing all data and using
pseudonyms.

b) Structured observation — researchers

observed operational practices in the
logistics division using predefined
observation checklists focused on
procurement, delivery, and control
procedures.

¢) Documentation review — internal
documents relevant to procurement,
finance, and auditing processes were
examined to triangulate and
contextualize the data.

Ethical approval was granted by the
academic institution's ethics committee.
Participants were informed about the study's
purpose, and their right to withdraw at any
time without consequences was clearly
communicated.

Research Sites

PT. Lestari is a mid-sized manufacturing
company based in West Surabaya, East Java,
with approximately 300 employees. It
operates in the consumer goods sector and
has a complex supply chain that includes raw
material procurement, warehousing, and
distribution logistics. The logistics division is
particularly critical, as it handles high-value
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transactions and manages relationships with
multiple external suppliers.

PT. Lestari was selected for this case study
because it represents a typical medium-sized
manufacturing enterprise with inherent fraud
risk exposures in its logistics function. Its
willingness to provide access to internal
operations and documentation made it an
ideal setting for studying fraud risk
management in practice.

Data Analysis Technique

Data analysis followed the framework
proposed by Miles and Huberman, as cited in
Sugiyono (2010)., comprising four stages:

a) Data collection — gathering raw data
through interviews, observation, and
documents.

b) Data reduction - coding and
summarizing data by identifying key
themes and discarding irrelevant
information. Manual coding was
performed using color-coded themes,
and the codes were reviewed by a
second researcher to ensure inter-coder
reliability.

c) Data display — organizing findings in
matrices, narratives, and thematic
summaries to facilitate interpretation.

d) Conclusion drawing and verification —
developing provisional conclusions
and continuously refining them
through cross-verification with data
sources and theoretical frameworks.

The data were analyzed manually without
the use of software such as NVivo, but
thematic consistency and analytical rigor
were maintained through peer debriefing
and code-checking sessions.

@ ©

Data Collection

Data Reduction I

‘\

Data Presentation

Figure 3: Data Analysis Techniques
Source: Developed by the researchers

Data Validity Criteria

To ensure the trustworthiness of the findings,
several strategies were employed:

a) Credibility: achieved through
triangulation of data sources (interviews,
observations, documents), prolonged
engagement with the site, and member
checking by sharing summaries of
findings with informants for feedback.

b) Dependability: ensured by maintaining
an audit trail of the research process,
including interview notes, coding
frameworks, and reflective memos.

¢) Confirmability:  enhanced through
reflexivity, where researchers critically
examined their assumptions and biases
throughout the study.

d) Transferability: supported by providing
detailed contextual descriptions of PT.
Lestari and its logistics operations to
allow readers to assess the applicability
of findings to similar settings.

—* | Internal Audit Manager

Figure 4: Data Triangulation
Source: Developed by the researcher
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Results and Discussion
Data Collection Procedures

This research employed qualitative methods
through semi-structured interviews with
three key informants at PT Lestari: the
Logistics Manager, Finance Manager, and
Internal Audit Manager. These interviews
were conducted in August 2023 to identify
fraud risks in the logistics division. The
selection of these informants was based on
their strategic roles in logistics operations,
financial oversight, and risk monitoring.
Each manager's role is briefly described
below:

a) Logistics Manager: Oversees the flow
of goods from the warehouse to the
customer, ensuring smooth operations
and addressing any logistical
challenges.

b) Finance Manager: Responsible for
verifying and approving financial
transactions, maintaining sufficient
operational funds, and ensuring the
accuracy and compliance of all
financial records.

c) Internal Audit Manager: Conducts
periodic  evaluations  of  both
operational and financial procedures to
assess internal control effectiveness
and identify potential risks.

While these perspectives are critical, the
decision to limit data collection to only three
individuals, all from within the organization,
introduces potential bias and limits the
external validity of the findings. The
exclusion of operational-level staff—such as
warehouse  supervisors or  delivery
personnel—may result in an incomplete
understanding of day-to-day fraud risks. In
addition, supporting documents such as
meeting minutes and financial reports —
including inventory reports, purchase orders,
and other relevant records — were used to

corroborate the interview data and enhance
the credibility and depth of the analysis.

Despite this limitation, the study followed
ISO 31000:2018’s component of risk
assessment, starting with risk identification,
then analysis and evaluation. Initial risk
identification was performed by the logistics
manager and then analyzed collaboratively
by the finance and internal audit managers.
This participatory review aligns with the ISO
31000 guideline’s emphasis on consultation
and communication in risk management
(Pribadi & Ernastuti, 2020; Susilo & Kaho,
2018).

Risk Assessment

The ISO 31000 risk assessment aims to
identify risks followed by risk analysis and a
risk evaluation process so that the company
can determine practical actions to overcome
these risks. The first process is the fraud risk
identification process, which is carried out by
interviewing the logistics division manager.
From the interview results, six risks of
activities in the logistics division that have
the potential for fraud are obtained. The
results of risk identification and an
explanation of the risk of fraud carried out by
logistics managers can be seen in Table 3
below.

Table 3: Logistics Division Fraud Risk

Identification
ID Types of Risk Risk
Explanation
F1  Acceptance of Compensation
kickbacks  from from the supplier
suppliers to the to the logistics

logistics division division in the
form of money,
goods, or other

forms should be

provided to
intervene  with
the logistics
division in
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making decisions
regarding the
selection of
suppliers for the
procurement  of
transportation.
This is often
referred to as
bribery.

inventory  data,
such as stock
levels, to cover
theft or loss of
goods.

F2

Embezzlement in
the Delivery
Process

Goods can be lost
or stolen during
shipping, which
is then covered
up by
manipulation of
shipping
documents.

F3

Fraudulent
invoices, such as
double invoices,

The logistics
division can
collect invoices
more than once
so that the money
can go into

personal pockets.

F4

The emergence of
fictitious  orders
for transportation
vendor orders

This fictitious
order did not
occur, but
payment can be
made. Moreover,
payments
can go into the

these

Logistics
division's
pockets.

F5

Deviations in the
Goods
Process

Receipt

Receiving goods
from  suppliers
can be risky, as
employees

receive

may
goods
that do not meet
standards and
record them as
acceptable in the
company system.

Fo6

Data Manipulation

The logistics
division
manipulates

©)

Source: Developed by the researchers

The risk identification process carried out by
logistics managers in this research was also
discussed with financial and internal audit
managers. The entire identification carried
out by the three managers is subjective. This
means that the risks that have been identified
are based on personal experience and events
that the logistics manager has experienced.
Although there is an element of subjectivity
in this process, this risk identification method
remains by the ISO 31000 risk management
standard, especially in the communication
and consultation section. In this context,
communication and consultation are
interpreted as interactive processes in which
information and views about potential risks
are exchanged between various parties
(Pribadi & Ernastuti, 2020; Susilo & Kaho,
2018).

After identifying the risks, an analysis is
conducted to assess each risk's impact and
likelihood using a  semi-quantitative
approach with a risk matrix. This matrix
categorizes risks based on their impact (high,
medium, low) and probability of occurrence

(frequent, frequent, infrequent, very
infrequent). For example:
e Acceptance of kickbacks from

suppliers (F1) is evaluated as having a
medium impact with a high likelihood.
This is due to the frequent interactions
between purchasing staff and suppliers,
which increases the opportunity for
corruption. A real-world scenario might
involve a purchasing staff member
accepting lavish gifts or money from a
supplier in return for awarding contracts
at preferential rates. On the other hand,
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¢ Embezzlement in the shipping process
(F2) is assessed to have a high impact
and medium likelihood, mainly because
it involves large quantities of high-value
goods. An example would be a shipping
employee diverting goods to the black
market by falsifying shipping documents
to reflect shipments that never occurred,
thus profiting illegally from selling these
goods.

e Fake invoices (F3) and fictitious
orders (F4) are categorized as having a
high impact but a low likelihood. These
fraudulent activities demand significant
collusion among various parties to be
successful. An illustrative case might be
logistics staff creating fake invoices for
goods never ordered or received and then
approving payments to fictitious
companies, embezzling money for
personal gain.

e Discrepancies in goods receipt (F5)
and data manipulation (F6) are rated
with medium impact and likelihood.
Though these issues may not occur
frequently, their cumulative effect can
severely damage company data and
inventory integrity. For instance,
discrepancies might involve employees
recording more goods than received and
selling the excess for personal profit.

Data manipulation could involve
altering inventory records to obscure
shortages caused by theft or
administrative errors, ultimately
undermining the accuracy of inventory
management.

After the identification process, the next step
in risk assessment is analyzing and
evaluating each potential risk previously
identified. In this stage, the logistics manager
provides an evaluation or score for each
possible risk based on the likelihood of its
occurrence and the impact it might have if it
did occur.

This assessment or scoring is based on the
probability level of an event or risk event.
Table 4 below provides further details on
assigning grades or scores based on
probability levels.

Table 4: Levels of Risk Occurrence

Risk Level of Information
Level Possibility
of Risk
Occurrence

1 Incredible It can occur only in
exceptional

circumstances. It has
yet to happen in the

last five years.

2 Unlikely It can happen at any
time. At least, this
has happened in the
last five years.

It can happen at any
time. At least this
happened in the
previous three years
It may happen. At
least this happened
in the last one year

3 Occasional

4  Likely

5 Almost
Certain

Happens in most
circumstances. It has
happened more than

once a year

Source: Developed by the researchers
Meanwhile, an explanation of the scoring
based on the impact of existing risks can be

seen in Table 5 below.

Table 5: Levels of Fraud Risk Impact

Risk Severity Information
Level
1 Minor Losses under IDR
1,000,000
2 Significant Losses between IDR
1,000,000 — IDR
3,000,000
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3 Severe Losses between IDR
3,000,000 - IDR
5,000,000

4 Major Losses between IDR
5,000,000 - IDR
10,000,000

5 Catastrophic Losses above IDR
10,000,000

Source: Developed by the researchers

The risk scores in this study were determined
by the informants through a collaborative
process involving meetings and group
brainstorming sessions. Informants were
given the opportunity to assess the likelihood
and impact of each identified risk based on
their experiences, direct observations, and
available data within their work environment.
This  participatory  approach  enabled
consensus among stakeholders involved in
the operations of the logistics division.

Based on the predetermined assessment
criteria, the logistics division manager carries
out a risk assessment from the level of
occurrence to the impact resulting from the
risks that have been identified. The results of
the analysis and evaluation of fraud risk can
be seen in Table 6 below.

Table 6: Results of Fraud Risk Analysis
and Evaluation for Logistics Division
(Informant 1)

Risk
Probabil Severity Score
Index .
ity (A) (B) (C=Ax
B)
F1 4 4 16
F2 2 5 10
F3 3 4 12
F4 3 5 15
F5 1 2 2
F6 2 4 8

Source: Developed by the researchers

@ ©

Risk assessment applied a quantitative
method in which the risk score was calculated
by multiplying the likelihood (A) and impact
(B), resulting in a Risk Score = A x B. While
this approach assumes that likelihood and
impact carry equal weight, it was considered
valid and appropriate within the context of
PT. Lestari, as it aligns with the company’s
internal risk assessment practices. The risk
classification used the following scale: a
score of 1-4 is categorized as low, 5-14 as
moderate, 15-25 as high.

To facilitate the risk assessment, a risk map
can be created with the following results:

SEVERITY

PROBABILITY Signif
Minor (1) S'g"('zﬁ;““‘ Severe (3)

Major (4)

Catastrophic (5)

Almost Certain (5)
Likely (4)
Occasional (3)
Unlikely (2)

Incredible (1) F5

Figure S: Logistics Division Fraud Risk
Map

Source: Developed by the researchers

Then, the financial manager also carries out a
risk assessment to validate and compare
whether the logistics manager's results can be
used as a source of accurate information. The
results of the risk assessment carried out by
the financial manager (informant 2) were as
follows:

Table 7: Results of Fraud Risk Analysis
and Evaluation for the Logistics Division
Based on Informant 2's Assessment

Risk
Index Probabilit  Severit Score
y (A) y®B) (C=Ax

B)
F1 4 5 20
F2 2 5 10
F3 3 5 15
F4 4 5 20
F5 2 2 4
F6 3 4 12

Source: Developed by the researchers
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Then, from the results of the risk assessment
carried out by informant 2, a risk map can be
created as follows:

SEVERITY |

PROBABILITY Significant

Minor (1) Severe (3)

Major (4)

Catastrophic (5)

Almost Certain (5)
Likely (4)
Occasional (3)
Unlikely (2) F5 |

Incredible (1) | | |

Figure 6: Logistics Division, Fraud Risk
Map, Based on Informant 2's Assessment
Source: Developed by the researchers

The internal audit manager carries out the
following risk assessment as informant 3.
Similar to the evaluation carried out by the
financial manager, the risk assessment by the
internal audit manager aims to validate and
compare whether the results of the risk
assessment carried out by the logistics
manager can be used as a source. Accurate
information. The results of the risk
assessment carried out by the internal audit
manager (informant 3) were as follows:

Table 8: Results of Fraud Risk Analysis
and Evaluation for the Logistics Division
Based on Informant 3's Assessment

Inde,  Probability  Severi R‘é“f:"”
@ @ (A

B)

Fl 4 5 20

F2 3 4 12

F3 4 4 16

F4 4 4 16

F5 2 1 2

F6 3 4 12

Source: Developed by the researchers

Then, from the results of the risk assessment
carried out by informant 3, a risk map can be
created as follows:

SEVERITY |

PROBABILITY igni
Minor (1) S"’"'ﬁ)“"' Severe (3) | Major(4) | Catastrophic (5)

Almost Certain (5)
Likely (4)
Occasional (3)
Unlikely (2) F5 |

ible (1) | I

@ ©

Figure 7: Logistics Division, Fraud Risk
Map, Based on Informant 3's Assessment
Source: Developed by the researchers

After going through the risk assessment
process by the three informants, namely
Informant 1, Informant 2, and Informant 3, it
was found that the assessment results were
similar. In other words, the risk assessment
carried out by Informant 1 is generally in line
with the evaluation carried out by Informant
2 and Informant 3. This process shows
consistency in understanding and interpreting
risk between the three informants.
Comparing risk assessments is also in line
with the stages of consultation in the ISO
31000 risk management standard. This
consultation stage aims to reach a mutual
agreement between all parties involved in the
risk management process. This approach is
designed to be systematic, measurable, and
controllable (Susilo & Kaho, 2018).

After the three informants have analyzed and
evaluated all potential risks, the next step is
prioritizing based on the risk value. This
prioritization process was carried out by
sorting the risk values from highest to lowest
based on the assessment results from the
three informants. This will help companies
determine which mitigation strategies should
be addressed first according to their level of
importance.

Differences in risk scores among informants
were further analyzed to gain a deeper
understanding of risk perceptions. For
instance, in the case of Risk F3 (document
forgery), one informant assigned a higher
score due to direct experience with such
incidents, while another rated it lower based
on the belief that current internal controls
were adequate. These variations highlight the
importance of considering the background
and personal experiences of each individual
in risk identification.
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Table 9: Comparison of Logistics Division Fraud Risk Priorities

Informant 1

Rank

ID Score Risk ID
1 F1 16
2 F4 15
3 F3 12 Medium
4 F2 10 Medium F6
5 Fé6 8 Medium  F2
6 F5 2 Low F5

Informant 2

Score

12
10

Informant 3

Risk ID Score Risk

Medium F2 12 Medium
Medium @ F6 12 Medium
Low F5 2 Low

Source: Developed by the researchers

From the results of this comparison, the risks
with the highest values are the risks F1, F3,
and F4. From these results, it is concluded
that accepting bribes (kickbacks) from
suppliers to the logistics division (Index F1)
poses a very high risk and can result in losses
for the company of more than IDR
10,000,000, so intensive monitoring of this
risk needs to be provided. The same thing
also applies to the risk of committing fraud
on billing invoices (fraudulent invoices),
such as double invoices, which can cause
potential losses for the company between
IDR 5,000,000 and IDR 10,000,000. Thus,
the fraud risk analysis process in the logistics
division has been carried out appropriately
based on ISO 31000 risk management, where
risk analysis aims to understand the nature
and behaviour of risks; this includes carrying
out risk rankings so that the risk rankings can
provide input for the risk evaluation
process.(Atmojo & Manuputty, 2020; Susilo
& Kaho, 2018)

The final stage in the risk assessment is to
carry out a risk evaluation, wherein the
company will determine what actions must
be taken based on the results of the

risk analysis that has been carried out.
Overall, logistics managers choose actions by
reducing the five risks with the following
details:

1. Risk F1: The company will create a code
of ethics for the logistics division and
provide strict sanctions for employees

O

who violate it, such as accepting
kickbacks or supplier offers. This is done
because the company must have a clear
and firm anti-bribery policy. This policy
should clarify that all forms of bribery,
including kickbacks, are illegal and
unacceptable.

Risk F2: Each stage in the delivery
process must be  appropriately
documented, including the time, date,
and person responsible for each step.
Then, you can use goods tracking
technology such as GPS or RFID to
monitor the movement of goods from the
warehouse to the customer.

Risk F3: Implementing a digital invoice
management system, where this system
can help track and manage invoices
efficiently. With a digital strategy, you
can prevent duplicate invoices because
each invoice has a unique code, which is
then tightened by creating a verification
procedure for each invoice received.
This should include checking details
such as date, quantity of goods, price per
unit, and supplier.

Risk F4: This is done by ensuring that
every transportation service order made
by the logistics division is accompanied
by a purchase requisition that the
authorities have approved, and every
transaction  ordering  transportation
services is accompanied by a purchase
order that both parties have agreed to.
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5. Risk F5: Creating and implementing
clear Standard Operating Procedures
(SOP) for the goods receipt process. This
SOP must cover every step from
ordering to receiving and checking
goods. In addition, the logistics division
must carry out a thorough physical
inspection of each item received to
ensure that all products comply with the
order and that there is no damage or
shortages.

6. Risk F6: Separating data management
and access duties where field operational
officers cannot access the logistics
database. Only the logistics admin is
given access to the logistics database.
Also, logistics admins are given limited
access rights by their duties and
responsibilities, such as deactivating
editing  facilities  and  deleting
transactions.

After reducing this risk, PT must follow the
following procedure: Lestari is a process of
supervision and periodic review (monitoring
and review). By regularly monitoring, it is
hoped that the risk management
implementation process will run according to
the plan that has been determined.

Discussion

This Study identifies six key fraud risks in the
logistics division of PT. Lestari: acceptance
of kickbacks from suppliers, embezzlement
in the shipping process, fake invoices,
fictitious orders, discrepancies in goods
receipt, and data manipulation. These
findings are consistent with the literature
indicating that logistics activities are
vulnerable to various forms of fraud due to
operational complexity and the involvement
of multiple parties (Jarah et al.,, 2022;
Soetjipto et al., 2021; Tewu et al., 2024). For
instance, the risks of accepting kickbacks and
embezzlement during the shipping process
are expected in contexts where internal
controls are weak, or there is a mismatch
between company policies and their

implementation (Brewster et al., 2021; Kerr
et al., 2023).

According to the Fraud Triangle model by
Wells (2017), opportunity, pressure, and
rationalization are the key components that
can trigger fraud within an organization, in
the case of PT. Lestari, opportunities for
fraud arise from weak controls and oversight
in the goods receipt and shipping processes.
Pressure might stem from high-performance
targets or financial strain experienced by
employees, while rationalization occurs if
employees believe their fraudulent actions
are justified or undetected.

In the context of PT. Lestari, these three
components are evident in the identified
cases. Here is an explanation of each element
with examples:

e  Opportunity: Opportunities for fraud
arise from weak controls and oversight
in the goods receipt and shipping
processes. For example, in
embezzlement in the shipping process,
employees might exploit the lack of
supervision to conceal shipped goods
and divert them for personal gain.
Without strict verification of the quantity
of goods received against shipping
documents, the opportunity for
embezzlement increases.

e Pressure: Employee pressure can arise

from high-performance targets or
financial stress. For instance, if
employees accept kickbacks from

suppliers, they might feel pressured to
meet unrealistic quota targets. This
pressure could drive employees to take
supplier bribes in exchange for
prioritizing their products or ignoring
proper procedures. Similarly, employees
might feel compelled to commit fraud to
cover their financial needs if they face
personal financial problems.

e Rationalization occurs when employees
believe their fraudulent actions are
justified or not detected. For example, in
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the case of fake invoices, an employee
might justify submitting fraudulent
invoices for services never rendered if
they feel the company does not
adequately reward their hard work. They
might rationalize their actions as a form
of "justice" or compensation for personal
sacrifices.

Identifying these fraud risks has significant
implications for the risk management
framework at PT. Lestari. Findings related to
kickbacks and embezzlement highlight the
need for improvements in monitoring and
internal audit processes. ISO 31000 suggests
that organizations identify and assess risks
and continuously monitor and review the
effectiveness of implemented mitigation
measures (Albrecht et al., 2010; Wicaksono,
2020). Therefore, PT. Lestari must ensure
that existing controls reduce the likelihood
and impact of identified risks.

Quantitative risk analysis techniques in this
Study allow management to prioritize risks
based on severity and likelihood. However,
to enhance effectiveness, PT. Lestari should
integrate this approach with qualitative
reviews involving interviews and in-depth
stakeholder discussions to gain a more
comprehensive perspective (Austin, 2023;
Dewi et al., 2023).

The findings of this Study can be linked to
the concept of "Tone at the Top," which
emphasizes the importance of leadership
attitudes and actions in fostering a culture of
ethics and integrity within an organization
(Adebayo et al., 2022; Chabachib et al.,
2020). Commitment from top management to
risk management and fraud prevention will
influence the organization to adhere to high
ethical standards. Implementing
"Segregation of Duties" is also an effective
measure to prevent fraud by separating key
responsibilities in  business processes,
thereby  reducing  opportunities  for
individuals to commit and conceal fraudulent
actions (Gleim Publications, 2021; Zain,
2022).

This Study provides in-depth insights into
fraud and risk management by integrating
these findings with existing literature. It
offers concrete recommendations to enhance
the effectiveness of the risk management
framework at PT Lestari. In addition to
identifying risks, this study also explored the
root causes of the risks encountered. Several
contributing  factors were identified,
including weak internal controls, lack of job
rotation, inadequate supervision by direct
managers, and an organizational culture that
heavily relies on interpersonal trust among
employees. These root causes were
associated with risks such as document
falsification, inventory misappropriation, and
inconsistencies in the procurement and goods
receipt processes.

It is important to note that this study was
deliberately scoped to focus exclusively on
the logistics division. As such, it did not
address the interrelationship of these risks
with other departments or their integration
into the company's overall risk register.
Nonetheless, the company’s risk appetite was
discussed during the group meetings.
Informants indicated that certain risks were
still perceived to fall within acceptable
boundaries. However, these discussions
could not be explored in greater depth due to
limitations in available data and time.

Conclusion

It turns out that from the results of
implementing ISO  31000-based  risk
management in the logistics division at PT.
Lestari found six fraud risks in the division,
with details of two risks having a high
impact, three with a medium effect, and one
with a low blow. With this risk assessment
process, companies can pay more attention or
focus on risks with the most significant
potential for fraud to reduce potential losses
for the company. Focusing on threats with the
most critical potential for fraud can help
companies  allocate  resources  more
efficiently. Better power, such as overhauling
the digitalization system during the tender
process so that authorized parties can
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document and control every transaction
process. This aligns with a sound internal
control system, and the potential for fraud
can be reduced. Apart from that, by
implementing risk management, companies
can be better prepared to face unwanted
surprises because they will continuously
monitor all possible fraud within the
company.

e Implications for Management:

a) Enhanced internal controls. PT Lestari
must strengthen its internal controls and
monitoring mechanisms to mitigate the
identified risks. For instance,
implementing a robust code of ethics to
prevent kickbacks, utilizing tracking
technologies to oversee the delivery
process, and adopting digital invoice
management systems can effectively
address significant fraud risks. Improved
segregation of duties and regular audits
are essential to maintaining the integrity
of operations.

b) Increased oversight and training.
Management should invest in training
programs to enhance employees'
awareness of fraud risks and ethical
behaviour. Regular updates and
reinforcement of anti-fraud policies will
help employees understand and adhere
to ethical standards. Additionally,
periodic reviews and audits of
operational and financial processes will
ensure that implemented controls remain
practical and relevant.

c¢) Risk prioritization and  resource
allocation. The quantitative risk
assessment ranks risks based on severity
and likelihood. PT. Lestari should
prioritize resources and interventions for
the highest-risk areas, such as kickbacks
and fraudulent invoices. Strategically
allocating resources to address these
high-priority risks will optimize the
effectiveness of risk management
efforts.

O

e Academic Implications:

a) Integration of  quantitative and
qualitative approaches. This Study
demonstrates the value of integrating
quantitative risk assessment techniques
with qualitative interview insights.
Combining these approaches offers a
comprehensive understanding of risk
dynamics and enhances the accuracy of
risk evaluations. Future research should
explore further integrating quantitative
data with qualitative perspectives to
improve risk management frameworks.

b) Application of fraud triangle theory. The
findings align with the Fraud Triangle
model, emphasizing the role of
opportunity, pressure, and
rationalization in triggering fraud. This
application underscores the importance
of addressing all three components in
risk management strategies. Future
studies could investigate how these
elements interact in different
organizational contexts and contribute to
fraud prevention.

¢) Impact of "Tone at the Top" and
segregation of duties. The concept of
"Tone at the Top" and segregating
responsibilities are critical in fostering
an ethical organizational culture. This
Study contributes to the academic
understanding of how leadership and
structural controls influence fraud risk
management. Further research could
explore the effectiveness of these
measures in various industries and their
impact on organizational integrity.

The research has limited subjectivity in
logistics, financial, and internal audit
managers in providing risk assessments in the
risk analysis process. Hence, the results of
risk assessments have quite a significant
impact. Their estimates are also based on
personal experience in daily operational
activities. The following limitation is that this
research can only be carried out at PT.
Lestari, because all operational and financial
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activities only occur at that company, the
analysis process and approach methodology
can only be used at PT. Lestari.

Suggestion

Suggestions for further research are that the
process of implementing risk management
can be carried out in the logistics division and
other divisions depending on the needs and
goals the company wants to achieve. The
next suggestion is that in addition to utilizing
qualitative approaches, quantitative methods
can also be employed in risk management to
conduct a data- or financial report-based risk
identification process. Using quantitative
methods, identifying and assessing risks will
involve monetary units, making the outcomes
more quantifiable. Cash flow analysis and
value at risk (VaR) analysis are examples of
quantitative  techniques used in risk
identification and assessment.

Practically, other triangulation strategies,
such as theoretical or methodological
triangulation, could minimize interview bias
during the risk identification and assessment
process.
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