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Cyber-physical systems (CPSs) are considered a new era of complex systems that harness the integration of computational 

and physical capabilities to facilitate interactions between humans via different mediums, creating systems that are smarter and more 

efficient. These systems underpin critical infrastructures (CIs), which require coordination to achieve societal functions. However, the 

exponential growth of CPSs brings about a new challenge as it relates to the security of such systems and by extension any disturbances 

which might affect their operation. Inherently, CPSs are sophisticated systems comprising several subsystems, integrated to facilitate 

functionality. Thus, creating a situation whereby different vulnerabilities may be present, leading to potential cyberattacks. 

Cyberattacks have become prevalent and complex within society, leading to loss of resources or worse life-threatening events. The 

authors propose a Vehicular Cyber Physical System (VCPS) framework for studying the effects of Cyberattacks, Communication 

Impairments, and Sensor Faults with application to Connected Autonomous Vehicles (CAVs). The proposed framework can be used 

for understanding the effects of multiple disturbances on platooning and by extension serves as a good platform for the development 

of resilient control strategies. 
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1. Introduction 

Cyber-Physical Systems (CPSs) are complex systems integrating computation, communication, and 

control, collectively known as 3C technology (Liu et al., 2017). Their rapid development and deployment 

in recent years have led to widespread applications across critical infrastructures such as power grids, oil 

and gas distribution, telecommunications, and intelligent vehicles (Baheti and Gill, 2011). A popular 

application is Vehicular Cyber-Physical Systems (VCPS), which support real-time, safe, and dynamic 

vehicle collaboration, making them an integral part of modern transportation systems. Advancements in 

sensors, subsystems, and driver assistance technologies enable vehicles to make autonomous decisions, 

which depends on sensor capabilities, system architecture, and operational context. VCPSs offer solutions 

to major transportation challenges including congestion, accidents and energy inefficiency. 

Therefore, based on the criticality of such systems, one might expect them to operate flawlessly. 

However, their characteristics introduce vulnerabilities (Duo et al., 2022) resulting in cyberattacks. Several 

instances have been reported between the years 2010-2021 highlighting the susceptibility of autonomous 

vehicles (Kukkala et al., 2022). In 2010, the University of Washington and California demonstrated one of 

the first vehicle vulnerabilities (Koscher et al., 2010). However, since the attack required physical access 

to the vehicle, it received no significant attention. Then, in 2015, the first major remote attack on a Jeep 

Cherokee was recorded (Miller and Valasek, 2015), followed by a similar attack on a Nissan Leaf in 2016. 

That same year, researchers at the University of Birmingham recovered cryptographic keys from the 

electronic control units (ECUs), affecting Volkswagen (VW) group’s vehicles (Garcia et al., 2016). 

Subsequent attacks include fob cloning of Tesla’s Model S (Wouters et al, 2019) and Model X in 2019 

(Wouters et al., 2021). There have also been attacks targeting Automated Driving Assisted Systems 

(Eykholt et al., 2018) and onboard sensors used for perception (Petit et al., 2015).  

The incidents highlight the severity of cyberattacks, emphasizing the need for improved analysis 

and mitigation strategies. This creates a clear need for a VCPS framework to model cyberattacks and by 

extension, any unforeseen disturbances in a controlled simulation environment. The following literature 

presents an overview of recently developed CPS frameworks and does not serve as a detailed review. 
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1.1. Literature review 

Over the years several articles highlighted the effects of cyberattack occurrences affecting Autonomous 

Vehicles (AVs) (Kumar et al, 2018). However, these articles do not address a complete framework for handling 

multiple disturbances such as cyberattacks, communication impairments and sensor faults which can be seen as 

an existing gap. To date, multiple frameworks have been proposed for cyberattack evaluation in CAVs. In 2021 

a benchmarking framework addressing security issues, vulnerabilities, and attack impacts on CAVs and humans 

was introduced (Khadka et al., 2021), with capabilities to simulate physical and communication-based attacks. 

Similarly, a cyber-physical surveillance system was developed to tackle threats in a crowded environment (Singh 

et al., 2018). A smart digital twin-based framework for cyberattack detection in vehicle to grid CPSs was 

proposed and tested (Ali et al., 2023). Al Maruf et al. (2023) proposed a timing-based framework for resilient 

architectures and adaptive cruise control policy design. A Cyber Security Evaluation Framework (CSEF) was 

developed to assess ECUs security, through asset identification, threat analysis and risk assessment (Zhang et al., 

2021). Rehman and Gruhn (2018) proposed a security framework for smart parking systems, while Sedjelmaci 

et al. (2019) introduced a cooperative game based cyber defense strategy for detecting and mitigating vehicle 

attacks. An efficient dual cyber-physical framework was developed to harness trustworthy communication for 

CV applications, incorporating blockchain technology and physical sensing capabilities (Liu et al., 2021). Lastly, 

Shirvani et al. (2023) developed a comprehensive security risk assessment framework that maps electric vehicles 

(EVs) vulnerabilities using the STRIDE threat model. Different to the previously mentioned articles. The authors 

propose a VCPS framework (VCPSF) for studying the effects of multiple disturbances with application to CAVs, 

developed in the Matlab/Simulink software. This article has been categorized into eight main sections. Section 1 

highlights the introduction and literature review. Section 2 describes the CAV and communication system 

models. Section 3 discusses the disturbance modeling. Section 4 introduces the platoon dynamics subjected to 

different disturbances. Section 5 presents the control framework. Section 6 analyzes the results of the simulated 

scenarios. Section 7 outlines the testing of the framework and Section 8 outlines the discussion. 

2. VCPS framework 

The VCPSF describes the simulation modules developed to facilitate the simulation of the entire 

system. The framework contains five modules which is illustrated in Figure 1. These VCPSF modules are 

as follows: 1) CAV platoon system; 2) communication system; 3) disturbance system; 4) The VCPSF 

subjected to disturbances, and, 5) The control framework system. 

 

Figure 1. A representation of the VCPS simulation modules 
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2.1. Modeling of VCPSF CAV platoon system 

The VCPSF’s flexible modeling architecture supports the simulation of CAV platoons through an 
adaptable longitudinal dynamic model. As illustrated in Figure 2, the framework comprises a leader vehicle, 
six follower vehicles, and a communication medium that transmits state information from the leader. The 
longitudinal model, as described in Equation 1, was used to simulate the platoon’s motion (Ge et al., 2022; 

Zheng et al., 2017). In this model, 𝐴 denotes the state transition matrix, 𝑥(𝑡) represents the system states, 

𝐵 the input vector, 𝑢(𝑡) is the vehicle’s velocity as well as the control input, and the parameter 𝜏 represents 

the powertrain lag constant (Petrillo et al., 2020). The system states, 𝑥(𝑡) consists of: 𝑝(𝑡) (position), 𝑣(𝑡) 
(velocity), and 𝑎(𝑡) (acceleration). The associated matrices and vector sizes are defined in Equations 2 and 
3. The VCPSF allows simulation of heterogeneous platoons by adjusting key parameters such as powertrain 

lag constant 𝜏, vehicle length 𝑉𝐿 and inter-vehicular spacing policies. This modeling versatility allows the 
framework to accurately represent real world configurations from the longitudinal perspective where 
vehicles may differ in performance and behavior. While the framework focuses on longitudinal dynamics, 
lateral dynamics and environmental factors (road curvature, slope, etc.) are excluded. As such, the VCPS 
framework is best suited for highway like platooning studies. In this scenario, the leader generates a 
reference trajectory, which the platoon safely tracks, while adhering to the spacing policy.  

 

 

Figure 2. A representation of the Vehicle Cyber Physical System 

𝑥̇(𝑡) = 𝐴𝑥(𝑡) + 𝐵𝑢(𝑡). (1) 

𝐴 =  [

0 1 0
0 0 1

0 0
−1

𝜏

] , 𝑥(𝑡) =  [

𝑝(𝑡)
𝑣(𝑡)

𝑎(𝑡)
] , 𝐵 =  [

0
0
1

𝜏

].  (2) 

𝐴 ∈  ℝ3×3 , 𝐵 ∈  ℝ3×1, 𝑥(𝑡) ∈  ℝ3×1.   (3) 

2.2. VCPSF communication system 

The communication topology defines the structure and direction of information flow among 
vehicles, directly influencing aspects such as stability, responsiveness, and coordination. The VCPSF 
distinguishes itself by offering the flexibility to simulate a wide range of communication topologies 
including Leader-Follower (LF), Predecessor-Follower (PF), Predecessor-Leader-Follower (PLF), and 
Two-Predecessor-Leader-Follower (TLPF) (Zhai et al., 2018). The framework also allows comparison of 
topologies tailored to answer specific questions, experimental setups or deployment conditions. 

Each vehicle shares state information such as position, velocity and acceleration, measured via onboard 
sensors, through an assumed IEEE 802.11p communication layer, alongside the leader’s reference behavior. In 
this study, the PF topology was implemented due to its simple structure, where each vehicle receives information 
from its immediate predecessor. Figure 3 illustrates configurable topologies that the framework supports. 
Importantly the VCPS facilitates the study of topology switching, where the communication structure can be 
altered based on changes within the platoon environment. Despite these strengths, several limitations should be 
acknowledged. The current implementation treats topology selection as static within simulation execution, where 



Transport and Telecommunication Vol. 26, no.3, 2025 

253 

true dynamic reconfiguration remains an area for development. Additionally, while the framework captures 
structural differences in information flow, it does not simulate aspects such as message queuing and channel 
contention, that occur in communication systems. These aspects, while simplifying the simulation environment, 
may underrepresent the communication layer or congestion under high vehicle density. 

 

Figure 3. Communication topologies for the VCPSF 

3. VCPS disturbance modeling 

The VCPSF integrates a unified disturbance modeling framework to simulate realistic conditions 
affecting CAV platoons. It supports a wide range of disturbances such as communication impairments, 
cyberattacks, and sensor faults. Each disturbance type is governed by a configurable set of parameters that 
define its timing, magnitude, and target vehicle, allowing precise control over the experimental setup. This 
flexibility enables the creation of specialized test scenarios that can be used for benchmarking algorithms 
and exploring system vulnerabilities in a controlled environment. An additional novelty lies in the 
framework’s ability to simulate disturbances both independently and in a combinatorial manner, which is 
often overlooked in prior works. The aspect of spatial targeting within the platoon can be harnessed to 
assess how disturbance impact varies based on vehicle position. By supporting both spatial and temporal 
variation in disturbance applications, the framework facilitates scalable and systematic analysis of complex 
disturbance scenarios. This capability holds significant implications for cyber physical security and control 
research, as it allows new avenues for stress testing, detection, estimation and control algorithms. 
Additionally, the platform serves as an experimental foundation for exploring how redundancy and 
resilience structures can mitigate cascading failures resulting from concurrent disturbances. 

However, certain limitations exist such as idealized models of disturbance injection. While it covers 
a broad spectrum of disturbances, it does not consider attacker intelligence or adaptive adversarial 
behaviour. Similarly, physical layer communication impairments such as signal interference or bandwidth 
contention are not modelled in full detail. Moreover, while the system supports deterministic and 
randomized scheduling, the absence of environment-triggered disturbance logic may limit scenario realism. 

3.1. Communication impairments 

Two common disturbances during wireless communication are modeled as: (1) Probabilistic Loss of 
Information (Zhang et al., 2013), and (2) Heterogeneous Communication Delays. The communication module 
allows for simulation of three conditions: (i) packet loss, (ii) network delays, and (iii) a combination of both. 
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Probabilistic loss model 

Let 𝜃𝑘 ∈ [0,1]   represent the transmission indicator at time step 𝑘 , where 𝜃𝑘 = 1  indicates a 

successful transmission and 𝜃𝑘 = 0  indicates a packet drop. Let 𝜃 =  {𝜃0, 𝜃1, … }  denote a scheduling 

scheme that determines the value of 𝜃𝑘 at each time step. When transmission takes place, the data packet 
can be successfully delivered or dropped due to communication channel interference. We assume that each 

𝜃𝑘  is modelled as an independent and identically distributed Bernoulli random variable with 

ℙ(𝜃𝑘 = 1) = 1 −   𝜌 and 𝑃(𝜃𝑘 = 0) = 𝜌, where 𝜌 ∈ [0,1] is the probability of packet drop Hence, 𝜃𝑘 acts 

as an indicator of transmission success. For the sake of this section, the packet is defined as 𝑥(𝑡). 

𝑥(𝑡) = 𝜃𝑘[𝑥(𝑡)].         (4) 

Communication delay model 

Delays are modeled using a time-varying, bounded delay parameter 𝜂 ∈ [0, 50]. When a delay is 

present, the data received at time 𝑡 is from an earlier time 𝑡 − 𝜂 (Yamamoto et al., 2021): 

𝑥(𝑡) =  {
𝑥(𝑡) 𝑁𝑜 𝐷𝑒𝑙𝑎𝑦

𝑥(𝑡 − 𝜂), 𝐷𝑒𝑙𝑎𝑦 𝑃𝑟𝑒𝑠𝑒𝑛𝑡
 .        (5) 

3.2. Cyberattacks 

DoS and FDI 

The following highlights the mathematical models used for each of the cyberattacks implemented 
within the framework. These include: 1) Denial of Service (DoS), 2) False Data Injection (FDI), and 3) 
Replay Attacks (RAs). DoS attacks were assumed to block communication, where information was unable 

to be received (Ding et al., 2018). In such a case 𝛼 = 0 and 𝛽 = 0. A DoS attack is dependent on the time-
period which the attacker determines which is referred to as the attack window. Given the attack window, 

the attacker can set the loss rate percentage which ranges between 0% ≤  𝑙𝑜𝑠𝑠 𝑟𝑎𝑡𝑒 ≤  100%. This loss 
rate defines how frequently data is lost during the attack window. FDI attacks were assumed to modify 
sensor data before transmission. In such situations, stored data values were modified and transmitted to the 

receiving vehicles within the platoon. In the case of a FDI attack 𝛼 =  1 𝑎𝑛𝑑 𝛽 ∈ ℤ, |𝛽|  >  0, represents 
the magnitude of the attacks.  

In this section, the mathematical model for the DoS and FDI attacks are described (Noei et al., 2016) 
and can be seen in Equation 6. 

𝑥(𝑡) =  {
𝑥(𝑡) 𝑁𝑜 𝐴𝑡𝑡𝑎𝑐𝑘

𝛼𝑥(𝑡) + 𝛽, 𝐴𝑡𝑡𝑎𝑐𝑘 𝑃𝑟𝑒𝑠𝑒𝑛𝑡
 .    (6) 

Replay Attack (RA) 

A RA can be described as an attack that takes place in two stages: 1) the attacker records past 
information at different points in time, 2) re-injects this information during an attack window (Sanchez et 
al., 2021). The framework facilitates the execution of three independent replay attacks which can affect any 

states within the system. Equation 7 highlights the replay behaviour mathematically, where 𝑥(𝑡) represents 

a state variable within the system such that 0 <  𝜗 ≤ 20 when the replay attack occurs. 𝜗 denotes the age 
of the recorded information. 

𝑥(𝑡) =  {
𝑥(𝑡) 𝑁𝑜 𝐴𝑡𝑡𝑎𝑐𝑘

𝑥(𝑡 − 𝜗), 𝐴𝑡𝑡𝑎𝑐𝑘 𝑃𝑟𝑒𝑠𝑒𝑛𝑡
 .    (7) 

3.3. Sensor faults 

Sensor faults are modeled as deviations from expected sensor outputs. The VCPSF includes the 
following fault types (Amin and Hasan, 2019), each of which is described below. 

Bias (Offset) 

Bias can be defined as a consistent offset in the sensor’s output, which may exist due to improper 

calibration or physical deterioration, as described in Equation 8. 𝛿 ∈  ℤ, |𝛿|  >  0, represents the magnitude 
of the bias being applied. 

𝑥(𝑡) =  {
𝑥(𝑡) 𝑁𝑜 𝐹𝑎𝑢𝑙𝑡

𝑥(𝑡) + 𝛿, 𝐹𝑎𝑢𝑙𝑡 𝑃𝑟𝑒𝑠𝑒𝑛𝑡
 .  (8) 
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Scaling (Gain) 

Gain can be seen as a proportional deviation in the sensor output. This type of fault can be described 

as an error in the scaling of the sensor value as seen in Equation 9. Ɛ(𝑡) is a time-varying scaling factor 

within the range: 0 ≤ Ɛ(𝑡) ≤ ∞. 

𝑥(𝑡) =  {
𝑥(𝑡) 𝑁𝑜 𝐹𝑎𝑢𝑙𝑡

𝑥(𝑡)Ɛ, 𝐹𝑎𝑢𝑙𝑡 𝑃𝑟𝑒𝑠𝑒𝑛𝑡
 .   (9) 

Noise 

Noise can be considered random variations in the sensor values possibly due to ambient, hardware 

or wire conditions. The noise can be represented in Equation 10 where 𝜁 ∈  ℤ,  |𝜁|  >  0 represents the 

magnitude of the random noise signal affecting the states of the system 𝑥(𝑡). 

𝑥(𝑡) =  {
𝑥(𝑡) 𝑁𝑜 𝐹𝑎𝑢𝑙𝑡

𝑥(𝑡) + 𝜁, 𝐹𝑎𝑢𝑙𝑡 𝑃𝑟𝑒𝑠𝑒𝑛𝑡
 .        (10) 

Hard Fault 

A Hard Fault is defined as a stuck sensor value which can represent a complete loss of the sensor in 

terms of operation (Amin and Hasan, 2019). C is a value that spans between 0 ≤  𝐶 ≤ ∞ as shown in 
Equation 11. 

𝑥(𝑡) = 𝐶.           (11) 

4. VCPSF subjected to disturbances 

This section outlines the interaction between the disturbance model and the CAV platoon system as 
illustrated in Figure 4. The system is structured into two primary layers: 1) the Cyber Layer and 2) the 
Vehicular Layer. These layers continuously exchange information to ensure the platoon maintains its 
control objective. The model operates on three major assumptions. 

• An attacker exists that can compromise any of the following vehicles, with the sole intention of 
disrupting the platoon dynamics. 

• Sensors on the vehicles are affected by intermittent faults. 

• The communication network is subject to common impairments that may affect the data transmission. 

 

Figure 4. CAV platoon subjected to disturbances 
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The CAV platoon system can be affected by: 1) communication impairments; 2) cyberattacks;  

3) sensor faults. All disturbances are highlighted in Figure 4. These disturbances specifically impact the 

communication and application layers within the framework. Disturbances can target transmitted states 

individually or simultaneously, as well as target individual or multiple vehicles within the platoon. These 

disturbances may occur periodically, sporadically, on a defined schedule, or randomly. In the case of 

cyberattacks, multiple scenarios can be explored, including individual vehicles subjected to: 1) DoS with 

varying loss rates; 2) FDI with varying magnitudes; 3) RAs, and, 4) combined scenarios. The VCPSF can 

simulate the effects of Communication Impairments by modeling: i) heterogeneous communication delays; 

ii) packet loss to represent a lossy network, and, iii) a combination of both, applied to either individual or 

multiple vehicles within the platoon. In the same way, sensor faults can also be simulated to demonstrate 

their influence on platoon performance. The complete details of the simulated scenarios are provided in 

Section 6. 

This architecture allows decoupling of cyber-physical interaction mechanisms for clearer 

disturbance attribution and diagnostic traceability. However, there are some limitations to consider. While 

the layered abstraction improves modularity, the framework currently assumes ideal interfaces between 

layers and may not yet capture aspects such as jitter, or synchronization issues that occur in real-time 

embedded systems.   

5. Control module framework 

The control framework outlines the control method used to ensure platoon stability. In platooning 

applications, spacing policies are employed as part of the control strategy to ensure safe distances between 

vehicles. There are several policies that can be adopted, such as Constant Time Headway (CTH) policy, 

Constant Distance (CD) policy, and Nonlinear Distance (NLD) policy (Liu et al., 2020), (Fan et al., 2021), 

(Zhao et al., 2021), as illustrated in Figure 4. Within this framework, the CTH policy was selected, which 

is dependent on the velocity of the preceding vehicle. The distance required is calculated using Equation 

12 which include the parameters, inter-vehicular spacing, 𝑑𝑐𝑡ℎ, vehicle’s length, 𝐿, leader’s velocity, 𝑣 , 

and the time headway constant, 𝑡𝑐𝑡ℎ.  

𝑑𝑐𝑡ℎ = 𝐿 + (𝑣 + 𝑡𝑐𝑡ℎ).        (12) 

5.1. Sliding mode controller 

This section outlines the Sliding Mode Control (SMC) strategy which was employed to attain the 

stability of the entire platoon under disturbance-free conditions. The design of the controller can be seen in 

Equations 13-15. The order of the system is represented by 𝑛, as specified in Equation 2. The error, ℰ𝑟𝑟, 

between the current state, 𝑥m, and the desired state, 𝛾, is calculated as follows,  

ℰ𝑟𝑟

{
 
 

 
 

  

𝑒       =  𝛾 − 𝑥1                  𝑒1   = 𝑒        
𝑑

𝑑𝑥
𝑒   =  

𝑑

𝑑𝑥
𝛾 −

𝑑

𝑑𝑥
𝑥1         𝑒2   =

𝑑

𝑑𝑥
𝑒1  

⋮ ⋮
𝑑𝑛

𝑑𝑥𝑛
𝑒 =  

𝑑𝑛

𝑑𝑥𝑛
𝛾 − 

𝑑𝑛

𝑑𝑥𝑛
𝑥1   𝑒𝑛+1 = 

𝑑𝑛

𝑑𝑥𝑛
𝑒𝑛

 , (13) 

where 𝛾 is defined by 𝛾 = xi−1 − 𝑑𝑐𝑡ℎ, xi−1 is the 𝑖𝑡ℎ car’s predecessor’s states. The sliding surface, 𝑆, and its 

derivatives can be designed as: 

 

{
 
 

 
 
𝑆 = 𝑒1 + 𝑒2 +⋯+ 𝑒𝑛+1                          
𝑑

𝑑𝑥
𝑆 =

𝑑

𝑑𝑥
𝑒1 +

𝑑

𝑑𝑥
𝑒2 +⋯+

𝑑

𝑑𝑥
𝑒𝑛+1           

 = 𝑒2 + 𝑒3 +⋯+
𝑑𝑛

𝑑𝑥𝑛
𝛾 − 

𝑑𝑛

𝑑𝑥𝑛
𝑥1       

 = 𝑒2 + 𝑒3 +⋯+
𝑑𝑛

𝑑𝑥𝑛
𝛾 + (𝑥𝑛 − 𝑢)   

.  (14) 

Finally, the control law, 𝑢, is defined as: 

𝑢 =  𝑒2 +  𝑒3 + . . . + 𝑒𝑛  +  𝑥𝑛  +  𝐾𝑠𝑔𝑛(𝑆),  (15) 
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where 𝐾 is a positive gain, and 𝑠𝑔𝑛(𝑆) is the signum function of 𝑆 which is 1 if 𝑆 > 0, -1 if 𝑆 < 0 or 0 if 

𝑆 = 0. 

One of the key advantages of the control framework lies in its modularity and extensibility, where 

the control logic is decoupled from the disturbance modeling layer, allowing the testing and implementation 

of new controllers without needing to restructure the entire simulation environment. This promotes 

flexibility and accelerates the iterative development of resilient control strategies. Additionally, the 

repeatable setting simplifies the performance validation of various controllers under well-defined 

disturbance conditions. However, the current implementation focuses exclusively on longitudinal control, 

which limits its application as it relates to controller transferability and hardware-in-the-loop systems. 

Despite these constraints, the control framework offers a strong platform for both academic inquiry and 

practical development.  

6. Results 

This section highlights the simulated scenarios involving various disturbances and their effects on 

the platoon, in contrast to the disturbance-free behaviour shown in Figure 5. This baseline behaviour was 

maintained due to the Sliding Mode Control (SMC) approach along with the CTH policy. These results 

emphasize the flexibility of the VCPSF when simulating different operating conditions, allowing analysis 

of both individual and multiple disturbances. The following four main scenarios have been presented: (1) 

the effects of Communication Impairments on the VCPSF; (2) the effects of Cyberattack on the VCPSF; 

(3) the effects of Sensor Faults on the VCPSF, and, (4) the combined effects of all disturbances. 

 

 

 

 

 
 

 

Figure 5. A representation of the Vehicle Platoon System without disturbances 

Table 1 highlights the details of each of the simulated cases from Section 6.1 – 6.4. The "-" means 

the disturbance is experienced throughout the entire simulation. 

c) CTH Error Evolution 

b) Position Evolution a) Velocity Evolution 
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Table 1. Simulated cases for section 6.1 – 6.4 

Disturbance Modeling 

Section Affected Vehicle Disturbance Type Disturbance Time 

6.1 F2 

F3 

F4 

F5 

 

F6 

Lossy Comm (50%) 

Delay (-10 s) 

Delay (-20s) 

Lossy Comm (32%) 

Delay (-15s) 

Lossy Comm (25%) 

Delay (-15s) 

[45 - 55], [70 - 80] 

[50 - 70] 

[60 – 75] 

[30 – 32], [80 – 90] 

[35 – 55] 

[30 – 35], [40 – 50], [60 -70] 

[40 – 50] 

6.2 F2 

F3 

 

F4 

 

F5 

F6 

DoS (50%) 

FDI (velocity ±10𝑚𝑠−1 𝑒𝑟𝑟𝑜𝑟) 

FDI (position ±15𝑚 𝑒𝑟𝑟𝑜𝑟) 

FDI (velocity ±5𝑚𝑠−1 𝑒𝑟𝑟𝑜𝑟) 

FDI 𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛 ± 25 𝑚 𝑒𝑟𝑟𝑜𝑟 

RA (- 10 sec) 

DoS (100 %) 

[30 - 32], [45 - 55] 

[8 - 10], [18 - 20], [28 - 30], [88- 90] 

[30 - 40], [50 - 55], [70 - 73], [80- 90] 

[12 - 15], [25 - 30], [40 - 46], [60- 80] 

[50 - 53], [60 - 63], [70 - 73], 

[50 - 70] 

[8 - 15], [30 - 35], [40 - 45], [60- 70] 

6.3 F2 

 

F3 

 

F4 

 

F5 

 

 

 

F6 

RBAU on RaDar  (50% 𝐷𝑒𝑣 ±  5𝑚𝑠−1) 

RBAU on LiDar (50% 𝐷𝑒𝑣 ±  10𝑚) 

RBAU on RaDar  (50% 𝐷𝑒𝑣 ±  3𝑚𝑠−1) 

Noise on LiDar (50% 𝐷𝑒𝑣 ±  10𝑚) 

RaDar Bias (+ 5𝑚𝑠−1) 

LiDar Bias (+ 15𝑚) 

RaDar Scaling (80%) 

LiDar Bias (80%) 

Radar Scaling (80%) 

LidaR Bias (80%) 

RaDar Hard Fault (5𝑚𝑠−1) 

LiDar Hard Fault (10𝑚) 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

- 

6.4 F2 

 

F3 

 

 

 

 

F4 

 

 

 

 

F5 

 

 

F6 

Lossy Comm (20%) 

RA (-20s) 

RA(-20s) 

Noise on RaDar (10% 𝐷𝑒𝑣 ± 0.5 𝑚𝑠−1) 

Noise on LiDar (10% 𝐷𝑒𝑣 ± 3𝑚) 

RaDar Scaling (85%) 

LiDar Scaling (90%) 

FDI (𝑣𝑒𝑙𝑜𝑐𝑖𝑡𝑦 ± 5 𝑚𝑠−1 𝑒𝑟𝑟𝑜𝑟) 

FDI (𝑝𝑜𝑠𝑖𝑡𝑖𝑜𝑛 ± 25 𝑚 𝑒𝑟𝑟𝑜𝑟) 

RaDar Bias (+5m/s) 

LiDar Bias (+15m) 

Delay (-10sec) 

DoS (32%) 

RaDar Bias (+10m/s) 

LiDar Bias (+15m) 

RaDar Hard Fault (20 m/s) 

LiDaR Hard Fault (20m) 

- 

[60-70] 

[60-70] 

- 

- 

- 

- 

[12-15], [25-30], [40-46], [60-80] 

[50-53], [60-63], [70-73] 

- 

- 

[40-50] 

[30-32], [80-90] 

- 

- 

- 

- 

6.1. Communication Impairments effects on the VCPS 

This section presents the effects of communication disturbances affecting the information received 

by followers (F) F2 to F6. Refer to Table 1 for details of the disturbances experienced within the platoon 

system. This scenario involves heterogeneous delays and information loss over different time-periods. The 

graphs in Figure 6 highlight the general behaviour under these conditions.  
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   a) Position Evolution    b) Velocity Evolution 

 
    c) Communicated Position    d) Communicated Velocity 

 
   e) CTH Headway Evolution    f) CTH Error Evolution 

Figure 6. VCPS under effects of Communication Disturbances 

Figures 6(a) – 6(b) highlight the position and velocity profiles for the platoon. The implemented 

delays, and information loss, caused the platoon to crash between 65s - 80s respectively in Figure 6(a). 

Figure 6(b) shows the evolution of the velocity profile and the associated erratic behaviour due to 

communication disturbances which can be compared to Figure 5. Figures 6(c) – 6(f) highlight the 

communicated position, communicated velocity, CTH headway, and CTH error evolutions.  

6.2. Cyberattack effects on the VCPS 

The section presents the effects of cyberattacks affecting the information received by F2 to F6 

respectively. This scenario considers the occurrence of DoS, FDI and RAs over different time periods as 

shown in Table 1. The graphs in Figure 7 highlight the general behaviour under these conditions. Figure 

7(a) – 7(b) highlight the position and velocity profiles for the platoon under different cyberattack situations. 

This scenario resulted in the platoon crashing between the time 55s - 65s respectively in Figure 7(a). Figure 

7(b) shows the evolution of the velocity profile. Figures 7(c) – 7(f) highlight the communicated position, 

communicated velocity, CTH headway, and CTH error.  
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   a) Position Evolution    b) Velocity Evolution 

 

 
    c) Communicated Position    d) Communicated Velocity 

 

 
   e) CTH Headway Evolution    f) CTH Error Evolution 

Figure 7. VCPS under effects of Cyberattacks 

6.3. Sensor Fault effects on the VCPS 

This section highlights the effects of Sensor faults affecting the information received by F2 to F6 

respectively. This scenario considers the occurrence of Sensor faults over different time periods as specified 

in Table 1. The graphs in Figure 8 highlight the general behaviour under these conditions. Figures 8(a) – 

8(b) highlight the position and velocity profiles for the platoon under different Sensor fault situations. The 

scenario resulted in the platoon crashing between the time 72s - 82s respectively in Figure 8(a). Figure 8(b) 

shows the evolution of the velocity profile. Figures 8(c) – 8(f) show the comparisons between the sensor 

measurements of LiDar and RaDar with and without (w/o) the effects of faults. Note that the measurements 

with the effects of faults were sent to the controller which caused the effects seen. Figures 8(g) – 8(h) 

highlight the CTH headway, and CTH error evolution respectively.  
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   a) Position Evolution    b) Velocity Evolution 

 
   c) LiDar Msmt w/o Faults     d) LiDar Msmt with Faults 

 
   e) RaDar Msmt w/o Faults    f) RaDar Msmt with Faults 

 
    g) CTH Headway Evolution    h) CTH Error Evolution 

Figure 8. VCPS under effects of Sensor Faults 
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6.4. The effects of all disturbances on the VCPS 

This section shows the effects of all disturbances affecting the information received by F2 to F6 

respectively. This scenario considers the occurrence of Communication Impairments, Cyberattacks, and 

Sensor faults over different time periods as specified in Table 1. The graphs in Figure 9 highlight the general 

behaviour under these conditions. Figures 9(a) – 9(b) highlight the position and velocity profiles for the 

platoon and highlight the occurrence of crashes taking place. As expected, the combination of all 

disturbances produces a more pronounced disruption of the expected behaviour of the platoon. 

 

 
    a) Position Evolution    b) Velocity Evolution 

Figure 9. VCPS under effects of all disturbances 

7. Testing and validation of framework 

The proposed VCPSF was developed with an emphasis on conceptual rigor and internal coherence, 

making use of simulation-based reasoning as the means of validation. As a result of complexity and the 

inherent risk involved in real word experimentation with application to CAVs, a set of detailed simulated 

scenarios was created within the MATLAB\Simulink environment to investigate the framework’s 

behaviour when subjected to varying disturbance conditions. Internal consistency was prioritized 

throughout the developmental process, as all modules within the framework were constructed ensuring well 

defined input and output relationships which ensured modular integrity. Inter-module dependencies were 

also reviewed to confirm that the flow and processing of data were coherent with the intended design. This 

establishes a strong foundation for empirical validation. Additionally, to further strengthen the framework’s 

credibility, the development was done by using established best practices and related methodologies used 

within literature. Key concepts were drawn from validated systems in cyber-physical infrastructure, secure 

control theory, and vehicular network simulations as discussed within the literature review. Indirect 

benchmarking ensures that the developed VCPSF can be extended into ongoing studies and includes proof-

of-concept validation via simulated multi-disturbance experiments. Looking ahead, a more rigorous 

empirical evaluation is planned, involving integration of real-time data streams, deployment in hardware-

in-the-loop (HIL) environments, and quantitative benchmarking against performance metrics. 

8. Discussion 

The discussion focuses on the effects of each disturbance in a combinatorial manner as highlighted 

in Section 6. In the case of cyberattacks, platoon stability is disrupted by corrupting state information. These 

attacks lead to erratic behavior, especially in velocity tracking and inter-vehicular spacing, which are crucial 

under the CTH policy. The simulation results showed crashes particularly when FDI and DoS were applied 

simultaneously. Disturbances applied to vehicles near the front of the platoon induced cascading instability 

downstream, leading to amplified tracking errors and safety violations. Communication impairments 

degraded the transmission channel itself causing infringement of safety distances and misaligned control 

actions across vehicles. Notably, when comparing the velocity tracking profiles, disturbances caused by 

cyberattacks produced more erratic behaviors than those caused by communication impairments. Sensor 

faults affected the enforcement of inter-vehicular spacing. The effects were severe when multiple sensor 

faults occurred simultaneously across different vehicles, with some vehicles showing abrupt trajectory 

shifts. Notably, compared to cyberattacks and communication impairments, sensor faults resulted in 
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significantly more pronounced destabilization. The simulation results also showed that faulty measurements 

in even a single vehicle could disrupt the entire platoon. In the case of all three disturbances, crashes 

occurred earlier and with greater severity, resulting in total loss of control. Notably, those further away 

often suffered from delayed yet intensified responses.  

Therefore, by comparing the effects of each disturbance type on the platoon system, a relative 

ranking can be established based on the severity observed in position evolution, velocity profiles, CTH 

error tracking, and headway maintenance. For this simulation, sensor faults had the most severe impact, 

followed by cyberattacks, and then communication impairments. One significant insight is that the location 

of the disturbance application plays a critical role. Vehicles affected at the front of the platoon induced 

cascading errors downstream, amplifying the instability more than if the same disturbance occurred at the 

rear. Similarly, increasing the number of attacked vehicles magnified these effects, which was observed 

when attacks were progressively layered across scenarios. These findings emphasize the need for the 

development of robust detection, isolation, and estimation mechanisms, and by extension, resilient control 

strategies capable of addressing these types of disturbances individually or in combination and regardless 

of its spatial target. 
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