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ABSTRACT. Multiple Right-Hand Sides (MRHS) equations represent a mathematical
formalism with applications in algebraic cryptanalysis. Solving MRHS equation systems is
in general a difficult problem. In this article, we investigate the efficient use of genetic
algorithms for solving random sparse MRHS systems. Our experiments suggest that
the steady-state selection method with low elitism and mutation rate gives the best results.
If the systems are sparse, the system size does not have a significant impact on the suc-
cess of the algorithm. On the other hand, the method is very sensitive to the system density,
with the success rate rapidly declining with increased system density.

1. Introduction

Multiple Right-Hand Sides (MRHS) equation [13] is a formal inclusion of the
form xM € S, where on the left-hand side we have a linear equation system and
S is an arbitrary set of vectors. In general, solving MRHS equation systems is a hard
problem (the decision version is NP-complete). A system of MRHS equations can pro-
vide an efficient algebraic description of linear and non-linear components of block
ciphers that can be used in algebraic cryptanalysis [23]]. MRHS cryptanalysis was ap-
plied to DES [15], AES [13]], Trivium [21], GOST [24], JH and Keccak [1]], Present [10],
DESL [[12]], LowMC [7], Ascon [17], and possibly others. MRHS equations can also be
used in linear cryptanalysis [6,/16], and even in post-quantum cryptography [[18}125].

A new type of MRHS solver based on bit-flipping that is suitable for solving
sparse MRHS equation systems was introduced in [22]]. A logical extension of this type

© 2025 Mathematical Institute, Slovak Academy of Sciences.

2020 Mathematics Subject Classification: 68T20, 94A60.

Keywords: MRHS problem, genetic algorithm, algebraic cryptanalysis, MRHS equation systems.

This research was supported by Ministry of Education, Science, Research and Sport of the Slovak Repub-
lic through grants VEGA 2/0054/24, and VEGA 1/0105/23; and by the Slovak Research and Development
Agency under the Contract no. APVV-23-0292.

Licensed under the Creative Commons BY-NC-ND 4.0 International Public License.

51



E. ANTAL—P. ZAJAC—S. PEKAREKOVA

of solver is a solver based on evolutionary algorithms: the problem of solving an MRHS
system is transformed into an optimization problem by using a specific fitness function
that reaches the global optimum in proper solutions of the MRHS system. This idea was
implemented [17] in the form of a hill-climbing algorithm.

A Genetic Algorithm (GA) is an optimization technique inspired by the two
fundamental principles of natural evolution: natural selection and genetic dynamics.
The foundational concepts of genetic algorithms were first introduced by Holland [8]].
Authors of [4] demonstrate that the Boolean Satisfiability Problem (SAT) serves as
a GA-efficient canonical problem and that other NP-complete problems with subop-
timal GA representations can be efficiently solved by first translating them into SAT
problems (which we know that can be done in polynomial time). In addition to solving
SAT problems, GAs have also been applied to other NP-complete problems,
such as the N-puzzle problem [5]], Vertex Cover problem [2], Maximum Clique prob-
lem [3]], Subset Sum problem [20], and the decision version of the Traveling Salesman
problem [[11].

A basic implementation of MRHS solver based on genetic algorithms was explored
in [9]. Independently, a genetic algorithm for solving MRHS systems was proposed
in [[19], but the algorithm was only tested on a specific small MRHS system instance.
In this contribution, we aim to systematically explore the use of genetic algorithms
for solving random sparse MRHS equations. We explore the impact of various param-
eters of the used genetic algorithm, such as population size, selection types, crossover,
mutation rates, etc. on the success rate of the algorithm.

The paper is structured as follows: Section [2] contains a description of an MRHS
system. Section 3] describes a usage of GA to an MRHS problem. Section [l is devoted
to the experimental results that we achieved. We conclude our paper with Section[3l

2. MRHS systems and MRHS problem

Although Multiple Right-Hand Sides equation systems (MRHS systems) can be
defined over a general field [13], we will restrict ourselves to MRHS systems over bi-
nary field [F,. Notation: we suppose that all vectors are row vectors, typed in boldface,
such as x € . Similarly, matrices are typed in capital boldface, such as M € F}*"".

DEFINITION 2.1. LetM € FgXl, andlet S C FZZ. A Multiple Right-Hand Sides equation
(defined by the tuple (M, S)) is a formal inclusion in the form

xM € S.

Any vector x € %, for which the inclusion holds, is called a solution of the MRHS
equation.
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DEFINITION 2.2. A Multiple Right-Hand Sides equation system (MRHS system)
is a set of MRHS equations defined by tuples (M;,S;) for i = 1,2,...,m with com-
mon dimension n. Vector x € [F5 is a solution of the MRHS system, if and only if it is
a solution of each MRHS equation in the system. MRHS problem is a problem of finding
a solution for a given MRHS system (if it exists).

Note that in general the dimension of individual MRHS equations in a system
can be different, M; € IFZXI". In the experimental part, we will focus on MRHS systems
with equal dimensions of right-hand side sets, that is [; = [ for each i, but
the general idea works for any type of MRHS systems. We will also fix the num-
ber of vectors in each S;, |S;| = k, with a random selection of vectors in each S;,
for consistent evaluation of results.

A MRHS system can also be written in a joint form by concatenating matrices
on the left-hand side, and using a Cartesian product on the right-hand side:

X(Mle'“Mm)Esl XSy X o XSy,

The joint form of the system is useful for algebraic operations with the system, such as
are used in the systematic solver of MRHS systems by [[14] (RZ solver).

A basic principle of heuristic algorithms for solving MRHS systems is the con-
cept of bit-flipping [22]. For an arbitrary vector x, we can compute left hand side
vector v =x(M;M,---M,,), and represent it as a block vector v = (vi,Vv2,...,Vp),
with blocks v; having dimension /;, corresponding to the dimension of S;. We will
say that MRHS equation i is satisfied, if v; € §;, otherwise it is unsatisfied. MRHS
system is solved, if each MRHS equation in the system is satisfied. The bit-flipping
algorithm attempts to increase the number of satisfied MRHS equations by changing
individual bits of x. The hill-climbing algorithm combines bit-flipping with greedy
heuristic, and restarts: choose random starting x, change one of the bits that provides the
largest increase of satisfied MRHS equations, and restart when an increase is impossible.
Both the RZ solver and hill-climbing-based method (HC solver) are publicly avail-

able at:
https://github.com/zajacpa/mrhs-solver.

Our previous research of bit-flipping-based solvers has established their suitability
for solving sparse MRHS systems, with degrading performance associated with increas-
ing density of joint matrix M. We say that the MRHS system is sparse, if each column
of M contains exactly one non-zero element (has Hamming weight 1). In experiments,
we further require that M has full row rank (to maintain full dimension n of the solution
space) and that each M; has full column rank (to have full prescribed dimension ;).

To demonstrate changing behavior with increased density, we define density pa-
rameter d. An MRHS system with density d > 0 contains d - dim(xM) non-zero ele-
ments in the joint matrix. The non-zero elements are distributed randomly, but in such
a way that each block has full column rank. This means that with d = 1 each column
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has exactly 1 non-zero element. For d > 1, parameter d becomes an expected number
of non-zero elements in each column (with minimum at least 1).

Note that bit-flipping and evolutionary algorithms are not suitable for cases where
the solution of the MRHS system does not exist. This is because of the missing halting
condition (termination criteria), if the solution does not exist, the algorithm would be
stuck in a restart loop forever. In practice, we restrict the number of iterations of the
algorithm, and if the solution is not found within a specified number of iterations,
we suppose that it does not exist. To avoid this problem in batch experiments, we ar-
tificially create at least one solution: We generate a random X, and compute vectors
v; = xM;. In each set §;, we replace a random vector from S; with the generated v;.
In our experiments, we set the parameters of the system (n,m,[, k) in such a way that
the expected number of solutions is exactly 1 By changing the vectors in S; to fit
the artificial replacement solution, we have ensured that one solution is present, and
due to the probability distribution, we expect that no other solution of the system exists
(if there was one prior, it was replaced when changing S).

3. Using genetic algorithms for solving MRHS problem

Genetic Algorithm is an optimization technique used to solve hard optimization
problems. In a simpler sense, it works as an iterative search process controlled by the
comparison of new solution candidates with candidates from the previous computation
cycle, where the candidates with better fitness values are favored. Fitness value repre-
sents the quality of a solution candidate (its score) and is computed by a fitness function.
The core elements of a GA are:

e Gene is the basic building element of GA-low-level encoded data.

e Chromosome consists of genes and is a solution candidate for a given problem.
In other words, it represents the parameters of the fitness function.

e Population is a fixed-size group of chromosomes. Generation represents a popu-
lation in a specific computation phase.

The following operations are performed on these elements:

e Selection is a process of selecting chromosomes into a sub-population based
on a selection strategy.

e Mutation means some small random change of genes in a chromosome.

e Crossover is an operation, where two or more chromosomes (parents) are selected
and new solutions (children) are reproduced based on them.

IWith 7 = 3, k = 4, each random S; is satisfied with probability 1/2. We then expect 2"- (1/2)™ solutions,
which is 1 when n = m.
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There are several GA settings (schemes) that affect its behavior. We used a standard
GA scheme provided with the used PyGAD library available at:

https://pygad.readthedocs.io/},

which consists of the following steps:

(1) Initialize population of N individuals.

(2) Evaluate the fitness of individuals in the population.
(3) Select parents, do crossover, do mutation, and update the population.

(4) Repeat, until a solution is found, or too many generations passed.

To be able to solve MRHS problems with a GA, it is necessary to specify it as an op-
timization problem (the problem representation and the fitness function). We are using
binary representation of chromosome x of length n, x € F," therefore genes are bits
(values 0/1). The evolutionary solver uses a population represented by chromosome
(potential solution vectors) X.

The fitness function computes a score of each individual (chromosome) in the popul-
ation based on “distance” of x- M from S| X Sy X -+ S,

dist(x - M;,
di:min{M'veSi},

dim(x-M;) ’
Ldi
score =1 — ,
m

where dist is the Hamming weight of vector difference:
dist(y,v) = wg(y®v).

The individual components d; of the fitness function measure how far is the par-
tial solution from satisfying specific S; (minimum Hamming distance is taken relative
to the dimension of §;). Final score sums these distances and normalizes the result into
the interval (0, 1). Maximum score of 1 means that x is a solution, because it satisfies
all MRHS equations.

It is possible to use a simpler scoring function that just measures the number of un-
satisfied MRHS equations. Preliminary experiments with the simpler function produced
worse results, thus it was not used for full experiments.

The original population is randomly selected. Exactly half of the current population
is selected into the mating pool in each generation. Then the crossover and mutation
operations are performed. Due to the binary representation of chromosomes, we are
using a single-point crossover method implemented in the PyGAD library. It selects
a point randomly at which crossover takes place between the pairs of parents. The used
mutation is also adapted to the binary representation. In the chromosomes, each gene
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is selected for applying the mutation operation with the predefined probability. The ran-
dom mutation operation implemented in the used PyGAD library is then applied to the
selected genes, randomly changing its value to O or 1.

4. Experimental results

To gain a better understanding of the applicability of genetic algorithms for solving
MRHS systems, we have performed a series of experiments. We have focused on random
systems with reasonably large sizes. The default size is 48 unknowns which
restricts the search space to 2*% potential vectors x. In the initial experiments
(Section also reported at CECC’24) we have focused on tuning the genetic algo-
rithm parameters on a small number (10) of systems.

Full experiments were conducted on a set of 1000 randomly generated MRHS
systems. These systems were generated with the MRHS solver version 1.9 from
https://github.com/zajacpa/mrhs-solver, with the seed corresponding to the
counter value (1 to 1000), and option “r”” enabled (to enforce the existence of a random
solution). The default setting was n = m = 48 (number of variables equal to the num-
ber of MRHS equations), and [ = 3, k = 4 (each RHS with 4 vectors of dimension 3).
The parameters m, [,k should ensure that there is approximately 1 solution in a ran-
domly generated system (each MRHS equation discards 1/2 of the potential solutions).
The default density was d = 1, meaning a sparse MRHS system (with a single non-zero
element in each column of the joint system matrix).

In Section we explore the effect of the system size. We have both reduced and
enlarged the number of unknowns by 3 and 6 bits, all the other settings remained default.
We have also conducted an extra experiment with a very large system of 100 unknowns
(search space size 219).

Finally, in Section .3 we explore the effect of the matrix density. We have in-
creased the density parameter to d = 2, and d = 3, respectively. We also run an experi-
ment with dense systems, where the joint matrix is completely random (which roughly
corresponds to density d = n/2) for comparison.

In each test case, we tested n different MRHS systems and evaluated the success
rate — the number of systems we were able to solve successfully. We also investi-
gated the convergence of fitness functions (the dependence of the average fitness value
on the number of generations). For most of the experiments, we are presenting only
the charts of the success rate (estimated solutions found).

The figures have x-axis (number of generations) expressed in logarithmic scale,
due to the exponential character of the problem. It is possible to solve MRHS systems
by randomly trying different x’s. By doubling the number of generations of “random
guessing” we should improve the success rate of naive algorithmic solution linearly.
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Thus, the success rate of naive algorithm would be represented by a straight line
in a figure with x-axis in logarithmic scale.

4.1. Initial tuning of parameters

Setting the parameters of a genetic algorithm for the chosen optimization problem is
not trivial. It is necessary to select the optimal ratio of diversity and selection pressure
to be able to solve the optimization problem effectively. For this reason, we investigate
several different parameters of the genetic algorithm.

All experiments in this section were conducted with a fixed set of random MRHS
systems with

n=m=48, [=3, k=4, and d=1.
This corresponds to a hard instance of a problem, with a single expected solution
in a space of 2% potential unknown vectors.

In our first experiment, we focused on investigating the most suitable settings for the
basic parameters of the algorithm. The goal was to identify the minimum number
of generations, the population size, and the mutation rate required for the algorithm
to converge to the correct solutions. We were using 10 % elitism, single point crossover,
50 % of the population selected to the mating pool with tournament selection, and tested
the following parameters:

e population size 10, 100, 1000;
e generations 100, 1000, 5000;
e gene mutation rate 5 %, 10 %, 20 %, 30 %, 40 %, 50 %.

For small population size (10 individuals), the GA needs at least 1000 generations
to converge. The correct solutions were found only for 5% and 10% gene mutation
rates, where the lowest mutation converged the fastest. Increasing the number of gen-
erations slightly increases the efficiency of finding the correct solution for the 5%
mutation rate, and significantly for the 10 % mutation rate. For higher mutation rates
the algorithm is still converging, however, the correct solutions were not found until the
termination criteria.

Increasing the population size significantly increases the success rate. With a pop-
ulation of 100 individuals, the GA converges to the correct solution between 100 and
1000 generations for 5% and 10% gene mutation rate, and above 1000 generations
also for 20 % gene mutation rate. Increasing the population size to 1000 individuals
increases the efficiency (the algorithm converges faster, the correct result is achieved
sooner), and also increases the probability of finding the correct solution for the 10 %,
and 20 % gene mutation rates. From the achieved results, it is clear that selecting a
higher mutation rate is not efficient, and it is necessary to use high selection pressure.

In the next step, we investigated if we can achieve good results with a different
selection method, and with smaller elitism. We fixed the termination criteria to 1000
generations, and tested the following parameters:
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FIGURE 1. Comparison of random and roulette selection methods and mutation rates
(using 1 % elitism, 1000 generations and population size 1000).

e clitism 1%, 10 %;
e population size 10, 100, 1000;
e gene mutation rate 5%, 10 %, 20 %;

e rank, roulette wheel, steady-state, tournament, and random selection methods.

First, we tested the smaller elitism. The rank selection method was the only one,
where we were not able to obtain the correct result. Random and roulette wheel
selection methods were almost equally successful, but they were efficient only in case
of small mutation rates and higher population sizes. The tournament and steady-state
selection methods performed the best. We were able to achieve the correct solution
with 5 % mutation rate from population size 100 and with 10 % mutation rate from pop-
ulation size 1000 (see Figures [1l and 2)). The steady-state selection method converged
faster than the tournament selection method and was also able to find the correct solu-
tion with the 20 % mutation rate in more cases.

Increasing the elitism to 10 % had almost no effect on population size 10. The dif-
ferences started to show only when the population size was larger. In general, the ef-
fectiveness of the selection methods copies the result from the previous experiment.
However, higher elitism increased the probability of achieving the correct solution and
also increased the success rate for cases using a 20 % mutation rate. With 10 % elitism,
we were able to achieve the correct result for all inputs for all tested mutation rates
using the steady-state selection method and population size 1000 (see Figures[3and ).

Note that the running times depend on the population size, but also on the used
hardware, and implementation details such as the chosen programming language and
GA library. With the PyGAD library, our experiments (solving 10 MRHS systems with
a population size of 1000) took approximately 6—7 minutes on a personal computer.
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FIGURE 2. Comparison of tournament and steady-state selection methods and muta-
tion rates (using 1 % elitism, 1000 generations and population size 1000).
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FIGURE 3. Comparison of random and roulette selection methods and mutation rates
(using 10 % elitism, 1000 generations and population size 1000).

We believe that it is possible to achieve significantly better running times with opti-
mized implementation. A more fair comparison than running time is the explored space.
Out of 2*® potential candidates, our experiments explored at most 1000 x 5000 ~ 222
candidates, and were able to find a solution even with smaller population and generation
settings.

From the obtained results we have selected the following parameters as the optimal
settings to solve sparse MRHS equations: 1% elitism, 5 % gene mutation rate, popu-
lation size 100, 1000 generations, and steady-state selection method (see Figure ().
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FIGURE 4. Comparison of tournament and steady-state selection methods and muta-
tion rates (using 10 % elitism, 1000 generations and population size 1000).

It is a good compromise between quality and computational (time) complexity. A larger
population requires significantly longer running times with only a small improvement
in success rate.

We repeated the original experiment with random MRHS systems with 48 unknowns
using the selected (optimal) GA settings, but this time we examined 1000 MRHS system
instances. We were using a dedicated computational server instead of a personal com-
puter. The obtained results are in Figure [6l We were able to find the correct solution
for ~ 98 % of the systems, therefore we can state that GA with the selected parameters
is effective for solving sparse MRHS systems.

4.2. Effect of system size

Our next goal was to find out how much the number of unknowns affects the suc-
cess rate of sparse MRHS systems. We tested sparse MRHS systems with 42, 45, 51,
54, and 100 unknowns, without changing the other parameters of the MRHS systems.
We examined 1000 systems for each value of unknowns and used the best GA settings
as before.

The results (see Figure [7) indicate that using a number of unknowns similar to the
one we used to tune the GA parameters (range 42—54) does not affect the success rate.
We were able to successfully solve almost all the examined MRHS systems, and the
behavior of the used GA was almost the same. However, when we increased the number
of unknowns significantly (“doubled” to 100 unknowns), the success rate also decreased
significantly down to 30.9 %.
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FIGURE 5. Dependence of success rate of the steady-state selection methods on the
population size using 1 % elitism and 1000 generations.

4.3. Effect of system density

So far we have only solved sparse MRHS systems, which can be considered as
simpler instances of MRHS problems. Therefore, in the next step, we focus on MRHS
systems with higher density. We tested systems with density d = 2, 3, as well as systems
with completely random joint matrix, and left the other parameters of the MRHS sys-
tems the same as it was in the initial experiment. We examined 1000 systems for each
density and used the best GA settings as before.
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Solutions

1000 4

200 1

Estimated solutions found

—— MRHS systems with 42 unknowns
MRHS systems with 45 unknowns
—— MRHS systems with 51 unknowns

4 =—— MRHS systems with 54 unknowns

—— MRHS systems with 100 unknowns

Generations

FIGURE 7. Comparison of success rates for sparse MRHS systems with 42, 45, 51,
54, and 100 unknowns (using steady-state selection with 1 % elitism, 1000 generations
and population size 100).

systems. We were not able to solve any of the tested dense random MRHS systems.

To increase the success rate, first, we increased the population size from 100 to 1000
chromosomes and kept the other parameters of the GA unchanged. For density d = 2
this increased the success rate to 46.3 %. In the case of d = 3, it tripled the success rate
(still only 5.9 %). For dense random MRHS systems, we were still unable to obtain the

correct solutions. The obtained results are in Figure [0l
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FIGURE 8. Experiment results for MRHS systems with density d = 2,3 using steady-
state selection with population size 100 and 1000 generations.

We alternatively tried changing the number of generations from 1000 to 10 000 in-
stead of changing the population size (keeping it to 100). Increasing the number of gen-
erations gives more time for the GA to converge. For d = 2, it increased the success rate
up to 53.1%, and for d = 3 up to 10.1 %. For dense random MRHS systems, we were
still unable to obtain the correct solutions. The obtained results are in Figure

Increasing the number of generations has a slightly better impact on the success rate
than increasing the population size. We repeated the previous experiment with 25 000
generations. For d = 2, it increased the success rate up to 60 %, and for d = 3 up to 14 %.
For dense random MRHS systems, we were still unable to obtain the correct solutions.
The obtained results are in Figure

Please note that for one experiment (testing 1000 MRHS systems) with initial setting
(1000 generations and population size 100) the computational time using a dedicated
computational server is approximately 40 minutes. However, increasing the population
size to 1000 or increasing the number of generations to 10 000 increases the computa-
tion time of one experiment to approximately 8—8.5 hours. An experiment with a pop-
ulation size of 100 and 25 000 generations requires approximately 19.5-20 hours. We
believe that with a combination of higher population size and generations, it is possible
to increase the success rate even more, but this will require more computation power
and further investigation.

2We ran the experiments on a machine with 12-core AMD Ryzen 9 5900X CPU (24 threads), 64 GB RAM
and Ubuntu 20.04-1 operating system. Individual experiments were run on 20 threads.
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FIGURE 9. Experiment results for MRHS systems with density d = 2,3 using steady-
state selection with population size 1000 and 1000 generations.
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FIGURE 10. Experiment results for MRHS systems with density d = 2, 3 using steady-
state selection with population size 100 and 10 000 generations.

5. Discussion

The main findings the experiments have shown can be summarized as follows:

e Sparse MRHS systems can be solved easily, and faster than expected. Using the
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e Surprisingly, the number of unknowns had a very small impact on the perfor-
mance of the GA for sparse MRHS systems. Even systems with 54 unknowns
could be solved with the same success rate as systems with only 42 unknowns.
However, this behavior is changed by significantly increasing the number of un-
knowns. We were able to achieve only a 31 % success rate in the case of systems

with 100 unknowns.

Note that the RZ solver [14], which is the best currently implemented deter-
ministic solver of MRHS systems (written in C programming language)
required on average 5908 seconds to solve the equations from the dataset

of 100-variable MRHS systems, using (on average) approximately

237.4

search

operations. In practice, even an unoptimized genetic algorithm starts to outper-
form RZ solver on sparse MRHS systems that are large enough.

e The system density has a significant impact on the GA performance. When the
system had on average d = 2 non-zero elements per column, the success rate
decreased to 28 %, and for d = 3, the success rate was only 2 %. By increasing the
population size and number of iterations we can improve these values to 60 %, and
14 %, respectively. This conforms to expectations that larger computational effort

will increase the success rate. We still examined only approximately

222

points

of the search space (which is a significantly smaller fraction than an exhaustive
search would require to obtain a similar success rate).

Experiments show that increasing population size is preferable to increasing
the number of generations. We suppose that it would be possible to fine-tune the
parameters even more to solve almost all systems, but the computational effort
involved would be too large. However, consider that potential attackers have
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enough time to optimize GA parameters if it enables them to find the solution
of the target system faster than the effort spent on parameter tuning.

e We were unable to solve random dense MRHS systems (with n = 48 unknowns)
at all. This is an expected result, as in a random system each input bit influences
essentially every MRHS equation in the system, and the fitness function becomes
essentially randomly distributed with a single hidden global maximum.

Note that in this research we have not examined the fitness landscape of the
problem, but have tuned the parameters in an ad-hoc way. Fitness function analy-
sis might help in tuning the parameters and fitness function in cases that are more
difficult to solve.

Our research has confirmed that genetic algorithms are suitable for solving sparse
MRHS systems. The performance decreases with increasing system density, and there
seems to be a point when GAs would not be able to outperform an exhaustive search.
It is an interesting open research question where exactly this point lies (and whether
it depends on system size).

Note that we have examined only a specific family of MRHS systems with right-hand
side sets of fixed size [ = 3,k = 4, and random contents/matrix. In the future, we plan
to examine also different MRHS families, including systems related to specific cipher
designs.
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