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ABSTRACT. This article considers two secret sharing schemes, namely, conjunc-
tive compartmented and disjunctive compartmented. Suppose a group of com-
panies having many compartments is working on a project. In the conjunctive
compartmented scheme, a specified number of users from each compartment
of every company has to collaborate to access the secret key. While in a disjunc-
tive compartmented scheme, any company with a predetermined number of users
from each compartment can get the secret key. The schemes we have proposed
use elliptic curves and bilinear pairings. Our schemes are verifiable and efficient.
The proposed schemes are illustrated in full detail by concrete examples using
SageMath.

1. Introduction

A secret sharing scheme is a method to distribute a secret among the partici-
pants, each receiving a portion of the secret, called a share. A predetermined set
of users, called an authorized set, pools their shares to reconstruct the secret.
An access structure for a secret sharing scheme is the collection of all authorized
subsets of users. Many secret sharing schemes have been proposed in the litera-
ture, see [BII724]. G. Simmons [19], in 1990, introduced a compartmented secret
sharing scheme, which is a generalization of threshold secret sharing schemes.
For more generalization of threshold secret sharing, we refer to [6]. In a com-
partmented secret sharing scheme, users are divided into distinct compartments.
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If the overall number of participants reaches a global threshold and the num-
ber of participants from each compartment exceeds a predefined compartment
threshold, the secret can be reconstructed. An access structure for the compart-
mented secret sharing scheme is defined below.

Compartmented access structure

Let U = {uy,us,...,u,} be a collection of n users, partitioned into m disjoint
compartments Uy,Us,...,U,,. Let t; > 1 be the threshold number for each
compartment U; and ¢t > 2?1:1 t; be the global threshold number. The com-
partmented access structure is described as the collection of all subsets of ¢
(or more) number of users with at least ¢; users from compartment U;, 1 <14 < m.
Mathematically, the access structure is

FP={VCU:|VNnU;|>t; forevery i=1,2,...,m, and |V|>t}.

Remark 1. In view of terminologies and notations as in [6], the access structure
above is a m-partite access structure. It is completely described by the family
min I" of the minimal qualified subsets of I', where

minl' = {u € ZT': |u| =t and u > (t1,t2,...,tm)}.

For more detailed discussions on classification of ideal access structure using
matroid theory, we refer to [7].

Many compartmented secret sharing schemes have been proposed using
polynomials [9,[16L23] and Chinese Remainder Theorem [I0], and many oth-
ers [3,21,22]. The scheme [3] is based on locally repairable codes. The pa-
per [9] uses polynomials and needs a secure channel for distributing the shares.
A computationally perfect compartmented secret sharing scheme has been pro-
posed using MDS codes in [2I]. In the paper [16], the authors introduced a joint
compartmented threshold access structure, where the compartments are not
necessarily disjoint.

In [20], the authors considered a compartmented secret sharing scheme with
an upper bound. The access structure limits the number of participants from
each compartment. Their scheme is based on a bivariate polynomial and uses
the Schwartz-Zippel lemma about the number of zeros of a polynomial.

In this article, we propose the conjunctive and disjunctive compartmented
schemes. The proposed scheme uses elliptic curves [I8] and bilinear pairings [12]
[13]. Our scheme is verifiable and computationally secure. For the illustration
purpose, we give an explicit example.
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Motivation

A group of companies wants to merge for a project. The companies have their in-
dividual and global secret keys. Each company has some compartments. In a con-
junctive compartmented secret sharing scheme, if a particular (threshold) num-
ber of users from each compartment of every company collaborates, they can get
the global secret. While in a disjunctive compartmented secret sharing scheme,
a particular number of users from each compartment of any company are allowed
to collaborate and reconstruct the global secret.

We have organized our article as follows. In Section 2, the elliptic curves
and bilinear pairings are defined. Proposed conjunctive and disjunctive com-
partmented secret sharing schemes have been described in Section 3. Security
analysis and examples of the proposed schemes are presented in Section 4.
In Section 5, we discuss the complexity of the schemes.

2. Preliminaries

Consider an elliptic curve
E:y? +ciay+ cay = 23 + cox? + cqx 4+ ¢ over F,
with discriminant not equal to zero, where ¢ is a prime power and
cielF, foral ¢=1,23,4,6.

The set E(F,) of points on elliptic curve forms a group with the point at infinity
O as its identity. If the characteristic of the field F, is not equal to 2 and 3,
then the elliptic curve E can be transformed into another form of the elliptic
curve, namely, E':y? = 23 + ax + b.

DEeFINITION 2.1 (Bilinear Pairings). Let G4, G, be an additive cyclic group
and a multiplicative cyclic group, respectively, with the same prime order /.
A bilinear pairing e is a map

e:Gy X Gy — Gy

which satisfies the bilinearity, non-degeneracy and computability properties.

One of the important property of a bilinear pairing e is that, for z,y € G,
with 2 # 0, e(x,y) = e(x,y’) implies that y = ¢/'.

For more discussion on bilinear pairings, we refer to [2L13]14].

Many pairings have been defined using elliptic curves. For example, sup-
pose { is a prime divisor of the number of points on E(F,) with ged(4,q) = 1.
The embedding degree of E(F,) with respect to ¢ is denoted by k, that is,
the least k such that ¢ | ¢® — 1. The collection of /-torsion points in E(F ) is
denoted by E[f]. The modified Tate pairing e is a map e : E[{] x E[{] — py,
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where 41 is the order-£ subgroup of F7,. We refer to [8,13] for more details.
One can use modified Tate pairing, Weil pairing [I4] and other similar kinds
of pairings in our schemes.

3. Proposed conjunctive and disjunctive compartmented
secret sharing schemes

3.1. Setting up and distribution of the parameters of the schemes

Consider an elliptic curve E over a finite field Iy, where ¢ = p” for some r € N
and p is a large prime number. Let P € E(F,) and G, = (P) be a subgroup
of E(FF,) of order ¢, where ¢ is a prime number. We choose ¢ to be a large prime so
that elliptic curve discrete logarithm problem (ECDLP) is hard to solve. That is,
given the points P and bP on an elliptic curve, it is hard to find the integer b.
Let G, = p¢ where py is as above. Consider a bilinear pairing e as in the above
definition.

Let Cy,C5, ...,y be m companies interested to merge for a project. Each
company C; has 7; compartments, say C;1,Csa,...,Cir, for 1 <i < m. Suppose
there is a set U of n users divided disjointly into these compartments in the
presence of a trusted Dealer. The Dealer has the authority to generate and
publish the parameters for the schemes. Let n;; be the number of users in the
compartment Cj; for 1 <¢ < m and 1 < j < 7. Let ¢;; > 1 be the threshold
number for each C;; and t; > ) t;; be the company threshold of C;. We define
the conjunctive compartmented access structure as

I ={ACU: foreach i,1 <i<m,|ANC;| >t
and [ANCy;| > t;; for all j,1 <j <7}
Similarly, the disjunctive compartmented access structure is defined as
Iy ={ACU: for some i, 1 <i<m,|[ANC;| >t;
and [ANCj;| > t;; forall j,1 <j <7}

Let ayl), agé), .. 7‘15‘?” € [0,¢ —1] be t;; random integers, with a%) =0, for each

compartment
Cij; 1<i<m and 1<j<7;.
Let ugzk) denote k' user in the compartment C;; of company C;, where
1<i<m,1<j<7 and 1<k <ny.

For both the conjunctive and the disjunctive cases shares are distributed
the same way. We consider the following two cases.
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Casel. t; = E]T’:l ti; (i.e., company threshold ¢; is equal to sum of compartment
thresholds in C}).

e The Dealer chooses a matrix M;; of order n;; x t;; for each Cjj,
1 <i<mand1l < j < 7, having the following property. Any sub-
matrix of M;; consisting of ¢;; rows is invertible. Such matrices are known
as MDS matrices [I5]. All the arithmetic is done modulo the prime £.

e The Dealer computes

o L \T . , L N\T
() 2(4) (4) _ (@) (@) (4)
(660,09, 60 ) = M- (ol 0l i)

for each compartment Cj;, 1 <4 < m and 1 < j < 7, where AT denotes
transpose of the matrix A.

e The users ugil),ugg), . ,uﬁ” in the compartment C;; randomly choose
private keys xg-zl),x;zz), .. .,xﬁu € [1,¢ — 1], respectively and make xg-zl)P,

xglz) P, ..., xéigijp public.

e Then the Dealer computes b§‘i1) xyl) P, bgiz)xgiz)P, ceey bggij xéigijP for users
in each compartment C;; of C; and sends (publicly) to the respective users
in C”

e The users ugil),uEQ, .. ,uggm in Cj; will get their respective shares byl)P,
byz) P, ..., bglgijP by computing

)L LG G O ) "L/ G
9551) (b§1)$§1)P> ’ x§2) (b§2)x52)P> o ngzzy (bggwxigwp) ’

Case II. ¢; > Z;’:l tij (i.e., company threshold ¢; is greater than sum of com-
partment thresholds in Cj).

Let t, =t; — 2?:1 tij. For each j, 1 < j < 7;, the Dealer chooses a matrix A;;
of size n;; x t;; and a matrix B; of size Z;’:l n;j % t, and considers the matrix

A O - O 0
O Ap -+ O 0
A= - | B,
O O - Ay O
O 0 - 0 A

The choice of A;;’s and B; is such that the submatrix of A; corresponding
to any set of ¢; collaborating users is invertible. We show the existence of such
matrices by explicit computation. See Example [Il below. Using a simple count-
ing argument, when the prime number ¢ is large enough, with overwhelming
probability the matrix with randomly chosen entries will satisfy this property.
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Similarly to the MDS case, constructing efficiently such matrices in general is
an open problem.

The Dealer chooses #; random values a1, g, ...,y € [0,£ — 1] for company
Ci,1<i<mForeach1<i<m, 1<j<mandl<k<ng, letb be
defined by

N , T
(bgg,bgg,.. B0 b ) ...,bgn”) -
, . T
A; - (agl),.. agtzl,...,aiz)17 e ,ai?tm,aﬂ,aiz, e ,ait(i)

for users in each company C; for 1 < i < m. The Dealer distributes the shares

b;ik)P to the users in Cj; as in Case L.

We consider e to be the modified Tate pairing as defined in [I3].
For conjunctive compartmented secret sharing scheme

The Dealer chooses company secret keys Ki, Ko, ..., K, € pug; (the target
of the bilinear pairing) for Cy, Cs, ..., C,,, respectively and sets the global
secret key K = K7 + Ko + - -+ + K,;,. The Dealer computes

= H e (P, agll ) + K; orequivalently s; =e | P, Z agil)P + K.

Finally, the Dealer makes P, M;;, A; and s; public.

For disjunctive compartmented secret sharing scheme

The Dealer chooses a global secret K € iy and computes
T4
= He (P, agl)P> + K or equivalently s; =e | P, Za Pl +K
=1

for each company Cj. Finally, the Dealer makes P, M;;, A; and s; public.

Remark 2. We note that (see [13]), for any P;, P, € E[{], the pairing
e(P, Py) € uy C F CFgr.

Also, for any K € pi, we have K € F . Thus e(Py, ) + K is in Fx.

2. Reconstruction of the secret key

e For conjunctive compartmented secret sharing scheme.
For Case I: suppose that t;; (or more) users from each compartment
Cij, 1 < j < 1, of every company C;, 1 < ¢ < m, collaborate. With-
(@) @ (@)

out loss of generality, assume that the users Ujy s Ujg s ooy U, from each

Cij of C5, 1 < ¢ < m, collaborate. Then the collaborating users from
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the compartment Cj; can form an invertible submatrix M, of M;;
(by assumption on M;;, the submatrix M/, is invertible). The users in Cj;
compute

I j2 ’ ) jtij ’ j2 ’ I jtij

. . . T . . . T
() Pali P sal) PY = M (5 POD P, b)) P)

Thus the company secret K; can be computed as
T .
Ki = S§; — € P’ZG’E?P
j=1

and hence the global secret key K can be computed as
K=K+ Ky+--+ K.

For Case II: suppose that at least t;; users from each compartment Cj;,
1 <j <71 and t; users from each company C;, 1 < i < m, collaborate.
Without loss of generality, assume that the users uéll), ugg, e 5’,@3”
from compartment C;; of company C;, 1 <7 < m, collaborate, where

Bij > ti; forall 4,7 and Zﬁij =t

Jj=1

The collaborating users in C; can form an invertible submatrix A of A;
and compute

(agil)P,...,ag?ilP,...,a(Ti)lp,... a P,OéilP,...,Oéit;P>T:

» Uit

AT P00 P b P b P

VTl Y By

Thus they can compute company secret K; as
Ti .
Ki=si—e|PY d{P|, 1<i<m
j=1

and hence the global secret key K as K = K1 + Ko + -+ - + K.

e For disjunctive compartmented secret sharing scheme.
The authorized set of users can compute Z;’:l a§i1)P, 1 <1< m, as
in the previous reconstruction of the secret key of the conjunctive com-
partmented secret sharing scheme. Then the users in any company C; can

compute the global secret key

K=si—c|PY diP
j=1
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3.3. Verification of the shares

In the secret reconstruction phase, each collaborating user w;; submits their
share along with additional information xi_ij for verification. The legitimacy
of the shares b} ;P sent by each user can be confirmed by validating the equation

e(z;; P, bijxi; P) = e(P,bj; P).

The equation holds true if and only if b};b;; !'= 1 (mod ¢), which is equivalent
to bj; = bi; (mod ¢) (as per [2, Remark 1])

4. Security analysis of the proposed schemes

The security of the proposed schemes is based on the presence of a trusted
Dealer, the hardness of ECDLP and the bilinear pairings. Bilinear pairing oper-
ates as a one-way function, which implies that computing the image of inputs is
simple but finding the pre-image of a given image is challenging. The Dealer en-
crypts the shares before sending (publicly) them to the users. We have assumed
that the ECDLP is difficult to solve for large order group GG,. So an attacker can-
not obtain bg P when the Dealer distributes the encrypted share b P as it
is equivalent to solving an instance of ECDLP. By the property of palrlng e, given
a point P and a value S, for an adversary, the probability of guessing a point Q
that satisfies S —e(P, Q) = K is 1/(£ — 1). Also the probability of guessing a K’
in pp that is equal to K is 1/¢. Therefore, the probability of getting the secret
is max{1/(¢ —1),1/¢}. Since /¢ is very large, the probability is very small. Thus,
the announcement of many public parameters has no effect on the security of
the scheme.

We need the following (see [2]) basic result from linear algebra.

PROPOSITION 4.1. A system of linear equations over a finite field of order £ with
t unknowns has either a unique solution, no solution or £* solutions for some A
with 1 < X\ < t. Each solution is of equal probability for the case of £* solutions.

THEOREM 4.2. Any t; — 1(or fewer) users from the company C; cannot reveal
the company secret K;.

Proof. Let A be a set of ¢; — 1 (or less) users in the comapany C; who try

to get the company secret K;. In the case t; = ) e tijs there exists at least one

compartment C;; for which
p 4 |AﬂC¢j| < tij;-
Without loss of generality, assume that the users ugil),ugg, ceey uy()tu_

the compartment C;; pool their shares. Then the shares of the users can

1 from
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be written as the system of equations

‘ ‘ , T ‘ ‘ ‘ T
() p () (@) _ (@) (@) (@)
(bij,bj2P,...,bj(tij_l)P> - M- (ajIP,aﬂP,...,ajt”P) :
where M;; is the submatrix (of M;;) corresponding to the shares of the users
in A. The system will have many solutions by Proposition ELTl Thus, the users
cannot get ag-zl)P. Similarly, in the case t; > Z;’:l t;;, there are two possibilities:

e There must be a compartment C;; in which §;; = [AN Ci;| < ti.
This implies that the unknowns ag-zl)P, 1 < j <7, cannot be computed.

o All §8;; > t;; but Zjﬂ:l Bij < t;. Then the users can form a system of equa-
tions with ¢; variables and less than ¢; equations. Thus, by Proposition [4.1]
users cannot get ayl)P, 1<j<m.

Hence they cannot get the company secret key K;. (]

Remark 3. We observe that any set A of unauthorized users cannot access
the global secret K. For example, suppose that A is a set of unauthorized users.
In case of conjunctive scheme, it means that A ¢ T';. Thus either |[ANCy| < ¢;
for some i or else [ANC;j| < t;; for some ¢ and j. By Theorem .2 the condition
|ANC;| < t; implies that users in A cannot get the company secret K; and hence
the global secret K. In the later case (| ANC;;| < t;5), the users in A need to solve
a system of equations with more unknowns than the number of equations to get
the secret K;. By Proposition B} this system has ¢* many solutions for some
A > 1. As ( is large, the probability of getting K; (and hence K) is negligible.

In case of disjunctive secret sharing scheme, we have the similar arguments.

OBSERVATION 4.3. Let us choose Q € E [{] uniformly, K as described above,
and compute s = e(P,Q) + K. Then for any 5 the conditional distribution of K
given s = § is the same as its original, unconditional distribution.

The point Q € G, C E[{] is chosen at random and the order of G, is /.
For a given P, there is a unique point @) that satisfies

si—e(P,Q):K or 81—6<P,C2):I(z

We have given below an example of the proposed schemes using modified
Tate pairing [I3]. The computations are done using SageMath.

ExAMPLE 1. Consider an elliptic curve E:y? =23 +2x+15 over the field Fy;.
The number of points in FE (F47) is 61. The embedding degree of E (F47)
with respect to 61 is 3 as 61[47% — 1. Then Fy7s is the extended finite field.

9
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The number of points in E (Fy7s) is 104188. Let 4 be a root of an irreducible
cubic polynomial over Fy7. The group E [61] C E (Fy73) is the set of all 61-torsion
points [13]. Let

P = (157 +33,992 +22y+23) € E[61] and G, = (P).
We have ¢ = 61 and all the matrix computations are done modulo /.
Assume that there are two companies C7 and Cs:

e company C; has thre compartments, namely, C11, Ci2, C13,
and

e company C5 has three compartments, namely, Co1, Cos, Cas.
Suppose that

ni1 =3, ni2=4, niz=>5, no1 =3, nop=3, ngz=4
and

ti1 =2, ti2=2, ti3=3, to1=2, taa=2, ta3=23.
Let

al) =32, al)=23, af)=14, aly=19, a{)=37, aly =52, afy =43,
al? =25 ol =36, af¥ =51, o) =28, P =28 oY =4 =7

We choose company secret keys K = 25v2 + 44~y + 44, Ko = 27v? + 44~ + 41
for C1, Cy respectively and the global secret key K = 5v2 + 41+ + 38.

Case I. For tl = tll + t12 + t13 =7 and tz = t21 + t22 + t23 =T.
For company C1, let

3 9 21 14 50

8 3 15 49 37 27 23

M11 = 11 60 y M12 = 9 20 and M13 =139 57 27
12 22 20 34 31 46 23

40 14 11

We compute
T T
(bﬁ),bﬁlz),b%)) — M, - (a&?,aﬁ?) — (20,24, 36)".

The shares of the users in the compartment C'y; of the company C; are

b\ P (2002 + 41 + 45,3772 + 197 + 18)
P | = [ (1892 + 17y + 21,1992 + 13y + 11)
b\ P (1592 + 27y + 41,1872 + 367 + 44)

Compute

T T
(béﬁ),bélz),b%),b&)) = Mis - (aé?,aé?) — (30,32,18,11)7.

10
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The shares of the users in the compartment C5 of the company C are

by P (4472 4 277, 1972 + 227 + 22)
b\ p (1442 + 137 + 15, 182 + 57 + 29)
Wop | (1792 46,4172 + 2y + 1)
)P (422 + 22 + 34,24~% + 27~ + 34)

Compute

T T
(bg}g,bgy,bgy,bgy,bgy) = My - (agg,agy,agy) — (56,41,17,14,58)".

The shares of the users in the compartment Cy3 of the company C are

€y
bgy P (3472 4 317 + 35,3992 + 3y + 42)
bélz)P (2072 + 41y + 45,1072 + 28y + 29)
bUP | = (3092 + 237,199 + 177 + 27)
b p (2672 + Ty + 12,4592 + 14y + 21)
pD p (387% + 127y + 39,329% + 247 + 34)
35
For company C5, let
13 47 4256 P
Moy = |25 15, My = |32 48 and Moz = 55 36 9%
161z 1745 38 41 33

We compute
T T
(1.0 = Mar - (o203 = (4,6.39)7

The shares of the users in the compartment Cs; of the company Cy are

o P (4672 + 46y + 29,292 + 14y + 4)
b2P | = (297 + 7y + 45,892 + 14y + 22)
b%)P (1592 + 7y + 3,362 + 397y + 45)

Compute
T T
(béﬁ),bé?,bé?) = My, - (ag?,ag?;) — (50,48,53)".

11
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The shares of the users in the compartment Cas of the company Cy are

by P (4292 + 22 + 34,2372 + 207 + 13)
b2 P | = [ (329 + 367 + 18,3292 + 38y + 35)
b P (3072 + 137 + 8, 1442 + 217 + 15)

Compute
T T
(059,652 062 052 ) = Mg - (o, a3 aff) ) = (10,38,48,28)"

The shares of the users in the compartment Cs3 of the company Cy are

b$ P (2542 + 347 + 14, 4072 + 227 + 20)
b2 P (1692 4 407 + 37, 3092 + 5 + 36)
b2 p T | (3292 4 367 + 18, 3292 + 38+ + 35)
bg) P (4572 + 27y + 19, 45+* + 67)

Case II. For t; > t11 +1t12 + tis="7 and to > to + too + tog = 17.
Let t1 =9 and t2 = 8. Then ¢} = 2 and t}, = 1. So choose

11 = 3, 19 — 35 and 91 = 47.

For company C7, we choose a matrix

§ 3 0 0 0 0 0 24 9
1 60 0 0 0 0 0 50 1
12 22 0 0 0 0 0 20 57
o 0 3 9 0 0 0 27 20
0 0 15 42 0 0 0 20 56
A = 0 0 9 20 0 0 0 58 34
0 0 20 34 0 0O 0 9 58
0 0 0 0 21 14 50 13 29
0 0 0 0 37 27 23 58 11
0 0 0 0 39 57 27 16 14
0 0 0 0 31 46 23 42 21
0O 0 0 0 40 14 11 13 32

for users in company C7. We compute

T
1 1 1 1 1 1 1 1 1 1 1 1
(B30, b5 b5, 5y bl 620 B3 06 053 06, 0 )

T
=A;- (agll)v a§12) ) agll) ) a;12)7 agll)v a§)12)7 a%) » 11, O‘12>
= (41,26, 17,18, 39,40, 55,12, 51,6, 21, 58).

12
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The shares of the users of the company C; are

by P , ,
bglz)P (20~ 2+ 41~y + 45, 1072 + 28+ + 29)
WD) p (119* 4 30y + 5,159% + 37y + 2)
zf’) (3092 4 23,1992 + 17y + 27)
by P (1772 + 6,419% + 2y + 1)
by P (1572 + 77 + 3, 3672 + 397 + 45)
by P (2242 + 43,492 + 28 + 32)
P | | (292 47Ty + 45,3092 + 33y + 25)
bgl)P (1872 + 97y + 41, 1472 + 46 + 32)
bl p (2572 + 34y + 14,792 + 25y + 27)
W p (272 4—277 + 45, 8272 + 147 + 22)
S0 (2272 + 43,4372 + 19+ + 15)
b?f)P (38y2 + 12 + 39, 3272 + 24 + 34)
35

For company C5, we choose a matrix

13 47 0 0 0 0 1
25 15 0 0O 0 0 9

16 12 0 0 0 0 9

0 0 42 0 0 0 34

0 0 0 11

Az = 17 0 0 0 33

10 39 24 57
55 36 28 15
38 41 33 34

w

[\

= s Ot
CooconR koo

oo oo oo
o O O o oo

for each user in the company C5. We compute
T
2) 1(2) 1.(2) 1(2) 1(2) 1.(2) 1.(2) .(2) .(2) ;(2
( bgl) ) ng)v bgB)v bgl)v bgz)v bgB) ’ bgl) ’ béQ) ’ bg?;) ’ b§4) )

T
:Az,( (2 (2 (2) (2) (2) (2) (2) )

11,019,091 ;099,031 ,0A39 , 33 , X21

= (51,2,35,1,16, 18, 35, 33, 21, 40) .

13
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The shares of the users of the company Cy are

»2p

221) (2572 + 34y + 14, Ty2 + 25y + 27)
by P (1172 + 357 + 28, 28~ + 15)
b%P (1192 + 307y + 5,3292 + 107 + 45)

Voy P (157 + 33,972 + 22 + 23)

2
b P | (269 + 27y + 3,319 + 367 + 26)
b2 | (1792 + 6,417% + 27 + 1)
b2 p (1192 4 30 + 5,3292 + 107 + 45)

2 2

W2 p (4572 + 27y + 19,292 + 417)
»2 p (2272 + 43,4342 + 197 + 15)

33
4@ p (2272 + 43, 4~2 + 287 + 32)

34

For conjunctive compartmented scheme, compute
s = e(P, aVP+aV P+ ag}gp) + K

=e(P,22P) + K| = 67* + 42y + 28

and

e(P aﬁ)P + ag)P + aé?P) + Ky
(

e (P,23P) 4+ Ky = 257% + 12y + 17

where e is the modified Tate pairing (see [13]). The Dealer makes

P, My, My, My, Moy, Mag, Mas,s1 and sy public.
For disjunctive compartmented scheme, compute
sy = e(P, aVP +alVP + ol P ) +K

=e(P,22P) + K = 337* + 39y + 22

and

e(P agl)P—l—a )P—I—a(z)P) + K
(

e (P,23P) + K = 37% + 9v + 14.

The Dealer makes P, Ay, Ao, s1 and sy public.

14
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Reconstruction of the secret key

For Case I: Suppose that the users

ulb, u%) in compartment Cjy;

ug& u%) in compartment Cfa;

ugll), uglz),ué? in compartment C13 of company C; and

uﬁ), ug) in compartment Cy;;

ug), ug? in compartment Coo;

ug), ug),ugi) in compartment Cog

of company C5 collaborate to reconstruct the secret.

The users ug?,ug? form a submatrix

11 60
M{l = <12 22) of M11
and compute the inverse
—1 _ (51 55
My = <11 56> '

Then they compute
T T
(a0 a0P) = Mt (b0 P)
= ((149% + 137y + 15,18y* + 57 + 29),
(1672 + 407 4 37,179 + 42y + 11)) "
Similarly, the users

ug?, u%) can compute the values of agll) P, aéé)P.

ugll), uglz),ué? can compute the values of aéll) P, aglz) P, aél)P.

uﬁ), u%) can compute the values of aﬁ) P, a%)P.

ug), ug? can compute the values of agﬁ) P, ag)P.

ug), ug),ugi) can compute the values of agzl) P, a%) P, agz)P.

For conjunctive compartmented scheme, the users compute the company
secrets

Ky =351 — G(P, al)P+al) P+ aéll)P) = 257° + 44y + 44

and
Ky =85 — e(P, aPP+d?p+ ag?p) = 9772 + 44y + 41.

15
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Then they compute the global secret key
K =K, + K, = 5v% + 41y + 38.

For disjunctive compartmented scheme, the collaborating users in Cj
can compute the global secret

K=s — e(P, aVP+al) P+ ag}gp) = 592 + 417 + 38.

Similarly, the collaborating users in C5 can compute the global secret

K =sy— e(P, a?P +d2P + ag?p) = 572 + 41y + 38.

For Case II: Suppose that the users

u%), u%) in compartment C1;

uglz)’ ué?,uéﬁf in compartment C2;

ugll), uglz),ué?,ug? in compartment C13 of company C}

and

22 i compartment Car

w2, ug? in compartment Cao;

ug), ugzz),ugi) in compartment Cs3 of company Co
collaborate to reconstruct the secret.

The users in the company C; can form a submatrix A} of A; and compute
the inverse A;~!, where

1 60 0 0 0 0 0 50 1
1222 0 0 0 0 0 20 57
0 0 15 42 0 0 0 20 56
0O 0 9 20 0 0 0 58 34
Al=[0 0 20 34 0 0 0 9 58 [,
0 0 0O 0 21 14 50 13 29
0 0 0 0 37 27 23 58 11
0O 0 0 0 31 46 23 42 21
0 0 0O 0 40 14 11 13 32

16
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and

51 55 33 36 17 33 18 46 60
11 56 23 14 10 21 17 57 16
39 60 17 6 31 25 22
10 30 40 21 17 57 16
56 50 27 9 20 46 54
53 19 31 37 57 44 31
32 46 59 21 5 48 60
18 3 37 47 9 23 30
41 17 47 53 40 48 52

-1 _
AT =

OO OO OO
SO O OO OO

Then the users compute
T
(agll) P, aglz) P, agll) P, aélz) P, agll) P, aglz) P, a%) P, a1 P, a12P> =

T
_ 1 1 1 1 1 1 1 1 1
A (0 P Py Py P ol Py Py P PR P

Similarly, the users in the company Cs can form a submatrix A, of A; and
compute the inverse A5 !, where

13 47 0 0 O O 0 1

25 15 0 0 O O 0 9

6 12 0 0 0 O 0 9

= 0O 0 32 48 0 0 0 11
2 710 0 17 45 0 0 0 33
0O 0 0 0 28 52 53 20

0O 0 O 0 10 39 24 57

0O 0 0O 0 38 41 33 34

and

41 13 57 0 O 0O 0 O

60 2 32 0 0 0O 0 O

46 34 1 25 14 0 0 O
= 36 16 22 38 11 0 0 O
2 7144 6 54 0 0 51 28 53
48 1 9 0 0 43 40 22

16 41 3 0 0 8 53 54

3 42 12 0 0 0 0 O

Then the users compute
T
(aﬁ) P, ag) P, a§21) P, aézz) P, az(a21) P, agzz) P, a%) P, sy P) =

T
— 2 2 2 2 2 2 2 2
At (o7 PoE P PG P Py P P P)

17
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For conjunctive compartmented scheme, the users compute the company secrets

Ky =5 — e(P, aVP+alVp ag}gp) = 2597 + 447 + 44
and
Ky = 85— e(P, aPP+d? P+ ag?p) = 9772 + 44y + 41.

Then they compute the global secret K = K; + Ko = 5y? + 41y + 38.
For disjunctive compartmented scheme, the collaborating users in C'; can com-
pute the global secret

K=s — e(P, aVP+a)P ag}gp) =592 + 417 + 38
Similarly, the collaborating users in C5 can compute the global secret

K =85 e(P, PP +adPp+ ag?p) = 592 + 417 + 38.

The computational complexity of the proposed conjunctive compartmented and
disjunctive compartmented schemes are almost same and will be examined in de-
tail in the next section.

5. Computational complexity of the proposed schemes

The number of operations for computing a matrix multiplication of order
n x t and t x 1 is nt. The time for computing scalar multiplication of a point
on an elliptic curve is O(logy¢) using the basic Double-and-add algorithm [4],
where ¢ is the order of the point. Computing a pairing takes O(log,¢) operations
(see [T1YI4]). Adding two distinct points takes I+2M+S operations and doubling
takes I4+2M+2S operations (see [I]) where I, M, S denote inverse, multiplication
and squaring respectively. To compute an inverse of a matrix of order ¢ using
the basic inversion method cost O(#3).

At the time of distribution of shares.
For Case I: The Dealer requires ) .-, 7; matrix multiplications of order
Ni; X tij and tij x 1

which costs
m T

g g ni;t;; operations.
i=1j=1
As
m Ti
Nij Z tij and E E ni; =n,
i=1j=1
the sum

18
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m T
ZZnijtij S TL2.

i=1j=1

For Case II: The Dealer requires m matrix multiplications of order

Ti
Znij X t; and t; X 1
j=1

which costs
m Ti

g nij | t; operations.
i=1 \j=1
As
Ti m T5
E Nij Z ti and E E ni; =n,
=1 i=1j=1
the sum

In addition, the Dealer requires n scalar multiplications of points to encrypt
the shares bgzk) .%';Zk)P that costs O(nlog,?). To compute s;, we need Y ;" | 7;
point additions and m pairings which costs O (mlogy?).

At the time of reconstruction of the secret.
For conjunctive compartmented secret sharing scheme:

For Case I: the collaborating users need to find the inverse of 2?1:1 T;
matrices of order ¢;; that costs

m Ti
Z Z tfj <n® operations.

i=1 j=1

To find the unknowns ayk)P, they require

m Ti
Z thj <n? point additions.

i=1j=1

For Case II: they need to find the inverse of m matrices of order ¢,
that costs m
Z t? <nd
i=1
To find the unknowns ayk?P, the number of point additions required is

m
Z t? <n?
i=1

19
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In addition, to find K;, we need Y ;" 7; point additions and m pairing
computations.

For disjunctive compartmented secret sharing scheme.
Suppose that the users in the company C; want to reconstruct the secret.

For Case I: the collaborating users need to find the inverse of 7; matrices
of order ¢;; that costs

Ti
g t;?’j <n?® operations.
Jj=1

(¢

42P, they require

To find the unknowns a j

Ti
thj <n? point additions.
j=1

For Case II: they need to find the inverse of a matrix of order ¢; that costs
[t3 < nd
To find the unknowns agi,gP, the number of required point additions is
t? <n?

In addition, to find K, we need 7; point additions and one pairing com-
putation.

Hence, combining all, both the schemes required O(n?) operations. We also
see that the time complexity of the disjunctive compartmented scheme is lower
than that of the conjunctive compartmented scheme.

6. Concluding remark

In this article, we have proposed two schemes, namely, conjunctive compart-
mented and disjunctive compartmented secret sharing schemes. The schemes are
verifiable. That is, during the reconstruction of the secret, each collaborating user
can verify the shares of the other collaborating users. We have analyzed the se-
curity aspects of the schemes. The computational complexity of both schemes
has been described.

Acknowledgement. The authors are very thankful to the anonymous referee
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