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ABSTRACT. This article considers two secret sharing schemes, namely, conjunc-
tive compartmented and disjunctive compartmented. Suppose a group of com-
panies having many compartments is working on a project. In the conjunctive
compartmented scheme, a specified number of users from each compartment
of every company has to collaborate to access the secret key. While in a disjunc-
tive compartmented scheme, any company with a predetermined number of users

from each compartment can get the secret key. The schemes we have proposed
use elliptic curves and bilinear pairings. Our schemes are verifiable and efficient.
The proposed schemes are illustrated in full detail by concrete examples using
SageMath.

1. Introduction

A secret sharing scheme is a method to distribute a secret among the partici-
pants, each receiving a portion of the secret, called a share. A predetermined set
of users, called an authorized set, pools their shares to reconstruct the secret.
An access structure for a secret sharing scheme is the collection of all authorized
subsets of users. Many secret sharing schemes have been proposed in the litera-
ture, see [5,17,24]. G. Simmons [19], in 1990, introduced a compartmented secret
sharing scheme, which is a generalization of threshold secret sharing schemes.
For more generalization of threshold secret sharing, we refer to [6]. In a com-
partmented secret sharing scheme, users are divided into distinct compartments.
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If the overall number of participants reaches a global threshold and the num-
ber of participants from each compartment exceeds a predefined compartment
threshold, the secret can be reconstructed. An access structure for the compart-
mented secret sharing scheme is defined below.

Compartmented access structure

Let U = {u1, u2, . . . , un} be a collection of n users, partitioned into m disjoint
compartments U1, U2, . . . , Um. Let ti ≥ 1 be the threshold number for each
compartment Ui and t ≥ ∑m

i=1 ti be the global threshold number. The com-
partmented access structure is described as the collection of all subsets of t
(or more) number of users with at least ti users from compartment Ui, 1 ≤ i ≤ m.
Mathematically, the access structure is

Γ = {V ⊆ U : |V ∩ Ui| ≥ ti for every i = 1, 2, . . . ,m, and |V | ≥ t}.

Remark 1� In view of terminologies and notations as in [6], the access structure
above is a m-partite access structure. It is completely described by the family
minΓ of the minimal qualified subsets of Γ, where

minΓ = {u ∈ Z
m
+ : |u| = t and u ≥ (t1, t2, . . . , tm)}.

For more detailed discussions on classification of ideal access structure using
matroid theory, we refer to [7].

Many compartmented secret sharing schemes have been proposed using
polynomials [9, 16, 23] and Chinese Remainder Theorem [10], and many oth-
ers [3, 21, 22]. The scheme [3] is based on locally repairable codes. The pa-
per [9] uses polynomials and needs a secure channel for distributing the shares.
A computationally perfect compartmented secret sharing scheme has been pro-
posed using MDS codes in [21]. In the paper [16], the authors introduced a joint
compartmented threshold access structure, where the compartments are not
necessarily disjoint.

In [20], the authors considered a compartmented secret sharing scheme with
an upper bound. The access structure limits the number of participants from
each compartment. Their scheme is based on a bivariate polynomial and uses
the Schwartz-Zippel lemma about the number of zeros of a polynomial.

In this article, we propose the conjunctive and disjunctive compartmented
schemes. The proposed scheme uses elliptic curves [18] and bilinear pairings [12,
13]. Our scheme is verifiable and computationally secure. For the illustration
purpose, we give an explicit example.
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Motivation

A group of companies wants to merge for a project. The companies have their in-
dividual and global secret keys. Each company has some compartments. In a con-
junctive compartmented secret sharing scheme, if a particular (threshold) num-
ber of users from each compartment of every company collaborates, they can get
the global secret. While in a disjunctive compartmented secret sharing scheme,
a particular number of users from each compartment of any company are allowed
to collaborate and reconstruct the global secret.

We have organized our article as follows. In Section 2, the elliptic curves
and bilinear pairings are defined. Proposed conjunctive and disjunctive com-
partmented secret sharing schemes have been described in Section 3. Security
analysis and examples of the proposed schemes are presented in Section 4.
In Section 5, we discuss the complexity of the schemes.

2. Preliminaries

Consider an elliptic curve

E : y2 + c1xy + c3y = x3 + c2x
2 + c4x+ c6 over Fq

with discriminant not equal to zero, where q is a prime power and

ci ∈ Fq for all i = 1, 2, 3, 4, 6.

The set E(Fq) of points on elliptic curve forms a group with the point at infinity
O as its identity. If the characteristic of the field Fq is not equal to 2 and 3,
then the elliptic curve E can be transformed into another form of the elliptic
curve, namely, E′ : y2 = x3 + ax+ b.

���������� 2.1 (Bilinear Pairings)� Let Ga, Gm be an additive cyclic group
and a multiplicative cyclic group, respectively, with the same prime order �.
A bilinear pairing e is a map

e :Ga ×Ga −→ Gm

which satisfies the bilinearity, non-degeneracy and computability properties.

One of the important property of a bilinear pairing e is that, for x, y ∈ Ga

with x �= 0, e(x, y) = e(x, y′) implies that y = y′.

For more discussion on bilinear pairings, we refer to [2,13,14].

Many pairings have been defined using elliptic curves. For example, sup-
pose � is a prime divisor of the number of points on E(Fq) with gcd(�, q) = 1.
The embedding degree of E(Fq) with respect to � is denoted by k, that is,
the least k such that � | qk − 1. The collection of �-torsion points in E(Fqk) is
denoted by E[�]. The modified Tate pairing e is a map e : E[�] × E[�] −→ μ�,
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where μ� is the order-� subgroup of F∗
qk . We refer to [8, 13] for more details.

One can use modified Tate pairing, Weil pairing [14] and other similar kinds
of pairings in our schemes.

3. Proposed conjunctive and disjunctive compartmented
secret sharing schemes

3.1. Setting up and distribution of the parameters of the schemes

Consider an elliptic curve E over a finite field Fq, where q = pr for some r ∈ N

and p is a large prime number. Let P ∈ E(Fq) and Ga = 〈P 〉 be a subgroup
of E(Fq) of order �, where � is a prime number. We choose � to be a large prime so
that elliptic curve discrete logarithm problem (ECDLP) is hard to solve. That is,
given the points P and bP on an elliptic curve, it is hard to find the integer b.
Let Gm = μ� where μ� is as above. Consider a bilinear pairing e as in the above
definition.

Let C1, C2, . . . , Cm be m companies interested to merge for a project. Each
company Ci has τi compartments, say Ci1, Ci2, . . . , Ciτi for 1 ≤ i ≤ m. Suppose
there is a set U of n users divided disjointly into these compartments in the
presence of a trusted Dealer. The Dealer has the authority to generate and
publish the parameters for the schemes. Let nij be the number of users in the
compartment Cij for 1 ≤ i ≤ m and 1 ≤ j ≤ τi. Let tij ≥ 1 be the threshold
number for each Cij and ti ≥

∑
tij be the company threshold of Ci. We define

the conjunctive compartmented access structure as

Γ1 = {A ⊆ U : for each i, 1 ≤ i ≤ m, |A ∩ Ci| ≥ ti

and |A ∩ Cij | ≥ tij for all j, 1 ≤ j ≤ τi}.
Similarly, the disjunctive compartmented access structure is defined as

Γ2 = {A ⊆ U : for some i, 1 ≤ i ≤ m, |A ∩ Ci| ≥ ti

and |A ∩ Cij | ≥ tij for all j, 1 ≤ j ≤ τi}.

Let a
(i)
j1 , a

(i)
j2 , . . . , a

(i)
jtij

∈ [0, �− 1] be tij random integers, with a
(i)
j1 �= 0, for each

compartment
Cij, 1 ≤ i ≤ m and 1 ≤ j ≤ τi.

Let u
(i)
jk denote kth user in the compartment Cij of company Ci, where

1 ≤ i ≤ m, 1 ≤ j ≤ τi and 1 ≤ k ≤ nij .

For both the conjunctive and the disjunctive cases shares are distributed
the same way. We consider the following two cases.
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Case I� ti =
∑τi

j=1 tij (i.e., company threshold ti is equal to sum of compartment

thresholds in Ci).

• The Dealer chooses a matrix Mij of order nij × tij for each Cij,
1 ≤ i ≤ m and 1 ≤ j ≤ τi, having the following property. Any sub-
matrix of Mij consisting of tij rows is invertible. Such matrices are known
as MDS matrices [15]. All the arithmetic is done modulo the prime �.

• The Dealer computes(
b
(i)
j1 , b

(i)
j2 , . . . , b

(i)
jnij

)T
= Mij ·

(
a
(i)
j1 , a

(i)
j2 , . . . , a

(i)
jtij

)T

for each compartment Cij , 1 ≤ i ≤ m and 1 ≤ j ≤ τi, where AT denotes
transpose of the matrix A.

• The users u
(i)
j1 , u

(i)
j2 , . . . , u

(i)
jnij

in the compartment Cij randomly choose

private keys x
(i)
j1 , x

(i)
j2 , . . . , x

(i)
jnij

∈ [1, � − 1], respectively and make x
(i)
j1P,

x
(i)
j2P, . . . , x

(i)
jnij

P public.

• Then the Dealer computes b
(i)
j1 x

(i)
j1P, b

(i)
j2 x

(i)
j2P, . . . , b

(i)
jnij

x
(i)
jnij

P for users

in each compartment Cij of Ci and sends (publicly) to the respective users
in Cij.

• The users u
(i)
j1 , u

(i)
j2 , . . . , u

(i)
jnij

in Cij will get their respective shares b
(i)
j1P,

b
(i)
j2P, . . . , b

(i)
jnij

P by computing

x
(i)
j1

−1 (
b
(i)
j1 x

(i)
j1P

)
, x

(i)
j2

−1 (
b
(i)
j2 x

(i)
j2P

)
, . . . , x

(i)
jnij

−1 (
b
(i)
jnij

x
(i)
jnij

P
)
.

Case II� ti >
∑τi

j=1 tij (i.e., company threshold ti is greater than sum of com-

partment thresholds in Ci).

Let t′i = ti−
∑τi

j=1 tij . For each j, 1 ≤ j ≤ τi, the Dealer chooses a matrix Aij

of size nij × tij and a matrix Bi of size
∑τi

j=1 nij × t′i, and considers the matrix

Ai =

⎛
⎜⎜⎜⎜⎜⎝

Ai1 O · · · O O
O Ai2 · · · O O
...

...
. . .

...
... Bi

O O · · · Ai(τi−1) O
O O · · · O Aiτi

⎞
⎟⎟⎟⎟⎟⎠

.

The choice of Aij ’s and Bi is such that the submatrix of Ai corresponding
to any set of ti collaborating users is invertible. We show the existence of such
matrices by explicit computation. See Example 1 below. Using a simple count-
ing argument, when the prime number � is large enough, with overwhelming
probability the matrix with randomly chosen entries will satisfy this property.
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Similarly to the MDS case, constructing efficiently such matrices in general is
an open problem.

The Dealer chooses t′i random values αi1, αi2, . . . , αit′i ∈ [0, � − 1] for company

Ci, 1 ≤ i ≤ m. For each 1 ≤ i ≤ m, 1 ≤ j ≤ τi and 1 ≤ k ≤ nij , let b
(i)
jk be

defined by(
b
(i)
11 , b

(i)
12 , . . . , b

(i)
1ni1

, . . . , b
(i)
τi1

, b
(i)
τi2

, . . . , b(i)τiniτi

)T
=

Ai ·
(
a
(i)
11 , . . . , a

(i)
1ti1

, . . . , a
(i)
τi1

, . . . , a
(i)
τitiτi

, αi1, αi2, . . . , αit′i

)T
for users in each company Ci for 1 ≤ i ≤ m. The Dealer distributes the shares

b
(i)
jkP to the users in Cij as in Case I.

We consider e to be the modified Tate pairing as defined in [13].

For conjunctive compartmented secret sharing scheme

The Dealer chooses company secret keys K1, K2, . . . , Km ∈ μ� (the target
of the bilinear pairing) for C1, C2, . . . , Cm, respectively and sets the global
secret key K = K1 +K2 + · · ·+Km. The Dealer computes

si =

τi∏
j=1

e
(
P, a

(i)
j1P

)
+Ki or equivalently si = e

⎛
⎝P,

τi∑
j=1

a
(i)
j1P

⎞
⎠+Ki.

Finally, the Dealer makes P , Mij, Ai and si public.

For disjunctive compartmented secret sharing scheme

The Dealer chooses a global secret K ∈ μ� and computes

si =

τi∏
j=1

e
(
P, a

(i)
j1P

)
+K or equivalently si = e

⎛
⎝P,

τi∑
j=1

a
(i)
j1P

⎞
⎠+K

for each company Ci. Finally, the Dealer makes P , Mij, Ai and si public.

Remark 2� We note that (see [13]), for any P1, P2 ∈ E[�], the pairing

e(P1, P2) ∈ μ� ⊆ F
∗
qk ⊆ Fqk .

Also, for any K ∈ μ�, we have K ∈ Fqk . Thus e(P1, P2) +K is in Fqk .

3.2. Reconstruction of the secret key

• For conjunctive compartmented secret sharing scheme.
For Case I: suppose that tij (or more) users from each compartment
Cij , 1 ≤ j ≤ τi, of every company Ci, 1 ≤ i ≤ m, collaborate. With-

out loss of generality, assume that the users u
(i)
j1 , u

(i)
j2 , . . . , u

(i)
jtij

from each

Cij of Ci, 1 ≤ i ≤ m, collaborate. Then the collaborating users from
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the compartment Cij can form an invertible submatrix M ′
ij of Mij

(by assumption on Mij, the submatrix M ′
ij is invertible). The users in Cij

compute(
a
(i)
j1P, a

(i)
j2P, . . . , a

(i)
jtij

P
)T

= M ′−1
ij ·

(
b
(i)
j1P, b

(i)
j2P, . . . , b

(i)
jtij

P
)T

.

Thus the company secret Ki can be computed as

Ki = si − e

⎛
⎝P,

τi∑
j=1

a
(i)
j1P

⎞
⎠

and hence the global secret key K can be computed as

K = K1 +K2 + · · ·+Km.

For Case II: suppose that at least tij users from each compartment Cij,
1 ≤ j ≤ τi and ti users from each company Ci, 1 ≤ i ≤ m, collaborate.

Without loss of generality, assume that the users u
(i)
j1 , u

(i)
j2 , . . . , u

(i)
jβij

from compartment Cij of company Ci, 1 ≤ i ≤ m, collaborate, where

βij ≥ tij for all i, j and

τi∑
j=1

βij = ti.

The collaborating users in Ci can form an invertible submatrix A′
i of Ai

and compute

(a
(i)
11P, . . . , a

(i)
1ti1

P, . . . , a
(i)
τi1

P, . . . , a
(i)
τitiτi

P, αi1P, . . . , αit′iP )T =

A′−1
i (b

(i)
11P, . . . , b

(i)
1βi1

P, . . . , b
(i)
τi1

P, . . . , b
(i)
τiβiτi

P ).

Thus they can compute company secret Ki as

Ki = si − e

⎛
⎝P,

τi∑
j=1

a
(i)
j1P

⎞
⎠, 1 ≤ i ≤ m

and hence the global secret key K as K = K1 +K2 + · · ·+Km.

• For disjunctive compartmented secret sharing scheme.

The authorized set of users can compute
∑τi

j=1 a
(i)
j1P , 1 ≤ i ≤ m, as

in the previous reconstruction of the secret key of the conjunctive com-
partmented secret sharing scheme. Then the users in any company Ci can
compute the global secret key

K = si − e

⎛
⎝P,

τi∑
j=1

a
(i)
j1P

⎞
⎠ .
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3.3. Verification of the shares

In the secret reconstruction phase, each collaborating user uij submits their

share along with additional information x−1
ij P for verification. The legitimacy

of the shares b′ijP sent by each user can be confirmed by validating the equation

e(x−1
ij P, bijxijP ) = e(P, b′ijP ).

The equation holds true if and only if b′ijb
−1
ij ≡ 1 (mod �), which is equivalent

to b′ij ≡ bij (mod �) (as per [2, Remark 1]).

4. Security analysis of the proposed schemes

The security of the proposed schemes is based on the presence of a trusted
Dealer, the hardness of ECDLP and the bilinear pairings. Bilinear pairing oper-
ates as a one-way function, which implies that computing the image of inputs is
simple but finding the pre-image of a given image is challenging. The Dealer en-
crypts the shares before sending (publicly) them to the users. We have assumed
that the ECDLP is difficult to solve for large order group Ga. So an attacker can-

not obtain b
(k)
ij P when the Dealer distributes the encrypted share b

(k)
ij x

(k)
ij P as it

is equivalent to solving an instance of ECDLP. By the property of pairing e, given
a point P and a value S, for an adversary, the probability of guessing a point Q
that satisfies S− e(P,Q) = K is 1/(�− 1). Also the probability of guessing a K′

in μ� that is equal to K is 1/�. Therefore, the probability of getting the secret
is max{1/(�− 1), 1/�}. Since � is very large, the probability is very small. Thus,
the announcement of many public parameters has no effect on the security of
the scheme.

We need the following (see [2]) basic result from linear algebra.

	
��������� 4.1� A system of linear equations over a finite field of order � with
t unknowns has either a unique solution, no solution or �λ solutions for some λ
with 1 ≤ λ ≤ t. Each solution is of equal probability for the case of �λ solutions.


���
�� 4.2� Any ti − 1(or fewer) users from the company Ci cannot reveal
the company secret Ki.

P r o o f. Let A be a set of ti − 1 (or less) users in the comapany Ci who try
to get the company secret Ki. In the case ti =

∑τi
j=1 tij , there exists at least one

compartment Cij for which |A ∩ Cij | < tij.

Without loss of generality, assume that the users u
(i)
j1 , u

(i)
j2 , . . . , u

(i)
j(tij−1) from

the compartment Cij pool their shares. Then the shares of the users can
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be written as the system of equations

(
b
(i)
j1P, b

(i)
j2P, . . . , b

(i)
j(tij−1)P

)T
= M ′

ij ·
(
a
(i)
j1P, a

(i)
j2P, . . . , a

(i)
jtij

P
)T

,

where M ′
ij is the submatrix (of Mij) corresponding to the shares of the users

in A. The system will have many solutions by Proposition 4.1. Thus, the users

cannot get a
(i)
j1P. Similarly, in the case ti >

∑τi
j=1 tij , there are two possibilities:

• There must be a compartment Cij in which βij = |A ∩ Cij| < tij .

This implies that the unknowns a
(i)
j1P , 1 ≤ j ≤ τi, cannot be computed.

• All βij ≥ tij but
∑τi

j=1 βij < ti. Then the users can form a system of equa-
tions with ti variables and less than ti equations. Thus, by Proposition 4.1,

users cannot get a
(i)
j1P , 1 ≤ j ≤ τi.

Hence they cannot get the company secret key Ki. �

Remark 3� We observe that any set A of unauthorized users cannot access
the global secret K. For example, suppose that A is a set of unauthorized users.
In case of conjunctive scheme, it means that A �∈ Γ1. Thus either |A ∩ Ci| < ti
for some i or else |A∩Cij| < tij for some i and j. By Theorem 4.2, the condition
|A∩Ci| < ti implies that users in A cannot get the company secret Ki and hence
the global secret K. In the later case (|A∩Cij | < tij), the users in A need to solve
a system of equations with more unknowns than the number of equations to get
the secret Ki. By Proposition 4.1, this system has �λ many solutions for some
λ ≥ 1. As � is large, the probability of getting Ki (and hence K) is negligible.

In case of disjunctive secret sharing scheme, we have the similar arguments.

����
������ 4.3� Let us choose Q ∈ E [�] uniformly, K as described above,
and compute s = e(P,Q) +K. Then for any s̄ the conditional distribution of K
given s = s̄ is the same as its original, unconditional distribution.

The point Q ∈ Ga ⊆ E [�] is chosen at random and the order of Ga is �.
For a given P, there is a unique point Q that satisfies

si − e(P,Q) = K or si − e(P,Q) = Ki.

We have given below an example of the proposed schemes using modified
Tate pairing [13]. The computations are done using SageMath.

Example 1. Consider an elliptic curve E : y2 = x3+2x+15 over the field F47.
The number of points in E (F47) is 61. The embedding degree of E (F47)
with respect to 61 is 3 as 61|473 − 1. Then F473 is the extended finite field.

9
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The number of points in E (F473) is 104188. Let γ be a root of an irreducible
cubic polynomial over F47. The group E [61] ⊆ E (F473) is the set of all 61-torsion
points [13]. Let

P = (15γ + 33, 9γ2 + 22γ + 23) ∈ E [61] and Ga = 〈P 〉.
We have � = 61 and all the matrix computations are done modulo �.

Assume that there are two companies C1 and C2:

• company C1 has thre compartments, namely, C11, C12, C13,
and

• company C2 has three compartments, namely, C21, C22, C23.

Suppose that

n11 = 3, n12 = 4, n13 = 5, n21 = 3, n22 = 3, n23 = 4

and
t11 = 2, t12 = 2, t13 = 3, t21 = 2, t22 = 2, t23 = 3.

Let

a
(1)
11 = 32, a

(1)
12 = 23, a

(1)
21 = 14, a

(1)
22 = 19, a

(1)
31 = 37, a

(1)
32 = 52, a

(1)
33 = 43,

a
(2)
11 = 25, a

(2)
12 = 36, a

(2)
21 = 51, a

(2)
22 = 28, a

(2)
31 = 8, a

(2)
32 = 4, a

(2)
33 = 7.

We choose company secret keys K1 = 25γ2+44γ+44, K2 = 27γ2 +44γ+41
for C1, C2 respectively and the global secret key K = 5γ2 + 41γ + 38.

Case I� For t1 = t11 + t12 + t13 = 7 and t2 = t21 + t22 + t23 = 7.
For company C1, let

M11 =

⎛
⎝ 8 3
11 60
12 22

⎞
⎠ , M12 =

⎛
⎜⎜⎝

3 9
15 42
9 20
20 34

⎞
⎟⎟⎠ and M13 =

⎛
⎜⎜⎜⎜⎝

21 14 50
37 27 23
39 57 27
31 46 23
40 14 11

⎞
⎟⎟⎟⎟⎠ .

We compute (
b
(1)
11 , b

(1)
12 , b

(1)
13

)T
= M11 ·

(
a
(1)
11 , a

(1)
12

)T
= (20, 24, 36)T.

The shares of the users in the compartment C11 of the company C1 are⎛
⎜⎜⎝
b
(1)
11 P

b
(1)
12 P

b
(1)
13 P

⎞
⎟⎟⎠ =

⎛
⎜⎝
(20γ2 + 41γ + 45, 37γ2 + 19γ + 18)

(18γ2 + 17γ + 21, 19γ2 + 13γ + 11)

(15γ2 + 27γ + 41, 18γ2 + 36γ + 44)

⎞
⎟⎠ .

Compute (
b
(1)
21 , b

(1)
22 , b

(1)
23 , b

(1)
24

)T
= M12 ·

(
a
(1)
21 , a

(1)
22

)T
= (30, 32, 18, 11)T.
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The shares of the users in the compartment C12 of the company C1 are

⎛
⎜⎜⎜⎜⎜⎜⎝

b
(1)
21 P

b
(1)
22 P

b
(1)
23 P

b
(1)
24 P

⎞
⎟⎟⎟⎟⎟⎟⎠

=

⎛
⎜⎜⎜⎜⎝

(44γ2 + 27γ, 19γ2 + 22γ + 22)

(14γ2 + 13γ + 15, 18γ2 + 5γ + 29)

(17γ2 + 6, 41γ2 + 2γ + 1)

(42γ2 + 22γ + 34, 24γ2 + 27γ + 34)

⎞
⎟⎟⎟⎟⎠ .

Compute(
b
(1)
31 , b

(1)
32 , b

(1)
33 , b

(1)
34 , b

(1)
35

)T
= M13 ·

(
a
(1)
31 , a

(1)
32 , a

(1)
33

)T
= (56, 41, 17, 14, 58)T .

The shares of the users in the compartment C13 of the company C1 are

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎝

b
(1)
31 P

b
(1)
32 P

b
(1)
33 P

b
(1)
34 P

b
(1)
35 P

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎠

=

⎛
⎜⎜⎜⎜⎜⎜⎜⎝

(34γ2 + 31γ + 35, 39γ2 + 3γ + 42)

(20γ2 + 41γ + 45, 10γ2 + 28γ + 29)

(30γ2 + 23γ, 19γ2 + 17γ + 27)

(26γ2 + 7γ + 12, 45γ2 + 14γ + 21)

(38γ2 + 12γ + 39, 32γ2 + 24γ + 34)

⎞
⎟⎟⎟⎟⎟⎟⎟⎠

.

For company C2, let

M21 =

⎛
⎝13 47
25 15
16 12

⎞
⎠ , M22 =

⎛
⎝42 56
32 48
17 45

⎞
⎠ and M23 =

⎛
⎜⎜⎝
28 52 53
10 39 24
55 36 28
38 41 33

⎞
⎟⎟⎠ .

We compute (
b
(2)
11 , b

(2)
12 , b

(2)
13

)T
= M21 ·

(
a
(2)
11 , a

(2)
12

)T
= (4, 6, 39)T.

The shares of the users in the compartment C21 of the company C2 are

⎛
⎜⎜⎝
b
(2)
11 P

b
(2)
12 P

b
(2)
13 P

⎞
⎟⎟⎠ =

⎛
⎜⎝
(46γ2 + 46γ + 29, 2γ2 + 14γ + 4)

(2γ2 + 7γ + 45, 8γ2 + 14γ + 22)

(15γ2 + 7γ + 3, 36γ2 + 39γ + 45)

⎞
⎟⎠ .

Compute (
b
(2)
21 , b

(2)
22 , b

(2)
23

)T
= M22 ·

(
a
(2)
21 , a

(2)
22

)T
= (50, 48, 53)T.

11
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The shares of the users in the compartment C22 of the company C2 are⎛
⎜⎜⎝
b
(2)
21 P

b
(2)
22 P

b
(2)
23 P

⎞
⎟⎟⎠ =

⎛
⎜⎝
(42γ2 + 22γ + 34, 23γ2 + 20γ + 13)

(32γ2 + 36γ + 18, 32γ2 + 38γ + 35)

(30γ2 + 13γ + 8, 14γ2 + 21γ + 15)

⎞
⎟⎠ .

Compute(
b
(2)
31 , b

(2)
32 , b

(2)
33 , b

(2)
34

)T
= M23 ·

(
a
(2)
31 , a

(2)
32 , a

(2)
33

)T
= (10, 38, 48, 28)T.

The shares of the users in the compartment C23 of the company C2 are⎛
⎜⎜⎜⎜⎜⎝

b
(2)
31 P

b
(2)
32 P

b
(2)
33 P

b
(2)
34 P

⎞
⎟⎟⎟⎟⎟⎠

=

⎛
⎜⎜⎜⎜⎝

(25γ2 + 34γ + 14, 40γ2 + 22γ + 20)

(16γ2 + 40γ + 37, 30γ2 + 5γ + 36)

(32γ2 + 36γ + 18, 32γ2 + 38γ + 35)

(45γ2 + 27γ + 19, 45γ2 + 6γ)

⎞
⎟⎟⎟⎟⎠ .

Case II� For t1 > t11 + t12 + t13 = 7 and t2 > t21 + t22 + t23 = 7.
Let t1 = 9 and t2 = 8. Then t′1 = 2 and t′2 = 1. So choose

α11 = 3, α12 = 35 and α21 = 47.

For company C1, we choose a matrix

A1 =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

8 3 0 0 0 0 0 24 9
11 60 0 0 0 0 0 50 1
12 22 0 0 0 0 0 20 57
0 0 3 9 0 0 0 27 20
0 0 15 42 0 0 0 20 56
0 0 9 20 0 0 0 58 34
0 0 20 34 0 0 0 9 58
0 0 0 0 21 14 50 13 29
0 0 0 0 37 27 23 58 11
0 0 0 0 39 57 27 16 14
0 0 0 0 31 46 23 42 21
0 0 0 0 40 14 11 13 32

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

for users in company C1. We compute

(
b
(1)
11 , b

(1)
12 , b

(1)
13 , b

(1)
21 , b

(1)
22 , b

(1)
23 , b

(1)
24 , b

(1)
31 , b

(1)
32 , b

(1)
33 , b

(1)
34 , b

(1)
35

)T

= A1 ·
(
a
(1)
11 , a

(1)
12 , a

(1)
21 , a

(1)
22 , a

(1)
31 , a

(1)
32 , a

(1)
33 , α11, α12

)T
= (41, 26, 17, 18, 39, 40, 55, 12, 51, 6, 21, 58)T.

12
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The shares of the users of the company C1 are

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

b
(1)
11 P

b
(1)
12 P

b
(1)
13 P

b
(1)
21 P

b
(1)
22 P

b
(1)
23 P

b
(1)
24 P

b
(1)
31 P

b
(1)
32 P

b
(1)
33 P

b
(1)
34 P

b
(1)
35 P

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

=

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

(20γ2 + 41γ + 45, 10γ2 + 28γ + 29)

(11γ2 + 30γ + 5, 15γ2 + 37γ + 2)

(30γ2 + 23γ, 19γ2 + 17γ + 27)

(17γ2 + 6, 41γ2 + 2γ + 1)

(15γ2 + 7γ + 3, 36γ2 + 39γ + 45)

(22γ2 + 43, 4γ2 + 28γ + 32)

(2γ2 + 7γ + 45, 39γ2 + 33γ + 25)

(18γ2 + 9γ + 41, 14γ2 + 46γ + 32)

(25γ2 + 34γ + 14, 7γ2 + 25γ + 27)

(2γ2 + 7γ + 45, 8γ2 + 14γ + 22)

(22γ2 + 43, 43γ2 + 19γ + 15)

(38γ2 + 12γ + 39, 32γ2 + 24γ + 34)

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

.

For company C2, we choose a matrix

A2 =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

13 47 0 0 0 0 0 1
25 15 0 0 0 0 0 9
16 12 0 0 0 0 0 9
0 0 42 56 0 0 0 34
0 0 32 48 0 0 0 11
0 0 17 45 0 0 0 33
0 0 0 0 28 52 53 20
0 0 0 0 10 39 24 57
0 0 0 0 55 36 28 15
0 0 0 0 38 41 33 34

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

for each user in the company C2. We compute

(
b
(2)
11 , b

(2)
12 , b

(2)
13 , b

(2)
21 , b

(2)
22 , b

(2)
23 , b

(2)
31 , b

(2)
32 , b

(2)
33 , b

(2)
34

)T

= A2 ·
(
a
(2)
11 , a

(2)
12 , a

(2)
21 , a

(2)
22 , a

(2)
31 , a

(2)
32 , a

(2)
33 , α21

)T

= (51, 2, 35, 1, 16, 18, 35, 33, 21, 40)T .

13
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The shares of the users of the company C2 are

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

b
(2)
11 P

b
(2)
12 P

b
(2)
13 P

V b
(2)
21 P

b
(2)
22 P

b
(2)
23 P

b
(2)
31 P

b
(2)
32 P

b
(2)
33 P

b
(2)
34 P

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

=

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

(25γ2 + 34γ + 14, 7γ2 + 25γ + 27)

(11γ2 + 35γ + 28, 28γ + 15)

(11γ2 + 30γ + 5, 32γ2 + 10γ + 45)

(15γ + 33, 9γ2 + 22γ + 23)

(26γ2 + 27γ + 3, 31γ2 + 36γ + 26)

(17γ2 + 6, 41γ2 + 2γ + 1)

(11γ2 + 30γ + 5, 32γ2 + 10γ + 45)

(45γ2 + 27γ + 19, 2γ2 + 41γ)

(22γ2 + 43, 43γ2 + 19γ + 15)

(22γ2 + 43, 4γ2 + 28γ + 32)

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

.

For conjunctive compartmented scheme, compute

s1 = e
(
P, a

(1)
11 P + a

(1)
21 P + a

(1)
31 P

)
+K1

= e (P, 22P ) +K1 = 6γ2 + 42γ + 28

and
s2 = e

(
P, a

(2)
11 P + a

(2)
21 P + a

(2)
31 P

)
+K2

= e (P, 23P ) +K2 = 25γ2 + 12γ + 17

where e is the modified Tate pairing (see [13]). The Dealer makes

P,M11,M12,M13,M21,M22,M23, s1 and s2 public.

For disjunctive compartmented scheme, compute

s1 = e
(
P, a

(1)
11 P + a

(1)
21 P + a

(1)
31 P

)
+K

= e (P, 22P ) +K = 33γ2 + 39γ + 22

and
s2 = e

(
P, a

(2)
11 P + a

(2)
21 P + a

(2)
31 P

)
+K

= e (P, 23P ) +K = 3γ2 + 9γ + 14.

The Dealer makes P,A1, A2, s1 and s2 public.

14
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Reconstruction of the secret key

For Case I: Suppose that the users

u
(1)
12 , u

(1)
13 in compartment C11;

u
(1)
22 , u

(1)
23 in compartment C12;

u
(1)
31 , u

(1)
32 , u

(1)
34 in compartment C13 of company C1 and

u
(2)
11 , u

(2)
12 in compartment C21;

u
(2)
22 , u

(2)
23 in compartment C22;

u
(2)
31 , u

(2)
32 , u

(2)
34 in compartment C23

of company C2 collaborate to reconstruct the secret.

The users u
(1)
22 , u

(1)
23 form a submatrix

M ′
11 =

(
11 60
12 22

)
of M11

and compute the inverse

M ′−1
11 =

(
51 55
11 56

)
.

Then they compute(
a
(1)
11 P, a

(1)
12 P

)T
= M ′−1

11 ·
(
b
(1)
12 P, b

(1)
13 P

)T
=

(
(14γ2 + 13γ + 15, 18γ2 + 5γ + 29),

(16γ2 + 40γ + 37, 17γ2 + 42γ + 11)
)T

.

Similarly, the users

u
(1)
22 , u

(1)
23 can compute the values of a

(1)
21 P, a

(1)
22 P .

u
(1)
31 , u

(1)
32 , u

(1)
34 can compute the values of a

(1)
31 P, a

(1)
32 P, a

(1)
33 P .

u
(2)
11 , u

(2)
12 can compute the values of a

(2)
11 P, a

(2)
12 P .

u
(2)
22 , u

(2)
23 can compute the values of a

(2)
21 P, a

(2)
22 P .

u
(2)
31 , u

(2)
32 , u

(2)
34 can compute the values of a

(2)
31 P, a

(2)
32 P, a

(2)
33 P .

For conjunctive compartmented scheme, the users compute the company
secrets

K1 = s1 − e
(
P, a

(1)
11 P + a

(1)
21 P + a

(1)
31 P

)
= 25γ2 + 44γ + 44

and
K2 = s2 − e

(
P, a

(2)
11 P + a

(2)
21 P + a

(2)
31 P

)
= 27γ2 + 44γ + 41.

15
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Then they compute the global secret key

K = K1 +K2 = 5γ2 + 41γ + 38.

For disjunctive compartmented scheme, the collaborating users in C1

can compute the global secret

K = s1 − e
(
P, a

(1)
11 P + a

(1)
21 P + a

(1)
31 P

)
= 5γ2 + 41γ + 38.

Similarly, the collaborating users in C2 can compute the global secret

K = s2 − e
(
P, a

(2)
11 P + a

(2)
21 P + a

(2)
31 P

)
= 5γ2 + 41γ + 38.

For Case II: Suppose that the users

u
(1)
12 , u

(1)
13 in compartment C11;

u
(1)
22 , u

(1)
23 , u

(1)
24 in compartment C12;

u
(1)
31 , u

(1)
32 , u

(1)
34 , u

(1)
35 in compartment C13 of company C1

and

u
(2)
11 , u

(2)
12 , u

(2)
13 in compartment C21;

u
(2)
22 , u

(2)
23 in compartment C22;

u
(2)
31 , u

(2)
32 , u

(2)
34 in compartment C23 of company C2

collaborate to reconstruct the secret.

The users in the company C1 can form a submatrix A′
1 of A1 and compute

the inverse A′−1
1 , where

A′
1 =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

11 60 0 0 0 0 0 50 1
12 22 0 0 0 0 0 20 57
0 0 15 42 0 0 0 20 56
0 0 9 20 0 0 0 58 34
0 0 20 34 0 0 0 9 58
0 0 0 0 21 14 50 13 29
0 0 0 0 37 27 23 58 11
0 0 0 0 31 46 23 42 21
0 0 0 0 40 14 11 13 32

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

,

16
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and

A′−1
1 =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

51 55 33 36 17 33 18 46 60
11 56 23 14 10 21 17 57 16
0 0 39 60 17 6 31 25 22
0 0 10 30 40 21 17 57 16
0 0 56 50 27 9 20 46 54
0 0 53 19 31 37 57 44 31
0 0 32 46 59 21 5 48 60
0 0 18 3 37 47 9 23 30
0 0 41 17 47 53 40 48 52

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

.

Then the users compute

(
a
(1)
11 P, a

(1)
12 P, a

(1)
21 P, a

(1)
22 P, a

(1)
31 P, a

(1)
32 P, a

(1)
33 P, α11P, α12P

)T
=

A′−1
1 ·

(
b
(1)
12 P, b

(1)
13 P, b

(1)
22 P, b

(1)
23 P, b

(1)
24 P, b

(1)
31 P, b

(1)
32 P, b

(1)
34 P, b

(1)
35 P

)T
.

Similarly, the users in the company C2 can form a submatrix A′
2 of A2 and

compute the inverse A′−1
2 , where

A′−1
2 =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

13 47 0 0 0 0 0 1
25 15 0 0 0 0 0 9
16 12 0 0 0 0 0 9
0 0 32 48 0 0 0 11
0 0 17 45 0 0 0 33
0 0 0 0 28 52 53 20
0 0 0 0 10 39 24 57
0 0 0 0 38 41 33 34

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

and

A′−1
2 =

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

41 13 57 0 0 0 0 0
60 2 32 0 0 0 0 0
46 34 1 25 14 0 0 0
36 16 22 38 11 0 0 0
44 6 54 0 0 51 28 53
48 1 9 0 0 43 40 22
16 41 3 0 0 8 53 54
3 42 12 0 0 0 0 0

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

.

Then the users compute

(
a
(2)
11 P, a

(2)
12 P, a

(2)
21 P, a

(2)
22 P, a

(2)
31 P, a

(2)
32 P, a

(2)
33 P, α21P

)T
=

A′−1
2 ·

(
b
(2)
11 P, b

(2)
12 P, b

(2)
13 P, b

(2)
22 P, b

(2)
23 P, b

(2)
31 P, b

(2)
32 P, b

(2)
34 P

)T
.
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For conjunctive compartmented scheme, the users compute the company secrets

K1 = s1 − e
(
P, a

(1)
11 P + a

(1)
21 P + a

(1)
31 P

)
= 25γ2 + 44γ + 44

and

K2 = s2 − e
(
P, a

(2)
11 P + a

(2)
21 P + a

(2)
31 P

)
= 27γ2 + 44γ + 41.

Then they compute the global secret K = K1 + K2 = 5γ2 + 41γ + 38.
For disjunctive compartmented scheme, the collaborating users in C1 can com-
pute the global secret

K = s1 − e
(
P, a

(1)
11 P + a

(1)
21 P + a

(1)
31 P

)
= 5γ2 + 41γ + 38.

Similarly, the collaborating users in C2 can compute the global secret

K = s2 − e
(
P, a

(2)
11 P + a

(2)
21 P + a

(2)
31 P

)
= 5γ2 + 41γ + 38.

The computational complexity of the proposed conjunctive compartmented and
disjunctive compartmented schemes are almost same and will be examined in de-
tail in the next section.

5. Computational complexity of the proposed schemes

The number of operations for computing a matrix multiplication of order
n × t and t × 1 is nt. The time for computing scalar multiplication of a point
on an elliptic curve is O(log2�) using the basic Double-and-add algorithm [4],
where � is the order of the point. Computing a pairing takes O(log2�) operations
(see [11,14]). Adding two distinct points takes I+2M+S operations and doubling
takes I+2M+2S operations (see [1]) where I,M, S denote inverse, multiplication
and squaring respectively. To compute an inverse of a matrix of order t using
the basic inversion method cost O(t3).

At the time of distribution of shares.

For Case I: The Dealer requires
∑m

i=1 τi matrix multiplications of order

nij × tij and tij × 1

which costs
m∑
i=1

τi∑
j=1

nijtij operations.

As

nij ≥ tij and

m∑
i=1

τi∑
j=1

nij = n,

the sum

18
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m∑
i=1

τi∑
j=1

nijtij ≤ n2.

For Case II: The Dealer requires m matrix multiplications of order⎛
⎝ τi∑

j=1

nij

⎞
⎠× ti and ti × 1

which costs
m∑
i=1

⎛
⎝ τi∑

j=1

nij

⎞
⎠ ti operations.

As
τi∑
j=1

nij ≥ ti and

m∑
i=1

τi∑
j=1

nij = n,

the sum
m∑
i=1

⎛
⎝ τi∑

j=1

nij

⎞
⎠ ti ≤ n2.

In addition, the Dealer requires n scalar multiplications of points to encrypt

the shares b
(i)
jkx

(i)
jkP that costs O(nlog2�). To compute si, we need

∑m
i=1 τi

point additions and m pairings which costs O (mlog2�).

At the time of reconstruction of the secret.

For conjunctive compartmented secret sharing scheme:

For Case I: the collaborating users need to find the inverse of
∑m

i=1 τi
matrices of order tij that costs

m∑
i=1

τi∑
j=1

t3ij ≤ n3 operations.

To find the unknowns a
(i)
jkP , they require
m∑
i=1

τi∑
j=1

t2ij ≤ n2 point additions.

For Case II: they need to find the inverse of m matrices of order ti
that costs m∑

i=1

t3i < n3.

To find the unknowns a
(i)
jkP , the number of point additions required is

m∑
i=1

t2i ≤ n2.
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In addition, to find Ki, we need
∑m

i=1 τi point additions and m pairing
computations.

For disjunctive compartmented secret sharing scheme.

Suppose that the users in the company Ci want to reconstruct the secret.

For Case I: the collaborating users need to find the inverse of τi matrices
of order tij that costs τi∑

j=1

t3ij < n3 operations.

To find the unknowns a
(i)
jkP , they require

τi∑
j=1

t2ij < n2 point additions.

For Case II: they need to find the inverse of a matrix of order ti that costs

[t3i < n3.

To find the unknowns a
(i)
jkP , the number of required point additions is

t2i < n2.

In addition, to find K, we need τi point additions and one pairing com-
putation.

Hence, combining all, both the schemes required O(n3) operations. We also
see that the time complexity of the disjunctive compartmented scheme is lower
than that of the conjunctive compartmented scheme.

6. Concluding remark

In this article, we have proposed two schemes, namely, conjunctive compart-
mented and disjunctive compartmented secret sharing schemes. The schemes are
verifiable. That is, during the reconstruction of the secret, each collaborating user
can verify the shares of the other collaborating users. We have analyzed the se-
curity aspects of the schemes. The computational complexity of both schemes
has been described.
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