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ABSTRACT. This paper is the first of two complementary papers. In this
paper, we present a novel algorithm in the field of cryptography, an area that
has garnered significant attention from researchers. Our algorithm is based
on matrix calculus over finite rings, enabling efficient encryption and decryption
processes without requiring additional computational resources. A key feature
of this approach is its formulation of a mathematical problem involving the solu-
tion of a system of nonlinear equations, which significantly enhances the system’s
security and complexity. Furthermore, we provide a detailed mathematical proof
of the algorithm’s correctness.

1. Introduction

In the context of rapidly advancing computational capabilities and the an-
ticipated emergence of quantum computing, the development of secure crypto-
graphic algorithms remains a critical objective. Traditional cryptographic
methods face increasing challenges due to enhanced computational power and
evolving attack techniques [I]. This environment necessitates the exploration
of novel cryptographic approaches. Post-quantum cryptography, in particular,
has gained attention for its potential to ensure security against quantum
adversaries and to contribute additional advantages that may shape the future
direction of cryptographic research and practice [2].
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Another well-known challenge in the field is the development of efficient
public-key encryption algorithms. At present, three cryptosystems are primar-
ily recognized for addressing both encryption and digital signature tasks: RSA,
ElGamal, and Rabin. However, the efficiency of most of these systems is con-
siderably lower than that of symmetric cryptosystems. Consequently, their
application is typically limited to encrypting relatively small amounts of data.

Public-key algorithms are distinguished by the one-way functions upon which
they are based. Nevertheless, not all one-way functions are suitable for construct-
ing public-key cryptosystems [3] or for implementing secure communication
protocols in practical information systems [4]. Therefore, the design and analysis
of one-way functions remain active areas of research.

A one-way function is a function y = f(z) such that, for any x in its domain,
the value f(x) = y is easy to compute, but finding the corresponding z for any y
in its range is computationally infeasible and requires solving a difficult problem.

One-way functions form the foundation of asymmetric cryptography, primar-
ily due to the key distribution problem among users. While symmetric encryp-
tion algorithms provide high performance, they have a significant drawback:
the number of keys that need to be distributed among users grows rapidly.
If there are k users, the number of keys required is k(k — 1)/2. In asymmetric
cryptosystems, however, the number of keys equals the number of users.

The Hill cipher, introduced by Lester S. Hill in 1929, was the first matrix-
-based cipher algorithm [5L[6]. It is a polygraphic cipher that uses linear trans-
formations to encrypt data. As a block cipher, the plaintext is split into blocks
of equal size. The encryption key in the Hill cipher is an n x n non-singular
matrix, where n represents the block size. Although nearly a century has passed
since this cipher was created, this field remains relevant, and specialists continue
to develop algorithms based on various matrices [TH9]. Researchers are explor-
ing the Affine plane and modifying the Affine Hill Cipher to create public-key
cryptosystems [10]. Similar to ECC, they also utilize discrete logarithms in group
multiplication to design public-key cryptosystems [I1]. Additionally, a public-
-key cryptosystem based on noncommutative groups has been developed,
incorporating concepts such as ring matrices [I2HI5], special matrices [I6HIS],
and matrix decomposition techniques [19]. The structures formed on these
matrices are typically noncommutative.

In this paper, we design a one-way function based on a matrix formed using
algebraic parameters. Using this function, we develop a trapdoor function [20]

based on the complexity of solving a system of nonlinear equations.
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2. Development of a basic matrix-based data
encryption and decryption algorithm

In the area of modern cryptography, numerous algorithms based on matrix
operations have already been developed, and new ones continue to be proposed.
For example, studies [21],22] explored a multivariate post-quantum encryption
algorithm grounded in matrix algebra. However, this algorithm was later ana-
lyzed and successfully cryptanalyzed, as reported in [23]. A more recent approach
is presented in [24], which addresses key challenges such as reducing public key
size, improving computational efficiency, and enhancing resistance to structural
attacks in multivariate cryptographic schemes.

In our previous researches [2,[25], we examined key challenges in quantum
computing and cryptographic systems, focusing on the impact of quantum al-
gorithms on contemporary encryption methods. We also considered alternative
cryptographic approaches, such as matrix-based asymmetric encryption over fi-
nite rings. Building upon these findings, the proposed method utilizes matrix
operations to improve both security and computational efficiency, supporting
its potential for practical application.

This algorithm is designed to work in one mode: 64-bit mode —in this mode
the algorithm runs on a 64-bit platform, it uses module values:

N=2% p=2% ¢=2%

Why we chose this mode? The architecture of modern 64-bit processors and dig-
ital signal processors (DSPs) offers high performance with low power consump-
tion, primarily due to advanced parallelism and optimized internal structures.
These processors feature an internal bus architecture that includes a program
bus, multiple data read buses, data write buses, and auxiliary buses for pe-
ripherals and direct memory access (DMA) controllers. This design enables the
execution of up to three data read operations and two data write operations
in a single clock cycle. Simultaneously, the DMA controller can handle up to two
independent data transfer operations without involving the central processor,
further enhancing throughput. These capabilities significantly reduce latency
for encryption and decryption operations, ensuring minimal delays in signal
processing. Additionally, modern 64-bit processors can execute all fundamen-
tal arithmetic and logical operations—such as multiplication, division, addi-
tion, subtraction, and bitwise operations — within a single machine cycle, thanks
to advanced pipelining techniques. These features make the 64-bit mode ideal
for implementing cryptographic algorithms, where high speed and low latency
are critical. Based on these considerations, this algorithm consists of public and
private key parameters as well as general computational parameters, which are
as follows:
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S16x165 d3x9, Y8x1, A6x1; T36x1, kax1— the public key of the algorithm.
Ti6x16, Usx1, Mex1s §8x1, Pex1, Mgx1 — the private key of the algorithm.

o, A — the general parameters of the algorithm.

These key parameters form a trapdoor structure and ensure that, without
knowledge of the private key, recovering the plaintext is infeasible. We will
sequentially generate them using the following steps.

2.1. Parameters of algorithm

1. Elements are selected
ugx1 (0<wu; <N), i=0...7, uj=0mod2, j=0...6, uy=1mod?2.

Usxg matrix is formed from them:

Uy Ug Up U2 U3 U4 Us Ug
Us Ue U7 Upg UL U2 U3 Ug
Ug U7 U UL U2 UZ Uy Us
Ug U5 Us UT U UL U2 U3 mod N, (1)
uz Ug U5 U U7 U UL U2
U2 U3 U4 U Us UT Ug U1
U U2 U3 Ug Us U U7T U
Up Uy U2 U3 Ug Us U UT

Usxg =

here, the elements ug,uq,...u7 are chosen such that the design of the Ugys
matrix is formed in a way that the operations in formulas ([2) and [@]) can always
be performed.

2. o0 — parameter values are calculated, inverse of the determinant of a matrix

Usy1 by mod N, B
§x1 by o o = |Usxs|™" mod N, 2)

here, the value of o always exists because the determinant of Ugyg is an odd
number.

3. Matrix G§, g an adjoint of a matrix of Usxs,

/8><8 = Adj(Ung)T mod N, (3)
here, Adj() —an adjoint of a matrix, T'— transpose operator
4. mgx1, kax1 integers are randomly selected, satisfying the conditions

0<m; <N, 0<kj<N
and
mo=1mod 2, mo=1mod?2, ky=1mod2, ki =0mod?2
here
1=0...7, 7=0,1.

Choosing the values mg, ms and kg, k1 in this way ensures that po and ps
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calculated using formulas (@), (@), are odd, us is even and formula (@) is always
satisfied. Then the parameter values are calculated pi6x1 according to the for-

mulas:

Ho mo
Ha2 miky
! moky
we | _ v |mskr
ps |8 | maky
H10 msky
H12 mek1
M4 | | mrky |
K1 moko
M3 mi
Hs m2
Bt _ ~ | T3
po | TS| my
H11 ms
13 me
H1s | | M7

mod N, (4)

mod N. (5)

5. The parameter value is calculated A, which is the inverse of the determinant

Bigx1e,

A =0 (pops — papz)”

! mod N. (6)

6. Integers are randomly selected psx1,(0 < p; < ¢, i = 0..7) elements are

calculated, Rigx1 using

Rigx1 =

formulas:

A1 (po — o)
A~ (poko — 1)
(Pl - uz)
(p1ko — p3)
ATV (po — pa)
A~ (poko — ps)

(p3 — He)
(p3ko — pi7)
b (ps— ps)
U (pako — po)
(ps — H10)
(psko — p11)
A~ (ps — p12)
AL (peko — p3)
(p7 — p1a)
(prko — ps)

A
A-

mod N. (7)
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7. A matrix Bigx16 is formed based on the given structure. The matrix Afs, 16
is assigned the transposed value of the matrix’s Bigx1¢ algebraic complements,

[ 1o w0 0 0 0]
p2 3 00 0 0
e ps o 0 0 0
pe 7 1 o 0 0
ps  ope 11 0 0
po g1 101 0 0
piz opz 101 0 0
Bisx16 = gié gif } } 8 8 mod N, (8)
pry  prg 1 1 0 0
pry prs 1 1 0 0
prg  pr; 1 1 0 0
prg prg 1 1 0 O
prip pryp 101 0 0
prio prig 1 1 o 0
|Pryy Pri; 11 1 o]
Algy16 = Adj(Bisxi6)” mod N, (9)

here, Adj() —an adjoint of a matrix, T'— transpose operator.

8. A matrix Ajgx16 is formed from the elements A’ 14 as follows:

[ Aaly  Aap, 0 0 .. 0 0 0
Adjy  Adly 0 0 0 0 0
Aaby  Ady,  Adl, 0 .. 0 0 0
Aadhy  Aadly;  Adh,  Adbg 0 0 0 0
Adl, Ady, Ad, Aays Ad), 0 0 0
Aaf, Aadl;  Aal, . Aaf, 0 0 0
A16><16 = AG%O Aa‘é)‘l Aaé)‘? e AG%G 0 0 0 mod N.
Aaly,  Aadhy  Adl, e Aal, 0 0 0
Aaj, ... Aaf,  afg 0 0 0
Aag .. Aay,  agg Aagy 0 0 0
[Aa)50 B e 58 B K oaisy Adiss]
(10)
9. Randomly are chosen these parameters ng, n1,...,m15 and Bg, 51,--., 515

according to these conditions: 1 < ng, n1,...,m5 <q, 1< By, B1,.-..,015 < q
Mo M1 72 73

Na 715 Me N7 # 0 mod 2, (11)
N8 M9 Mo M1

Tz M3 T4 M5
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moon2 mn3
N5 Ne M7
Mo Mo M1
m3 M4 M5

10. A matrix O1gx1¢ is formed based on the given structure:

1< 055 < N for
055 = 0 for

0< 05 < 211 for
0g8 089
098 099
0158 0159
|O16x16]

11. Value of the elements of 7;,7 = 0...35 are calculated:

[To T 7_8]:[60 p1 Bo

[79 TI0 .- 7’17}2[54 Bs  Be

N4

"8 2 0 mod 2.

UiP]
Mo

1=0...7, 7=0...15,
1=8...15, 7=0...6,
1=8...15, j5=7...15,
0815
0915
# 0 mod 2,
01515
# 0 mod 2.

_0127
0137

3
P ] 0147
| 0157

_0127
0137

7
B ] 0147
0157

0127

[7'18 719 .- 7'26]:[ﬁ8 B Bio 511] o157

[727 T28 .- 7’35}2[512 Bz B4

0147
0157

0127
Bus] |0
0147
0157

0128
0138
0148
0158

0128
0138
0148
0158

0128
0138
0148
0158

0128
0138
0148
0158

01215
01315
01415
01515 |

01215
01315
01415
01515

01215
01315
01415
01515

01215
01315
01415
01515

(13)

mod q.

(19)
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12. &, &1, -5 €7, Y0, Y1, - - -, Y7 integers in the interval 0 < &g, &1, ..., &7,
Y0, V1, ---,Yv7 < IN are selected as element values. The remaining elements

of the matrix G1gx16 are defined as follows:

gos =g115= &0, Goo = 918 =&1, Goro= g19 =§&2, Goi1=gi10=24,3,

(20)
go12=g111 =81, go13=g112=E&5, Go1a=g113=E&, Goi5=gi114=24Er,
- - - 4 -1 =
928 088 098 ... 0158 Yo
929 089 Og9 ... 0159 Al
g210 0810 0910 --- 01510 72
g211| _ [0811 O911 ... O1511 73 mod N, (21)
g212 0812 0912 ... 01512 V4
g213 0813 0913 ... 01513 V5
g214 0814 0914 ... 01514 Y6
| 9215 | 10815 0915 ... 01515 | V7 ]
- - - 4 -1 =
938 088 098 ... 0158 Y7
939 089 099 ... 0159 Yo
gs1o0 0810 0910 --- 01510 4!
gsi1| _ [0811 O911 ... O1511 72 mod N, (22)
g312 0812 0912 ... 01512 V3
g313 0813 0913 ... 01513 V4
g314 0814 0914 ... 01514 5
| 9315 | 10815 0915 ... 01515 | 76
- - - 4 -1 =
948 088 098 ... 0158 Y6
ga9 089 Og9 ... 0159 V7
g410 0810 0910 --- 01510 Yo
ga11| _ [0811 O911 ... 01511 4! mod N, (23)
g412 0812 0912 ... 01512 72
ga13 0813 0913 ... 01513 V3
ga14 0814 0914 ... 01514 V4
| 9415 | 10815 0915 ... 01515 |75 ]
- - - 4 -1 =
g58 088 098 ... 0158 5
959 089 099 ... 0159 Ve
gs10 0810 0910 --- 01510 Y7
gsi1| _ [0811 O911 ... O1511 Yo mod N, (24)
gs512 0812 0912 ... 01512 Al
g513 0813 0913 ... 01513 72
g514 0814 0914 ... 01514 73
| 9515 | 10815 0915 ... 01515 | V4 |
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=2 —1 r -

ges 0gg 098 ... 0158 V4

969 0gg 099 ... 0159 5

ge10 0810 0910 --- 01510 Y6

ge11| _ [0811 O911 ... O1511 V7 mod N,
9612 0812 0912 ... 01512 Yo

9613 0813 0913 ... 01513 4!

ge14 0814 0914 ... 01514 72
| 9615 | 10815 0915 ... 01515 | 73]
- - - 4 —1 A

grs 0gg 098 ... 0158 V3

g79 089  0Og99 ... 0159 V4

grio 0810 0910 --- 01510 5

grir| _ [0811 O911 ... 01511 Ve mod N,
gri2 0812 0912 ... 01512 V7

g3 0813 0913 ... 01513 Yo

gri4 0814 0914 ... 01514 Al
1 9715 | 10815 0915 ... 01515 | 72 ]

gsi=p-(—go; modq), i=0...7,
gs; =p- (nj—s — go; mod q), j=38...11,
g8k =D (ﬁk_m — gor mod q), k=12...15,

goi =p-(—g1;modq), i=0...7,
goj =p- (nj—a — g1, mod q), j=38...11,
gor =P (Br—s — g1r mod q), k=12...15,

g10i =p-(—g2; modq), i=0...7,
g10; =p- (nj —g2; mod q), j=8...11,
910k =P (Bk—a — gor mod q), k=12...15,

g11i =p-(—gz; modq), i=0...7,
g11j =P (Mj4a —g3jmod q), j=8...11,
g1k =p - (Br —gsr mod q), k=12...15,

g12i =P (—g4i mod q), 1 =0...11,
gi2j =p- (nj—11 — g4 mod q), j=12...15,

g13i =p-(—gs; mod q), i=0...11,
9135 =P - (nj—7 — gs; mod q), j=12...15,

g14i =p- (—ge; mod q), i=0...11,
Graj =p- (nj—3 — gej mod q), j=12...15,

g15i =p - (—grimod q), =0...11,
g15; =P (Njy1 — g7y mod q), j=12...14,
gi515 =P - (770 — gr15 mod Q)-

)
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13. As a result, the structure of the matrix G1gx1¢ takes the following form:

[ 960 961 S 967 dos 9015 |
9/10 931 e 9/17 g18 S gi15
Giox16= | 970 911 --- Yo7 978 gr15 | mod N. (35)
gso 981 ... ... ... G814 9815
19150  g151 91514 91515 ]

14. Value of the parameters of \g, A1, Ao, A3, A4, A5 is calculated:
Ao =D g2i0i7 mod N, Ay =) g3;0;7 mod N, Ay =} g4i0;7 mod N,

1=8...15,
(36)
Az =D g5i0;7 mod N, Ay =3} ggioir mod N, A5 =3~ gr;0;7 mod N,
1 =8...15.
15. Inverse of the matrix Oigx16 is calculated modulo NV,
T16><16 = 01_61>< 16 HlOd N. (37)

16. The matrix Sigx1¢ is calculated by multiplying the matrices Aigxi6, G16x16

and Oi6x1s,
8 Si6x16 = Aiex16 - Giexi6 - O16x16 mod N. (38)

17. The matrix elements of d3xg are calculated using the following formula:

doo = 087 + 097 + 0107 + 0117, do1 = 088 + 098 + 0108 + 0118,
do3 = 0810 + 0910 + 01010 + 01110,
dos = 0812 + 0912 + 01012 + 01112,

do7 = 0814 + 0914 + 01014 + 01114,

do2 = 089 + 099 + 0109 + 0119,

dos = 0811 + 0911 + 01011 + 01111,
dos = 0813 + 0913 + 01013 + 01113,
dog = 0g15 + 0915 + 01015 + 01115,

dig = 0127 + 0137,
di3 = 01210 + 01310,
dig = 01213 + 01313,
d2o = 0147 + 0157,
da3 = 01410 + 01510,

dag = 01413 + 01513,

di1 = 0128 + 0138,
dy4 = 01211 + 01311,
dy7 = 01214 + 01314,
da1 = 0148 + 0158,
da4 = 01411 + 01511,
do7 = 01414 + 01514,

dy2 = 0129 + 0139,
di5 = 01212 + 01312,
dig = 01215 + 01315,
da2 = 0149 + 0159,
das = 01412 + 01512,
dag = 01415 + 01515,

(39)

here, the elements of the dsxg matrix, based on formula (I3), take values

in the interval 13
0< dij < 2°°.
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2.2. Encryption process

1. The plaintext is divided into blocks of 100 bytes in length, and each block
is further divided into sub-blocks as follows and assigned to the corresponding
elements of the Xj6x1 matrix, according to the following rule:

Zo
Z1
Xi6x1 = ) (40)
T15
here,
— the elements xg, x1,...,xg are assigned the initial 64 bits of the block,
— the elements x7, xs, ..., T4 is assigned the initial 40 bits of the block,

— the element x5 is assigned the initial 32 bits of the block.

2. The matrix Yigx1 is calculated using the following formula:
Yi6x1 = Si6x16 - X16x1 mod N, (41)

here, in (@) — function is a one-way function, meaning it is easy to calculate
the value of Yigx1, but it is difficult to determine the value of Xi6x1 because
the inverse of Sigx16 does not exist.

3. vy, V1, V2 — the parameter values are calculated, for : =1...8,
vo=_ do;ri17 mod N,
v1=>_ d1;xi+7 mod N, (42)
Vg = Z d2ixi+7 mod N.
Here, as given in relations ([3)), (39) and [@0), the values

vy, v1 and we are 56-bit long.

4. A matrix Cigx1 is formed from Yigx1, Xi6x1 matrix elements according
to the following rule:
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Yo + koy1
(k1yo + y1) ® (voviv2 mod N)
o(oy2 — (Mox7 + yoxs + Y1®9 + Y210 + Y3711 + YaT12
+7v5713 + Y6w14 + ¥7715)) mod N @ (not(vo)viva mod N)
o(y2 + oyz — (M1@7 + y728 + Y0To + V110 + V2211 + V3T12
+74w13 + Y5714 + Y6715)) mod N @ (not(vi)vova mod N)
o(y2 + y3 + oya — (Aez7 + Y628 + y7T9 + Y0T10 + V1711 + V2212
+7v3T13 + Y414 + ’szls)) mod N ¢ (not(vz)vov1 mod N)
o(y2 +y3 +ya + oys — (Azx7 + y508 + Y6w9 + Y7T10 + Y0T11 + V1212
+7y213 + Y3714 + 4715)) mod N @ (not(vovi)va mod N)
o (y2 +y3 + ya + ys + oye — (Maz7 + a8 + Y529 + Y610 + V7211
+70T12 + Y1718 + Y2214 + Y3715)) mod N @ (not(vovz)vi mod N)
o(y2 +y3 +ya+ys + y6 + oyr — (Asz7 + 138 + Y49 + Y5710 + Y611

+y7212 + Y0718 + V1714 + Y2715)) mod N @ (not(vive)vo mod N)
A(y2+y3+ya+ys+ye+yr+oys) mod N
P
+74x11 + 75212 + Tew13 + Trr14 + T8T15) mod ¢ G not(v1)
(y2+ys+ya+ys+ye+yr+ys+oyg) mod N
P
+T13%11 + T14T12 + T15T13 + T16T14 + T17215) mod g & vy
A(y2+ys+yatys+ye+yr+ys+yotoyip) mod N
P
+T21210 + Te2x11 + T23T12 + T24%13 + To5x14 + T26215) mod ¢  not(va)
- d N
(y2+y3+y4+yo+y6+y7+gs+y9+y10+0y11) mo + (y2 + oy3) —
+T29x9 + T30%10 + 731211 + 732212 + 733713 + 734214 + T35215) mod g B va
A dN
(y2+ys3+ya+ys+ye+yr+ys+yo+yio+yii1+oyiz) mo + (y2 + y3 + oy4) mod ¢

— (Tox7 + T128 + T2T9 + T3T10

— (Tow7 4+ Tr0w8 + T11T9 + T12210

+ oy2 — (T18%7 + T19T8 + T20T9

(To7a7 + Togxs

P
(y2+ysz+yatys+ys+yr+ys+yo+vio+yii+yia+oyiz) mod N

+(y2 + y3 + ya + oys) mod ¢

P
A d N
(y2+y3+y4+y5+y6+y7+y8+y9:y10+y11+y12+y13+0y14) mo + (y2 +y3 + y4

+ys + oys) mod ¢
d N
(y2+ys+yat+ys+ye+yr+ys+yo+yio+yii+yiz+yiz+yiatoyis) mo + (y2 +ys +ya

i +y§ + Y6 + oyr) mod ¢
here,

— not() is the logical inversion operation,

— @ is the logical operation of addition modulo 2.

This trapdoor function presented in (@3] is based on the complexity of solving
a system of nonlinear equations without knowing the private key. The nonlin-
earity is ensured by the XOR operation in the system and the multiplication
of terms dependent on the unknowns vg, v1, va.

5. By concatenating the elements of the Cigx1 matrix, the corresponding block
of cipher text is formed:

Cipherblock = Co U Cy U---UCys. (44)
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2.3. Decryption process

Before the decryption process begins, matrices Ayx4 and Bsx4 are formed
based on the n16x1 elements:
- o -1

mooM2 N3 M4
Agps = s M6 M7 78 mod g, (45)
Mo Mo M1 T2
L7113 T4 M5 7o |
_ _ -1
Mo M N2 N3
Bia= | P T mod gq. (46)
s N9 Mo M1
LTh2 M3 T4 75

The following steps are then performed on each ciphertext block:

1. The corresponding ciphertext block is divided into blocks of length 120 bytes
and the values of these blocks are passed in turn to the Cigx1 matrix as a matrix
element according to the following rule:

o
1
Ciex1=| . |, (47)
C15
here,
— every element of ¢g, ¢, ..., cr is assigned the initial 64 bits of the ciphertext
block,
— every element of cg, ¢g, . .., c15 is assigned the initial 56 bits of the ciphertext
block.

2. The matrix Figx1 elements f12, f13, f14, f15 are calculated using the following
formula:

fi2 C12 + p4aco
S| Ains - €13 + P5co mod q. (48)
f1a C14 + pPeCo
fis c15 + prco
3. Calculated.
Y1 = fi2 + fi3 mod g, (49)
Yo = fi14 + f15 mod gq. (50)
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4. The matrix Figx1 elements fs, fo, f10, f11 are calculated using the following
formula:

I8 cg @ not(11) + poco
fo = Bixa - % & vt + puco mod g. (51)
Jio c10 D not(1ha) + paco
Jin c11 @ Y2 + p3co
5. Calculated.
o = fs + fo+ fio + f11 mod N. (52)

6. The other elements of the matrix Figx1 are calculated as follows:

Yo112 mod N
fe megc1 B (1Yo1h112 mod N
L fr] Lmrer @ (Yorh11he mod N)

[— (o fs+ &1 fot+Eafro+E&s fri+Eafia+Es fis+E&6 fratEnfis)]
—(&fs+Eafo+E3fr0+8af11+Es fra+Ee f13+E7 f1a+E0 f15)
co ® (not(wo ¥11P2 mod N)

ot(¥1)Yth2 mod N)

not(wg Yoy mod N)

cs @ (not(wow 2 mod N)
( )

(

f5 msC1 P Ous Oouz Ug Us U UT Uy Ul

fo moCo our 0OuUup Up Uz U3 Uy Us Ug
i myc1 @ (Yorp1h2 mod N ous Oug Uy Up Ul U2 U3 Ug
f2 mac1 © (Yorp1h2 mod N oug our Up Ul U U3 U4 Us
fs]_ mac1 @© (Yorp1h2 mod N 4|oua ous us ur uo w Uz ug
Ja macy ®(

(

(

ou; Oou2 U3 Ug4 U5 Ug U7 U

)
)
)
YoY1po mod N) | |ouz ous us us ur ug U U
)
)
)

LOUup OouUr U2 U3 Ug U5 Us Ut

mod N.

(53)
7. The matrix Zygx1 is calculated,

Zi6x1 = Ti6x1 - Fiex1 mod N. (54)

8. By concatenating Z16x1 matrix elements, a corresponding block of plaintext
is formed,
Plaintext block = zg U z; U---U 215. (55)
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3. Proof of the correctness of the algorithm

To prove the correctness of the above data encryption algorithm, it is neces-
sary to show the fulfillment of the

Xi6x1 = Z16x1 equality.

Based on expressions [B8), (@) and ({I0) of the “Algorithm parameters” item,
expression (A1) takes the following form:

Biexi6 - Yiex1 = Biexi6 - Si6x16 - X16x1

= Biexic - A16x16 - Gix16 - O16x16 - X16x1 mod N. (56)
If denoted by the Hygx1 expression O1gx16°X16x1 mod N, then (B6) takes the fol-

lowing form:
Higx1 = Oi6x16 - X16x1 mod NN, (57)
Bisxi6 - Yiex1 = Biexi6 - Aiexi6 - Giexi6 - Higx1 mod . (58)

Taking into account the last equalities, to prove correctness it is required to es-
tablish the validity of the Higx1 = Figx1 equality. This is done as follows.

Expression (57) is reduced to the form (60]), taking into account the conditions

given in (IJ),

ho = 2(1)5 op;x; mod N, hy = 2(1]5 o1;x; mod N,
hy = 2(1)5 02iz; mod N, hs = 2(1)5 03;z; mod N,
hy = 2(1)5 04;z; mod N, hs = 2(1)5 os;z; mod N,
he = 2(1)5 ogix; mod N, hy = 2(1]5 or;x; mod N, (59)
hg = Z? osiz; mod N, hy = 2;5 09;z; mod N,
hio = 2;5 010i7; mod N, hi1 = 2;5 o11;x; mod N,
his = 2;5 012;7; mod N, hiz = 2;5 o13:x; mod N,
hiy = 2;5 014;7; mod N, his = 2;5 015;2; mod N.
It should be noted that here the elements
ho, hl, ey h7
take values in the
0 < hg, hy, ..., hy < N interval,
and the elements
0 < hg, hg, ..., h15 < q.

take values in the interval.
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Expressing (58)) in the form of systems of linear equations, we obtain:

foyo + p1y1 = 35 goihi mod N,

H2Yo + H3y1 = 2(1)5 g1:h; mod N,

payo + psyr + oy2 = 3o gaihi mod N,

weYo + pry1 + Y2 + oys = 2(1)5 g3:h; mod N,

pisYo + proy1 + S0 yi +oys = 2(1)5 gaih; mod N,

[110Y0 + H11Y1 + g Vi + 0Ys = D¢ gsihi mod N,

Wi2yo + p13yr + 22 Yi +oys = 2(1)5 gsih; mod N,

H14Yo + pisy1r + ZS yi +oyr = 2(1)5 grih; mod N,

Proyo + Pryyi + Yo yi + oys = A7 307 gsih; mod N,
Pryyo + Prayi + 5 Ui + 0Yo = > o goihi mod N,

pryYo + prsy: + Zg Yi + oyio = A" 2(1)5 gi0:hi mod N,
Preyo + Pryyi + > ¥i + oyin = 3o gi1ihi mod N,

Prsyo + Proyi + >y ¥i + oyi2 = A7 3°0% gi2ih; mod N,
PryoYo + Pryyyi + Y5 Yi + 0Y1s = 3o gisih; mod N,
Prioyo + Prisyi + >op ¥i + oy = A7 0% graih; mod N,
PriYo + Prisyi + Sos' i + oyis = 3¢ gisihi mod N.
Substituting in place of parameters ysx1, Asx1, T36x1 System of equations (43

respectively, expressions (I6), (I7), @8), I, @), @2), @3), @), @3) and (36)

we obtain:

Cco = Yo + koyl mod ]V7
c1 P (1)01)11)2 mod N) = klyo + Y1 mod ]V7
co P (HOt(UQ)Ulvg mod N) = (O’yz — Zés g2ihi) mod N,

Cg@( (1} Vo2 modN) ( 2+0y3_2é593l z) mod N,

cs P (not(vz vov1 mod N) =0 (22 Yi +0Ys — 28 gai ,) mod N,

cs D (not(vovl)vz mod N) =0 (22 yi +oys — 28 gsih ) mod N,

cs D (not(vovg)vl mod N) =0 (22 Yi +oye — 28 geih ) mod N,

cr @ (not(vlvz)vo mod N) =0 (22 yi +oyr — 28 grih ) mod N,
A(X] yitoys) mod N

cs @ not(v1)= - —(Bohi2+B1his+B2h1a+Pshis) mod g,

8 i o mo
co D = @wgg—)d]\] — (Baha2 + Bshis + Behia + Brhis) mod ¢,

9 i o mo
cio@not(ve) = Az it pym) an +oy2—(Bshi2+Ahis+ Biohia+ Piihis) mod g,
(3% y;+oyi1) mod N

c11Dv2= +(y2+0ys) — (Biohaz+ Bishis+ fiahiat+ Bishis) mod g,
11, . o mo
1y = A y1+py12) d N +(y2+ys+oya) mod q,
12, 4o mo
c13 = (337 yitoyiz) mod N +(y2+y3+ya+oys) mod g,

p
A(C3% yitoyia) mod N

+(y2+ys+ya+ys+oys) mod g,
+(y2+y3+ya+ys+ys+oyr) mod q.

Clqg =
14 p

(323" yi+oyis) mod N
P

C15
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Carrying out the appropriate transformations on the equations of system (1),
we obtain the following expression:
co = Yo + koy1 mod N,
c1 D vourve = k1yo + y1 mod N,
(opayo+0psy1+c2) @ (n0t(ve)v1vg) =0 (Hayo+ sy +oy2)
—0 Zélf goih; mod N,
(opeyo+opry1+cs)® (nOt(Ul)Uovz) =0 (ueyo+pry1+y2+oys)
—0 Zélf g3:h; mod N,
(ougyo+opoyr+ca)® (nOt(Uz)Ulﬂo) =0 (M8y0+M9y1 +Z§ yi+0y4)
—0 Zélf gaih; mod N,
(op10Yo+opi1yr+cs)@® (not(vovy )vg) =0 <u1oyo+u11y1 +Z;yi+0y5>
—0 Zé5g5ihi mod N,
(op12y0+opisyr+ce) @ (not(vova)vy) =0 (u12y0+M13y1 +Z§yi+aye)
—0 2;5961-111- mod N,
(op1ayo+opisy1 +c7) & (not(vive)vg) =0 (u14yo+u15y1 +Z§yi+oy7)
—0 ngnhi mod N,
(A Zé TiyiJrZ(l) Miyi+08> ® not(vy) = A(p 3o riyit> s yitoys) mod N

P (62)

1 3

+ 0 MilYi— Yo Bihipa2 mod g,
LSS

(Zé Tk ali+ Y0 Mt i +Cg) By = B0 71'+2y1+22py1+ vo) mod

1 7
+ 0 Miv2yi— Yy Bihirs mod g, 1 .
(A Z(IJ Ti+4yi+z(lj ﬁ’i+4yi+c10) @not(vz) _ Ap>y m+4yi+Z; yi+oyio) mod N
+ 30 tisai+oy2— g Bihia mod g,

1 N~10 m

S0 Tiseyi+ D0 Mioyi 1 Svg = L0 “+Gyl+z2p yitoyn) mod N

+ Z(l) Hit6YitY2 +ay3—Z}Z Bih; mod g,

A Zé THSyiJrzé LirgYitClo= Ap>g 7z+syi+Eé§pl Yyitoyiz) mod N

+ 320 Hits¥it Y5 yitoys mod g,

Z(l) Ti—l—lO?Ji"’Zé Hit10Yitc13= (r 3 ri“oyﬁzi yitoyis) mod N

+ ch) Mz‘+10yi+23 Yi+oys mod g,

A g riayit Y g Hit12yit+cia = SO T”myﬁzﬁs yitoyia) mod N
+ Z(l) ,Ua‘+12yi+zg Yi+oys mod g,

Yoo TitaliF Yoo it 1ayiHe1s = (D3 m+14y¢+2§: yitoyis) mod N

+ Z(l) m+14yi+23 yi+oyr mod q.
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Taking into account equalities (G0), expression (62)) takes the following form:
co = Yo + koyr mod N,
¢1 @ (vovivz mod N) = kiyo + y1 mod N,
opayot+opsyr+c2d (not(vo)vwz mod N) =0 2(1)5 goih;—o Zé‘r’ g2ihi; mod N,
oueyot+ouryl+cs® (not(vl )vgvz mod N) =0 2(1)5 gsihi—o Zés g3ih; mod N,
ousyo+opoyl +ca ® (not(vg)vl vo mod N) =0 2(1)5 gaihi! —o Zég’ gaih; mod N,
op10Y0+ou11y1+c5® (not(vovr )ve mod N) =0 324° gsihi —o 387 gsih; mod N,
op12y0+0op13y1+c6 B (not(vovz)vr mod N) =0 3% geihi—o 38" geihi mod N,
op1ayo+op1sy1+cr® (not(viva)vg mod N) =0 3% grihi—o 3§°grsh; mod N,
AT+ o1iyi+cs ®not(vy) =28 F4gsih; mod N +3°0° goihi — 328 Bihip12 mod g,

p

15 99;h; mod N
S0 Tit2li+ 300 Mit i+ @1 = 20 99 ™ O 388 g1ihi — 305 Bihis mod g,

AATLS 15600 h; mod N
A Tipayi+ Y g tivayi+ci0@not ) = 2.0°910ihi MO +30%92:h

P
_Zélﬁihi+4 mod g,

15
1 1 ihi d N
S0 Ter6 i+ 0 HiseyiFern g = 20 Gt mod N sn 15 o S5 gk, mod g,

P
1 AATL L5 g10ih; mod N
A S0 risyi+ 300 HisYi+ 12 = 20 gplz mod N | 5215 g4ihi mod g,
15
1 ihi d N
>0 TH—lOyi+Z(1) Hip10Yi+c13 = 20913+ +Z(1)5 gs:h; mod q,
1 AATE S g1 4k mod N
A rHlei+Zé Hip12Yi+cC1a= 20 91,}4 = +Z(1)5 geih; mod q,

¢® 915ihi) mod N
2(1) 7“'&14%4’2(1) Hit14Yit+C15= o0’ 915 > ) mo —|—Z[1)5 g7ihi mod q.

(63)
Let us take the last 4 equations from (G3]) and replace the parameters

gi; (i=12...15, j=0...15)
in them with expressions [B31), (32), B3]) and ([B4]). As a result we get:
(Arg + pg)yo+(Arg+pg)y1 +c12 = mhiz+n2hiz+13h14+nsh15 mod g,
(r10 + p10)yo+ (11 +p11)y1+ci3 =nshia+nshis+n7hia+nshis mod g,

)
(Ario+p12)yo+ (Aris+pis)yr +c1a = nohia+mohis+m1hia+n12h1s mod g,
)

(r1a + p1a)yo+ (115 +p1s)y1 +c15 = mshiz+niahis+mshia+n0h1s mod g.
(64)
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Taking into account expressions (7)), expression (G4]) takes the following form:

c12 + pa(yo + koy1) mooM2 M3 M hi2

cistps(yo+hoy)| _ | s me mr ms | |has| 4 (65)
cia+ps(yo +koy)| | Mo mo 1 M2 his4 e

c1s + pr(yo + koy1) M3 M4 M5 Mo his

Substituting the resulting expression (G3) into the right side of (@8) we obtain:

J12 nmooM2 M3 M h12
J13 N5 M M7 MR has
=A . . od gq. 66
fia Y e Mo M e hyg| O (66)
f1s M3 M4 M5 Mo his
Thus, we get the equality,
fi2 hi2
f13 his
= . 67
fia hia (67)
| f15] |l |
The proof of equality is carried out as follows:
[ fs ] [ hs |
fo hg
= . 68
f1o hio (68)
| f11] | P11 |

Let’s take the 9th, 10th, 11th and 12th equations from the system of equa-
tions (63) and replace the parameters /;;(i = 8...11,7 = 0...15) in them with

expressions (27), [28), 29) and B0). As a result we get:

Aro+po)yo+ (Ari+p1)y1+cs @ not(vi) =nohs +1m1ho +n2h10+n3hi11 mod g,
(ro+p2)yo~+ (13 +p3)y1 +co® vi =nahg +nsho +nshio +n7h11 mod g,
Ara+pa)yo+ (Ars + ps)y1 +cio®not (z) =nghs +n9ho +niohio+m1h11 mod g,
(re + 16 )yo+ (17 + p7)y1 +c11 ©v2 =ni2hg +1m3ho +n1ah10+m15h11 mod g.

(69)
Taking into account expressions (), expression (G8) takes the following form:
cg @ not(v1) + poco o N M2 N3 hg
cog B v1 + p1Co na N5 Me M7 hg
= . mod q. 70
c10 @ not(v2) + paco s M9 Mo "1 h1o 1 (70)
c11 D v2 + p3co M2 M3 M4 M5 h11

The equalities of
fs=hs, fo=he, fro=hio, fi1="hi,
the equalities
1/)1 =71, 1/)2 = V2 is true.
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In this case, we substitute the last expression into expression (GI]) and get

So we got equality

fo
f1
f2
f3
fa
fs
fe

ouy
ous
oug
ouy
ous
oug

ouy

Lf7]

ouQ

oug
oug
our
ous
ouy
ous
oug

ouy

m
B
Mo

n2 M3 hg
ne N7 | | ho

mod gq.
Mo M1 hio 1

ms 4 M5 hi

fs =hg, fo=hg, fio=hio, fi1="hii.
By virtue of equalities
Jo=ho, fi=h1, fao=ha, fz=h3, fi=hs, fs=hs, fo=he, [r=nhn,

the equality 19 = vo holds. Considering expressions ([63]), (@) and ([l), you can
perform the following actions over expression (53):

u1
ur
uQ
ug
us
ug
u3

u2

ug
ug
uy
uz
ug
us
ug

us

u3
uy
U2
U
uy
ug
us

Uq

Ugq
u2
us3
ul
uo
ur
ue

us

us
u3
Uy
Uz
uy
uo
uy

Ue

ue
ug
us
u3
U2
Uy

uo

ur

poyo+p1yr— 30 Eifits
payo+psy1 — (X7 &ifivr+Eofis)
o (payo+psy1)+ca®not(vho)h1we
o (peyo+pry1)+c3®not (w1 )boha
o (psyo+poy1)+ca®not(2)horh1
o(p10Y0 +p11y1) +c5 Bnot (o1 )2
o(p12y0+p13y1) +ce Bnot (o)1

Lo (H14y0+115Y1) +c7@not(P1y2)bo |

Taking into account ([©1l), (G4]), we calculate the expression (73).
By virtue of equalities (20)), we obtain:

By virtue of expression (3), the following holds:
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fo ho
fi hi
fo ha
jﬁi = 0-Ugxs - Ggyg - Zi mod N.
f5 hs
fe he
| /7] i
[ fo ho ]
fi hi
f2 ha
;3 =0-0 ' Egyxg- Z?’ mod V.
4 4
I5 hs
fe he
| /7] wa

(71)

(72)

mod N.

(73)

(74)
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So we got equality

fi=hi, fa=hs, fs=hs, fa=ha, f5=hs, fo6=he, fr=nhr. (76)
From expressions ([67), (72) and ([70]) it is clear that the equalities

fi = ha, fa = ha, f3 = hs,
fa = hy, s = hs, fe = he,
Jr = hr, fs = hs, Jo = ho,
J10 = hio, Ji1 = hi, f12 = hi2,
f13 = has, f1a = hia, Jis = his

are fulfilled, as required to be proven. Thus, the mathematical correctness of the
asymmetric data encryption algorithm has been proven.

4. Results and discussion

The complexity of the newly developed asymmetric algorithm is based on the
mathematical hardness of solving systems of nonlinear multivariate equations
over a finite ring. This provides a foundation for ensuring the security of the
system.

By substituting yo,y1, - - -, y15 from ([&I) into the encryption function ([@3) and
v, V1, V2 from (42), we obtain a system of nonlinear equations expressed in terms
of the public parameters, where the plaintext variables g, z1, ..., x5 appear as
unknowns. Thus, the problem of recovering the plaintext from the ciphertext or
in other words, the complexity of the system, is directly related to the hardness
of solving nonlinear systems of equations over a finite ring.

The cryptanalysis of this system and the corresponding results will be pre-
sented in our forthcoming publications.

To evaluate the proposed asymmetric cryptosystem, we developed a soft-
ware using the Python programming language. The implementation was tested
on a computer equipped with CPU Ryzen 7 5700G, 64 GB RAM and 1 TB SSD.

The experimental results are summarized in Table 1. For different input data
sizes, the ciphertext length increased by approximately 20 %, which is consistent
across all tested cases. This confirms the correctness of the encryption-decryption
process and the predictable overhead of the system.

The performance results demonstrate that encryption and decryption are
computationally efficient. For example, encrypting 1 MB of data required ap-
proximately 5 seconds, while decrypting it back required 4 seconds. For larger
data sizes (100 MB), the encryption took around 501 seconds and decryption
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TABLE 1. Performance analysis of the developed algorithm (CPU Ryzen 7
5700 G, DDR 64 GB, SSD 1TB)

Data length (bytes)

1048 576

5242 880

10 485 760

104 857 600

Encrypted text (bytes)

1 258 380

6 291 542

12 582 920

125 829 140

Change in ciphertext size (%)

Increased by 20 %

Increased by 20 %

Increased by 20 %

Increased by 20 %

Time spent for encryption (seconds)

5

25

50

501

Time spent for decryption (seconds)

4

19

39

383

Total time (minutes) = 1 13 1445

about 383 seconds. The total time required to process 100 MB was approxi-
mately 15 minutes.

These results indicate that the proposed system is not only theoretically
secure but also practically feasible. The computational complexity grows lin-
early with respect to the input data size and the obtained performance confirms
that the system can be implemented with high speed in practice for secure data
transmission.

5. Conclusions

Our research began with exploring cryptographic problems, specifically the
challenges of finding the inverse of parameterized matrices over finite rings.
We believe these problems form the foundation for developing innovative cryp-
tographic algorithms resistant to quantum computers. As we investigated the
unique characteristics of finding the inverse of a matrix over finite rings,
we observed that it is not possible to compute the inverse in the same way
for all matrices. The complexity of these mathematical problems provides the
basis for creating cryptographic primitives. During our paper, we meticulously
developed the algorithm parameters, ensuring both security and practicality
by designing them using algebraic operations. Based on these parameters, we
constructed encryption and decryption functions. Finally, we mathematically
proved the correctness of the developed algorithm.

Acknowledgement. The authors are thankful to Agency for Innovative
Development under the Ministry of Higher Education, Science and Innovations
of the Republic of Uzbekistan, for the support by “Fund for Financing Science
and Innovation Support” Contract No 52.
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