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ABSTRACT

This paper introduces an autonomous agent-based system for
intelligent redirecting Cell Broadcast (CB) messages to e-mail using a
Raspberry Pi 4B (RPi 4B) connected to a modem, addressing the challenge
of limited access to emergency alerts. The concept uses a virtual resource
that can act alone upon the occurrence of a stimulus and which manages the
dissemination of critical public safety information accurately and in a timely
manner. The approach combines an affordable computing platform with an
Atrtificial Intelligence (Al) model that acts as a message filter. The RPi 4B
monitors the modem via AT commands, allowing the Al module to classify
transmissions and forward alerts to a designated e-mail address. Unlike
existing academic works, which primarily focus on weather or seismic triggers,
which do not provide equivalent ready-made functionality, the proposed
system is designed to expand the system’s alerting capabilities worldwide.
Key contributions include expanding access to CB messages, demonstrating
a cost-efficient Al-enhanced architecture and delivering a deployable, user-
friendly system. Experimental evaluation indicates redirection delays between
57 and 70 seconds, dominated by the modem acquisition stage, while the
internal processing latency, from message reception to database storage, was
between 5 and 10 seconds.
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1. Introduction

Cell Broadcast (CB) is a regulated messaging service supported by mobile
networks, designed to deliver short text alerts simultaneously to all devices within a
defined geographic area. Unlike traditional Short Message Service (SMS), CB
messages are not bound to individual phone numbers, but rather to cells in the
network, enabling large-scale dissemination of critical information. As officially
described in the standards, such as ETSI (1996) or ETSI (1997) or online, on
RO-ALERT website, governments and mobile operators often rely on CB to transmit
emergency alerts, such as severe weather warnings, natural disaster notifications or
public safety announcements. However, access to these alerts can be inconsistent due
to limitations in device compatibility, weak coverage in remote areas or user preference
for alternate communication channels. As smart buildings and remote monitoring
expand, accessible, resilient CB alerts are increasingly needed.

Even though CB systems are widely used for public safety, ensuring reliable and
flexible access to emergency alerts across devices, locations and channels remains
challenging. This paper proposes redirecting CB messages to email using a single-
board computer (RPi 4B) with a cellular modem that continuously monitors broadcasts
from nearby network cells.

However, detecting valid CB emergency messages is difficult because raw
modem output contains mixed signalling and technical data. To address this, an Al
agent in n8n filtered and classified incoming messages, forwarding verified CB alerts
via email so they can be accessed on any internet-connected device, independent of
the mobile network.

From a research standpoint, the main issue this paper attempts to solve is to
close the accessibility gap for users outside the physical alert area by enabling broader
alert reception. The proposed solution adds Al-based filtering, loT-compatible
processing and a scalable architecture for public safety use.

As work of Bopp, Douvinet, Carles, Foulquier and Péroche (2025) stated, current
emergency and early warning systems are mostly centralized and focused on direct
mobile notifications, with little support for decentralized deployment or intelligent loT
integration. Traditional CB systems restrict alerts to geographic areas, while this
approach extends notifications beyond those limits through Internet connectivity.

Therefore, this paper’s primary research issue is: Is it possible to expand a CB
message utility beyond the initial broadcast area? The proposed system enables
decision-makers and caretakers to receive alerts remotely and supports smart building
integration. Cost-efficient devices and IoT connectivity enhance safety, allowing
buildings and users to respond to CB alerts even when owners are away or local
systems lack awareness.

This paper’s primary contributions can be summed up as follows:

e the proposal of a novel remote awareness mechanism that enables
individuals to receive CB emergency alerts affecting a specific location even when they
are not physically present within the broadcast area, by introducing an extension of the
traditional location-bound CB dissemination model,;

e the development of an inexpensive, self-sufficient system for locally recording
CB messages at the monitored area using commodity 0T hardware, demonstrating
that reliable CB acquisition and storage can be achieved without specialized or
proprietary infrastructure;
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e the incorporation of an artificial intelligence (Al) agent to filter and categorize
valid CB warnings from unprocessed modem signalling data before redistribution,
operating directly on raw modem data at the edge to reduce false positives and enable
intelligent alert handling;

e an experimental evaluation demonstrating reliable operation, with end-to-end
redirection delays ranging between 57 and 70 seconds, providing results that
encourage the adoption of the proposed system in an operational context.

By integrating mobile networks with internet-based communication channels, the
proposed system improves emergency alerting inclusiveness, resilience and
adaptability. The paper reviews related technologies, describes the system design and
methodology, presents experimental results, discusses findings against existing work
and concludes with future research directions.

2. Literature Review

This section reviewed the state of the art in communication and alerting
technologies for public safety and emergency management. The literature regarded
four complementary perspectives: core public safety communication infrastructures,
mobile public alerting mechanisms, decision support and multi-agent coordination
approaches and loT and edge-based emergency alert systems.

These four directions were selected because they cover the main components of
modern emergency alerting and management systems: communications
infrastructure, transmission of alerts to the population, decision-making support for
authorities and the integration of emerging technologies such as loT and edge
computing. Within this structure, both theoretical aspects related to the addressed
concepts and relevant empirical results reported in the literature were presented and
discussed.

2.1. Public Safety Communications

In accordance with works of Friedman (2022) and Swan (2023), the concept of
public safety is associated with “the function of protecting or safequarding people
against violent harm to themselves or their property caused by third parties or nature”.
This concept became the main concern of all states, which primarily directed their
attention to protecting the population.

In specialized literature, such as work of Gourevitch, Kleiman and Falco (2022),
the concept of public safety is often presented in the context of health or security, which
is associated with feelings of physical, emotional, social and material security, also
generated by the support offered by the community or society. In this context, Savoia,
Lin and Viswanath (2013) said that it was important to have the greatest possible
capacity of the authorities to quickly inform the population in critical situations, by
carrying out several types of public communication efforts to announce people,
encouraging the adoption of certain behaviours that could prevent potential problems,
as well as limit the effects of unwanted events.

What is more, recent studies, such as the one of Boboc, Tataru, Bogdan and
Simion (2026), have emphasized that preserving communication continuity during
critical events is important for public institutions and other key services, especially
when the primary network becomes unavailable. Resilient emergency infrastructures
equipped with automated failover mechanisms can reduce downtime and maintain
access to voice, messaging and data services during disruptive situations.
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In emergency situations, telecommunications and informatics systems are
mandatory because they provide the prompt dissemination of data and the
compatibility of security-related information systems, forming the backbone of modern
public safety communications. In accordance with work of Zhang, Li and Chen (2020),
communications transmitted in emergency situations include both the information itself
and the promotion or education of the public to increase public safety and awareness
of emergency situations, all these activities having the role of shaping the behaviour of
citizens to protect their health. In accordance with the work of Liu and Dong (2024),
through these emergency communications, government departments ensured that they
communicated directly and officially with the population, receiving authorized information.

In an emergency communications network, in accordance with the work of Wang
et. al (2023), which is described as a heterogeneous network with a dynamic and
varied composition, a series of communication technologies are used, these
communicating through existing public or private networks. Communications carried
out in a crisis situation must be effective clear, concise, at the right time, these having
the role of reducing panic, confusion and providing society with clear indications on
what it should do.

At the European level, communications in emergency situations involve the
activity of Public Protection and Disaster Relief (PPDR) services, whose role is to
provide rapid immediate assistance when the existence of a risk is determined that
may affect individual or public life, health or safety, as well as public or private property,
maintaining peace and order and providing support through communication activities
carried out together with the police, firefighters or medical services.

2.2. Previous Work

The research began with identifying end-user needs and reviewing relevant
scientific literature. Sources included Google Scholar and international journals such
as the International Journal of Disaster Risk Reduction and the International Journal
of Interactive Mobile and Computers. The collected materials were analysed and
organised to support the research framework.

Recent studies indicated an evolution of public safety communications towards
distributed architectures, capable of supporting rapid information exchange and
coordination between entities involved in emergency management.

In this regard, Zhang, Zhang and Sun (2025) demonstrated that integrating loT
sensors, edge computing and cloud services can significantly improve the timeliness
and operational effectiveness of public safety alerting systems. Based on a distributed
network of heterogeneous sensors, edge computing nodes and cloud integration, they
proposed and assessed a real-time loT system for emergency response and public
safety warning. Using secure MQTT communications, a developed prototype was
tested in a smart city simulation testbed on four scenarios. The results of the paper
highlighted constraints for public safety communications, including infrastructure
dependability and large-scale scalability in actual crisis scenarios.

In addition, Damasevicius, Bacanin and Misra (2023) took a conceptual review
approach to public safety communications, presenting the idea of the Internet of
Emergency Services (IoES) as a framework for combining sensors, processing
platforms and communications to facilitate coordination among emergency services.
The study emphasized how real-time data-driven communications could enhance
situational awareness and inter-agency cooperation, but it also highlighted enduring
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issues with public safety communications infrastructures, including security,
interoperability and the absence of extensive operational validations.

Carreras-Coch, Navarro, Sans and Zaballos (2022) examined emergency
communication technology from the standpoint of public safety-specific needs,
including reduced latency, dependability and agency interoperability. Based on a
structured search in the Scopus and Web of Science databases, the paper conducted
a systematic review in accordance with PRISMA 2020 standards. This was followed
by the steps of identification, screening, eligibility and inclusion. The final research,
which comprises 27 articles published between 2017 and 2021, revealed that hybrid
architectures are necessary since no single technology could meet all public safety
communications requirements. The work also pointed out the necessity for
operationally validated implementations by highlighting a significant reliance on
conceptual evaluations and a lack of consistent experimental validations.

Esposito, Palma, Belli, Sabbatini and Pierleoni (2022) conducted a systematic
review of loT-based solutions for Early Warning Systems (EWS) dedicated to natural
disasters, including floods, earthquakes, tsunamis and landslides. In their research,
the authors analyzed works published between 2017-2022, selected from several
scientific databases (Google Scholar, IEEE Xplore, Elsevier and MDPI), focusing on
adopted loT architectures, communication protocols and operational requirements
specific to real-time alerting. The findings emphasized the important part that
cost-efficient devices and mobile 10T sensors played in environmental monitoring and
alert production, as well as the benefits of combining Fog/Edge layers to lower latency,
boost dependability and reduce dependency on cloud infrastructure. The need for
standardized architecture tested in real-world conditions was highlighted by the
authors’ identification of recurrent limitations in the reviewed literature, such as the lack
of interoperability between solutions, evaluations primarily carried out in controlled or
simulated environments and insufficient operational validation of large-scale loT
systems.

Filip, lliescu and Pop (2022) proposed an Internet of Things-based warning
system, designed for selective and real-time alerting of users, using cost-efficient
devices and efficient communication protocols. They created and executed a cloud-
edge architecture that combines data storage in time series databases (InfluxDB),
asynchronous communications via MQTT, local sensors linked to Raspberry Pi and
secure authentication based on JSON Web Tokens. Analyzing alert latency, scalability
and storage costs for up to 100 devices, the system was experimentally tested in a
controlled environment using simulated data and actual external sources
(OpenWeather API). The findings showed that leveraging inexpensive loT devices for
community alerting systems is feasible and the suggested design could provide real-
time alerting with minimal latency and moderate resource requirements. Nonetheless,
the work draw attention to pertinent constraints, including reliance on outside data
sources, testing primarily in simulated scenarios and the absence of system validation
in actual large-scale emergency operational contexts.

The literature then in publication showed a dearth of large-scale operationally
proven solutions that could concurrently guarantee interoperability, scalability and
dependability under actual crisis conditions, despite advancements in distributed
architectures for public safety communications.

The proposed system improves emergency management through direct agency-
citizen communication. Unlike existing solutions relying on sensors, databases or
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automated alerts, it distributes notifications validated by emergency agencies
themselves. This ensures greater authority, credibility and public trust, while
community-generated or indirect-source alerts may reduce message reliability and
impact.

3. Materials and Methods

This section presents the resources, infrastructure and methodology used to
develop and validate the intelligent CB alert redirection system. After designing and
evaluating the architecture, a laboratory environment was configured and software
components implemented iteratively. The study focused on integrating the Llama2 7B
model on constrained hardware and evaluating the feasibility, reliability and limitations
of lightweight on-device LLMs for public-alert dissemination.

3.1. System Design

The system was designed to have a simplistic modular architecture, as depicted
in Figure no. 1, in which any of the elements could be easily replaced if any
adaptations, innovations or scaling were necessary. Laboratory setup is shown in
Figure no. 2.

The signalling unit employed a compact, software-defined 2G cellular base
station, YateBTS LabKit, designed for research, development, and educational
purposes. This platform provided full control over radio access network functions,
allowing configuration of transmission parameters, frequency allocation management
and simulation of realistic mobile network scenarios in a controlled laboratory
environment. The experiments were conducted in the GSM900 frequency band.
The platform supported standard GSM protocols, including voice, SMS and CB
functionalities, enabling development with both signalling and user plane traffic.
Specifically, CB messages were generated using the Yate command-line interface
(Yate Console). For the 2G modem, a Maestro 100 Series GSM/GPRS Modem Lite
device was used, which was connected to the signalling unit and interfaced with the
GSM network during the experiments. Both the YateBTS LabKit and the Maestro
modem were equipped with standard compliant regular antennas.

Worldwide extension of the CB in case of emergency
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Figure no. 1: High-level system architecture
(Source: Authors’ own contribution)
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‘ Figure no. 2: Laboratory setup
(Source: Authors’ own contribution)

The platform enabled safe experimentation without requiring licensed frequency
bands, making it suitable for academic innovation. Combining programmability,
accessibility and GSM support, the 2G signalling unit was a versatile tool for exploring
wireless communications, loT integration and experimental automated alert forwarding
in emergency management scenarios. It also sped up development by avoiding
dependence on real network alerts. The subscriber system used a 2G cellular modem
with a single-board computer to create a unified platform for automated reception,
decoding and processing of SMS and CB messages. The modem connected via RS-
232 serial, providing reliable communication and precise control, as shown in Figure

no. 2 and Figure no. 3.
GSM D
Signaling & Services N

| Subscriber 1

(((?))) GSM
S Signaling & Services N
‘—‘_‘ Ethernet -

GSM Subscriber 2

Signaling Unit

Subscriber n

Command
Center GSM

Application Signaling & Services

Figure no. 3: Subscriber module topology
(Source: Authors’ own contribution)

Modem selection was guided by strict compliance requirements with the
GSM 07.05 standard, particularly its implementation of the specific AT command set
necessary for CB reception. Reliable interoperability depended on compatibility with
the signalling unit and workflow. Standardized commands minimized integration risks
and enabled consistent message handling. A Python script on the Raspberry Pi
controlled the modem, processed incoming network data, filtered irrelevant signals and
forwarded messages to an Al-based platform for emergency alert classification.
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To support communication between multiple devices, the Eclipse Mosquitto
broker implementing the MQTT protocol was integrated for efficient data transport.
Incoming payloads were published to the broker and consumed by the workflow
automation engine, n8n, where the Al agent determined whether the received
message represented an emergency alert or a standard SMS.

A key component of the proposed architecture was the Large Language Model
(LLM) which aimed to interpret input data according to a predefined prompt.
The purpose was not to use Al solely to distinguish between SMS and CB messages.
Rather, the Al component was employed as an additional layer for message filtering,
classification and contextual analysis after message reception. Al model was primarily
used for contextual interpretation of message content. This can include aspects
regarding severity assessment, urgency and relevance of received alerts. Based on
this analysis, the system could determine whether further actions should be triggered.

For this paper, Llama 2 7B model was chosen due to relatively small size,
quantization compatibility, offline edge inference capability, low power consumption
and suitability for privacy preserving, cost-effective deployments. The Llama 2 7B
model is a 7-billion-parameter model developed by Meta as part of the Llama 2 family.
It is fine-tuned for dialogue applications, making it suitable for tasks such as chatbots,
virtual assistants and interactive Al systems.

The model has been chosen as the foundational language model for the
application due to a combination of performance, efficiency and flexibility. It was
available for local deployment via the Ollama platform, which provided a command-
line interface and API for interaction. Additionally, Llama 2 models are open-weight
and open-source, enabling custom fine-tuning for domain-specific tasks without
decisive limitations. The 7B variant offers an optimal balance between accuracy and
computational efficiency, allowing the application to deliver responsive, high-quality
interactions while remaining cost-effective.

File Edit Tabs Help

Figure no. 4: Ollama tool run on Raspberry Pi board
(Source: Capture from Raspberry Pi 4B terminal)

As depicted in Figure no. 4 and Figure no. 5, the model may be executed locally
on both commercial off-the-shelf (COTS) computing system or single-board computer,
according to user’s needs, eliminating the need for specialized or proprietary hardware.
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As it can be seen in Figure no. 3, Ollama facilitated easy setup and execution of the
model, enabling users to integrate it into various applications requiring natural
language understanding and generation capabilities. As shown in Figure no. 6, the
system was evaluated on hardware using the locally hosted Llama 2 7B model. During
inference we observed an average CPU utilization of 98% and a peak memory
consumption of approximately 3.27 GB.

All processed data was then stored in a MariaDB relational database, providing
persistent storage for both raw messages and classification results. This ensured
traceability, supports long-term analysis and enabled flexible query execution for
retrospective studies.

admin@admin: ~/assistant/MN_teste v A X

File Edit Tabs Help

ant/MN teste § time cat /home/admin, stant/MN_teste/alert.txt | ollama run 1lama2:latest

real  1m9.120s

On. 2225

§ time cat /home/admin, stant/MN_testa/sms.txt | ollama run 1lamaZ:latest

s On0. 195
hdmin@admin; -/

Figure no. 5: Inference duration for model llamaZ2: latest running
on Raspberry Pi board
(Source: Capture from Raspberry Pi 4B terminal)

File Edit Tabs Help

* admin@a.. admin@ac

94, 319
4.12 4.32
08:04:04

iure no. 6: arware usage during inference
(Source: Capture from htop command output, from Raspberry Pi 4B terminal)

Grafana, the monitoring and visualization platform, was connected to the
database, offering dashboards for real-time observation of message traffic and
classification outcomes. Additionally, MQTT Explorer client application was involved to
inspect broker activity, supporting debugging, validation and manual monitoring of
message flow.
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In accordance with chaos theory, even a negligible error introduced during the
initial phase of an analysis may result in divergent conclusions at the culmination of
the process. Since the alert system generated CB messages with a confident structure
to real ones, the classification prompt was crafted to include instructions referencing
emergency phrases, with clearly defined rules and expected response formats to
ensure precision and reduce ambiguity during automated processing and validation,
as shown in Figure no. 6. This was implemented to align more closely with the model
specifications outlined in the official Llama 2 model card. Maturing the application to
support messages in more languages can be achieved either by optimizing the chosen
model for this purpose by fine-tuning with other languages or by using other multilingual
models such as Gemma 2 2B. For either of the two options, a dedicated stage is
required.

Is the text in quotes about a Cell Broadcast emergency alert "MESSAGE_FROM_GSM_MODEM"?

If no critical emergency, respond only with NO.

If eritical emergency, respond only with YES.

Figure no. 7: Prompt example for classifying messages received by the modem
(Source: Authors’ own contribution)

Testing and validation ensured the system'’s reliability and accuracy. Unit and
integration tests verified modem communication, message parsing, data transmission
and workflow operation across all components. Performance evaluation measured
latency, throughput and Al classification accuracy using simulated alerts. Robustness
tests under unstable network conditions confirmed resilience against connectivity
issues, message bursts and broker overloads. Results demonstrated reliable, accurate
and real-time emergency alert management suitable for deployment.

4. Results

The results obtained during system evaluation demonstrated the reliability,
efficiency and traceability of the proposed architecture under various operational
conditions. Message acquisition and internal routing were successful for both SMS and
CB events across multiple test scenarios. As shown in Table no. 1, the system
consistently responded, without observable errors, the tasks for which it was designed.

Table no. 1
CB messages from database
ID Message Date
1 CBM 1641643701611TEST ST3 ROALERT 2025-07-23 12:06:57
2 CBM 1641843701611TEST ST3 ROALERT 2025-07-23 12:26:55
3 CBM 1642043701611TEST ST3 ROALERT 2025-07-23 13:12:49
4 CBM 1642243701611TEST ST3 ROALERT 2025-07-23 13:29:41
5 CBM 1642343701611TEST ST3 ROALERT 2025-07-23 13:31:38
6 CBM 1642443701611TEST ST3 ROALERT 2025-07-23 13:34:29
7 CBM 1642543701611TEST ST3 ROALERT 2025-07-23 13:36:25
8 ALERTA DE TEST SISTEM FUNCTIONAL 2025-07-26 15:45:49
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ID Message Date

9 [CB] TEST AUTOMAT DE INFORMARE 2025-07-26 16:01:54
10 [CB] ALERTA SEISMICA SIMULATA 2025-07-26 16:02:03
11 [CB] ALERTA SEISMICA SIMULATA 2025-07-26 16:02:25

(Source: Authors’ own contribution)

As Figure no. 7 depicts, the e-mail notification system was validated through
repeated testing with a dedicated Gmail account, confirming reliable message
generation and delivery. Authentication used an API key instead of passwords and the
system maintained an encrypted SMTP connection, improving security. The script
automatically dispatched HTML-formatted emails, shown in Figure no. 8, from the
classification workflow and supported multiple recipient addresses. CB alert
classification triggered near real-time email notifications with only a few seconds of
latency, due to the inference process, as depicted in Figure no. 4. Other sub-
assemblies involve negligible delays, while failures were rare and mainly due to
external network issues.

Table no. 2
Confusion matrix for received messages
Predicted SMS Predicted CB Total
Actual SMS 21 5 26
Actual CB 0 32 32

(Source: Authors’ own contribution)

Figure no. 9 presents a live analytics platform for near real-time monitoring of
throughput and processing times. A quantitative performance analysis was conducted
over a period of approximately three weeks, during which a total of 58 messages were
processed (26 SMS and 32 CB alerts). The average internal latency, measured from
message reception to database storage, ranged between five and ten seconds. Using
the locally deployed LLM, the Al agent classified 21 of the 26 SMS messages correctly
(81%) and all 32 CB alerts correctly (100%), corresponding to an overall accuracy of
91.4% (53/58). The full distribution is reported in the confusion matrix in Table no. 2.
Notably, no CB alert was misclassified, while the five misclassifications were confined
to non-critical SMS traffic. These errors may arise when the content of an SMS closely
mirrors the structure, tone and type of information typical of CB messages, so that no
clear cue remains to differentiate the two transmission types. A representative case
being promotional messages designed for strong customer impact. Given the limited
sample size and the short evaluation window, these results should be interpreted as a
proof-of-concept indication of feasibility. In an alert-dissemination context the relevant
safety property is that no CB alert was missed, an effect further mitigated when human-
in-the-loop principles are applied. A broader assessment of reliability and scalability,
based on a larger and more diverse dataset, is thought to be a topic for future
development.
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> ALERT: EMERGENCY NOTICE

I, Attention Required

An emergency alert has been issued for your area. Please read the
information below carefully and take appropnate action.

? Location: 44.4268, 26.1025
(5 Time: 12.49
4§ Alert Type: TEST CB

Alert message
* [CB] TEST AUTOMAT DE INFORMARE

This alert was Issued by custom software In cogrdination with local emergency senvices

Figure no. 8: E-mail notification
(Source: Authors’ own contribution)

Total CB Mesaje Total SMS Mesaje CB Mesaje pe ora
14 10 ’ :
7 P 5 3
CB vs SMS Distribution 4
El
i 2 2
. : ‘ - :
: o 1
= 07/2312:00 07123 13:.00 07128 15:00 07726 15:00
= id Value: 14 = id Valve: 10 - value

Ultimele 5 CB Mesaje SMS-uri pe ord

Timp Mesa|

&

]
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2025-07-26 19:02:26 [CB] SISTEM FUNCTIONAL - TESTPERI 3
2025-07-26 19:02:25 [CE] ALERTA SEISMICA SIMULATA 2 i

b ' 1 1

o
Timp Mesa| 07/2310:00 07/23 1:00 07/2312:00 07/26 16:00
2025-07-26 19:07:08 TEST AUTOMAT DE INFORMARE = value

Figure no. 9: Grafana dashboards indicating intermediary results
(Source: Authors’ own contribution)

5. Discussion

Two added benefits of the proposed solution are enhanced security and
scalability. The integration of an Eclipse Mosquitto broker inside the loT network
created the means for simpler device management. This potential benefit provided
modularity and improved connectivity, foreseeing the substantial benefit brought by the
emergent mobile communications technologies, converging massive networks and
services. The CB receiving modem can be seen as a sensor, which could be connected
in the cyber-world, feeding data to a system that acts into the real world, thus
enhancing the security.

Security can be enhanced by applying physical protection measures, improving
resilience, and securing communications. Although the local laboratory setup did not
require SSL/TLS certificates in Eclipse Mosquitto, real-world deployments over
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distributed or contested networks should implement certificates and additional security
measures. In critical environments, robust cyber protection is needed to ensure data
confidentiality, integrity, availability and resilient operation against evolving threats.

What is more, if targeted area has Cyber Physical Systems (CPS) or loT devices
capable of undertaking physical actions, when connected with the CB system, it
becomes Cyber-Aware, meaning that actions in physical world are based or triggered
by events in the cyber-space. Based on the simpler, more efficient, similarity-based
method, events from the real world with events from cyber-space can be correlated
using an Al model that comprehends the bigger picture, assesses risks or
consequences and even recommends actions. Applied in the enterprise or personal
environment, this innovation could consolidate overall security by merging alerts from
two domains, the physical world and the cyber world.

Whether it be a Small Office/Home Office (SOHO) or a Security Operations
Center (SOC) which has the ability, through loT devices, to undertake some measures
in the case of an event announced by an alert, facilities of any level can benefit from
this capability. Despite being impossible to define all the causal relationships between
physical and cyber alerts, self-protection for any site is constructive for enhancing
security.

6. Conclusions

Evaluation results confirmed that proposed system achieved its objective of
reliably acquiring, classifying and disseminating CB alerts and SMS within a lightweight
architecture. In laboratory conditions, it demonstrated stable performance, high email
notification delivery rates and consistent data integrity, highlighting the feasibility of
combining low-cost hardware, workflow automation tools and Al agents for public
safety communication.

The system proved useful where conventional mobile devices are limited,
extending emergency alerts via Internet-based channels and improving situational
awareness through real-time traffic visualization. However, limitations remain,
including room for improvement in classification accuracy, dependence on external
services such as SMTP and the need for redundancy, scalability and stronger
long-term reliability. GSM was selected for its coverage and affordability, especially in
remote areas, though the architecture is adaptable to LTE and 5G. Future work will
enhance Al classification, expand notification channels and strengthen security,
ensuring a more resilient and scalable emergency alert platform overall.
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