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ABSTRACT 
The growing complexity of global security threats, including climate change 

and geopolitical conflicts, demands advanced monitoring solutions. The Copernicus 
Earth Observation (EO) program offers high-resolution satellite data to enhance 
security applications such as border surveillance, disaster response, and 
environmental monitoring. This paper offers an overview of space-based earth 
observation capabilities, and the role of Copernicus, in improving real-time threat 
detection and response. A case study on Romania’s northern border surveillance is 
presented, demonstrating how EO data supports decision-making in crisis 
management and enhances situational awareness for security operations. 
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1. Introduction
The security landscape is evolving,

with threats including climate-related 
disasters, unauthorized border crossings, and 
geopolitical instability requiring innovative 
monitoring approaches. Traditional security 
measures often lack real-time responsiveness 
and broad coverage, making satellite-based 
monitoring crucial for enhancing situational 
awareness. 

Copernicus, the European Union’s 
flagship Earth Observation program, 
provides free and open-access satellite data 
that supports security-related applications. 
Sentinel-1’s radar capabilities allow all-
weather surveillance, while Sentinel-2’s 
optical imaging assists in terrain analysis 
and infrastructure monitoring. This paper 
explores how Copernicus data can be 

utilized to address security challenges, 
adding value to the state of the art regarding 
the use of satellite data for security 
purposes while presenting a case study of 
Romania’s northern border with Ukraine. 

2. Space-Based Earth Observation
Capabilities 

Space-Based Earth Observation 
(SBEO) has emerged as a pivotal capability 
in the domains of imagery intelligence 
(IMINT) and geospatial intelligence 
(GEOINT), offering critical technical and 
geographic insights derived from satellite 
systems. The analysis and interpretation of 
satellite imagery play an indispensable role in 
contemporary security and defense 
applications, extending beyond conventional 
IMINT and GEOINT applications. SBEO 
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products are generated through a diverse 
array of sensors, including electro-optical, 
radar, infrared (IR), multi-spectral, and 
laser-based systems, enabling broad 
applicability in security and defense 
operations. The integration of space-based 
technologies into various other sectors, 
including urban planning and disaster 
management, has significantly enhanced 
societal resilience and operational efficiency. 
Advances in Earth Observation (EO) have 
facilitated the monitoring of natural disasters 
such as earthquakes, floods, and wildfires, 
enabling real-time situational awareness and 
informed decision-making in crisis scenarios 
(Botezatu, 2023). Additionally, outer space 
infrastructure plays a critical role in the 
development of smart cities by optimizing 
transportation, energy provision, and other 
fundamental services, highlighting the deep 
interconnections between space technology and 
modern urban environments (Botezatu, 2021). 

The evolution of SBEO satellite 
systems is expected to generate substantial 
volumes of data, thereby enhancing 
situational awareness and enabling 
comprehensive analyses. However, this influx 
necessitates advancements in data processing, 
interpretation, and dissemination to ensure 
timely delivery to end-users. SBEO data 
supports two primary security and defense 
functions: early warning systems and 
strategic surveillance. Furthermore, these 
capabilities contribute significantly to 
military planning and geospatial support at 
political, strategic, and operational levels. 

Recent advancements in analytical 
tools and methodologies have facilitated 
more efficient exploitation of SBEO data. 
Despite these developments, the security 
and defense sectors have yet to fully 
integrate these innovations, underscoring 
the need for effective tools and procedures 
to optimize SBEO capabilities. A critical 
challenge remains in balancing expert 
human analysis with efficient operational 
workflows, alongside the integration of 
robust data exploitation algorithms. 

Historically, EO sensors on space-
borne platforms have played a fundamental 
role in intelligence gathering, with significant 
milestones in commercial satellite imagery 
dating back to Landsat-1 (1972), SPOT-1 
(1986), and Ikonos (1999). The rapid 
evolution of high-resolution satellite imagery, 
driven by policy shifts and technological 
advancements, has facilitated the deployment 
of advanced commercial EO satellites such as 
DigitalGlobe’s QuickBird (2001). Presently, 
the proliferation of SBEO systems has 
resulted in hundreds of operational sensors, 
with additional deployments projected 
through 2030 and beyond. 

The past two decades have seen 
significant enhancements in sensor 
performance and mission technology. 
Optical and Synthetic Aperture Radar 
(SAR) sensors have undergone design 
improvements, resulting in enhanced spatial 
resolution, positional accuracy, and 
platform agility. Additionally, the transition 
from single-sensor models to satellite 
constellations has yielded substantial 
performance gains. The advent of nano- and 
micro-satellite constellations, often 
exceeding 100 units, has reduced costs and 
increased accessibility to SBEO data, 
offering improved spatial, spectral, and 
temporal coverage. 

As observation data volumes expand 
in parallel with computing advancements, 
traditional image analysis methodologies ‒ 
typically reliant on sequential human 
intervention ‒ face limitations in scalability. 
The demand for innovative analytical 
approaches has driven the adoption of web-
based and cloud-based solutions, 
facilitating remote access to extensive data 
archives while enabling the integration of 
diverse analytical workflows. This 
transformation has enhanced SBEO 
exploitation efficiency, particularly in 
security contexts where stringent data 
integrity and access control measures are 
paramount (Holmes et al., 2018). 
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A fundamental aspect of EO’s 
contribution to security and defense 
operations lies in its ability to generate 
actionable intelligence from remotely sensed 
data. The complexity of SBEO analysis 
necessitates methodologies that address the 
“five Vs” of big data: variety, volume, 
velocity, veracity, and value (Lee & Kang, 
2015; Nativi et al., 2015). Analytical 
techniques range from traditional image 
enhancement methods to modern artificial 
intelligence (AI)-driven approaches, each 
offering distinct advantages depending on the 
specific application. 

Historically, security and defense 
intelligence relied on subjective analysis, 
where expert interpretation played a critical 
role. Advances in image processing 
techniques, such as spatial, pattern, texture, 
and spectral enhancement, have significantly 
improved feature distinction. Additionally, the 
integration of collateral and ancillary data has 
facilitated multi-source intelligence validation, 
thereby enhancing analytical reliability 
(Campbell & Wynne, 2011). Automation has 
further augmented analytical efficiency, 
particularly in large-scale monitoring 
applications where human-driven analysis 
alone may be insufficient. 

Machine learning and AI 
methodologies have demonstrated 
substantial potential in accelerating SBEO 
data analysis. Neural network applications, 
for instance, have successfully automated 
feature recognition in remotely sensed 
imagery (Arel et al., 2010). The increasing 
availability of computing power and 
extensive training datasets has further 
improved AI-based image analysis, though 
challenges remain in training robust models 
tailored to specific security and defense 
tasks. AI-driven tools must be refined to 
ensure reliable object detection and 
classification, particularly in operational 
contexts requiring high levels of precision. 

Furthermore, the integration of open-
source intelligence (OSINT) from social 
media and other digital platforms has 

expanded SBEO’s analytical capabilities. 
However, this introduces complexities 
related to data verification and real-time 
processing, necessitating advanced filtering 
and contextual analysis techniques (Li et 
al., 2017). AI continues to enhance real-
time intelligence extraction, but its 
effectiveness depends on ongoing 
advancements in training methodologies 
and interpretative frameworks. 

The selection of an appropriate 
analytical approach depends on data 
availability, the nature of the security task, 
and the relationships between EO data and 
operational objectives. The heterogeneity of 
SBEO applications in defense contexts 
necessitates flexible methodologies that 
integrate expert knowledge with advanced 
computational tools. As SBEO systems 
continue to evolve, maintaining human 
oversight remains essential to ensure 
analytical accuracy and adaptability in 
rapidly changing security environments. 

3. Copernicus for Security
Challenges 

The Copernicus Program, the European 
Union’s initiative for Earth Observation (EO) 
developed by the European Union (EU) in 
partnership with the European Space Agency 
(ESA), plays a pivotal role in security 
applications. It provides geospatial 
intelligence for crisis prevention, border 
surveillance, maritime security, and external 
EU actions. With its suite of Sentinel 
satellites and Contributing Missions, 
Copernicus delivers crucial data for 
monitoring emerging threats, enhancing 
situational awareness, and improving decision-
making for security-related challenges. 

3.1. Sentinel Data and Earth 
Observation Technologies 

Since 2014, the Copernicus Program 
has operated a suite of satellites that 
provide critical data for security 
applications, as illustrated in Figure no. 1 
and detailed in Table no. 1. 
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Table no. 1 
Copernicus Sentinel Satellites 

Name Type Number 
of Satellites 

Year 
Operational Remarks 

Sentinel-1 
Synthetic 
Aperture Radar 
(SAR) 

2 (1A, 1B) 2014 
All-weather, day-
and-night 
monitoring 

Sentinel-2 Multispectral 
Optical Imagery 2 (2A, 2B) 2015 

Land monitoring 
and situational 
awareness 

Sentinel-3 
Ocean and Land 
Surface 
Monitoring 

2 (3A, 3B) 2016 

Environmental 
security, 
temperature 
monitoring 

Sentinel-5P Atmospheric 
Monitoring 1 (5P) 2017 

Detects chemical 
and air pollution 
threats 

The naming convention for each 
satellite (e.g., “(1A, 1B)” for Sentinel-1) refer 
to each mission’s original constellation 
design. Specifically, the Sentinel-1 mission 
was conceptualized as two satellites ‒ 
Sentinel-1A and Sentinel-1B ‒ flying in the 
same orbit but phased to improve revisit 
times and data coverage. Likewise, Sentinel-2 
and Sentinel-3 each consist of two satellites 
(A and B), while Sentinel-5 Precursor 
(Sentinel-5P) is a single-satellite mission. 

The Sentinel-1 mission consists of a 
constellation of two sun-synchronous, polar-
orbiting satellites phased 180° apart. These 
satellites employ C-band synthetic aperture 
radar (SAR) technology, enabling continuous, 
all-weather, day-and-night imaging 
capabilities. The mission operates in four 
distinct imaging modes, offering resolutions 
as fine as 5 meters and coverage up to 
400 kilometers. Sentinel-1 provides dual-
polarization capability, rapid revisit times, 
and near-real-time data delivery. Each 
observation is accompanied by precise 
spacecraft position and attitude 
measurements. The system is programmed 
for automatic operation, ensuring consistent 
long-term data acquisition for time-series 
analysis. As the first of five missions 
developed for Copernicus, Sentinel-1 

supports a wide range of applications, 
including topographic mapping, land and 
ocean monitoring, ocean surface wind and 
wave height assessment, sea ice tracking, 
snow cover analysis, and vegetation 
monitoring. 

Although Sentinel-1B was part of the 
two-satellite constellation, it was officially 
deactivated in August 2022 following a 
technical anomaly that occurred in December 
2021. As a result, only Sentinel-1A remains 
operational at present. It is, nonetheless, 
important to clarify that data continuity 
currently relies on Sentinel-1A while the 
European Space Agency prepares the 
upcoming Sentinel-1C and Sentinel-1D 
satellites to maintain and extend the mission’s 
coverage and capabilities. 

The Sentinel-2 mission comprises two 
wide-swath, high-resolution multispectral 
imaging satellites operating in a sun-
synchronous orbit with a 180° phase separation. 
This configuration ensures a high revisit 
frequency of approximately five days at the 
Equator. Each satellite carries a Multi-Spectral 
Instrument (MSI) that captures 13 spectral 
bands at varying spatial resolutions: four 
bands at 10 meters, six at 20 meters, and three 
at 60 meters. With an orbital swath width of 
290 kilometers, Sentinel-2 continues 
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the legacy of the SPOT and LANDSAT 
missions, providing continuity in 
multispectral observations. It supports diverse 
applications, including land management, 
agriculture, forestry, disaster response, 
humanitarian aid, risk assessment, and 
security-related monitoring. 

The Sentinel-3 mission is designed to 
support Copernicus applications related to 
oceanography, land monitoring, atmospheric 
studies, emergency response, security, and 
cryospheric research. Jointly operated by 
ESA and EUMETSAT, Sentinel-3 delivers 
critical ocean and land observation services. 
The mission's primary objective is to provide 
highly accurate and reliable measurements of 
sea surface topography, sea and land surface 
temperatures, and ocean and land surface 
color. These data are essential for ocean 
forecasting, environmental monitoring, and 
climate change studies. Additionally, 
Sentinel-3 observations support applications 
related to vegetation monitoring, wildfire 
detection, inland water level assessment, 
cryospheric studies (land ice and sea ice 
thickness), and atmospheric research. The 
mission builds on previous ERS, ENVISAT, 
and SPOT vegetation datasets while offering 
improved instrument performance and 
coverage. Sentinel-3A was launched on 
16 February 2016, followed by Sentinel-3B 
on 25 April 2018. 

The Sentinel-5 Precursor (Sentinel-5P) 
mission represents the first dedicated 
Copernicus initiative for atmospheric 
monitoring. Developed through collaboration 
between ESA, the European Commission, the 
Netherlands Space Office, industry, and 
scientific institutions, Sentinel-5P is equipped 
with the TROPOspheric Monitoring 
Instrument (TROPOMI), co-funded by ESA 
and The Netherlands. The primary objective 
of Sentinel-5P is to perform high-resolution 
atmospheric measurements to support air 
quality monitoring, ozone and UV radiation 
assessment, and climate change studies. 
The satellite was successfully launched on 
13 October 2017 from the Plesetsk 
Cosmodrome in Russia. It maintains a local 
time of ascending node crossing at 13:30 to 
facilitate coordinated observations with 
NASA’s Suomi-NPP spacecraft. This 
operational approach enables the integration 
of high-resolution cloud mask data from 
Suomi-NPP’s VIIRS (Visible Infrared 
Imaging Radiometer Suite) instrument into 
the routine processing of Sentinel-5P 
methane measurements. By bridging the 
data gap between the SCIAMACHY/Envisat 
mission (which concluded in April 2012), the 
OMI/AURA mission, and the future Sentinel-
4 and Sentinel-5 missions, Sentinel-5P 
ensures continuity in global atmospheric 
monitoring.

Figure no. 1: Copernicus Sentinel Satellites (from left to right): 
Sentinel-1, Sentinel-2, Sentinel-3, Sentinel-5P 

(Source: Copernicus, n.d.) 

3.2. Applications of Copernicus for 
Security and Defense 

Copernicus plays a critical role in 
monitoring unauthorized border crossings and 
identifying changes in terrain that may 

indicate illicit activities. By utilizing high-
resolution satellite imagery, the program 
supports the establishment of early warning 
systems, thereby enabling rapid responses by 
security forces. The Border Surveillance 
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component of Copernicus, implemented by 
the European Border and Coast Guard 
Agency (FRONTEX), significantly enhances 
situational awareness by integrating satellite 
imagery with various other surveillance data 
sources. This multi-faceted approach aids in 
detecting cross-border criminal activities, 
including human trafficking and contraband 
smuggling. For instance, satellite imagery has 
been employed to monitor migration routes 
across the Mediterranean, assisting authorities 
in responding more effectively to 
unauthorized movements (European 
Commission, 2019). 

In the maritime domain, the Sentinel-1 
satellite’s Synthetic Aperture Radar (SAR) 
capabilities provide continuous surveillance 
of vessel movements, regardless of weather 
conditions or time of day. The fusion of SAR 
data with Automatic Identification System 
(AIS) tracking is crucial for identifying 
unregistered or suspicious vessels, thereby 
facilitating the fight against smuggling and 
illegal fishing activities. The Maritime 
Surveillance component, managed by the 
European Maritime Safety Agency (EMSA), 
integrates satellite imagery with vessel 
tracking data, significantly enhancing 
maritime security and environmental 
monitoring. A practical application of this 
system is the identification of illegal fishing 
activities off the coast of West Africa, where 
unregistered vessels have been successfully 
detected and reported. 

In conflict zones, Copernicus provides 
near-real-time geospatial intelligence 
regarding infrastructure damage, troop 
movements, and humanitarian crises. 
The Support to EU External Action (SEA) 
service, coordinated by the European Union 
Satellite Centre (SatCen), delivers essential 
geospatial intelligence for crisis prevention, 
preparedness, and response. This service has 
been activated to support various EU external 
policies and peacekeeping operations. 
For example, during the ongoing conflict in 
Ukraine, Copernicus has been utilized to 
assess infrastructure damage and monitor the 

displacement of populations, informing 
international humanitarian responses. 

Additionally, Copernicus contributes to 
the monitoring of critical infrastructure, 
including energy facilities, transportation 
networks, and telecommunications hubs. The 
program incorporates cybersecurity measures 
to protect satellite data from potential cyber 
threats, ensuring the integrity of geospatial 
intelligence utilized in security applications. 
For example, measures have been 
implemented to safeguard Copernicus data 
from unauthorized access, thereby preserving 
the reliability of satellite-derived intelligence 
for security and defense purposes. This 
commitment to cybersecurity is particularly 
relevant given the increasing number of 
cyberattacks targeting critical infrastructure, 
emphasizing the need for secure and trusted 
geospatial intelligence resources. 

4. Material and Methods
This section outlines the data fusion

methodology and analytical steps undertaken 
to enhance situational awareness along 
Romania’s northern border with Ukraine, the 
case study selected for the scope of this 
paper. The workflow integrates multiple 
satellite datasets ‒ land-use and land-cover 
(LULC) classifications, digital elevation 
information, and Synthetic Aperture Radar 
(SAR) imagery ‒ in a cloud-based 
environment to facilitate near-real-time 
monitoring of potential security threats. 

In particular, LULC data are derived 
from the European Space Agency’s 
WorldCover product, an officially maintained 
global land-cover classification at a 10 m 
resolution covering conditions around the 
year 2023. The digital elevation model 
(DEM) originates from the Copernicus GLO-
30 dataset, a 30 m-resolution product jointly 
developed by the European Commission and 
the European Space Agency (ESA). Both the 
WorldCover and GLO-30 datasets ensure 
consistent, high-quality information across 
national boundaries. 
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For the SAR imagery, this study 
employs Sentinel-1A Ground Range Detected 
(GRD) data in VV polarization, obtained 
through the Copernicus Open Access Hub. 
Two time frames ‒ January to June 2024 
(baseline) and July 2024 (recent) ‒ were 
selected to enable temporal differencing, with 
the data filtered for Interferometric Wide 
(IW) mode and descending passes to 
maintain uniform geometric conditions. 
Leveraging these authoritative and open-
access sources ensures reliable, reproducible 
monitoring of evolving security conditions in 
the cross-border corridor. 

All datasets were processed in Google 
Earth Engine (GEE), which provides an 
extensive remote sensing catalog and a 
computational environment to handle large-
scale satellite imagery analyses. 
Preprocessing tasks (e.g., clipping, 
reprojection, compositing) and visualization 
were carried out entirely within GEE. 

4.1. Study Area Delimitation 
The region of interest in this study 

covers a corridor of approximately 
10 kilometers on both sides of the Romania – 
Ukraine border in the country’s northeast. 
Beyond its immediate national significance, 
this stretch of frontier also serves as part of 
the European Union’s eastern boundary, 
placing it at the nexus of broader geopolitical 
tensions. Cross-border challenges in this area 
range from potential illicit trafficking, 
unauthorized migration, and smuggling to the 
movement of contraband that exploits gaps in 
surveillance. The terrain itself, varying from 
agricultural plains to rolling hills and dense 
woodlands ‒ further complicates monitoring 
efforts and hampers the rapid response of 
border patrol units. By centering on a 
10-kilometer buffer, the analysis captures
transitions in land use, settlement patterns,
and topography that directly influence
security conditions, while maintaining a
scope aligned with operational realities on the
ground. The choice of this corridor was
guided by official administrative boundaries

and geospatial datasets, ensuring that key 
environmental and demographic variables 
integral to current border management 
challenges would be systematically assessed. 

4.2. Data and Preprocessing 
Several satellite-based products were 

integrated to exploit their complementary 
strengths and provide a multi-faceted 
perspective on the border zone: 

Land Use and Land Cover (LULC) 
The European Space Agency’s 

WorldCover product was employed to 
characterize dominant land-cover classes, 
such as forests, croplands, built-up zones, and 
water bodies. This global dataset provides 
consistent, high-resolution (10 m) 
classification layers, which were clipped to 
the delineated buffer zone. Preprocessing 
involved standard reprojection and clipping 
steps, ensuring that the LULC product 
aligned spatially with other datasets. 

Digital Elevation Model (DEM) 
The Copernicus GLO-30 DEM was 

incorporated for terrain-based insights, 
including elevation gradients, potential 
vantage points, and hazard-prone areas. 
The DEM was mosaicked where necessary, 
then clipped to the same border buffer. 
Terrain shading and color-coded elevation 
intervals were used to enhance interpretability 
in a visualization context. This data assists in 
identifying zones where slope and elevation 
could influence security operations, such as 
hampering ground patrols or providing covert 
routes. 

Synthetic Aperture Radar (SAR) 
Time-series SAR imagery from the 

Copernicus Sentinel-1 missions served as the 
primary source for detecting anomalies 
indicative of land-cover changes or unusual 
activity. Sentinel-1 data are particularly 
valuable for security applications because of 
their all-weather, day-and-night imaging 
capability. Using standard preprocessed 
Ground Range Detected (GRD) products in 
VV polarization, the analysis employed two 
temporal windows ‒ a baseline spanning 
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several months (January to June) and a more 
recent subset (July). Median compositing was 
undertaken for each period, minimizing the 
influence of outliers and transient artifacts. 

A different technique was then applied 
to these composite images. Each pixel’s 
backscatter value in the recent composite was 
subtracted from its corresponding value in the 
baseline composite, and an empirical 
threshold (in decibels) was set to isolate 
significant changes. This threshold-based 
approach balances sensitivity and specificity, 
allowing smaller natural fluctuations (e.g., 
crop cycles) to be distinguished from more 
substantial or abrupt modifications (e.g., 
construction, deforestation, or flood events). 

4.3. Analytical Framework 
The data fusion was performed in a 

cloud-based environment to avoid local 
storage bottlenecks and to capitalize ready-to-
use, up-to-date satellite archives. Once the 
various layers ‒ LULC, DEM, and SAR 
difference ‒ were co-registered, each was 
examined to extract distinct yet 
complementary information. Land-cover 
maps provided a broad contextual 
understanding of vegetation, infrastructure, 
and water bodies; the DEM highlighted 
topographic features influencing movement 
and line-of-sight; and SAR differencing 
pinpointed localized areas of potential change 
over short timescales. 

To refine interpretations, the process 
included filtering out obvious false positives 
or anomalies attributable to predictable 
natural or anthropogenic phenomena, such as 
routine agricultural harvesting. Where 
possible, auxiliary datasets, including 
published geographic information, were 

consulted to confirm whether detected 
changes aligned with common seasonal 
patterns or typical land management 
activities. The resulting information was then 
synthesized to present a situational overview 
of the border zone that could inform security 
patrols or policy decisions. 

5. Results
5.1. Land-Cover Insights
Analysis of the WorldCover layers

indicates a heterogeneous landscape marked 
by interspersed agricultural lands, forested 
patches, and built-up pockets on both sides of 
the Romanian ‒ Ukrainian border. 
The prevailing land-cover classes reflect an 
agrarian-forested mosaic, interspersed with 
infrastructural corridors. Croplands emerge as 
the most extensive class, confirming the 
region’s reliance on agriculture. Forested 
tracts appear more prevalent in areas of 
steeper relief, as seen when cross-referencing 
with the elevation data. Built-up zones are 
relatively sparse yet concentrated near 
primary transport routes and known crossing 
points, underscoring the strategic importance 
of these corridors for both legal trade and 
potential illicit activities. 

Quantitative comparisons of land-cover 
statistics between the Romanian and 
Ukrainian sides of the buffer highlight mostly 
consistent distributions, although localized 
differences emerge. Notably, agricultural 
zones on the Ukrainian side comprise slightly 
larger contiguous fields, which could be 
relevant for cross-border surveillance. These 
findings underscore the influence of both 
natural terrain boundaries and policy-driven 
land-use practices on how the landscape is 
shaped on either side of the border. 

328



Figure no. 2: LULC Patterns in the Northeastern Sector of the Romania–Ukraine Border 
(Source: Computed by the author in Google Earth Engine) 

5.2. Terrain Analysis 
Elevations across the buffer zone 

generally remain in the low-to-mid range, 
with certain pockets rising above 600 meters, 
suggesting a mixed topography of plains and 
rolling hills. The digital elevation model 
reveals that areas of higher relief coincide 
with significant forest coverage, reinforcing 
the notion that terrain complexity can be a 

factor in both legitimate and illicit cross-
border movement. In contrast, lower-lying 
zones, which appear more agriculturally 
productive, may experience seasonal flooding 
risks due to nearby rivers. These insights lay 
the groundwork for risk mapping, where 
abrupt topographic changes may hinder 
ground mobility or reduce radar coverage 
from ground-based systems. 

Figure no. 3: Digital Elevation Model in the Northeastern  
Romanian–Ukrainian Border Region 

(Source: Computed by the author in Google Earth Engine) 

5.3. Synthetic Aperture Radar-Based 
Change Detection 

A key component of this study involves 
detecting anomalous surface changes using 
Synthetic Aperture Radar (SAR) data from 
the Sentinel-1 satellite, part of the European 

Copernicus program. These images were 
acquired in Ground Range Detected (GRD) 
format, focusing on single-polarization VV 
data during descending passes. By harnessing 
an active microwave instrument, Sentinel-1 
provides day-and-night imaging capabilities 
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that are robust against cloud cover and 
adverse weather conditions. 

A longer baseline period (January-June 
2024) was selected to capture a representative 
range of backscatter values and minimize 
transient artifacts, while a shorter, more 
recent period (July 2024) enabled 
identification of sudden or recent changes. 
For each period, multiple acquisitions were 
combined into a median composite, thereby 
filtering out spikes caused by speckle and 
momentary scene disturbances. The result 
was two single-band images (expressed in 
decibels) suitable for side-by-side 
comparison. Decibel scaling is standard in 
radar analysis because it simplifies ratio-
based differences and renders the data more 
interpretable. 

Once the baseline and recent median 
composites were prepared, a difference map 
was calculated. Positive values on this map 
represent areas of increased backscatter over 
the interval, while negative values indicate a 
drop in reflectivity. Subtle changes of ±1 dB 
can occur frequently in agricultural or 
seasonally variable landscapes, so this 
threshold was chosen with a deliberately 
“loose” criterion to highlight many potential 
changes at the expense of higher false 
positives. In a practical security setting, 
thresholds might be set at ±2 dB or beyond, 
and advanced filters or classification masks 
could further suppress noise. 

Color mapping of the difference image 
provided a visual means of isolating 
anomalous zones. Blue shades typically 
marked a reduction in backscatter ‒ 
potentially consistent with flooding, standing 
water, or post-harvest fields ‒ while red 
represented an increase that might stem from 
new structures, vehicles, heightened 
vegetation biomass, or rougher surfaces such 
as cleared forests. To refine the raw 

difference results, small patches (e.g., single 
pixels) were removed if they did not form 
coherent clusters, mitigating the influence of 
speckle noise. Larger contiguous clusters are 
more likely to indicate significant surface 
changes, such as the appearance of new 
infrastructure or large-scale shifts in land use. 

From a border security perspective, 
interpreting these difference maps requires 
additional context drawn from the other 
datasets and from ground-based or open-
source intelligence. For instance, red clusters 
located near built-up areas close to the 
frontier might reveal recent construction or 
the presence of metallic objects and 
machinery. In contrast, a broad expanse of 
blue near riverbanks could signify the 
emergence of floodwaters that alter known 
crossing points. Because many changes 
reflect benign land-management practices 
(e.g., agricultural harvesting or regular 
forestry operations), intelligence analysts 
often incorporate multi-polarization 
approaches, land-cover masks, or time-series 
analysis to reduce false positives. 

Notwithstanding these challenges, the 
ability to generate repeat difference maps on 
a monthly or bimonthly basis provides a 
powerful tool for routine surveillance. Over 
time, repeated anomalies at the same site can 
signal activities requiring deeper scrutiny, 
such as expansion of unauthorized facilities 
or recurrent clandestine crossings. As a final 
point, the threshold-based approach could be 
improved by more advanced speckle filtering, 
coherence analysis, or machine learning 
algorithms that distinguish human-made 
changes from natural seasonal fluctuations. 
Such enhancements would refine situational 
awareness further and enable a more 
proactive monitoring strategy along this 
critical cross-border corridor. 
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Figure no. 4: Sentinel-1 Backscatter Change Visualization 
along the Romania-Ukraine Border 

(Source: Computed by the author in Google Earth Engine) 

6. Discussion
The multi-sensor data fusion

approach demonstrates the capacity for 
improved situational awareness through 
concurrent use of LULC, DEM, and SAR 
imagery in a single analytical framework. 
Each layer carries unique attributes: the 
LULC classification enables broad-scale 
identification of potential hideouts or 
infiltration routes; the DEM highlights 
topographic bottlenecks, vantage points, 
and areas susceptible to environmental 
hazards; and the SAR change-detection 
component provides a dynamic view of 
evolving land surface conditions. 

By situating these datasets within a 
cloud-based analysis environment, security 
agencies can iterate rapidly on newly 
acquired images, detecting changes and 
distributing insights in near-real-time. 
The generation of false positives ‒ most 
frequently associated with seasonal 
agricultural shifts ‒ points to the importance 
of combining satellite observation with 
ancillary ground intelligence or local 
knowledge. As a complementary step, 
advanced machine learning or expert systems 
could be introduced to distinguish typical 
land-use activities from unconventional or 

suspicious patterns, thereby reducing the 
burden on human analysts. 

In operational settings, such integrated 
products can guide the tactical deployment of 
field teams. Patrols might, for instance, 
prioritize zones where significant SAR 
anomalies coincide with forested or rugged 
terrain ‒ features that naturally facilitate 
concealment. Conversely, integrated data can 
confirm that certain anomalies align with 
ordinary seasonal events, thus avoiding the 
inefficient allocation of security resources. 

7. Conclusion
This research highlights how

harmonizing land-cover data, digital elevation 
models, and SAR time-series in a cloud-
based geospatial framework can yield 
meaningful intelligence for border security 
operations. By methodically delineating a 
cross-border buffer zone, analyzing land-use 
distributions, mapping elevation-driven 
constraints, and detecting surface changes 
from SAR backscatter, the study unveils a 
comprehensive picture of potential security 
risks. Results illustrate that while much of the 
detected variability aligns with benign 
agricultural or forestry activities, the 
approach remains sensitive enough to flag 
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less common anomalies potentially linked to 
unauthorized movement or infrastructural 
changes. 

Future advances could entail refining 
the anomaly detection process through 
automated machine learning classifiers 
trained to differentiate typical land-
management patterns from illicit 
undertakings. Additionally, longer temporal 
baselines might be incorporated to discern 
seasonal cycles more precisely and further 
reduce false-positive rates. Expanding similar 
methodologies to other border contexts, both 
terrestrial and maritime, could build upon 

these findings by showcasing the universal 
applicability of multi-sensor data fusion for 
security, crisis management, and beyond. 

Ultimately, integrating open-access 
Copernicus data into a systematic, replicable 
workflow underscores both the technological 
opportunities and the operational necessities 
facing modern security stakeholders. As data 
volumes grow and analytics become more 
sophisticated, the synergy between satellite 
observations and on-the-ground intelligence 
will likely play an even more pivotal role in 
maintaining secure and well-monitored 
borders around the world. 
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