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Abstract

The integration of Artificial Intelligence (Al) in military education and
security presents both opportunities and challenges. By combining a scenario matrix
and policy recommendations, this research offers insights for policymakers and
defense strategists on balancing Al advancement with security governance to foster
stability in military applications. This study employs a Scenario-Based Analysis
(SBA) to evaluate four distinct scenarios — Optimistic Adoption, Risky Innovation,
Controlled Progress and Technological Stagnation - based on Al adoption levels
and governance strength. Findings suggest that high Al adoption with strong
governance enhances operational efficiency and international security, while rapid
Al expansion without regulatory oversight leads to cybersecurity vulnerabilities and
ethical dilemmas. Strong governance is identified as a crucial factor in mitigating
risks and ensuring responsible Al deployment. The study further highlights the
importance of Al-driven strategic simulations, cybersecurity resilience and ethical
frameworks in defense strategies.
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1. Introduction
The fast-paced development of

Al’s role in military preparedness
extends beyond traditional learning

Artificial Intelligence (Al) is driving a
significant technological shift, influencing
fields such as education, security and
defense strategies. Al’s integration into
military applications and its broader
implications for global security have sparked
growing interest among policymakers,
researchers and defense analysts (Horowitz
et al., 2018; Schmidt, 2022; Jensen, 2023).
As nations seek to harness Al’s potential to
enhance strategic decision-making,
intelligence operations and cybersecurity,
they must also navigate ethical concerns,
geopolitical risks and the evolving nature of
modern warfare (Canton, 2020).
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methods, incorporating adaptive training
systems, autonomous decision-support tools
and scenario-based simulations (Jensen,
2023). These innovations aim to equip
military  personnel with  data-driven
insights, predictive modeling capabilities
and real-time threat analysis, thereby
enhancing national security preparedness
(Horowitz et al., 2018). However, while Al
holds the promise of streamlining strategic
operations and bolstering cybersecurity
defenses, its integration also introduces
complex challenges, including bias in Al
algorithms,  threats  of  Al-enabled
misinformation and the risk of adversarial
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Al manipulation (Schmidt, 2022; Canton,
2020). The growing militarization of Al
raises serious concerns about its impact on
global security and warfare, as nations
increasingly rely on Al-driven technologies
for defense, intelligence and strategic
operations (Marwala, 2023).

This paper employs a Scenario-Based
Analysis (SBA) approach to explore
multiple potential futures for AI’s role in
military education and security frameworks.
By constructing and evaluating four distinct
scenarios: Optimistic, Risky Innovation,
Controlled Progress and Technological
Stagnation, this research aims to provide a
structured predictive model for
understanding how Al might shape global
security landscapes over the next decade.
Through examining key drivers such as
policy frameworks, technological
advancements and ethical considerations,
this study seeks to offer insights into the
strategic alignment between Al-driven
education and global security imperatives
(Jensen, 2023; Masakowski, 2020).

Ultimately, this paper contributes to
the ongoing discourse on Al governance,
responsible military Al adoption, and the
intersection of Al education with national
security strategies. By leveraging scenario
analysis methodologies, it seeks to inform
military educators, defense policymakers
and security experts on the opportunities
and risks associated with AI’s rapid
integration into global defense structures.

2. Literature Review

2.1. Al integration in
Security and Military Applications

The role of Artificial Intelligence (Al)
in global security has expanded rapidly,
influencing strategic defense decisions and
military operations. Al-driven technologies
such as autonomous systems, predictive
analytics, and cyber defense mechanisms
are reshaping the security landscape (Gill,
2019; Kolade, 2024). According to Scharre
(2024), Al-powered autonomous weapons

Global
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have the potential to revolutionize warfare,
increasing  operational efficiency while
raising ethical and strategic concerns.
Additionally, Al plays a crucial role in
intelligence gathering and decision support,
improving real-time situational awareness for
military personnel (Lin-Greenberg, 2020).
Despite  these advancements, Al
integration in military operations introduces
risks, including algorithmic biases, ethical
dilemmas and potential escalation of conflicts.
Puscas (2023) emphasizes the importance of
developing frameworks for Al governance to
prevent unintended security threats. Al-driven
decision-making in warfare necessitates
greater human  oversight to  ensure
accountability and mitigate risks associated
with  machine-driven combat strategies.
According to Atkinson (2024), the rapidly
evolving field of Al has a significant impact
on military technology and tactics. The dual-
use nature of Al presents a challenge to the
development of applied Al in military settings.

2.2. AI in Education and National
Security Training

The integration of Al in military
education and training has become a critical
component of modern security strategies. Al-
powered learning platforms enhance defense
training programs by providing real-time
simulations, automated assessments, and
personalized learning experiences (Gill, 2019;
Kolade, 2024). Abney (2020) highlights the
role of Al in developing adaptive learning
systems that improve strategic thinking
among defense personnel.

Furthermore, Al-driven cybersecurity
training programs help security
professionals anticipate and counteract
cyber threats. According to Puscas (2023),
Al-based  training models enhance
cybersecurity readiness by simulating real-
world attack scenarios and providing
dynamic risk assessments. However, Al in
education also raises concerns regarding
data privacy and algorithmic transparency,
as highlighted by Palmer (2020).



2.3. Ethical,
Challenges

The widespread adoption of Al in
security and education necessitates the
establishment of ethical and legal
frameworks. Shook et al. (2020) argue that
Al deployment in military settings requires
accountability = measures to  prevent
unintended consequences. Similarly, Kaurin
and Hart (2020) discuss the ethical dilemmas
associated with autonomous decision-making
in combat scenarios, emphasizing the need
for regulatory oversight.

One of the major concerns is Al’s role
in surveillance and data privacy. Al-driven
surveillance  systems, while enhancing
national security, may pose risks to civil
liberties and privacy rights (Puscas, 2023).
Marwala (2023) argues that militarization of
Al in security operations must be carefully
managed to prevent escalation risks, as Al-
driven decision-making can lead to rapid and
unintended strategic shifts.

Legal and Policy

2.4. Scenario-Based Al Integration:
Future Perspectives

Given the complexities of Al in global
security, scenario-based analysis provides a
structured method for evaluating Al-driven
risks and opportunities. This approach will be
explored further in the methodology section,
where its application to Al-driven security
challenges will be detailed. Slayton (2020)
highlights the importance of forecasting
methodologies in assessing Al-driven defense
strategies, ensuring that scenario-based
planning accounts for both technological
advancements and potential risks.

The use of Al in strategic defense
planning and  multinational  security
cooperation is expected to grow in the
coming years. Cummings (2020) examines
the impact of AI’s perceived capabilities in
military operations, arguing that scenario-
based Al analysis plays a crucial role in
identifying and addressing emerging risks
associated ~ with  Al-driven  military
applications.
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3. Methodology

This study employs Scenario-Based
Analysis (SBA) to evaluate the potential
futures of Al integration in military area
and global security. SBA is a widely used
method in strategic planning, allowing
researchers to construct multiple plausible
futures by examining key drivers of change
(Coombs, 2024; Miotto, 2025). This
approach helps policymakers and military
educators prepare for uncertainty by
mapping out potential challenges and
opportunities associated with Al-driven
security  strategies. Unlike traditional
operational risk assessments, this approach
takes a forward-looking perspective,
exploring potential “what if” scenarios
(IBM Documentation, 2022).

The scenario-building process follows
a structured approach consisting of three
key stages:

» Identifying Key Drivers of Change —
This step involves analyzing technological,
geopolitical, and policy-related factors
influencing Al adoption in security and
education (Postma & Liebl, 2005).

» Defining Critical Uncertainties —
The study examines major uncertainties
such as the ethical governance of Al in
military decision-making and the risks of
over-reliance on autonomous systems
(Sherman et al., 2017).

» Developing the Four Scenarios —
The research constructs four contrasting
scenarios to illustrate potential futures:

S1 — Optimistic Scenario: Al adoption
is high, and governance is strong,
leading to enhanced military
education, 1mproved decision-
making accuracy and strengthened
global security cooperation.

S2 — Risky Innovation: Al adoption is
high, but governance is weak,
leading to rapid technological
advancements, but also security
vulnerabilities and ethical dilemmas.

S3 — Controlled Progress: Al adoption
is moderate or low, but governance
remains strong, ensuring careful



and regulated integration of Al
into security and education.
S4 — Technological Stagnation: Al

adoption  remains low and
governance is weak, leading to
stagnation in innovation and

increased geopolitical risks.

The 2x2 Matrix Technique is a widely
used  scenario-building  method that
structures possible futures by identifying
two key uncertainties that define the main
axes of the matrix. This approach enables a
structured analysis of different potential
developments by placing them in four
distinct quadrants, each representing a
different scenario. The matrix is particularly
valuable for evaluating strategic decisions,
as it allows for the comparison of scenarios
under different conditions, ensuring that
policies or strategies remain adaptable

across multiple future  possibilities.
Alongside the 2x2 matrix, a scenario
evaluation table is employed to

systematically assess the implications of
each scenario. This table helps analyze
factors such as risks, opportunities, key
drivers, and potential responses, ensuring a
more complete understanding of each
scenario’s impact on military strategy and
policy. The use of structured foresight
methods like the 2x2 Matrix and scenario
evaluation table enhances  strategic
preparedness, allowing decision-makers to
anticipate challenges and adapt policies
accordingly (Rhydderch, 2017).

Aligning with the SBA, the next three
research hypotheses were made:

H1: The level of AI adoption in
military applications significantly impacts
operational efficiency and decision-making
effectiveness.

H2: Strong governance and ethical
oversight of Al in security applications
mitigate risks and enhance international
stability.

H3: The combination of high Al
adoption and weak governance increases
cybersecurity vulnerabilities and
geopolitical instability.
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4. Results and Discussion

The results of this study are structured
around the four scenarios, each highlighting
distinct implications of AI adoption in
military applications and global security.
To systematically analyze these scenarios, a
Scenario Development Framework (Table no. 1)
has been proposed. It allows a comparative
understanding of these features, sustaining the
development of the Scenario Building Matrix.
This framework evaluates each scenario
across four key factors: Opportunities, Allies,
Threats, and Competitors.

Table no. 1 provides a structured
comparison of the potential future trajectories
of Al in military applications. The Optimistic
Scenario (S1) envisions a future where Al is
widely integrated under strong governance,
enhancing military readiness and global
cooperation. The Risky Innovation Scenario
(S2) illustrates a path of rapid Al
advancements but weak oversight, leading to
increased vulnerabilities. The Controlled
Progress Scenario (S3) represents a cautious
approach, where governance is strong, but Al
adoption remains moderate, ensuring stability
at the cost of slower implementation. Lastly,
the Technological Stagnation Scenario (S4)
reflects a situation where both Al adoption and
governance are weak, resulting in stagnation
and increasing geopolitical risks.

Unlike the Scenario Development
Framework (Table no. 1), which
systematically categorizes each scenario
based on opportunities, allies, threats, and
competitors, the matrix focuses on the
overarching strategic positioning of Al
within military and security contexts. For
instance, while the Optimistic Scenario (S1)
presents Al as a force multiplier under
strong governance, the Risky Innovation
Scenario (S2) warns of uncontrolled Al
expansion leading to unforeseen security
challenges. The matrix serves as a strategic
foresight tool, helping to analyze potential
risks and opportunities associated with each
scenario.



The 2x2 Scenario Matrix (Figure no. 1)
serves as a conceptual framework to visually
represent these features based on two key
dimensions: Al Adoption Level and Al
Governance Strength. This matrix allows for
a comparative understanding of different Al
implementation pathways, illustrating the
trade-offs between rapid adoption and
regulatory oversight.

The key advantage of this dual-
method approach is its ability to balance

settings. By integrating both, decision-
makers can better anticipate challenges and
design adaptive policies to mitigate
potential security risks.

In the Optimistic Scenario (S1),
nations successfully balance Al adoption
with strong governance, ensuring enhanced
military preparedness, international
cooperation, and robust cybersecurity. Al-
driven strategic decision-making tools
improve battlefield awareness, reducing

strategic

evaluation.

foresight

with

structured
The Scenario Development

response times in dynamic environments
(De Spiegeleire et al., 2017). Furthermore,

Framework (Table no. 1) allows for Al-enabled training platforms provide

granular analysis of risks and opportunities, personalized  learning and  strategic

while the 2x2 Matrix provides a high-level simulations, =~ which  strengthen  the
snapshot of how AI could shape military operational  capabilities  of  military

preparedness in different governance personnel (Porkolab, 2020).

Table no. 1
Scenario Development Framework

Scenario Opportunities Allies Threats Competitors
- Advanced Al-driven | - Nations with - Over-reliance on - Rival nations
training enhances strong Al Al, reducing human | accelerating Al
military preparedness. | governance decision-making weaponization.

- Improved decision- frameworks. roles. - States resisting
making through Al- - International - Risks of Al systems | Al governance

S powered analytics. defense alliances being hacked or frameworks,

N - Strengthened focused on ethical manipulated in leading to strategic

Optimistic . L.

Scenario cyl?grsecurlty Al deployment. warfgre. ' . divides. ' '
resilience and threat - Technology- - Ethical dilemmas in | - Emerging private
detection. leading countries fully autonomous defense tech
- Enhanced collaborating on Al | decision-making. companies
international military research. competing in Al-
cooperation through Al driven security.
standardization.

- Rapid Al-driven - Nations - Lack of ethical - Nations
military innovation prioritizing Al oversight leads to advocating for
accelerates strategic development over unintended Al-driven | stricter Al
capabilities. regulatory military escalations. governance,

- Increased automation | oversight. - Al arms race creating strategic
in warfare reduces - Private defense increases global divides.

S2 dependence on human | contractors and tech | instability and - Countries

Risky personnel. firms leading Al cybersecurity risks. developing Al-

Innovation - Al-enabled cyber military - High risk of Al driven warfare

Scenario defense tools enhance advancements. bias, errors, and technologies
threat detection and - Emerging military | misinterpretations in | without ethical
response time. alliances focused autonomous safeguards.

on autonomous decision-making. - Cybercriminal

warfare. organizations
exploiting Al
vulnerabilities.
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Scenario Opportunities Allies Threats Competitors
- Al integration - Nations - Slower Al - Countries
follows ethical and prioritizing development may advancing Al at a
legal guidelines, regulatory lead to strategic faster, less
minimizing risks. frameworks over disadvantages in regulated pace.
- Human oversight rapid Al global defense. - Private Al
remains central in deployment. - Al adoption gaps companies pushing
S3 military decision- - International between nations for rapid
Controlled making. organizations could lead to deployment
Progress - Al is gradually promoting ethical technological without
Scenario introduced in Al development. divides. governance
education and security, | - Defense - Bureaucratic delays | considerations.
allowing for controlled | institutions that in Al implementation | - Cyber actors
testing and refinement. | balance Al may hinder military exploiting slow Al
innovation with risk | adaptability. adoption in
management. cybersecurity
frameworks.
- Reduced reliance on - Nations skeptical - Lack of Al-driven - Nations rapidly
Al mitigates risks of of AI’s role in security measures advancing Al
automation failures in security and increases capabilities,
military operations. defense. vulnerability to cyber | widening the
- Traditional human- - Governments threats and digital technological gap.
led military strategies prioritizing warfare. - Cyber
remain dominant, conventional - Falling behind in adversaries
S4 . : o . . . 9y
. preserving established | military tactics over | global Al innovation | exploiting
Technological . . .
Stagnation command structures. Al—dr1yen creates strategic outdated security
Scenario - Ethical concerns strategies. disadvantages. frameworks.
related to Al decision- | - Defense - Weak governance - Private defense
making are avoided. organizations leads to fragmented firms pushing for
advocating for and inconsistent Al adoption,
cautious technology | military technology creating policy
adoption. policies. conflicts with
traditional military
strategies.
However, while Al governance Al arms race, creating geopolitical instability
frameworks are in place, they must and increased risks of unintended escalations
continuously evolve to mitigate risks (Porkoldb, 2020). Also, decision-making

associated with over-reliance on Al systems,
which can reduce human control over
mission-critical ~ decisions  (Masakowski,
2020).

The Risky Innovation Scenario (S2)
envisions high Al adoption with weak
governance, leading to rapid, uncontrolled
innovation  in  autonomous  military
technologies. This scenario introduces several
strategic threats, such as Al-driven cyber
warfare, unregulated proliferation of lethal
autonomous weapons, and adversarial Al
tactics that can exploit vulnerabilities in
defense systems (Culora & Masakowski,
2021). The lack of ethical oversight fosters an
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autonomy granted to Al-enhanced command
systems can lead to unpredictable battlefield
consequences, as  adversaries  exploit
algorithmic biases and Al vulnerabilities to
manipulate military operations (De Spiegeleire
et al., 2017). Scott (2022) highlights how
Al-driven situational awareness systems
enhance real-time decision-making in
military operations, improving command
efficiency and threat detection while
necessitating robust governance to mitigate
ethical concerns.

The Controlled Progress Scenario
(S3) depicts slow Al adoption with
strong governance, ensuring measured



technological integration that prioritizes
ethical, legal, and regulatory considerations.
This approach reduces the risks associated
with rapid deployment, as policymakers and
military strategists focus on developing
robust oversight mechanisms (Puscas, 2023).
However, this incremental adoption strategy
may cause strategic disadvantages, as

competitor nations surpass Al capabilities,
establishing technological superiority in
automated warfare. Additionally, delayed
Al adoption might lead to defensive
vulnerabilities, as adversaries harness
Al-driven cyber threats more effectively
(De Spiegeleire et al., 2017).

Warning signals:

High AT Adoption

- AT arms race
accelerates without
regulations.

- Albias and

Risky Innovation:

unintended security ATadoptionis high, E
risks increase. but governance is 5
- Vulnerability to weak, leading to rapid =
Al-driven cyber military Al ‘é
threats. deploymentwithout &

ethical or security =

considerations. :’

Warning signals:

- Over-dependence on
Alin military

Optimistic Scenario: decisions.

- Potential resistance to
ATis widely adopted Al-driven governance
with strong frameworks.
governance, leading to - Al enhances
advanced military decision-making but

training, improved
security cooperation,

requires continuous
human oversight.

Technological
Warning signals: Stagnation:
ATladoptionremains

- Lack of AI-driven
security solutions
increases cyber

low,_and governanceis
weak, leading to

. stagnation in

risks. stagnaty

. . innovation and
- Falling behind . .

= increased security

global AT ) o
= vulnerabilities.
advancements.

- Higher reliance on
outdated military
strategies.

and ethical AT
implementation. Strong Al
Governance
Controlled Progress:
Warning signals:

ATadoptionis
moderate, but - Al development
governance remains slows due to
strong, ensuring excessive
cautious and ethical regulations.
integration into - Nations lagging in

security frameworks.

Al-driven military

capabilities.
- Risk of losing
competitive AI
advantages.

Figure no. 1: AI Integration Scenario Matrix

Finally, the Technological Stagnation
Scenario (S4) presents a low Al adoption,
weak governance paradigm, where nations
hesitate to integrate Al into defense strategies,
leading to an increased reliance on
conventional warfare tactics. The absence of
Al-enhanced cybersecurity defenses
heightens vulnerabilities to cyberattacks and
information warfare from technologically
superior adversaries (Porkolab, 2020). Also,
failure to modernize training methodologies
results in an outdated military workforce,
reducing adaptability to evolving battlefield
dynamics (Masakowski, 2021). This scenario
also exposes weak national security
frameworks, as adversarial states exploit
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outdated defense structures to gain strategic
dominance.

By integrating this matrix with the
Scenario Development Framework (Table
no. 1), a multi-dimensional evaluation
method is created and ensures a balance
between strategic foresight and structured
risk assessment.

5. Conclusions

This study has demonstrated that the
level of Al adoption in military applications
significantly impacts operational efficiency
and decision-making effectiveness (HI).
Scenarios with high Al adoption (S1 and S2)
showcase the benefits of Al-driven strategic



simulations and automated decision support; Conversely, the combination of high Al

however, without governance, they also adoption and weak governance (H3) results in
highlight the risks of over-reliance and significant cybersecurity vulnerabilities and
potential loss of human oversight in mission- geopolitical instability, as seen in S2. Rapid
critical operations. Al-driven advancements without sufficient
Strong  governance and ethical regulatory oversight contribute to risks such
oversight are essential in mitigating risks and as autonomous weapon proliferation, Al bias,
enhancing international stability (H2). The and cyber warfare threats, escalating tensions
findings emphasize that structured policy between competing nations.
frameworks, as seen in S1 and S3, provide Ultimately, this analysis underscores
safeguards against Al misuse while ensuring the need for a balanced Al integration
that technological advancements align with strategy, one that fosters technological
national security interests. This reinforces the progress  while  maintaining  strong
necessity for international cooperation and governance frameworks to secure ethical,
regulatory mechanisms in Al military operational, and strategic stability in military
applications. education and security applications.
REFERENCES

Abney, K.A. (2020). Space War and Al. Artificial Intelligence and Global Security,
63-79. Available at: https://doi.org/10.1108/978-1-78973-811-720201004.

Atkinson, R. (2024). Artificial Intelligence in Modern Warfare: Strategic Innovation
and Emerging Risks. Army University Press; Military Review. Available at:
https://www.armyupress.army.mil/Journals/Military-Review/English-Edition-Archives/SO-
24/S0-24-Artificial-Intelligence-Strategic-Innovation-and-Emerging-Risks/.

Canton, J. (2020). Epilogue: The Future of Artificial Intelligence and Global Security.
Emerald Publishing Limited EBooks, 177-183. Available at: https://doi.org/10.1108/978-1-
78973-811-720201011.

Casebeer, W.D. (2020). Building an Artificial Conscience: Prospects for Morally
Autonomous Artificial Intelligence. Artificial Intelligence and Global Security, 81-94.
Available at: https://doi.org/10.1108/978-1-78973-811-720201005.

Choinski, T.C. (2020). Artificially Intelligent Techniques for the Diffusion and
Adoption of Innovation for Crisis Situations. Emerald Publishing Limited EBooks, 35-52.
Available at: https://doi.org/10.1108/978-1-78973-811-720201002.

Coombs, R.A. (2024, May). Al Integration for Scenario Development: Training the
Whole-of-Force. Army University Press; Military Review. Available at: https://www.army
upress.army.mil/Journals/Military-Review/Online-Exclusive/2024-OLE/Al-Integration-for-
Scenario-Development/.

Culora, T., & Masakowski, Y.R. (2021). Artificial Intelligence and Global Security:
Future Trends, Threats and Considerations. Naval War College Review, 74(2). Available at:
https://digital-commons.usnwc.edu/nwc-review/vol74/iss2/11.

Cummings, M. (Missy). (2020). The AI that Wasn’t There: Global Order and the
(Mis)Perception of Powerful Al Texas National Security Review, Policy Roundtable:
Artificial Intelligence and International Security, 15-23. Available at: https://tnsr.org/
roundtable/policy-roundtable-artificial-intelligence-and-international-security/#essay2.

De Spiegeleire, S., Maas, M., & Sweijs, T. (2017). Artificial Intelligence and the Future
of Defense. The Hague Centre for Strategic Studies (HCSS). Available at: https://hcss.nl/wp-
content/uploads/2017/05/Artificial-Intelligence-and-the-Future-of-Defense.pdf.

236


https://doi.org/10.1108/978-1-78973-811-720201004
https://www.armyupress.army.mil/Journals/Military-Review/English-Edition-Archives/SO-24/SO-24-Artificial-Intelligence-Strategic-Innovation-and-Emerging-Risks/
https://www.armyupress.army.mil/Journals/Military-Review/English-Edition-Archives/SO-24/SO-24-Artificial-Intelligence-Strategic-Innovation-and-Emerging-Risks/
https://doi.org/10.1108/978-1-78973-811-720201011
https://doi.org/10.1108/978-1-78973-811-720201011
https://doi.org/10.1108/978-1-78973-811-720201005
https://doi.org/10.1108/978-1-78973-811-720201002
https://digital-commons.usnwc.edu/nwc-review/vol74/iss2/11
https://tnsr.org/%20roundtable/policy-roundtable-artificial-intelligence-and-international-security/#essay2
https://tnsr.org/%20roundtable/policy-roundtable-artificial-intelligence-and-international-security/#essay2
https://hcss.nl/wp-content/uploads/2017/05/Artificial-Intelligence-and-the-Future-of-Defense.pdf
https://hcss.nl/wp-content/uploads/2017/05/Artificial-Intelligence-and-the-Future-of-Defense.pdf

Demy, T.J. (2020). Something Old, Something New — Reflections on Al and the Just
War Tradition. Emerald Publishing Limited EBooks, 53-62. Available at: https://doi.org/
10.1108/978-1-78973-811-720201003.

Gill, A.S. (2019). Artificial Intelligence and International Security: The Long View.
Ethics & International Affairs, 33(02), 169-179. Available at: https://doi.org/10.1017/
$0892679419000145.

Horowitz, M.C., Allen, G.C., Saravalle, E., Cho, A., Frederick, K., & Scharre, P.
(2018). Artificial Intelligence and International Security. CNAS: Center for a New American
Security. Available at: https://www.cnas.org/publications/reports/artificial-intelligence-and-
international-security.

Horowitz, M.C., Kahn, L., & Ruhl, C. (2020). Introduction: Artificial Intelligence and
International Security. Texas National Security Review, Policy Roundtable: Artificial
Intelligence and International Security, 2-14. Available at: https:/tnsr.org/roundtable/policy-
roundtable-artificial-intelligence-and-international-security/#essay?2.

IBM Documentation. (2022, March 23). Scenario analysis. IBM. Available at:
https://www.ibm.com/docs/en/openpages/8.2.0?topic=objects-scenario-analysis.

Jensen, B. (2023, September 19). Addressing the National Security Implications of
Artificial Intelligence: People, Bureaucracy, and Data Infrastructure. Available at:
https://csis-website-prod.s3.amazonaws.com/s3fs-public/2024-12/ts230919 Jensen_
Implications_Al.pdf?Versionld=CE3ZTeRgIWhJFFcKGOO3cPqlLgjeFY3LY.

Kaurin, P.S., & Hart, C.T. (2020). Artificial Intelligence and Moral Reasoning: Shifting
Moral Responsibility in War? Artificial Intelligence and Global Security, 121-136. Available
at: https://doi.org/10.1108/978-1-78973-811-720201007.

Kolade, T. (2024). Artificial Intelligence and Global Security: Strengthening
International Cooperation and Diplomatic Relations. Archives of Current Research
International, 24(11), 23-47. Available at: https://doi.org/10.9734/acri/2024/v24i111945.

Li, H., et al. (2022). A review of scenario analysis methods in planning and operation of
modern power systems: Methodologies, applications, and challenges. Electric Power Systems
Research, 205, 107722. Available at: https://doi.org/10.1016/j.epsr.2021.107722.

Lin-Greenberg, E. (2020). Integrating Emerging Technology in Multinational Military
Operations: The Case of Artificial Intelligence. Texas National Security Review, Policy
Roundtable: Artificial Intelligence and International Security, 24-34. Available at:
https://tnsr.org/roundtable/policy-roundtable-artificial-intelligence-and-international-security
[Hessay?2.

Marwala, T. (2023, July 24). Militarization of AI Has Severe Implications for Global
Security and Warfare. United Nations University. Available at: https://unu.edu/article/
militarization-ai-has-severe-implications-global-security-and-warfare.

Masakowski, Y.R. (2020). Artificial Intelligence and the Future Global Security
Environment.  Emerald  Publishing  Limited  EBooks, 1-34.  Available at:
https://doi.org/10.1108/978-1-78973-811-720201001.

Miotto, N. (2025). The Vienna Document 2011 and Military Applications of Artificial
Intelligence. OSCE Insights, eds. Cornelius Friesendorf and Argyro Kartsonaki (Baden-
Baden: Nomos, 2025). Available at: https://doi.org/10.5771/9783748945857-01.

Palmer, G.G. (2020). AI Ethics: Four Key Considerations for a Globally Secure Future.
Emerald Publishing Limited EBooks, 167-176. Available at: https://doi.org/10.1108/978-1-
78973-811-720201010.

237


https://doi.org/%2010.1108/978-1-78973-811-720201003
https://doi.org/%2010.1108/978-1-78973-811-720201003
https://doi.org/10.1017/%20s0892679419000145
https://doi.org/10.1017/%20s0892679419000145
https://www.cnas.org/publications/reports/artificial-intelligence-and-international-security
https://www.cnas.org/publications/reports/artificial-intelligence-and-international-security
https://tnsr.org/roundtable/policy-roundtable-artificial-intelligence-and-international-security/#essay2
https://tnsr.org/roundtable/policy-roundtable-artificial-intelligence-and-international-security/#essay2
https://csis-website-prod.s3.amazonaws.com/s3fs-public/2024-12/ts230919_Jensen_%20Implications_AI.pdf?VersionId=CE3ZTeRgIWhJFFcKGOO3cPqLgjeFY3LY
https://csis-website-prod.s3.amazonaws.com/s3fs-public/2024-12/ts230919_Jensen_%20Implications_AI.pdf?VersionId=CE3ZTeRgIWhJFFcKGOO3cPqLgjeFY3LY
https://doi.org/10.1108/978-1-78973-811-720201007
https://doi.org/10.9734/acri/2024/v24i11945
https://doi.org/10.1016/j.epsr.2021.107722
https://tnsr.org/roundtable/policy-roundtable-artificial-intelligence-and-international-security%20/#essay2
https://tnsr.org/roundtable/policy-roundtable-artificial-intelligence-and-international-security%20/#essay2
https://unu.edu/article/%20militarization-ai-has-severe-implications-global-security-and-warfare
https://unu.edu/article/%20militarization-ai-has-severe-implications-global-security-and-warfare
https://doi.org/10.1108/978-1-78973-811-720201001
https://doi.org/10.5771/9783748945857-01
https://doi.org/10.1108/978-1-78973-811-720201010
https://doi.org/10.1108/978-1-78973-811-720201010

Peltz, J., & Street, A.C. (2020). Artificial Intelligence and Ethical Dilemmas Involving
Privacy.  Artificial Intelligence and  Global  Security, 95-120. Available at:
https://doi.org/10.1108/978-1-78973-811-720201006.

Porkoléb, 1. (2020). An Al Enabled NATO Strategic Vision for Twenty-First-Century
Complex Challenges. Artificial Intelligence and Global Security, 153-165. Available at:
https://doi.org/10.1108/978-1-78973-811-720201009.

Postma, T.J.B.M., & Liebl, F. (2005). How to improve scenario analysis as a strategic
management tool? Technological Forecasting and Social Change, 72(2), 161-173. Available
at: https://doi.org/10.1016/j.techfore.2003.11.005.

Puscas, 1. (2023). Al and International Security: Understanding the Risks and Paving
the  Path  for  Confidence-Building  Measures. =~ UNIDIR. Available  at:
https://unidir.org/publication/ai-and-international-security-understanding-the-risks-and-
paving-the-path-for-confidence-building-measures/.

Rhydderch, A. (2017). Scenario Building: The 2x2 Matrix Technique. Available at:
https://www.researchgate.net/publication/331564544 Scenario Building The 2x2 Matrix T
echnique.

Scharre, P. (2020). The Militarization of Artificial Intelligence. Texas National Security
Review, Policy Roundtable: Artificial Intelligence and International Security, 35-43.
Available at: https://tnsr.org/roundtable/policy-roundtable-artificial-intelligence-and-
international-security/#essay?2.

Schmidt, E. (2022). AI, Great Power Competition & National Security. Daedalus,
151(2), 288-298. Available at: https://doi.org/10.1162/daed a 01916.

Scott, B., & Michell, A. (2022). Enhancing Situational Understanding through
Integration of Artificial Intelligence in Tactical Headquarters. Army University Press;
Military Review. Available at: https:/www.armyupress.army.mil/Journals/Military-
Review/English-Edition-Archives/November-December-2022/Scott/.

Sherman, A.T., et al. (2017). Cybersecurity: Exploring core concepts through six
scenarios. Cryptologia, 42(4), 337-377. Available at: https://doi.org/10.1080/0161
1194.2017.1362063.

Shook, J.R., Solymosi, T., & Giordano, J. (2020). Ethical Constraints and Contexts of
Artificial Intelligent Systems in National Security, Intelligence, and Defense/Military
Operations.  Artificial  Intelligence  and  Global  Security. Available  at:
https://doi.org/10.1108/978-1-78973-811-720201008.

Slayton, R. (2020). The Promise and Risks of Artificial Intelligence: A Brief History.
Texas National Security Review, Policy Roundtable: Artificial Intelligence and International
Security, 44-52. Available at: https://tnsr.org/roundtable/policy-roundtable-artificial-
intelligence-and-international-security/#essay?2.

238


https://doi.org/10.1108/978-1-78973-811-720201006
https://doi.org/10.1108/978-1-78973-811-720201009
https://doi.org/10.1016/j.techfore.2003.11.005
https://unidir.org/publication/ai-and-international-security-understanding-the-risks-and-paving-the-path-for-confidence-building-measures/
https://unidir.org/publication/ai-and-international-security-understanding-the-risks-and-paving-the-path-for-confidence-building-measures/
https://tnsr.org/roundtable/policy-roundtable-artificial-intelligence-and-international-security/#essay2
https://tnsr.org/roundtable/policy-roundtable-artificial-intelligence-and-international-security/#essay2
https://doi.org/10.1162/daed_a_01916
https://www.armyupress.army.mil/Journals/Military-Review/English-Edition-Archives/November-December-2022/Scott/
https://www.armyupress.army.mil/Journals/Military-Review/English-Edition-Archives/November-December-2022/Scott/
https://doi.org/10.1108/978-1-78973-811-720201008
https://tnsr.org/roundtable/policy-roundtable-artificial-intelligence-and-international-security/#essay2
https://tnsr.org/roundtable/policy-roundtable-artificial-intelligence-and-international-security/#essay2



