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1	 Introduction

1.1	Background and Problem Statement

Planning and implementing technical security and pro-
tective measures alone is not a sufficient prerequisite for 
achieving an efficient working environment in organiza-
tions. Security culture is an important organizational fac-
tor. As a set of values, ways of thinking and recommenda-
tions on security and protection issues, it should indicate 
clearly and unambiguously to employees why they should 

adhere to the prescribed rules and procedures and how to 
build shared responsibility and a sense of belonging to 
their organization. Security culture must explain why se-
curity and protection rules and procedures are established, 
how they are implemented in individual organizations, 
how protection mechanisms and systems are built into 
working practices and how members of the organization 
are educated about which security behavior is expected, 
evaluated and practically possible.

The concept of security culture is often used in the 
literature on cybersecurity and information security man-
agement (Alshaikh, 2020; Dornheim & Zarnekow, 2024; 
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Sutton & Tompson, 2025; Uchendu et al., 2021), but it 
remains theoretically underdeveloped. Security culture is 
often interpreted as a general security attitude that covers 
activities to raise employees’ security awareness, the qual-
ity of training and the requirement to comply with system 
rules. Such use creates several problems. The key problem 
is that the concept of security culture becomes difficult to 
separate from organizational culture, occupational safety 
culture and compliance culture.

Organizations increasingly depend on operating in a 
demanding digital space. Organizations collect, process, 
transfer, interpret and reuse data and information, both 
within their own processes and with external stakeholders. 
Examples from practice show that extensive access to such 
data can also be held by employees whose formal positions 
seem routine, but whose approach to and understanding 
of security and organizational culture can have extremely 
harmful consequences for the functioning of the system, at 
both the tactical and the strategic level.

The need to preserve the security, protection and integ-
rity of data is often described in technical terms (technical 
controls): access control, encryption, monitoring, incident 
response and network defense. These measures are nec-
essary but insufficient. In organizations, data security is 
essentially ensured by people who make sure that easily 
overlooked rules and procedures are followed, who often 
act under different forms of pressure and who may have 
personal problems that they do not share with the organi-
zation. These factors can significantly affect whether they 
comply with security rules and treat security as a common 
responsibility, and not only as a task of the organization-
al unit that deals primarily with security. For this reason, 
the concept of security culture requires an organizational, 
rather than a purely technical, explanation.

The central problem explored in this paper is con-
ceptual in nature. Security culture is often referred to as 
something that organizations should have. If security cul-
ture is just another indicator for achieving positive results, 
it is difficult to distinguish it from organizational culture, 
occupational safety culture or compliance culture. It also 
becomes difficult to explain how security culture is cre-
ated, how it is maintained and how it shapes behavior in 
jobs and work environments that are intensively shaped by 
new, primarily digital, technology.

This paper therefore reconceptualizes security culture 
as a specific organizational construct. It does not present it 
as an empirical finding derived from case study research, 
nor does it treat it as a hypothesis. Instead, the paper devel-
ops a conceptual framework based on established theories 
of organizational culture, socio-technical systems and or-
ganizational behavior. This is important because security 
culture can only be useful for organizational research if its 
theoretical boundaries, mechanisms and levels of analysis 
are explicitly defined.

1.2	Aim, Conceptual Questions, and 
Contribution

The aim of this paper is to clarify the concept of se-
curity culture and to explain how it acts as an organiza-
tional phenomenon in organizations operating in digital 
environments, and how organizations can use it indirectly 
to develop and strengthen their business capabilities. The 
paper addresses three conceptual questions: (1) How can 
security culture be grounded in established organizational 
and socio-technical theories? (2) What makes security cul-
ture different from related constructs such as organization-
al culture, occupational safety culture, compliance culture 
and security climate? (3) Through which organizational 
mechanisms does security culture affect security behavior 
and data security outcomes?

The contribution of this paper is conceptual, not empir-
ical. The paper explains what security culture is, differen-
tiates it from related constructs and proposes a multi-level 
framework for analyzing how security culture is created 
and how it functions in digital organizations. It grounds 
security culture in organizational culture theory and so-
cio-technical systems theory, specifies the boundaries of 
the construct and separates it from neighboring concepts. 
It also develops a three-level framework that connects stra-
tegic orientation, operational implementation and tactical 
realization in practice. The framework is intended for con-
ceptual clarification and future empirical research; it does 
not claim that certain incidents are causally explained by 
this analysis.

A new framework is needed because existing frame-
works of information security culture and cybersecurity 
culture were developed mainly for description and as-
sessment. Van Niekerk and von Solms (2010) extended 
Schein’s model with information security knowledge, Da 
Veiga and Eloff (2010) proposed a framework and an as-
sessment instrument, and AlHogail (2015) developed and 
validated a framework of cultural dimensions, while more 
recent studies address practices, maturity and the cul-
ture-behavior link (Alshaikh, 2020; Dornheim & Zarne-
kow, 2024; Sutton & Tompson, 2025; Uchendu et al., 
2021). These works describe what security culture consists 
of and how it can be measured, but explain less clearly how 
culture connects formal controls with everyday behavior 
and at which organizational levels this happens. This paper 
adds three elements: explicit boundaries of the construct, 
five mechanisms of cultural mediation derived from the 
integration of organizational culture and socio-technical 
systems theory, and a three-level structure in which mis-
alignment between levels weakens security culture. These 
elements lead to testable propositions.

The central claim of this paper is that security culture 
functions as a domain-specific cultural system that pro-
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vides organizational meaning for data security and infor-
mation management. It combines formal rules, technical 
controls, leadership expectations, responsibilities of dif-
ferent roles and the experience of daily practice. In this 
sense, security culture is the cornerstone of the security of 
business processes and data because it creates a framework 
in which different protection mechanisms are understood 
and integrated into a coherent whole that employees need 
to understand, consider reliable, use, review and improve.

Because terminological precision is essential in a con-
ceptual paper, the key terms are used as follows. Informa-
tion security refers to the protection of the confidentiali-
ty, integrity and availability of information in any form, 
and data security to the protection of organizational data, 
primarily in digital systems, as the part of information 
security on which this paper focuses. Security refers to 
protection against deliberate and accidental threats, while 
safety refers to the prevention of accidental harm to people 
and physical assets, as in occupational safety; the paper 
therefore speaks of secure, not safe, behavior. This paper 
draws on the research traditions of information security 
culture and cybersecurity culture, integrating them under 
the broader conceptual framework of security culture. Se-
curity climate refers to shared perceptions of current secu-
rity priorities and practices, and psychological safety to a 
shared belief that it is safe to take interpersonal risks, such 
as reporting an error (Edmondson, 1999).

2	 Literature Review and Theoretical 
Background

As this is a conceptual paper, the literature was not re-
viewed systematically; sources were selected purposively, 
according to their theoretical relevance, and the selection 
procedure is documented for transparency (see Section 
3.2). The selection focused on four related streams of lit-
erature: organizational culture, socio-technical systems, 
organizational behavior and security compliance, and 
management and organizational design. Table 1 summa-
rizes the sources consulted, the key terms, the selection 
logic and the number of retained sources used to build the 
framework.

The literature review is organized around theoretical 
traditions. The purpose of this paper is to develop a clear-
er construct, not to report empirical results. Table 2 sum-
marizes the main theoretical traditions used to build the 
framework. 

The theoretical framework for security culture must 
explain both the cultural and the security-specific part of 
the concept. The framework combines organizational cul-
ture theory, socio-technical systems theory and behavioral 
approaches to organizational security, while organizational 
design informs the levels of analysis. These traditions are 
complementary. Organizational culture theory explains the 

shared meanings that guide organizational life. Socio-tech-
nical systems theory explains the interaction between tech-
nology and social organization.

2.1	Organizational Culture as the Parent 
Construct

Organizational culture theory provides the parent con-
struct for security culture and represents the primary con-
ceptual anchor and theoretical foundation. Schein (2010) 
explains culture as a pattern of shared basic assumptions 
that a group learns as it solves its problems of external ad-
aptation and internal integration. Such an understanding 
is useful because culture is seen as something more than 
visible behavior. It includes assumptions that are taken for 
granted and affect what members of the organization per-
ceive, how they interpret risk and which actions seem le-
gitimate. Pettigrew (1979) similarly emphasizes symbols, 
language, ideology, beliefs and rituals as elements through 
which organizational cultures become meaningful.

Trice and Beyer (1993) describe work organizations as 
cultural communities in which practices, stories and rituals 
strengthen collective understandings. Weick (1995) adds 
that members act through sensemaking: they interpret 
ambiguous events and make them actionable. These per-
spectives show why security culture should not be defined 
merely as formal policy or employee awareness. Security 
culture is created when members repeatedly make sense of 
security responsibilities and when these interpretations are 
built into routines, leadership communication and every-
day decisions.

Pettigrew (1979) and Trice and Beyer (1993) both 
emphasize the symbols, practices, rituals and meanings 
through which organizations produce shared interpreta-
tions. This tradition is important because it prevents se-
curity culture from being reduced to individual attitudes. 
Security culture is “cultural” only when security-related 
meanings are shared, reproduced and built into organiza-
tional practices.

Security culture is therefore conceptualized as a do-
main-specific expression of organizational culture. It re-
fers to the shared assumptions and practices that guide 
how members of the organization handle data, accept and 
apply the rules and principles of security responsibility, 
and coordinate security-related work. Security culture re-
mains connected to the general organizational culture but 
is narrower in scope because it focuses on data security, 
digital work, security-relevant behavior and the creation of 
a secure working environment.

Organizational culture theory also clarifies the role of 
leadership. Leaders cannot simply declare the existence of 
security culture. They embed culture through what they 
pay attention to, how they allocate resources and rewards, 
how they react to critical incidents and what behavior 
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Phase Subphase Criterion Procedure

Assembling

Identification Domain Security culture and data security in organizations.

Identification Source Type Peer-reviewed articles, scholarly books and selected official, legal or 
public sources used for context or illustration.

Acquisition Sources  
Consulted

Scopus, Web of Science, ScienceDirect, SpringerLink, Emerald Insight, 
Taylor & Francis Online, Wiley Online Library and Google Scholar. 
Official and legal sources were consulted for the NIST framework, the 
Tyan, Inc. v. Garcia case and public materials on the Manning case.

Acquisition Key Terms

“security culture” OR “information security culture” OR “cybersecurity 
culture” AND “organizational culture” OR “socio-technical systems” OR 
“security compliance” OR “data security” OR “governance” OR “behav-
ior” (used as guiding terms, not as a systematic search string).

Acquisition Time Frame
No lower time limit was applied to foundational theory. Sources 
specific to information security culture and cybersecurity culture were 
drawn mainly from the period 2009 to 2025.

Arranging

Screening Exclusion Criteria
Duplicates, non-English sources, insufficiently relevant or reliable 
sources, as well as sources that treat security culture only as aware-
ness or training without conceptual contribution, were excluded.

Organization Organizational 
Framework

Four conceptual streams: organizational culture; socio-technical sys-
tems; organizational behavior and security compliance; and manage-
ment and organizational design.

Final Selection Number of 
Sources Retained

The paper cites 38 sources: 29 peer-reviewed journal articles, 5 schol-
arly books, 1 official governance framework, 1 court decision and 2 
public context sources.

Assessing

Evaluation Method of 
Analysis

Conceptual synthesis and differentiation of constructs. Sources were 
retained when they defined the parent construct, clarified the bound-
aries, explained the mechanisms, supported the multi-level framework 
or illustrated the application.

Reporting Reporting  
Method

Narrative synthesis supported by tables. Table 1 documents the logic 
of source selection; the other tables organize theoretical traditions, 
construct boundaries, framework levels and propositions.

Table 1: Literature Selection Procedure for the Conceptual Analysis

they model (Schein, 2010), as well as by defining accept-
able trade-offs and by making some interpretations more 
legitimate than others. Leadership is therefore a cultural 
mechanism and not just a source of instructions. Securi-

ty culture becomes visible when leadership commitments 
are translated into structures, roles, routines and everyday 
expectations.

Theoretical tradition Key contribution Role in proposed framework

Organizational culture theory
Culture is a pattern of shared assumptions, 
meanings, symbols and practices that 
direct interpretation and action.

It positions security culture as a do-
main-specific cultural subsystem, not as a 
general orientation towards security.

Socio-technical systems theory
Organizational outcomes depend on the 
joint design of social arrangements and 
technical systems.

It explains why security cannot be reduced 
to technology or employee awareness 
alone.

Research on organizational  
behavior and security compliance

Behavior is shaped by intentions, motiva-
tion, perceived control, leadership, policy 
design and social norms.

It explains how security culture becomes 
visible through routines, decisions and 
security-relevant actions.

Management and organizational 
design

Structures distribute authority, responsibi-
lities, coordination and escalation duties.

It links security culture to strategic, opera-
tional and tactical levels of organizational 
functioning.

Table 2: Main Theoretical Traditions Used to Develop the Framework
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2.2	Socio-Technical Systems and 
Digitally Mediated Security Work

Socio-technical systems theory adds a second theoret-
ical foundation. Trist and Bamforth (1951) showed that 
technical change alters social relations, work roles and 
responsibilities. Cherns (1976) later formulated the princi-
ples of socio-technical design, including the idea that work 
systems should be designed taking into account both tech-
nical and social requirements. Baxter and Sommerville 
(2011) applied this tradition to systems engineering and 
argued that technical systems should be understood togeth-
er with the organizational context in which they operate.

This tradition is directly relevant to data security. Se-
curity technologies do not operate in isolation. They are 
configured, interpreted, bypassed, supervised and main-
tained by people working within particular structures of 
authority and responsibility. A password policy is also a 
social practice that depends on usability, workload, trust, 
implementation, norms and system expectations. A secu-
rity monitoring tool changes what is visible and what can 
be reported, and it helps distribute and attribute respon-
sibilities. This means that technical controls cannot be 
evaluated independently of the work system in which they 
are used. Access control, monitoring, authentication, data 
classification and incident reporting are technical and pro-
cedural arrangements, but they also distribute responsibil-
ity, shape discretion, change power relations and influence 
workflow.

Security culture mediates the relationship between 
technology and work practices. It shapes how employees 
apply security rules, how they react when these rules con-
flict with task requirements, and whether they report weak-
nesses and see security as part of their role or as an exter-
nal burden imposed by experts. Security culture therefore 
emerges at the intersection of social and technical arrange-
ments. It shapes the way in which technologies distribute 
access, the way in which structures distribute responsi-
bility and the way members learn what is expected when 
security conflicts with speed, practicality or workarounds.

This socio-technical conceptualization prevents the 
concept from becoming an exclusively moral appeal to 
employees and instead treats it as part of organizational 
design. It also explains why security failures cannot au-
tomatically be attributed to individual negligence or poor 
character. A security incident can reflect inadequate role 
design, conflicting motivations, poorly integrated tech-
nology, unclear roles and authority, weak reporting chan-
nels or discrepancies between formal policy and everyday 
work. The analysis of security culture raises the question 
of how the organizational system makes certain behaviors 
meaningful, likely or difficult.

2.3	Distinguishing Security Culture from 
Related Constructs

Security culture overlaps with several established con-
structs but should not be considered identical to any of 
them.

Comparing occupational safety culture and security 
culture is useful because both include risk, routines, lead-
ership and reporting. However, occupational safety culture 
was developed primarily around the prevention of harm in 
physical, operational and high-risk work systems. Gulden-
mund (2000), Cooper (2000) and Reason (1997) show that 
occupational safety culture focuses on how organizations 
understand and manage accident risk. Security culture, in 
contrast, includes confidentiality, integrity, availability, ac-
cess control, insider risk and adversarial, including com-
petitive, threats. It may include accidental behavior, but it 
also includes deliberate misuse and contested interpreta-
tions of secrecy, disclosure and accountability.

Compliance culture is also related to, but not identical 
with, security culture. Compliance culture emphasizes ad-
herence to laws, rules, policies and control systems. Inter-
ligi (2010) and Weaver et al. (1999) show that compliance 
depends on formal systems, leadership commitment and 
an ethical infrastructure. Security culture includes compli-
ance but is broader, because secure behavior requires inter-
pretation, judgment, escalation and adaptation in situations 
that are not fully defined. Employees can formally adhere 
to rules and yet use insecure workarounds, or they may 
have to act securely when the policy is unclear.

Security culture also differs from security climate. Cli-
mate usually refers to shared perceptions of current prac-
tices, priorities and expectations. Schneider et al. (2013) 
distinguish climate from deeper cultural assumptions. In 
this paper, security climate is treated as a more visible and 
potentially measurable surface expression of security cul-
ture. Climate indicators can help in assessing security cul-
ture, but they do not capture the whole construct.

Research on information security culture and cyberse-
curity culture provides the closest domain-specific litera-
ture. Da Veiga and Eloff (2010) proposed a framework and 
an instrument for assessing information security culture, 
while Van Niekerk and von Solms (2010) emphasized the 
management perspective. AlHogail (2015) developed and 
validated an information security culture framework, and 
Da Veiga et al. (2020) clarified how academia and industry 
define the construct. More recent studies extend the field 
by linking cybersecurity culture to behavior, organiza-
tional practice and maturity (Alshaikh, 2020; Dornheim 
& Zarnekow, 2024; Sutton & Tompson, 2025; Uchendu 
et al., 2021). This paper builds on these definitions and 
dimensions, but focuses on the mechanisms and organiza-
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tional levels through which security culture links controls 
with behavior. Table 3 presents the conceptual boundaries 
adopted in this paper.

2.4	Behavioral Foundations of Security 
Culture

Behavioral approaches explain how individuals and 
groups enact security culture in practice. Behavioral fac-
tors are conceptualized here as individual-level condi-
tions through which culture is enacted. Motivation affects 
whether employees will invest effort in secure behavior; 
responsibility affects whether they see data protection as 
part of their role; satisfaction and perceived support af-
fect whether they identify with organizational goals and 
whether they are willing to report problems or participate 
in improvements.

Security culture becomes visible through behavior, 
but behavior should not be treated as an indicator without 
theory. Behavioral approaches help explain how culture 
is translated into action. Ajzen’s (1991) theory of planned 
behavior suggests that action is affected by attitudes, sub-
jective norms and perceived behavioral control. In the se-
curity context, this means that employees are more likely 
to act securely when they believe that secure conduct is 
important, when colleagues and leaders expect it and when 
systems make secure behavior feasible.

Security compliance studies extend this view. Herath 
and Rao (2009) explain policy compliance through protec-
tion motivation and deterrence. Hu et al. (2012) show the 
importance of top management and organizational culture 
for employees’ compliance with security policies. Siponen 
et al. (2014) and Moody et al. (2018) further stress that ad-
herence to policies depends on motivation, normative be-
liefs, habits and organizational conditions. A recent review 
also points out that human factors in cybersecurity require 
an interdisciplinary approach and cannot be reduced to 
awareness training (Khadka & Ullah, 2025), while qualita-
tive evidence shows that knowledge of cyber risks is often 
present, but no one assumes responsibility for secure be-
havior (Aschwanden et al., 2024).

In this paper, motivation, responsibility and satisfac-
tion are not treated as direct findings resulting from inci-
dents. They are conceptualized as individual-level condi-
tions through which security culture can affect behavior. 
Deci and Ryan (2000) show that motivation depends part-
ly on autonomy, competence and relatedness. Edmondson 
(1999) shows that psychological safety supports learning 
behavior in teams. In security work these conditions are 
important because members have to report errors, ask 
questions, challenge insecure practices and accept respon-
sibility for data management decisions.

Security culture therefore operates through collective 
and individual mechanisms. At the collective level, it es-
tablishes shared norms on what is considered responsible 
behavior towards the organization and its data, and at the 
individual level it affects whether employees experience 
security as meaningful, legitimate and feasible. Motiva-
tion, responsibility and satisfaction are best understood as 
bridges between cultural expectations and behaviors car-
ried out in practice.

3	 Methods

3.1	Conceptual Research Design

The main contribution of this conceptual paper is to 
clarify the construct, integrate the literature and develop 
propositions for future research. Whetten (1989) argues 
that a theoretical contribution requires attention to what 
concepts are involved, how they are related, why they are 
related and under what conditions they apply. Jaakkola 
(2020) and Gilson and Goldberg (2015) similarly stress 
that conceptual articles can contribute by distinguishing 
constructs, organizing fragmented knowledge and pro-
posing new explanatory frameworks. Of the four types 
of conceptual articles described by Jaakkola (2020), this 
paper follows the model type, which builds a framework 
of relationships between constructs and expresses them as 
testable propositions.

Construct Core focus Boundary in relation to security culture

Organizational culture Shared assumptions, values, meanings and 
practices in the organization.

Security culture is a domain-specific subsystem 
of organizational culture.

Occupational safety culture Prevention of accidents and harm, often in 
physical or operational high-risk systems.

Security culture includes digital assets, data, 
access, adversarial threats and insider risks.

Compliance culture Adherence to formal rules, laws, policies and 
control systems.

Security culture includes compliance, but 
also judgment, escalation, interpretation and 
informal norms.

Security climate Current shared perceptions of security priori-
ties and practices.

Security climate is a visible expression of secu-
rity culture, not the entire construct.

Table 3: Conceptual Boundaries of Security Culture
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The methodological logic is therefore theory building, 
not empirical testing. The paper gradually identifies rele-
vant theoretical traditions, compares adjacent constructs, 
defines security culture and formulates propositions. Such 
design seeks to respond to the conceptual problem: the 
need for security culture to be explained as a specific or-
ganizational phenomenon, not as a general normative ori-
entation.

3.2	Literature Selection and Analytical 
Procedure

The literature was selected purposively, on the basis 
of theoretical relevance, and not through a systematic re-
view protocol. In line with Jaakkola (2020), the selection 
of theories was guided by their capacity to explain the phe-
nomenon, and a source was retained when it defined the 
parent construct, clarified construct boundaries, explained 
a mechanism, supported the multi-level framework or il-
lustrated its application (Table 1). The conceptual analysis 
uses three groups of sources. The first group consists of 
foundational organizational and socio-technical theories, 
including organizational culture, sensemaking, socio-tech-
nical design and organizational structure. The second 
group comprises research on information security culture 
and cybersecurity behavior. The third group comprises 
selected sources on governance and security practice that 
help link the conceptual argument with contemporary 
work on data security.

The analysis process followed four steps. First, organ-
izational culture was identified as the parent construct and 
selected the theoretical elements relevant for data security 
behavior. Second, security culture was compared with or-
ganizational culture, occupational safety culture, compli-
ance culture and security climate. Third, the mechanisms 
that link culture with behavior were derived. A mechanism 
was retained if it was grounded in at least one of the the-
oretical traditions in Table 2, linked formal controls with 
everyday behavior and was conceptually distinct from the 
other mechanisms; this resulted in five mechanisms (Sec-
tion 4.2). Fourth, the mechanisms were organized into 
strategic, operational and tactical levels, and propositions 
were formulated for future empirical research.

3.3	Use of Analytical Illustrations

Two public incidents are used as illustrative vignettes: 
the civil dispute Tyan, Inc. v. Garcia and the public case 
of Chelsea Manning. They were selected for theoretical 
reasons, as contrasting cases. Both involve insiders with 
access to sensitive data, the situation in which the relation-
ship between formal position, access and responsibility, 
central to the framework, becomes visible. They differ in 

organizational setting and type of threat: a private compa-
ny and the misuse of proprietary information on the one 
hand, and a strongly hierarchical military organization and 
a contested disclosure of classified information on the oth-
er. The vignettes therefore illustrate different mechanisms 
and levels of the framework (Section 4.4). This paper does 
not draw conclusions about psychological motives, satis-
faction or responsibilities as empirical facts beyond what 
is available in public sources. This restriction is introduced 
deliberately. Public media reports, court documents and bi-
ographical sources are not sufficient to establish with sci-
entific certainty an internal organizational culture or indi-
vidual motivation. In this paper, the analytical illustrations 
help readers understand the concepts, while the validity of 
the framework rests on theoretical integration and future 
empirical testing.

4	 Results: A Conceptual Framework 
of Security Culture

4.1	Definition and Construct Boundaries

The proposed definition is that security culture is a 
domain-specific pattern of shared assumptions, norms and 
coordinated practices through which members of the or-
ganization accept and implement security requirements, 
establish priorities for action and carry out responsibili-
ties in the field of organizational and data security. This 
definition contains four elements. First, security culture 
is domain-specific because it refers to data, systems, ac-
cess, confidentiality, integrity, availability and decisions 
that are relevant for security. Second, security culture 
includes shared assumptions, as organizational members 
develop taken-for-granted beliefs about what constitutes 
responsible behavior concerning data. Third, security cul-
ture includes norms that are implemented in practice, be-
cause culture is visible in routine behavior and not only in 
statements. Fourth, security culture includes coordinated 
practices, because security requires coordination of roles, 
technologies and hierarchical levels.

Security culture is distinct from organizational cul-
ture, occupational safety culture and compliance culture. 
Security culture is not only a favorable attitude towards 
security, because attitudes become organizationally mean-
ingful only when supported by structures, rules, routines, 
leadership and shared expectations. Security culture is not 
a substitute for technical security measures and controls. 
Security culture and technical security measures and con-
trols are interdependent: technical measures and controls 
structure behavior, and culture shapes the way technical 
measures and controls are interpreted and implemented in 
practice.



453

Organizacija, Volume 59 Issue 4, November 2026Research Paper

4.2	Organizational Mechanisms

The central mechanism proposed here is cultural medi-
ation: security culture mediates between formal technical 
controls and everyday behavior. It does so through giving 
meaning through leadership, management and coordina-
tion, role design and responsibility, motivation and iden-
tification, and learning from employee voice and incident 
response (Figure 1).

The five mechanisms were derived from the theoret-
ical traditions presented in Section 2. Leadership signal-
ling follows from organizational culture theory and its 
account of how leaders embed culture (Schein, 2010). 
Structural harmonisation follows from organizational de-
sign, which explains how work is divided and coordinated 
(Mintzberg, 1979). Socio-technical compliance follows 
from socio-technical systems theory and the principle 
that technical and social requirements must be designed 
jointly (Cherns, 1976). Behavioral support follows from 
research on organizational behavior and security compli-
ance (Ajzen, 1991; Herath & Rao, 2009), and meaning and 
identity follows from the sensemaking and team learning 
perspectives (Edmondson, 1999; Weick, 1995). Training 
and awareness campaigns are not treated as separate mech-
anisms, because they are instruments through which these 
five mechanisms operate.

The first mechanism is leadership signalling. Leaders 
signal whether data security is an actual organization-
al priority or only a formal requirement. Signals include 
response planning, resource allocation, role modeling, re-
sponses to incidents, attention to employees’ concerns and 
the balance between productivity and security. Leaders 
influence security culture by embodying the meaning of 
data security, its importance and how it should be balanced 
with other organizational priorities. A statement that secu-
rity is important will have limited strength if employees 
are rewarded only for speed, output or cost reduction. By 
contrast, management reactions to near misses, as well 
as to incidents that have occurred, can show whether the 
organization treats security as an opportunity to learn or 
only as a disciplinary problem. Strategic leaders provide 
an interpretive framework, but middle managers and direct 
supervisors often determine whether and how this frame-
work will become operational. Therefore, the framework 
places leadership in a multi-level model instead of attrib-
uting security culture to top management only.

The second mechanism is structural harmonisation. 
The organizational structure distributes authority, respon-
sibilities and coordination. Mintzberg (1979) shows that 
organizational design serves to divide and coordinate 
work. In security culture, structural harmonisation means 
that roles, access rights, reporting lines and escalation pro-
cedures are consistent with the security responsibilities 
assigned to individuals and units. Data security problems 
often cross functional boundaries: IT may manage infra-

structure, the legal function may interpret obligations, HR 
may manage employee-related processes, business units 
may be process owners, and employees on the “first line 
of defense” may control the first point at which data enter 
the organization or are targeted. Without a shared security 
culture, these responsibilities can fragment. In technolo-
gy-intensive environments, security culture functions as a 
coordination mechanism. It aligns interpretations among 
structural units, creates a common language of risk and 
helps employees understand when they need to escalate 
concerns. Security culture is the way organizations coor-
dinate distributed data and technology decisions. Access 
rights are not only technical permissions; they are organ-
izational distributions of trust and responsibility. When 
access is granted without adequate responsibility, training 
and feedback, organizations create a socio-technical im-
balance. This mechanism is particularly important in digi-
tal organizations because employees in lower hierarchical 
positions can have high-impact access to technology. A 
front-desk worker, patrol officer, analyst, external contrac-
tor or support employee can interact with data systems in 
ways that affect the entire organization. The analysis of se-
curity culture therefore calls into question the assumption 
that organizational importance follows formal rank. It asks 
how power is distributed through access to data and how 
it is managed.

The third mechanism is socio-technical compliance. 
The term refers here to the fit between technical controls 
and work requirements, not to employees’ rule-following. 
Technology should be usable, proportionate and consist-
ent with workflows. If secure behavior is too slow, unclear 
or incompatible with work requirements, employees can 
create informal workarounds. A weak security culture tol-
erates such workarounds, while a strong one makes them 
a topic of discussion and correction. Security culture is 
also achieved through role design. Employees with access 
to data or systems need clear expectations of what they 
may and may not do, how exceptions are handled and how 
responsibilities change when new technologies are intro-
duced.

The fourth mechanism is behavioral support. Securi-
ty-relevant behavior is shaped by feedback, recognition, 
learning and consequences. Organizations should support 
and encourage incident reporting, responsible use of access 
rights, secure cooperation and learning from near misses. 
Motivation, responsibility and satisfaction are conceptual 
variables that help explain why employees internalize or 
reject security expectations. Motivation refers to the read-
iness to invest effort in secure behavior, while responsi-
bility refers to the perception that data protection is part 
of one’s role. Satisfaction and perceived support refer to 
the relationship between employees and the organization, 
including whether employees identify with organization-
al goals and whether they feel that secure behavior is ac-
knowledged. These factors may affect security behavior in 
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several ways. A motivated employee is more likely to take 
time to check a suspicious request instead of forwarding it 
automatically. An employee with a strong sense of respon-
sibility is more likely to report a misconfiguration or an 
incorrect access assignment. A satisfied and supported em-
ployee is more likely to express concerns through internal 
channels. However, these outcomes cannot be assumed. 
They depend on the surrounding culture, work design, 
leadership and the technical feasibility of secure conduct.

The fifth mechanism is meaning and identity. Secu-
rity culture is stronger when employees understand why 
security is important for the organization, its clients, pub-
lic trust and their professional identity. This is especially 
important in organizations where work is digitally medi-
ated, where low-level actions, such as forwarding a file or 
approving access, can have organizational consequences 
far beyond the immediate task. The effectiveness of secu-
rity culture in practice is shown by whether organizations 
learn from errors, both their own and those of others. Em-
ployees are often the first to see insecure workarounds, 
confusing policies, suspicious messages, excessive access 
rights or technical controls that do not correspond to the 
work process. A strong and applicable security culture 
makes the reporting of such issues legitimate. It reduces 
the fear that reporting errors will only lead to blame, and it 
creates routines through which information from incidents 
is converted into organizational learning. This mechanism 
distinguishes security culture from an exclusively discipli-
nary approach. Disciplinary measures may be necessary 
in cases of misconduct, but a security culture that relies 
heavily on punishment can suppress reporting and hide 
systemic weaknesses.

The key organizational question is how to shape prac-
tices that make it likely that threats are recognized early, 
understood and reported, that errors and their negative 
consequences are corrected, and that the organization 
learns with the aim of preventing future incidents before 
the damage arises or escalates. 

4.3	Three Levels of Security Culture

The proposed three-level framework translates the 
theoretical argument into an organizational model. The 
three levels of security culture are strategic, operational 
and tactical. They describe different functions that must 
be harmonised into a coherent whole. The levels follow 
the distinction between strategic, operational and tactical 
levels that is established in security studies, where the tac-
tical level refers to the execution of tasks. In terms of or-
ganizational design, they correspond to the strategic apex, 
the middle line and the operating core (Mintzberg, 1979). 
They are organizational levels and should not be confused 
with Schein’s (2010) levels of cultural depth (artifacts, es-
poused values and basic assumptions), which can be ob-
served at each of them. Table 4 shows the organizational 
framework.

At the strategic level, security culture is expressed 
through mission, values, governance, leadership and re-
source allocation. This level answers the questions why 
security is important and what kind of security conduct 
the organization expects. Strategic security culture is weak 
when leaders treat security only as an information technol-
ogy issue or when they require secure behavior but reward 
only speed, cost reduction or error concealment.

At the operational level, security culture is translat-
ed into processes. This level answers the questions how, 
when and where security expectations are implemented. 
It includes system design, access management, reporting 
systems, incident response, risk assessment, onboarding, 
offboarding and coordination between business and tech-
nology functions. The operational level is where many 
cultural contradictions become visible, as formal securi-
ty messages must be reconciled with workloads, usability 
and management priorities.

Figure 1: Five Organizational Mechanisms of Security Culture Mediation 
Source: Authors
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Table 4: Three-Level Security Culture Framework

Strategic level Direction and legitimacy Defines the purpose of security, values, priorities, management 
expectations and acceptable risk. Top leadership carries this level.

Operational level Translation and coordination
Turns strategy into policies, workflows, training, access processes, 
monitoring routines and escalation routes. Middle management and 
security functions carry this level.

Tactical level Realization and feedback
Performs secure work in everyday tasks: data handling, reporting, 
use of access, cooperation and local problem solving. Teams and 
employees carry this level.

Table 5: The Three Levels of Security Culture as Organizational Processes

Level Organizational roles Cultural function Visible processes and analytical 
questions

Strategic level Owners, board members, 
senior executive manag-
ers and top-level security 
management

It defines security as part of organiza-
tional identity, risk appetite, mission, 
values and governance, establishing 
the assumptions that make security 
legitimate.

How are security priorities 
determined? Are resources, 
incentives and responsibility 
consistent with security claims? 
How do leaders respond to inci-
dents and to trade-offs between 
speed, cost and protection?

Operational level Mid-level managers, secu-
rity officers, process own-
ers, HR, legal department, 
IT and data management 
functions

It translates strategic meanings into or-
ganizational arrangements. It integrates 
security into workflows, roles, training, 
access management, monitoring and 
incident-related processes.

Are policies implemented in 
daily tasks? Are roles clear? Are 
technical controls integrated 
with workflows? Are there feed-
back channels, escalation routes 
and learning routines?

Tactical level Teams, first-line employ-
ees, external contractors 
and users with access to 
data or systems

It achieves security in everyday work. 
It produces local norms on login, au-
thentication, data handling, exception 
handling and workarounds.

Do employees see security as 
part of their role? Can they 
report errors or suspicious 
events? Do peer norms support 
secure behavior? Are work-
arounds discussed and correct-
ed instead of being hidden?

Figure 2: The Three Levels of Security Culture 
Source: Authors
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At the tactical level, security culture is achieved in 
everyday behavior. This level answers the questions of 
who performs security-relevant actions and why these ac-
tions make sense to members. It includes routine decisions 
such as checking requests, protecting credentials, classi-
fying information, reporting anomalies, avoiding unau-
thorized tools and challenging insecure practices. Tactical 
security culture is a collective performance within local 
teams and workflows.

The learning loop is key. Security culture is continu-
ously checked and supplemented on the basis of lessons 
learned. Digital organizations face changing threats, tech-
nologies and working arrangements. Feedback from inci-
dents, near misses, employee concerns and audits should 
return to operational and strategic levels. This is in line 
with contemporary cybersecurity governance, which 
highlights continuous risk management, roles and im-
provement cycles (Pascoe et al., 2024). The loop assumes 
continuous adaptation of the system, so that structures, 
processes, rules, norms, decision-making and technology 
can be improved.

The proposed framework treats security culture as a 
multi-level organizational phenomenon. The strategic lev-
el refers to assumptions, priorities and governance com-
mitments through which senior leaders define what securi-
ty means for the organization. The operational level refers 
to the translation of these priorities into policies, work-
flows, role design, access arrangements, training practices 
and routine incident response. The tactical level refers to 
achieving a secure work environment daily through local 
decisions, peer norms, reporting, secure use of technology 
and responses to ambiguity. Table 5 further describes the 
three levels of security culture as organizational processes, 
and Figure 2 summarizes them.

These levels are analytically distinct but interdepend-
ent. Strategic definitions without operational translation 
remain symbolic. Operational policies without tactical 
feasibility create workarounds. Tactical awareness without 
strategic support leaves employees responsible for risks 
they cannot control. Security culture becomes organiza-
tional when these levels are strengthened and integrated 
instead of contradicting each other; misalignment between 
them weakens security culture.

The framework also explains how the three levels are 
related to behavioral factors. Motivation, responsibility 
and satisfaction are most visible at the tactical level, but 
they are shaped by strategic and operational conditions. For 
example, employees can be motivated to protect data when 
they understand the purpose of technical controls, believe 
that security is valued and experience secure behavior as 
feasible within their workload and work environment. Em-
ployees can accept responsibility when role expectations, 
access rights and accountability mechanisms are clear, and 
they can be more willing to report concerns when experi-
encing psychological safety and fair treatment. Therefore, 

behavioral factors are not isolated personality traits; they 
are produced within organizational systems.

The distinction between security culture and occupa-
tional safety culture is particularly important. Research on 
occupational safety culture shows that organizational acci-
dents often result from systemic patterns, not from isolated 
errors (Cooper, 2000; Reason, 1997). Security culture can 
learn from this tradition, but it must cover features that 
are specific to data security. Security threats may be either 
deliberate or accidental. Security work often involves in-
tangible digital assets, distributed access, fast data mobil-
ity and the behavior of competitors. Unlike many hazards 
in occupational safety, data security breaches can involve 
actors who understand technical controls and deliberately 
exploit them. A framework of security culture therefore re-
quires attention to access rights, trust, monitoring, insider 
threats, confidentiality and the organizational meaning of 
data.

The distinction from compliance culture is equally im-
portant. Compliance can produce adherence to rules, but 
secure behavior often requires judgment in ambiguous sit-
uations. Employees may encounter requests that appear le-
gitimate but are misleading, workflows that create pressure 
to circumvent technical controls, and incidents in which 
rapid reporting is more valuable than strict compliance. 
Compliance culture asks whether rules are adhered to. 
Security culture asks how rules, responsibilities, technolo-
gies and working practices are understood and coordinated 
so that secure behavior becomes a normal part of organi-
zational life. Figure 3 shows the framework as a diagram.

4.4	 Illustrative Application

The framework can be illustrated by the two public 
cases introduced in Section 3.3. In the case of Tyan, Inc. v. 
Garcia (2017), the public court record refers to unauthor-
ized access, manipulation of internal systems and misuse 
of proprietary information. From the perspective of the se-
curity culture framework, the case mainly illustrates the 
operational level and the mechanisms of structural har-
monisation and socio-technical compliance: access rights, 
supervision, offboarding procedures, role expectations and 
managerial response need to be harmonised (Propositions 
P2, P3 and P6). The illustration does not allow direct con-
clusions about the internal culture of the organization or 
the psychological state of any actor.

The public case of Chelsea Manning, a junior intel-
ligence analyst in the United States Army, illustrates a 
different type of question: broad access to classified in-
formation within a strongly hierarchical organization and 
contested interpretations of responsibility and disclosure 
(Davies, 2022; Ray, 2024). The case mainly illustrates 
the relationship between the strategic and tactical levels 
and the mechanisms of leadership signalling and meaning 
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and identity (Propositions P1, P4 and P5). Through the 
proposed framework, it can be used to discuss escalation 
channels, ethical conflict, identity, reporting norms and the 
relationship between hierarchical authority and data ac-
cess. The case does not prove a specific security culture; 
it shows why security culture must include a structure that 
enables organization members to feel safe when reporting 
problems, acknowledging errors and taking responsibil-
ity, while ensuring the responsible handling of sensitive 
information. These illustrative examples highlight several 
issues addressed by the conceptual framework of security 
culture: the organizational significance of user behavior, 
the interaction between hierarchy and security in recog-
nizing problems and errors, the limitations of technical 
controls when separated from actual work practices, and 
the potential consequences of discrepancies between role 
responsibilities and organizational authority. They help 
to specify the types of organizational questions that the 
framework of security culture asks: Who has access? Who 
is responsible? What is expected from employees when 
policy, ethics and hierarchy are in conflict? How do con-
cerns escalate, and how do they de-escalate? How does the 
organization learn from signals before a harmful incident 

and what are these signals?
Such material is used sparingly and analytically: it 

helps to illustrate why security culture is important, but it 
does not prove that a particular organizational culture has 
caused an incident.

4.5	Conceptual Propositions

The framework leads to six propositions for future em-
pirical research. They are not empirical hypotheses tested 
in this paper; they specify relationships between constructs 
that can be examined in future studies by surveys, inter-
views, archival data, incident analysis or mixed methods. 
Each proposition follows from the framework: P1 from 
leadership signalling at the strategic level, P2 from struc-
tural harmonisation as operational translation, P3 from so-
cio-technical compliance, P4 from behavioral support and 
the conditions for reporting, P5 from meaning and identity 
and the distinction between culture and climate, and P6 
from the alignment of responsibility, authority and access 
across levels. Table 6 shows the six conceptual proposi-
tions.

Figure 3: Security Culture as a Socio-Technical and Multi-Level Organizational Construct
Source: Authors
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Table 6: Conceptual Propositions for Future Empirical Research

Proposition Proposed relationship Possible Empirical Indicators

P1
The more consistently senior leaders link data secu-
rity to organizational purpose, governance and re-
source allocation, the stronger the security culture.

Communication from management, budgetary deci-
sions, participation of executive management, visible 
response to incidents.

P2

Operational translation, achieved through structural 
harmonisation, mediates the relationship between 
strategic security priorities and employees’ secure 
behavior.

Policy clarity, training relevance, access processes, es-
calation routines, mid-level management involvement.

P3

Socio-technical compliance (the fit between 
technical controls and daily workflows) is positively 
related to secure conduct, through higher perceived 
behavioral control.

Usability of technical controls, compatibility with work-
load, frequency of workarounds, perceived behavioral 
control.

P4
Psychological safety is positively related to the time-
ly reporting of errors, anomalies and near misses; 
behavioral support strengthens this relationship.

Reporting rates, quality of narratives on incidents, will-
ingness of employees to challenge insecure practices, 
perceived feedback and recognition.

P5

Shared meaning of data security is positively related 
to security climate, and security climate partially 
mediates the relationship between security culture 
and secure behavior.

Surveys of perceptions, perceived norms and local 
team priorities; climate consistency; observed rou-
tines.

P6

The greater the inconsistency between formal 
security responsibility and actual authority, access 
rights, training and technical design, the weaker the 
security culture.

Ambiguity of roles and access rights, unclear data own-
ership, delayed revocation of access at exit, conflicting 
performance objectives.

5	 Discussion

5.1	Theoretical Contribution

The main theoretical contribution is to reposition secu-
rity culture within specific organizational structures and to 
examine how it relates to problems of coordination, gov-
ernance, hierarchy and decision-making. While existing 
frameworks mainly describe the dimensions and maturity 
of security culture, this framework explains how culture 
works, through five mechanisms of cultural mediation at 
three organizational levels. The security culture frame-
work goes beyond the normative claim that organizations 
should address security only at a superficial procedural 
level. It explains security culture as a pattern of shared 
assumptions, norms that are implemented in practice and 
coordinated practices that link leadership, structure, tech-
nology and behavior. In this sense, security culture is an 
organizational (pre)condition that affects whether and how 
technical controls will be interpreted, used and improved 
in practice.

The paper contributes to clarifying conceptual bound-
aries. Security culture is linked to organizational culture 
because it is embedded in broader assumptions and val-
ues. It is linked to occupational safety culture because both 
deal with risk and learning, although with different types 
of risk. It is linked to compliance culture because both in-

volve rules and responsibility. However, security culture 
is different because it also refers to digitally mediated data 
practices, access rights, confidentiality, integrity, availa-
bility, and competitive (market), internal and accidental 
threats.

In addition, the three-level framework contributes to 
organizational analysis by connecting security culture with 
coordination, governance, hierarchy and decision-making. 
It shows that security culture cannot be attributed only to 
technical experts or to individual employees. It requires 
strategic legitimacy, operational translation and tactical 
enactment in practice. It becomes relevant for organiza-
tional processes such as role design, management com-
munication, (de)escalation, learning and cross-functional 
coordination as well as strategic and crisis communication.

For practitioners, the framework implies that interven-
tions in security culture should not be limited to campaigns 
that call for caution. Organizations should examine wheth-
er security responsibilities are clear, whether technical 
controls are appropriate to workflows, whether employees 
can report errors without fear, whether managers support 
secure behavior under operational pressure and whether 
responses to incidents result in learning and not just blame. 
In practice, the objective is not a general moral commit-
ment to security, but the integration of secure decisions 
into the daily routines and practices of organizations.
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5.2	Organizational and Managerial 
Implications

For managers, this framework suggests that security 
culture should be designed, maintained and developed, 
and not only promoted through awareness-raising cam-
paigns. Training is useful, but it is not enough if secure 
behavior conflicts with workload, incentives or the design 
of technical systems. Managers should therefore examine 
whether employees have the authority, time, tools and psy-
chological safety necessary for secure operation.

The framework also suggests that security responsibil-
ities should be visible at every organizational level. At the 
strategic level, leaders need to define why data security 
is important and how it relates to organizational purpose 
and trust. At the operational level, middle managers and 
security professionals need to translate this focus into clear 
routines and usable systems. At the tactical level, teams 
should be able to report problems, question insecure prac-
tices and learn from mistakes without fear that any disclo-
sure will be treated as grounds for blame.

A practical implication is that organizations should as-
sess security culture through multiple sources. Surveys can 
measure perceptions, but they need to be complemented 
by interviews, process reviews, incident narratives, access 
rights audits, training evaluations and analysis of near 
misses. This is necessary because security culture includes 
deep assumptions as well as visible routines.

5.3	Limitations and Future Research

This paper is conceptual and does not provide empir-
ical evidence that the proposed relationships are valid in 
specific organizations. The illustrative examples are based 
on public sources and cannot support claims about internal 
culture, individual motives or the causal mechanisms be-
hind security breaches. Because the literature was selected 
purposively rather than systematically, some relevant con-
tributions may not have been included. The propositions 
therefore require empirical testing, and several research 
strategies are possible.

A survey could cover shared assumptions, role clari-
ty, leadership signals, perceived support, psychological 
safety, responsibility and perceived consistency between 
technical controls and workflows. A qualitative case study 
could examine how the meaning of security is produced 
at the strategic, operational and tactical levels. Interviews, 
observations, internal documents, incident reports and 
process maps would allow researchers to trace how pol-
icies become practices. Quantitative analysis could test 
whether strategic leadership, operational translation and 
tactical enactment predict security climate and security 
behavior. Comparative research could examine organiza-
tions with similar technical controls but different cultural 

patterns, to determine how security culture affects report-
ing, workarounds and the use of technical controls. Such 
studies could also examine whether security culture works 
differently in public agencies, military organizations, pri-
vate businesses, health care and education. It would also 
be useful to study how security culture changes after inci-
dents, technology implementation, interventions or chang-
es in leadership.

Future empirical work should also avoid treating be-
havioral factors as self-evident indicators. Motivation, 
responsibility and satisfaction should be modeled theoret-
ically and measured in relation to role expectations, per-
ceived control, support, justice and psychological safety. 
This would allow researchers to examine whether these 
factors mediate the relationship between organizational 
culture and secure behavior. Future research could also use 
case studies, but only if case selection, data sources and 
analytical procedures are clearly specified. Cases should 
be selected for theoretical reasons, such as variation in hi-
erarchy, digital access, security management or incident 
response. Future research should also develop stronger 
measurement instruments. Existing approaches provide 
useful starting points, but they should be linked to clear 
theoretical dimensions such as leadership signalling, so-
cio-technical compliance, psychological safety, reporting 
norms and the alignment of roles and access rights.

6	 Conclusion

Security culture is often cited as a solution to data 
security problems. It is usable and useful only when it is 
theoretically grounded and has clearly established bound-
aries. This paper argues that security culture should be 
understood as a domain-specific pattern of shared assump-
tions, norms implemented in practice and coordinated 
practices through which members of organizations accept 
and implement security requirements, establish priorities 
for action and carry out responsibilities in the field of or-
ganizational and data security.

Security culture differs from organizational culture, 
occupational safety culture, compliance culture, security 
climate and security awareness, although it is connect-
ed with each of them. It works through five mechanisms 
at the strategic, operational and tactical levels, linking 
leadership, governance, role design, technical controls, 
motivation, responsibility, satisfaction and learning. The 
framework developed in this paper explains security cul-
ture through organizational culture theory, socio-technical 
systems theory and behavioral approaches to security, and 
translates this explanation into six propositions for empir-
ical research.

The wider implication is that data security is an or-
ganizational capability. Technical measures and controls 
remain key, but their effectiveness depends on wheth-
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er people understand them, trust them, use them, report 
problems with them and improve them. A strong security 
culture does not replace technology. It makes technology 
organizationally useful, behaviorally meaningful and con-
tinuously improving.
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