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The study presents a physics-aware simulation framework developed in Python to emulate 
Internet of Things (IoT)-based monitoring systems for electronic laboratory environments. 
The framework generates synthetic sensor data for temperature, humidity, and light intensity, 
representing environmental parameters that often influence the performance, stability, and 
safety of laboratory electronics and optoelectronic components. By implementing program-
mable threshold logic and real-time alert dispatch through RESTful APIs, the system enables 
automated detection of parameter exceedances and notification delivery without the need for 
physical hardware. The simulation supports both batch and real-time modes, allowing flexible 
emulation of thermal fluctuations, ambient light shifts, and humidity drift in controlled settings. 
Application scenarios include overheating prevention in laser-driven devices, monitoring of 
ambient light in optical benches, and detecting environmental drift in sensitive experiments 
such as photoemission or cryogenic setups. The results demonstrate reliable threshold cross-
ing detection with response times under 2 seconds and support multivariate data visualisation 
to identify compound stress conditions. This framework is particularly suited for early-stage 
prototyping, instructional use, and safety validation in physics-oriented laboratories. By com-
bining domain-specific sensor modelling with IoT-based control logic, the proposed method 
offers a low-cost and extensible backend for responsive laboratory monitoring and smart alert 
systems.

Keywords: Electronic laboratory systems, Internet of Things (IoT), physics-based moni-
toring, Python, real-time alerting, sensor simulation.



75

1. INTRODUCTION

The proliferation of Internet of Things 
(IoT) technologies has significantly trans-
formed various domains, including residen-
tial, industrial, and scientific environments. 
In experimental physics and electronic lab-
oratories, IoT systems increasingly support 
environmental monitoring, data acquisi-
tion, and automated control. These systems 
typically consist of interconnected sensors 
and microcontrollers that capture and trans-
mit data for parameters such as tempera-
ture, humidity, luminosity, air quality, and 
motion, among others, forming the foun-
dation for intelligent decision-making [2]. 
However, the initial development, proto-
typing, and educational exploration of IoT 
applications often face limitations due to 
the costs, complexities, and logistical issues 
associated with obtaining and deploying 
physical hardware. Moreover, physical 
sensor systems often require specialised 
knowledge, maintenance, and considerable 
resources for long-term operation [3]. To 
address these challenges, software-based 
IoT simulation frameworks have emerged 
as essential tools, providing efficient and 
cost-effective alternatives for preliminary 
testing and validation [4]. Such simulation 
platforms enable developers and research-
ers to rapidly evaluate IoT system designs, 
communication protocols, data analytics 
methods, and event-detection algorithms 
without the constraints and overhead of 
managing physical devices [5]. From the 
perspective of experimental physics, these 
tools also allow safe and repeatable test-
ing of monitoring logic, alarm systems, and 
environmental responses in virtual labora-
tory conditions. This is particularly valu-
able in fields where thermal drift, humidity 
control, and light intensity directly impact 
the performance of sensitive electronics 

or optical instrumentation. Furthermore, 
software-based simulations offer controlled 
environments for educational purposes, 
allowing students and trainees to gain prac-
tical experience in IoT technologies and sys-
tem integration without significant invest-
ment in hardware. Python, a widely adopted 
programming language, has become par-
ticularly popular in the IoT domain due to 
its readability, extensive library, and ease of 
integration with external web services [6]. 
It supports efficient data analysis, visualisa-
tion, and rapid prototyping, making it suit-
able for building scalable backend applica-
tions for IoT systems. Numerous libraries, 
such as Pandas, NumPy, Matplotlib, and 
Requests, enable developers to perform 
advanced data processing, visualisation, 
and seamless integration with RESTful web 
APIs [7].

A crucial functionality of many IoT sys-
tems is real-time event detection, where sen-
sor data streams are continuously monitored 
to trigger alerts or automated responses 
when certain conditions or thresholds are 
met [8]. Traditional IoT implementations 
commonly rely on physical sensor nodes 
and middleware platforms to manage these 
functionalities. However, fully software-
driven approaches remain relatively under-
explored, despite their potential for simpli-
fying early-stage development, educational 
activities, and scenario analysis. The pres-
ent paper introduces a fully software-based 
framework that simulates sensor data 
streams such as temperature, humidity, and 
luminosity through configurable data gen-
erators. The simulated data are continu-
ously evaluated against predefined thresh-
olds using Python-based logic, and upon 
detecting threshold-breach events, notifica-
tions are automatically dispatched through 
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external web services such as Telegram and 
IFTTT APIs. This approach facilitates rapid 
prototyping, educational demonstrations, 
and preliminary validations in resource-
limited environments without reliance on 
physical hardware. It also serves as a sur-
rogate environment for testing safety logic 
and environmental control in physics-
related electronic laboratories.

The remainder of this paper is structured 
as follows. Section 2 reviews relevant lit-
erature and related work on IoT simulation 
frameworks and Python-based applications. 

Section 3 details the architecture and meth-
odology of the proposed simulation and 
alerting system. Section 4 provides imple-
mentation specifics, including software 
components and data handling procedures. 
Section 5 presents and discusses the results 
from the system’s validation through simu-
lated scenarios. Section 6 critically assesses 
the framework’s advantages, limitations, 
and potential extensions. Finally, Section 7 
concludes the paper and outlines areas for 
future research. 

2. BACKGROUND AND SCIENTIFIC FOUNDATIONS

The advancement of IoT simulation 
frameworks has resulted in a variety of 
software-based methodologies aimed at 
replicating sensor behaviour, testing event-
detection logic, and validating control 
responses, often without requiring physical 
hardware. In physics-focused laboratories 
and electronic experimental systems, this 
trend has opened new possibilities for mod-
elling environmental monitoring systems 
and feedback mechanisms under controlled 
and reproducible conditions.

Hybrid and hardware-in-the-loop (HIL) 
systems, originally developed in structural 
engineering, have since been applied in 
laboratory automation and embedded elec-
tronics for real-time testing and simulation. 
Foundational work by Takanashi et al. [9] 
and further refinements in numerical stabil-
ity and control delay compensation [10]–
[13] highlight the importance of integrated 
simulation-feedback environments. Recent 
studies in laboratory robotics and radiation-
prone environments [21], [22] adapted HIL 
methods for sensor calibration and con-
trol testing, though such systems require 
complex infrastructure and are not easily 
scalable for instructional or early-stage 

development. Lightweight, software-only 
emulators such as NS-3 and CupCarbon 
[15], [16] are commonly used to simulate 
wireless sensor networks (WSNs), focus-
ing largely on communication protocols. 
More recent efforts include virtual sensors 
in cloud-based platforms [17], and digi-
tal twin systems for laboratory automation 
[23], [24]. These frameworks, while pow-
erful, often require access to real sensor 
nodes, cloud APIs, or predefined hardware 
templates, and tend to prioritize infrastruc-
ture modelling over fine-grained sensor 
emulation or application-layer threshold 
logic. Emerging platforms also emphasise 
container-based deployment and federated 
control architectures, as seen in Hamza-
oui et al. [25] and Morcillo-Jimenez et al. 
[26], but are typically aimed at smart-city or 
industrial IoT rather than physics-oriented 
laboratory use cases. Meanwhile, Python 
has emerged as a leading language for sci-
entific and embedded computing due to its 
readability, modularity, and strong ecosys-
tem of libraries such as NumPy, pandas, 
matplotlib, and requests. Although Python-
based frameworks are widely used in smart 
home, biomedical, and industrial IoT con-
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texts, their application in laboratory phys-
ics, where environmental fluctuations can 
affect optoelectronic behaviour or measure-
ment precision, remains relatively underex-
plored. Scientific projects like PySCF [18] 
demonstrate Python’s capacity for complex 
system modelling, while recent studies 
emphasise its effectiveness for constructing 
interactive sensor emulators and automated 
decision systems [27], [28].

Despite the availability of domain-spe-
cific tools for communication-layer emula-
tion or digital twin creation, there remains 

a noticeable lack of compact, open-source 
platforms that integrate real-time sen-
sor simulation, event-driven alerting, and 
RESTful output dispatch in a single, hard-
ware-independent architecture. This paper 
addresses that gap by proposing a modular 
Python-based framework suitable for envi-
ronmental monitoring tasks in electronic 
laboratories and physics-oriented experi-
mental setups, with applications in over-
heating detection, light fluctuation monitor-
ing, and humidity drift analysis.

3. SYSTEM ARCHITECTURE

The framework proposed in this study 
is designed to emulate core sensing, evalua-
tion, and alerting functionalities commonly 
found in IoT systems, relying exclusively 
on software components implemented in 
Python. Its structure reflects typical work-
flows in experimental physics laboratories, 
where sensitive equipment and samples 
must be maintained within well-defined 
environmental limits to avoid systematic 
errors, signal distortion, or even physical 
damage. The architecture consists of four 
sequential stages:  generation of synthetic 
observables,  threshold-based evaluation,  
event-triggered response, and  data logging 
and visualisation.

At the first stage, virtual sensors pro-
duce synthetic time-dependent data streams 
for temperature, T , illumination, L, and 
humidity, H . These are key environmen-
tal variables in a wide range of physical 
experiments. For example, temperature 
fluctuations can lead to expansion or con-
traction of optical mounts, drift of laser 
cavity modes, or variation of semiconduc-
tor band gaps. Illumination levels directly 
affect photodiodes, charge-coupled devices 
(CCDs), and other light-sensitive detectors, 

where insufficient or fluctuating light inten-
sity introduces noise or measurement bias. 
Humidity changes can alter dielectric prop-
erties of gases, affect charge accumulation 
on insulating surfaces, or influence plasma 
initiation thresholds. In this framework, 
NumPy-based deterministic and stochastic 
functions replicate such physical variabil-
ity: sinusoidal terms mimic daily thermal 
cycles, abrupt steps reproduce transient dis-
turbances, and slow drifts emulate cumula-
tive processes such as evaporation.

In the second stage, the threshold eval-
uation engine represents the monitoring of 
physical conditions relative to predefined 
critical limits ( tT , tL , tH ). These limits 
have direct physical meaning: tT  can be set 
at the maximum safe operating temperature 
of electronic components, tL corresponds to 
the minimum illumination required to main-
tain detector linearity, while tH  defines the 
humidity above which condensation or 
dielectric breakdown risks arise. Whenever 
measured values satisfy conditions such 
as tT T> , tL L> , or tH H> , the system 
registers a critical event. The rule engine, 
implemented as Python conditional logic, 
thus emulates the supervisory role of inter-
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locks and feedback systems commonly 
found in high-precision experiments.

The third stage is the decision layer. If 
any threshold is violated, the system fol-
lows the YES branch and issues an alert. 
In experimental physics practice, this cor-
responds to protective responses, i.e., acti-
vating shutters to prevent optical damage, 
cooling systems to limit thermal drift, or 
alarms to warn the operator. In the frame-
work, such alerts are dispatched via REST-
ful APIs, demonstrating integration with 
real-time notification services (e.g., Tele-
gram, IFTTT). The NO branch corresponds 
to stable operation: values remain within 
acceptable bounds, and the system contin-
ues with passive monitoring and documen-
tation.

Finally, the logging and visualisation 
stage ensures reproducibility, a cornerstone 
of physics. All simulated observables and 
triggered events are stored in structured CSV 
files using pandas, while matplotlib visu-
alisations provide diagnostic plots showing 
the temporal relation between environmen-
tal variations and threshold crossings. This 
is analogous to laboratory practice, where 
systematic records and post-experiment 
analysis are critical for verifying reproduc-
ibility and interpreting anomalies.

Figure 1 summarises the framework: 

synthetic signals are compared to critical 
thresholds ( tT , tL , tH ), and depending on 
the result, either trigger real-time notifica-
tions or feed into data storage and visuali-
sation. In this way, the architecture encap-
sulates the sensing-decision-response loop 
characteristic of real laboratory systems, 
providing a physics-aware simulation envi-
ronment for prototyping, safety studies, and 
educational demonstrations.

Fig. 1. Logical flow of the proposed physics-aware 
IoT simulation framework. Virtual sensors generate 
synthetic environmental data, which are evaluated 

by a Python-based threshold engine. If a threshold is 
exceeded (YES), an alert is triggered and dispatched 
via RESTful APIs; if not (NO), the data are stored 

and visualised for further analysis.

3. IMPLEMENTATION

The software framework has been 
implemented in Python as a modular 
simulation environment reproducing the 
sensing-evaluation-response cycle typi-
cally encountered in laboratory physics. 
The modules include synthetic signal gen-
eration, threshold evaluation, event clas-
sification, and systematic recording with 
visualisation. The implementation is phys-
ics-aware: each observable is modelled as 

a dynamical process with well-defined sta-
tistical properties, and threshold conditions 
are treated as critical boundaries beyond 
which experimental stability or measure-
ment validity is compromised.

The virtual sensor generation module 
reproduces three observables (see previous 
Section):T , L  and H . These quantities are 
central in laboratory environments, where 
thermal drift, fluctuations in illumination, 
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and uncontrolled humidity can strongly 
influence outcomes. For example, a slow 
increase in T may shift the refractive index 
of optical components, L  fluctuations may 
degrade signal-to-noise ratios in detectors, 
and excessive H  may lead to dielectric 

breakdown or condensation on optical sur-
faces. To emulate such processes, a gen-
eralized sensor class was implemented, 
combining deterministic functions with 
autoregressive noise to capture correlated 
fluctuations:

import numpy as np

class VirtualSensor:
    def __init__(self, base, trend_func, noise_sigma=0.2, ar_coeff=0.7, step=1):
        self.base = base
        self.trend_func = trend_func
        self.noise_sigma = noise_sigma
        self.ar_coeff = ar_coeff
        self.prev_noise = 0
        self.t = 0
        self.step = step

    def read(self):
        deterministic = self.base + self.trend_func(self.t)
        # colored noise (AR(1))
        noise = self.ar_coeff * self.prev_noise + np.random.normal(0, self.noise_sigma)
        self.prev_noise = noise
        self.t += self.step
        return deterministic + noise

This implementation ensures that the 
simulated signals exhibit both slow deter-
ministic trends and correlated stochastic 
components, reproducing features such as 
diurnal oscillations, step-like illumination 
drops, and gradual humidity decay.

The threshold evaluation engine com-
pares observables with critical limits ( tT ,  

tL , tH ) corresponding to physically mean-

ingful boundaries: the safe operational tem-
perature of electronic components, the illu-
mination required to maintain linear detector 
response, and the maximum humidity toler-
able before condensation or breakdown. To 
reflect the fact that short-lived excursions are 
often irrelevant in practice, the evaluation 
logic incorporates persistence requirements, 
as shown in the following excerpt:

rules = [
    {“name”: “Overheating”, “condition”: lambda T, L, H: T > Tt, “persistence”: 5},
    {“name”: “LowLight”, “condition”: lambda T, L, H: L < Lt, “persistence”: 3},
    {“name”: “HighHumidity”, “condition”: lambda T, L, H: H > Ht, “persistence”: 10}
]

def evaluate_rules(T, L, H, history):
    events = []
    for rule in rules:
        condition_met = rule[“condition”](T, L, H)
        if condition_met:
            history[rule[“name”]] += 1
            if history[rule[“name”]] >= rule[“persistence”]:
                events.append(rule[“name”])
        else:
            history[rule[“name”]] = 0
    return events

This rule-based structure mirrors labo-
ratory interlocks, where a condition must 

persist beyond a finite duration t∆  before 
being considered a genuine instability.
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The event classification module cre-
ates structured records for each confirmed 
threshold crossing. Compound events (such 
as simultaneous overheating and low illu-
mination) are identified and classified sepa-
rately, since in physical setups such correla-

tions may indicate coupled processes (e.g., 
power supply failure leading to both heat-
ing and loss of illumination). The following 
implementation excerpt demonstrates how 
events are recorded with time stamps and 
annotated for compound behaviour:

import time

def classify_event(event_names, values):
    timestamp = time.strftime(“%H:%M:%S”)
    record = {
        “time”: timestamp,
        “events”: event_names,
        “values”: values,
        “compound”: len(event_names) > 1
    }
    log.append(record)
    return record

This procedure parallels experimen-
tal practice, where anomalous events are 
logged with precise timing information and 
correlations across multiple channels are 
interpreted as possible systemic faults.

Finally, the logging and visualisation 
module ensures that all data and events are 
archived for subsequent analysis. Beyond 
simple CSV export, the framework overlays 
threshold lines, marks event occurrences, 

and computes basic statistics (e.g., mean 
excursions, event durations). Such diagnos-
tic outputs parallel the inspection of oscil-
loscope traces or environmental monitors 
in experimental laboratories. The following 
excerpt shows how measurement traces are 
exported and plotted, providing visual diag-
nostics analogous to oscilloscope records or 
environmental monitors in physics labora-
tories:

import pandas as pd
import matplotlib.pyplot as plt

def export_and_plot(log, thresholds):
    df = pd.DataFrame(log)
    df.to_csv(“sensor_log.csv”, index=False)
    for var in [“temperature”, “light”, “humidity”]:
        plt.plot(df[“time”], df[var], label=var)
        plt.axhline(y=thresholds[var], linestyle=”--”, label=f”{var} threshold”)
    plt.legend()
    plt.show()

In this way, the implementation pro-
duces reproducible datasets and visual 
traces that allow verification of system 
stability, identification of anomalies, and 
quantitative analysis of threshold crossings.

The implementation presented in this 
section establishes a physics-aware testbed, 

in which virtual observables evolve under 
controlled stochastic dynamics and are con-
tinuously evaluated against critical limits. 
Having outlined the methodological struc-
ture, we now turn to simulated scenarios that 
demonstrate the system’s behaviour under 
representative experimental conditions.
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4. RESULTS AND DISCUSSION

The temporal evolution of environmen-
tal parameters was examined under condi-
tions similar to those of a controlled physics 
laboratory, where temperature, illumina-
tion, and humidity act as mutually coupled 
observables that influence the reproduc-
ibility of measurements. In such systems, 
even slow drifts in temperature or intensity 
can alter refractive indices, detector gain, 
or the stability of resonant components. 
The simulated data therefore represent not 
only computational constructs but physi-
cally interpretable states that would, in a 
real experimental setting, mark transitions 
between stable and unstable regimes.

The temporal behaviour of tempera-
ture in confined experimental systems can 
be described as a coupled deterministic-
stochastic process governed by the balance 
between internal power dissipation and 
external heat exchange. In practical labo-
ratory conditions, even small variations in 
driving current or environmental convec-

tion can produce measurable temperature 
oscillations with a characteristic relaxation 
time comparable to the thermal response 
of the apparatus. This behaviour can be 
approximated by a first-order differential 
relation:

( ) ( )
in env

dTC P t T t T
dt

κ= −  −   , (1)

where C is the effective thermal capac-
ity, ( )inP t  – the instantaneous dissipated 
power, and κ – the heat-transfer coefficient 
to the surroundings. For a periodically mod-
ulated power input, the steady-state solution 
of this equation naturally exhibits a har-
monic term with amplitude A  and period 
τ  superimposed on a slow monotonic drift 
that arises from incomplete heat removal. 

Following this reasoning, the simulated 
temperature evolution was represented phe-
nomenologically as follows:

( ) 0
2sin

t

tT t T A tπ γ ε
τ

 = + + + 
 

, 1t t tε φε ση−= + .	  (2)

Here 0 26 CT =   represents the mean 
equilibrium temperature, 3 CA =   – the 
amplitude of thermal modulation, and 

43 10 C/sγ −= ×  – a slow monotonic drift 
associated with imperfect heat removal. 
The correlated noise term tε  reproduces 
the typical signature of thermal inertia 
with 0.85φ =  and 0.18 Cσ =  . The deter-
ministic part of this expression reflects the 
classical solution of the relaxation equation, 
while the additive autoregressive term tε  
introduces correlated thermal noise. Unlike 
uncorrelated Gaussian fluctuations, this 
term captures the finite thermal memory of 

real systems, in which temperature devia-
tions persist due to slow conduction and 
convection processes. Similar approaches 
have been successfully used in the mod-
elling of micro-heater arrays  [29], diode-
laser thermal feedback loops [30], and 
photothermal sensing [31]. The correlated 
noise process, parameterized by the coef-
ficient φ , reproduces the experimentally 
observed 1/ f α spectral dependence of 
temperature fluctuations in massive optical 
and electronic assemblies, typically with 
0.8 1.2α< <  [30], [32].

The statistical formulation introduced 
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above was implemented numerically to 
reproduce the thermal evolution of a labo-
ratory-scale enclosure under cyclic heating 
and correlated noise excitation. The model 
parameters were selected to emulate con-
ditions typical for stabilized electronic or 
optical assemblies, where the relaxation 
time of the structure is comparable to the 
external modulation period. The synthetic 
signal was generated using the discrete 
formulation of Eq. (2), with an autoregres-
sive component ensuring temporal correla-
tion of the noise sequence. The persistence 
criterion pt∆  was introduced to identify 
intervals in which ( )T t  remained above 
the critical threshold tT  for several con-
secutive samples, representing sustained 
departures from thermal equilibrium rather 

than momentary transients. Such treatment 
allows the simulation to capture the essen-
tial thermodynamic asymmetry of heating 
and cooling cycles: while the sinusoidal 
term defines the nominal response to modu-
lated power, the drift and correlated noise 
determine whether localized overheating 
persists long enough to induce measurable 
physical consequences. In practice, this cor-
responds to situations where residual heat in 
semiconductor mounts or laser diodes accu-
mulates faster than it can dissipate, leading 
to delayed recovery and oscillatory instabil-
ity around the equilibrium point. The code 
segment below numerically integrates these 
relations and produces the time trace shown 
in Fig. 2.

Fig. 2. Simulated time dependence of temperature ( )T t  (solid line) with the critical limit 30 CtT =   (dashed). 
Shaded intervals denote confirmed overheating events satisfying the persistence condition 

5 spt∆ = , while open circles mark the onset of each instability.

The temperature evolution depicted in 
Fig. 2 exhibits the interplay between deter-
ministic modulation and correlated fluc-
tuations expected for systems with finite 
heat capacity. The oscillatory background 
arises from periodic modulation of the dis-
sipated power ( )inP t , while the slow drift 

tγ  represents incomplete compensation 
between input and output heat fluxes. The 
correlated noise component tε  introduces 

long-memory behaviour that mimics real 
conduction and convection processes 
within the apparatus. Consequently, tem-
perature excursions above tT  are not iso-
lated impulses but extended plateaus that 
satisfy the persistence condition, indicat-
ing quasi-stationary overheating states. 
From a physical standpoint, these intervals 
correspond to the regime where the power 
supplied to the system temporarily exceeds 
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its radiative and convective loss rate, pro-
ducing local thermal accumulation. The 
mean duration of such intervals ( )11 s≈  
is consistent with relaxation times reported 
for aluminium or steel optical mounts of 
similar volume under comparable heat 
loads [33]. Each sustained crossing of tT  
marks a state in which material parameters 
undergo nonlinear variation-thermal expan-
sion of order 610− , refractive-index shifts 

5/ 10n n −∆ � , and resistivity changes that 
can alter bias conditions in semiconductor 
junctions. In optical experiments, even sub-
degree changes at this level are sufficient 
to cause phase drifts in interferometers and 
to destabilize laser cavity alignment. The 
persistence-based event identification, as 
shown by shaded regions, thus provides a 
direct quantitative analogue of experimen-
tal interlock logic, distinguishing thermo-
dynamically significant overheating from 
random jitter. The resulting time series 
reflects the coupled nature of thermal noise 
and slow feedback typical of open physical 
systems: heating and cooling are dynami-

cally imbalanced, producing self-sustained 
fluctuations whose statistical properties fol-
low a 1 / f α  spectrum, in agreement with 
Refs. [30], [32].

The analysis was further extended to 
the illumination subsystem, which in most 
laboratory settings serves as the dominant 
feedback channel coupling optical power 
to thermal and electronic stability. In sys-
tems employing diode or solid-state lasers, 
the instantaneous intensity ( )L t  is subject 
to both continuous stochastic modulation 
and discrete discontinuities arising from 
cavity dynamics or active optical control. 
The intensity variations, although appar-
ently random, are governed by well-defined 
physical processes such as relative inten-
sity noise (RIN) originating from carrier-
density fluctuations, mode hopping due to 
cavity length detuning, and blanking events 
imposed by acousto-optic or electro-optic 
modulators. To reproduce these features, 
the temporal evolution of ( )L t  was synthe-
sized as the sum of three terms:

( ) ( ) ( ) ( )/
0 1 i rt t

i j
i j

L t L t L e tτη − −=  +  + ∆ + Θ∑ ∑  ,	 (3)

where 0L  is the nominal optical intensity,  represents RIN with a 1 / f α  power-spectral den-
sity ( 1α ≈ ), iL∆  are mode-hop transients decaying exponentially with recovery time rτ , 
and ( )j tΘ  are deep attenuation windows corresponding to active optical blanks. The RIN 
term was implemented via spectral shaping of white noise in the Fourier domain, ensuring 
realistic low-frequency dominance consistent with experimental power-spectral measure-
ments of diode and Ti:sapphire systems [34], [35]. The inclusion of negative exponential 
transients captures the cavity re-locking behaviour following mode hops, as observed in 
temperature- or current-swept laser diodes. The blanking windows emulate short interrup-
tions of the optical beam-common during pulse-pick gating or acousto-optic modulator 
(AOM), typically producing transient relaxation of the detection electronics and measurable 
under-illumination at the sensor.

The trace in Fig. 3 illustrates the char-
acteristic interplay between stochastic RIN 
fluctuations and discrete nonlinear events, 
analogous to the response of actively sta-

bilized laboratory systems. The 1 / f α noise 
background defines the broadband low-
frequency modulation that limits power sta-
bility, while the exponentially recovering 
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steps represent transient cavity instabilities 
or mode changes. The sharp minima cor-
respond to deliberate AOM blanking inter-
vals, which in real experiments are used to 
synchronize illumination with acquisition 
windows or to prevent detector saturation. 
From a physical standpoint, these features 
map directly onto the operational regimes 
of laboratory systems. The relative noise 
amplitude of approximately 2 % rms is rep-
resentative of mid-power diode lasers oper-
ated under moderate feedback conditions 
[34], [35]. The recovery constant 20 srτ =  
agrees with empirical values reported for 
thermally compensated extended-cavity 
lasers [36]. Each detected under-illumi-
nation event (shaded intervals) reflects a 
period where the local optical power drops 
below the sensor’s linear response region, 

potentially compromising the accuracy of 
intensity-dependent measurements. The 
persistence-based logic used to identify 
such events, analogous to that employed for 
temperature analysis, provides a quantita-
tive tool for distinguishing genuine power 
degradation from high-frequency flicker. 
This approach thus bridges stochastic and 
event-driven phenomena in laboratory sys-
tems, enabling numerical reproduction of 
intensity instabilities that are otherwise 
observable only through dedicated diagnos-
tic instrumentation. The physical realism of 
the model is supported by the agreement of 
fluctuation spectra with experimental RIN 
profiles and by the temporal scales con-
sistent with known mode-hop and servo-
recovery dynamics in diode and fibre laser 
systems [32]–[34].

Fig. 3. Simulated illumination trace ( )L t  showing combined effects of RIN, discrete mode-hop transients 
with exponential recovery, and AOM blanking intervals. The dashed line indicates the critical illumination 

threshold 0.6tL = . Shaded regions correspond to confirmed under-illumination events satisfying the persistence 
condition 3 spt∆ = .

Following the analysis of thermal 
and optical stability, the third observable, 
relative humidity ( )H t  is introduced to 
represent the slowest environmental vari-
able governing charge transport, dielec-
tric strength, and optical quality within 

laboratory setups. Unlike temperature or 
illumination, humidity evolves primarily 
through diffusion and sorption kinetics, 
where molecular exchange occurs between 
air, surfaces, and porous materials. These 
processes are nonlinear and asymmetric: 
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moisture adsorption proceeds rapidly once 
the local vapour pressure exceeds equilib-
rium, whereas desorption is diffusion-lim-
ited, leading to prolonged relaxation tails. 
The long correlation times associated with 
humidity therefore make it a critical vari-
able in experiments involving high-voltage 

electronics, interferometric optics, or sensi-
tive dielectric samples, where condensation 
or ionic conduction can destabilize mea-
surements. Mathematically, this regime can 
be captured by a hysteretic relaxation model 
with diffusion-like stochastic forcing:

( )
( )

( )
( ) ( )eq eq

eq eq
H t H H t HdH H t H H H t t

dt
ξ

τ τ↑ ↓

− −
   = Θ − + Θ − +    ,	 (4)

where τ↑  and τ↓  denote the characteristic time constants of humidification and drying, 
respectively (τ τ↓ ↑> ), Θ  is the Heaviside step function, and ( )tξ  represents small cor-
related perturbations associated with turbulent mixing and micro-leakage. Short-lived infil-
tration impulses (e.g., door openings or transient vapour loads) are introduced as additive 
exponential terms ( )/i it t

iA e τ− −  superimposed on the slowly varying equilibrium ( )eqH t . 
This approach reflects the same formalism used in diffusion-reaction studies of confined 
atmospheres and moisture transport in dielectric composites [37], [38].

The simulated trace reproduces several 
physically distinct phenomena observable 
in closed laboratory environments. The 
initial fluctuations below 60 % RH corre-
spond to a regime dominated by random 
exchange with the surroundings, yielding a 
low-amplitude, diffusion-like noise with a 
correlation time of a few minutes. Around 

50 mint ≈ , an infiltration pulse drives a 
rapid increase in humidity, followed by a 
slow exponential relaxation, an archetypal 
signature of asymmetric sorption dynam-
ics. As τ τ↓ ↑> , drying proceeds more 
sluggishly than humidification, producing 
extended plateaus and hysteretic cycles 
analogous to those reported in adsorption-
desorption experiments on polymeric films 
[39]. The shaded intervals highlight periods 
where ( )H t  remains above the condensa-
tion threshold tH  for longer than pt∆ . 
Such events correspond to physically mean-
ingful states where water films can form on 
optical mounts or PCB surfaces, leading 

to increased dielectric losses, charge leak-
age, or phase instability. In this sense, the 
persistence criterion acts as a temporal fil-
ter that distinguishes statistically rare fluc-
tuations from environmentally significant 
excursions, a distinction essential in the 
automation of safety interlocks and stabil-
ity diagnostics. The cluster of events near 

100 mint ≈ illustrates cumulative vapor 
accumulation under weak ventilation, 
after which the system gradually re-estab-
lishes equilibrium through slow diffusive 
exchange. Overall, the humidity response 
complements the temperature and illumi-
nation models by emphasising mass-trans-
port-limited relaxation rather than thermal 
or radiative coupling. Its inclusion closes 
the triad of environmental observables nec-
essary for full physics-aware IoT simula-
tions, where each subsystem, thermal, opti-
cal, and hygroscopic, acts as a distinct yet 
interacting dissipative channel.
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Fig. 4. Simulated relative humidity ( )H t  exhibiting diffusion-driven relaxation with hysteresis ( 250 sτ↑ =  
and 900 sτ↓ = ), superposed infiltration spikes , and small correlated fluctuations. The dashed line marks 

the critical humidity 70%tH = , above which condensation and surface-conductivity effects emerge. Violet 
markers denote confirmed event onsets based on a persistence window of 10 spt∆ = , and green-shaded 

intervals represent sustained over-humidity episodes.

5. CONCLUSIONS

The study presented a physics-aware 
simulation framework reproducing the core 
dynamics of sensing, evaluation, and feed-
back processes encountered in experimen-
tal laboratory environments. By emulating 
temperature, illumination, and humidity 
through deterministic-stochastic models, 
the system successfully bridges the con-
ceptual gap between traditional IoT archi-
tectures and real physical observables 
governed by diffusion, conduction, and radi-
ative mechanisms. Each simulated quantity, 
thermal drift, optical intensity fluctuation, 
and hygroscopic relaxation, was described 
using compact analytical forms derived 
from established physical laws, while sto-
chastic components were introduced to 
reproduce the correlated noise and hyster-
esis typical of real instrumentation. The 
proposed persistence-based threshold logic 
further demonstrated how critical boundar-
ies in physical systems can be treated anal-
ogously to safety or control limits in IoT 
signal processing. The temporal persistence 

criterion effectively distinguished genuine 
instabilities, such as sustained overheating 
or prolonged over-humidity, from random 
noise-induced excursions. This feature is 
particularly valuable in the automation of 
monitoring systems for precision optical 
experiments, vacuum setups, or high-volt-
age electronics, where small environmental 
fluctuations can propagate into measurable 
signal degradation or irreversible failure. 
Beyond its computational simplicity, the 
framework’s strength lies in its interpret-
ability: all model parameters, heat capacity, 
relaxation times, radiative coupling coeffi-
cients, and diffusion constants, have direct 
physical analogues. This correspondence 
ensures that the simulated results remain 
quantitatively meaningful and scalable to 
experimental setups of different geometries 
or materials. Future developments may 
include coupling the simulated observ-
ables through energy-balance equations 
to capture inter-variable correlations (e.g., 
humidity-dependent thermal conductivity 
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or illumination-induced heating). Another 
direction involves extending the alerting 
architecture to include reinforcement-based 
adaptive thresholds, allowing the system 
to autonomously recalibrate in response 
to changing boundary conditions. These 

advancements would further enhance the 
role of software-based, physics-grounded 
IoT systems as tools for both predictive 
diagnostics and pedagogical visualisation 
in applied physics laboratories.
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