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Abstract: This study presents the development of a software-defined radio (SDR) system for
automatically detecting frequency-hopping signals and generating targeted jamming on them. The
system is set up on the GNU Radio platform, using an ADALM-PIluto transceiver and custom function
blocks in Python. This includes an adaptive threshold detector designed to analyze noise level
dynamics and trigger automated responses. Real-time detection of active frequencies allows for
precise initiation of RF jamming sequences, making the solution effective in situations where a quick
reaction is necessary. Validation was achieved through a series of laboratory tests using both
simulated signals and real transmissions with frequency hopping rates of up to 1000 frequency hops
per second. The experimental results show that the system reliably identifies spectral activity and can
apply coherent and localized jamming in the vicinity of the directional antenna. The results show that
the system can be used to monitor radio frequencies and to create electronic countermeasures (ECM)
against frequency agile communications.
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1. Introduction

Spread spectrum techniques are
implemented to increase the robustness of
communications against electromagnetic
interference, intentional jamming and
unauthorized interception. These methods
involve spreading the useful signal over a
significantly wider frequency band than is
necessary to  transmit  information.
Spreading can be accomplished by various
schemes, the most common being direct
sequence (DSSS), frequency hopping
(FHSS), time hopping (THSS), as well as
hybrid configurations combining these
techniques [1]. Of these, frequency hopping
offers the highest level of protection against
directional jamming and eavesdropping and
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is thus preferred in military and security
applications [2]. The method consists of
rapidly varying the carrier frequency
according to a pseudo-random algorithm
synchronized between transmitter and
receiver. In practical implementations,
especially in the VHF and UHF bands,
FHSS signals predominantly use frequency
or phase modulation schemes, depending
on the application requirements and radio
channel conditions. The mathematical
representation of frequency hopping signals
is given by the expression [3]:

s(t) = p(t —nT)Acos[2nf, + @(t)] €8]

where, p(t) = rectangular pulse with
amplitude equal to 1, fy = indicates the
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carrier frequency used in the current
interval, selected from a predefined set
according to a hopping sequence and T =
transmit duration at one frequency (dwell
time).

Radio jamming is defined as the deliberate
emission of electromagnetic  signals
intended to disturb, degrade or block the
normal functioning of authorized radio
communication systems by impairing
reception at the target receiver.

In military applications, an advanced and
effective form of jamming is repeater
jamming (repeater jamming or follower
jamming), which directly targets FHSS
communications  systems [4]. These
systems pseudo-randomly modify the
carrier frequency at short intervals, thereby
reducing the probability of interception or
interference.

A repeater jammer intercepts the radio
signal, analyzes it in real time, and
retransmits a jamming signal on the same
frequency before the receiver completes the
transition to the next frequency in the
hopping  sequence [5]. In  more
sophisticated scenarios, the jamming may
include algorithms to estimate or identify
the frequency sequence and hop rate, thus
allowing future channel prediction and
proactive jamming of the communication.
The effectiveness of the repetition jamming
depends on two critical parameters of the
target system: the hopping rate and the total
number of frequencies available for
hopping.

A higher hop rate significantly reduces the
response window of the jamming,
decreasing the chances of jamming success.
In addition, a fundamental parameter of
spread-spectrum systems is the processing
gain, defined as the ratio of the bandwidth
in which the spreading is realized to the
bandwidth of the information signal [6]. A
higher processing gain indicates higher
resilience to interference. For example, the
use of 50 frequencies spread over the entire
range 30-88 MHz provides more effective
protection against jamming than 200
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frequencies spread over a narrow range,
such as 30-40 MHz, due to the wider

spectral coverage and the increased
difficulty to jam the entire domain
simultaneously.

To  effectively use electromagnetic

jamming, it is first necessary to monitor the
spectrum in the desired band. This involves
using a system that can detect and record
active frequencies, including frequency-
hopping signals. Intercepting these signals
becomes much harder when the hopping
rate is more than 1000 hops per second [7].
Commercial high-performance monitoring
systems are often expensive and difficult to
use in tactical environments because of
their size and weight. Scalability and
portability —of these solutions pose
significant challenges in the context of field
operations. In this respect, a portable, low-
cost solution capable of both complex
signal reception and interference generation
on the identified frequencies is required.

The SDR technology supports the
development of such flexible,
reconfigurable and easy-to-integrate

systems in various scenarios through the
GNU Radio framework [8-9]. This work is
based on the ADALM-Pluto SDR platform,
a low-cost device equipped with one
receive and one transmit channel, operable
in full-duplex mode [10]. The ADALM-
Pluto platform is distinguished by its
exceptional performance-to-cost ratio in the
low-cost SDR category, in comparison to
other devices such as RTL-SDR and

HackRF One. Due to the required
portability, data processing was
implemented using a Raspberry Pi

platform, and the display interface was
implemented using a compact display that
can be embedded in mobile applications.
The developed receiver system s
characterized by its complete mobility,
allowing it to monitor and record the
electromagnetic spectrum. Additionally, it
can generate real-time jamming on
previously identified frequencies.



2. Materials and Methods

Analog Devices' ADALM-PLUTO SDR
(PlutoSDR), a compact and portable SDR
transceiver based on the AD9363 chip,
which provides bidirectional (TX/RX)
functionality in a nominal frequency range
of 325 MHz to 3.8 GHz, was used for radio
signal acquisition and generation. The
device has been software extended to
operate within the 70 MHz to 6 GHz range
for experimental purposes.

PlutoSDR facilitates an instantaneous
bandwidth of up to 20 MHz, with the
potential to extend up to 56 MHz in specific
configurations. The primary means of
communication with the host system is
USB 2.0. The programming and control of
the device was achieved through the
utilization of either MATLAB/Simulink or
the GNU Radio development environment,
depending on the specific stage of the
experimental process.

Table 1 Technical characteristics of SDR
Specification Details

Frequency 325 MHz - 3.8 GHz
Range (extended to 70 — 6 GHz)
BW Up to 20 MHz
A/D and D/A 12-bit, 61.44 MSPS
Integrated SoC | ARM Cortex-A9 + FPGA
Maximum TX ~+7 dBm
Interface USB 2.0
Power Supply 5V via USB
Dimensions 96 x 61 x 19 mm

The previous table illustrates the technical
characteristics of the SDR in question,
while Figure 1 explains the primary
hardware components.

Figure 1: ADALM-PLUTO detailed component
view
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An omnidirectional antenna, Schwarzbeck
UBAA 9115, designed for free-field and
laboratory measurement applications, was
utilized for the reception of radio signals in
the target band. It provides uniform
horizontal coverage and is optimized for
frequencies between 300 MHz and 1 GHz,
with a characteristic impedance of 50 Q and
a typical gain of 0 dBi to +2 dBi in the
specified range. The antenna is well-suited
for the detection of low-intensity signals
and is compatible with SDR equipment. In
this study, the antenna is wused in
combination with PlutoSDR for radio
spectrum monitoring.

Figure 2: Schwarzbeck UBAA 9115 antenna

A HyperLOG7060 directional log-periodic
directional antenna, manufactured by
Aaronia AG, was utilized for the emission
of jamming signals. The device under
consideration covers a wide frequency
range, extending from 700 MHz to 6 GHz.
It is characterized by a high gain, with
typical values ranging from 5 dBi to 8 dBi,
depending on the specific frequency.

Figure 3: HyperLOG 7060 directional log-
periodic directional antenna

The directional design of the antenna
focused electromagnetic energy in a
specific area, thereby enhancing the



jamming efficiency and mitigating off-
directional emissions. The antenna was
mounted on an adjustable tripod and
aligned in the direction of the target to
maximize the controlled interference effect.
To create the RF signal processing and
analysis application, the GNU Radio
platform was used. This platform integrated
several functional blocks, which are
described below.

The PlutoSDR Source block allows the
acquisition of radio signals from the
ADALM-PLUTO transceiver. This block
provides complete control over essential
reception parameters including center
frequency, sampling rate and bandwidth.
The Log Power FFT block is used to
transform the signal from the time domain
to the frequency domain, applying the Fast
Fourier Transform (FFT) algorithm. The
result is converted to a logarithmic scale
(dB), which facilitates identification of
predominant signals and noise level
analysis.

QT GUI Waterfall Sink

PlutoSDR Source
110 context URT: ip:...68.2.1
10O Frequency: 300M
Sample Rate: 10M
Buffer size: 16,384k
Quadrature: True
RF DC Correction: True

Log Power FFT
Sample Rate: 10M

FFT Size: 8192k
Reference Scale: 100m
Frame Rate: 250
Average: On

Average Alpha: 500m
FFT Shift: On

BB DC Correction: True
Gain Mode (RX1): Fast Attack
Filter Configuration: Off
RF Bandwidth (Hz): 10M

Vector Source
Vector: Low_Vector_Bot+(ma...
Tags:

Repeat: Yes
Vector Length: 8,192

Noise Source
Noise Type: Gaussian

Vector Source
Vector: Up_Vector_Bot+(mar...
Tags:

Repeat: Yes

Vector Length: 8.192k

Control Frecvente
Freq_File: frecvente.csv
Default_Freq: 300M
Update_Interval: 1m

Ref

Soapy PLUTO Sink

- __| sample Rate: 10M
=== »iemd| center Freq (Hz): 300M

QT GUI Vector Sink

Name: Spectru ..(cu pragur)

Vector Size: 8.192k

X-Axis Start Value: 295M

X-Axis Step Value: 1.2207k

' X-Axis Label: Frecvents (MHz)
Y-Axis Label: Gain...tv (d8)

Level: 0

Detector Adaptiv
Vector_Size: 8.192k
Correction_Db: 10
Limita_Jos: 1
In_Box: 8.19k

Vector Source is a data generation block
that outputs a defined sequence of values
(vector), useful in testing or defining fixed
conditions, such as frequency limits or
masking certain bands.

The QT GUI Vector Sink block is used to
visualize vector data in a static, graphical
form. This feature enables the display of
results in the frequency or time domain,
thereby facilitating effective comparisons
between signals and analysis of the
spectrum at specific points in time.

The QT GUI Waterfall Sink is a graphical
display of the spectrum over time in the
form of a spectrogram (representation of the
signal in three dimensions: time, frequency
and power as a function of color).

The QT GUI Msg Push Button QT GUI
block introduces an interactive control
element into the application. It generates a
message when pressed, which can be used
to trigger actions in other blocks - such as
resetting an output file or initiating a new
analysis cycle.

Selector
Enabled: Enabled
Number of Inputs: 1
Number of Outputs: 2
Input Index: 0
Output Index: 1
Vector Length: 8.192k

Fisier de salvare a frecventelor
B Vec_Len: 8.192k
Peak_Detect_File: fr..te.csv
Center_Freq: 300M

»lesat] Samp_Rate: 10M

S| Min_Bw: 0

Selector
Enabled: Enabled
Number of Inputs: 1
Number of Outputs: 2
Input Index: 0
Output Index: 1
Vector Length: 8.192k

Null Sink
Vector Length: 8.192k

Null Sink
Vector Length: 8.192k| “~

QT GUI Msg Push Button

ID: variable _...push_button_0
Label: Resetare frecvente
Message Property Name: reset
Message Value: 1

Figure 4: GNU Radio software implementation flowgraph

A substantial original contribution of this
work is the development of two customized
Python language blocks, integrated into the
GNU Radio platform, that extend the
standard functionality of the spectral
analysis environment. The initial block,
dedicated to adaptive thresholding, is
founded on the 20th percentile principle and
aims to identify the real-time average noise
level in the analyzed RF spectrum.
According to the established reference
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level, users are permitted to input an offset
value measured in decibels (dB). This offset
value serves to establish the effective
detection threshold, thereby ensuring the
identification of signals that significantly
deviate from the background noise. The
threshold undergoes continuous adaptation
to ensure robust detection in dynamic
environments, with the capacity to adjust to
spectral variations.



Adaptive Detector
Vector_Size: 8.192k
A| Correction_Db: 3
Lower_Limit: 1.365k
In_Box: 1.365k

Figure 5: Adaptive thresholding block

The second block has been engineered to
process signals that exceed the threshold,
thereby providing advanced automatic
analysis capabilities. This module is
designed to calculate various metrics for
each detected signal, including the center
frequency, time of occurrence, bandwidth,
and other relevant metadata. The extracted
information is subsequently stored in a
CSV file, enabling the user to undertake
further analysis of the collected data or
incorporate it into automated processing
workflows. This approach enables the
application to transcend the limitations of
basic FFT visualization.

m Frequency Detection File
Vec_Len: 8.192k
m Peak_Detect File: fr...te.csv
Center_Freq: 300M
. Samp_Rate: 10M
~| Min_Bw: 0

Figure 6: Frequency detection and saveing
block

The frequencies detected and previously
saved in a *.CSV file by the spectral
analysis module were used to create a
flowgraph dedicated to the controlled
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emission. This flowgraph automatically
imports the list of frequencies from the
CSV file and sequentially processes them,
emitting a signal on each frequency at a
predefined time interval.

The implementation ensures that the
frequencies are processed cyclically, and
parameters such as transmit duration per
frequency, signal amplitude, and waveform
can be configured by the user. This
approach enables the system to achieve
targeted spectral interference, thereby
minimizing the impact on other bands while
maximizing the effectiveness of the
interference on the identified transmissions.

Low Pass Filter
Decimation: 1
Gain: 1
Sample Rate: 10M
Cutoff Freq: 75k
Transition Width: 10k
Window: Hamming

Soapy PLUTO Sink
; Sample Rate: 10M
[l o s s s e e *icmd| Center Freq (Hz): 300M

Control Frecvente
Freq_File: frecvente.csv
Default_Freq: 300M
Update_Interval: 1m

Figure 7: Controlled emission implementation

A graphical user interface (GUI) has been
developed and integrated within the GNU
Radio Companion application to facilitate
interaction with the RF detection and

jamming system. This graphical user
interface  (GUI) offers two distinct
functionalities: real-time spectrum
monitoring and jamming transmission
control.
Waterfall Sink
! . 196'000 7 . g 29&!‘0!)0 ’ l;,eq;?nngg (y[]‘{z) JOZTOOO i ! i :m‘oo i
Threshold : ¥ 0

Figure 8: User interface for RF detection and jamming system

This interface renders the system accessible
and straightforward to operate, while
concurrently  providing an intuitive
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visualization of the radio spectrum and a
flexible mechanism for real-time RF
interference control.



3. Results and Discussions

A series of laboratory tests were performed
to evaluate the ability of the spectral
sensing system to identify dynamic signals.
The tests focused on frequency hopping
signal recognition. The objective of the
tests was to ascertain the robustness and
sensitivity of the adaptive algorithm under
controlled conditions. The test setup
included a laptop, an Adalm-Pluto SDR,
and an R&S SMW200A signal generator
configured as a variable signal source.

To validate the system, three successive
tests were performed, in which the
generator was programmed to output a -85
dBm signal in a 10 MHz band between 295
MHz and 305 MHz. The frequency steps
were executed in 1 MHz steps, thus
comprising a total of 10 distinct channels.
In each instance, the system was evaluated
according to its capacity to accurately
detect the occurrence of each signal in the
monitored band, irrespective of its position
on the frequency axis.

o .
&S SMW200A signal generator
configuration

Figure

Test 1 - Frequency hopping detection
(Sweep time: 10 ms / 100 hops/s).

The initial evaluation includes the
identification of fast frequency hopping
signals, as depicted in Quicklook 1
simulation, which is commonly used in
tactical and operational communications.
The behavior of the detection system under
a dynamic FHSS communication scenario
was observed. The R&S SMW200A signal
generator was configured with a sweep time
of 10 milliseconds, corresponding to a
speed of 100 frequency hops per second.
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The objective of this evaluation was to
assess the system's capacity to respond to
rapid frequency shifts, like those observed
in practical scenarios. The implemented
system demonstrated effective
functionality, successfully identifying each
active frequency within a single sweep
cycle. The detection was made possible by
the implementation of an adaptive threshold
algorithm, which autonomously identified
energy spikes that surpassed the standard
deviation of the noise level. The collected
information was displayed in real time in
the graphical user interface, and the
spectrogram and frequency list accurately
confirmed the position of each hop in the
spectrum.

Lrequacy ity

-

Figure 10: Te_s—t 1 - Frequency hdppihg
detection (Sweep time: 10 ms / 100 hops/s)

Test 2 - High frequency sweep detection
(Sweep time: 1 ms / 1000 hops/s).

The second test aimed to explore the upper
limit of system detection under extreme
conditions. The signal generator was set for
a sweep time of 1 ms, which means 1000
frequency hops per second, an extremely
high speed used in practice only by
specialized equipment for maximum
jamming and interception protection. The
duration of each channel's activation was
found to be remarkably brief, with an
average duration of approximately 100
microseconds. This limitation posed a
significant challenge to the receiver's
capacity to observe and respond promptly.
In this test, it was found that the system
failed to detect all frequencies in a single
iteration, due to the very short time the
signal was present on each frequency.
However, Dby continuously running the
application and accumulating the results in



the output file, the system was gradually
able to record all 10 channels, confirming
the detection. This test highlighted the
practical performance threshold of the
system, providing useful information for
the calibration of future versions to extend
the detection capabilities in ultra-fast
hopping regimes.

Figure 11: Test 2 - High frequency sweep
detection (Sweep time: 1 ms / 1000 sweeps/s)

At the same time, it was observed that the
frequency plot (FFT) and spectrogram
(waterfall) in the GUI failed to visibly track
fast frequency hops. These tools, being
dependent on a wider time window and the
graphical update rate, cannot capture short
events at this speed. Consequently, despite
the efficacy of the algorithmic detection,
which accumulated data in the background,
the real-time visualization did not
accurately reflect the signal dynamics.

Test 3 - Detection and jamming of a real
radio station with frequency hopping (300
hops/s).

In the next test, a real FHSS transmitting
radio station configured to operate at 300
frequency hops per second, corresponding
to the Quicklook 2 mode, was used for the
first time. This mode is characteristic of
advanced communications with  high
spectral mobility, where the active signal
remains on each frequency for only about 3
ms, after which it quickly hops to a new
frequency in the allocated band.

The detection system was activated a few
seconds before the jamming began,
allowing the active frequencies to be
recorded. The adaptive threshold-based
detection algorithm performed stably and
without  false  detections,  correctly
identifying all frequencies used by the radio
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station in a short time. The analysis of the
generated CSV file as well as the graphical
representation of the spectrograms indicated
that the same frequencies were repeatedly
detected, indicating that the synchronization
between the detection algorithm and the
spectral hops of the signal was efficient.

After the detection phase, the jamming
system was activated, using the directional
antenna oriented towards the transmitting
station. The jamming emission was
controlled by the GNU Radio application,
which transmitted the noise signal on the
detected frequencies in a cyclic sequence
synchronized with the previously saved list.
The results demonstrated that the jamming
was effective: in the vicinity of the directive
antenna, the level of the jamming signal
was constantly higher than the useful
signal, which resulted in blocking the radio
communication and making it impossible
for the receiver to receive the data correctly.

Letmi:  ® ol Lareod

Figure 12: Test 3n:MDetection and jammimngwai; a
radio station with 300 hops/s

This test validated the complete operation
of the system, from the fast detection in real
FHSS mode to the reactive electronic
countermeasure action. The performances
obtained confirm the applicability of the
system in communication monitoring and
neutralization scenarios in controlled or
operational environments.

4. Conclusion

This paper presented the development and
validation of an SDR system capable of
detecting radio signals in real time and
generating targeted jamming on them, with
applicability in  FHSS communication
scenarios. The platform has been
implemented in GNU Radio, using the
Adalm-Pluto device and custom blocks



developed in Python, including an adaptive
detection module based on noise level
analysis and a processing block for the
detected frequencies.

activated based on the frequencies that were
previously detected, allowed the jamming
of signals near the directional antenna. The
results from the real radio station test show

Laboratory tests have confirmed the that the system has potential for
functionality and robustness of the system applications like spectrum monitoring, EM
against dynamic signals, including those risk assessment, and electronic
with fast frequency hops (up to 1000). countermeasures in controlled
However, in extreme conditions environments.

characterized by hop durations of less than In  conclusion, the proposed system

1 millisecond, complete detection was only
achieved by recording values for a longer
acquisition time; in less than 1 second, all
hop frequencies were recorded. The
algorithm demonstrated an effective real-
time response capability for this type of
signal, with a maximum of 300 hops,
corresponding to the Quicklook 2 operating
mode. In addition, it was demonstrated that
the operator can effectively adjust the
adaptive threshold without significantly
introducing false detections.

The reactive jamming module, which is

provides a complete, modular and scalable
solution for detection and response to
dynamic radio signals. Future work will
include integration into distributed SDR
architectures, optimization of algorithms for
congested environments, and support for
complex modulations. Due to its potential
operational use, the deployment of reactive
jamming capabilities must adhere to
applicable military regulations and rules of
engagement. This ensures compliance with
legal constraints and ethical standards in
electronic warfare operations.
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