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Abstract: The emergence of Artificial Intelligence (AI) and the growing complexity of cyber 

threats have created new prospects for automating cybersecurity functions.  A pivotal domain 

that gains from this innovation is Open-Source Intelligence (OSINT), an essential element of 

threat intelligence.  This paper details the design and execution of an AI-driven solution that 

automates the creation of extensive target profiles through the integration of social media 

data collecting and large language model (LLM) processing.  The application uses RapidAPI 

to consolidate publicly accessible information from social media platforms, including 

Facebook, Twitter, and LinkedIn, and applies OpenAI’s GPT-4o model to transform that data 

into organized intelligence reports.  The system also integrates computer vision models, 

YOLOv8 and DeepFace, for facial recognition and verification.  The platform, hosted on a 

secure AWS cloud instance, provides a scalable and interactive online interface for users to 

enter data and obtain downloadable reports.  This research illustrates how the integration of 

AI with OSINT procedures can improve the efficiency, depth, and accessibility of operational 

threat intelligence collection, while also identifying existing deficiencies in AI incorporation 

within the cybersecurity domain. 
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1. Introduction

The federal government of the United

States is experiencing transformations due

to a new administration and security

challenges arising from ongoing hostilities,

like the Russo-Ukrainian War. The capacity

to collect intelligence to comprehend the

dynamic battlefield is essential for

sustaining military dominance.

Nevertheless, specific assessments indicate

that OSINT generates substantial

information that can be effectively utilized

to inform critical strategic decisions and

acquire intelligence for tactical superiority.

OSINT and other technologies enable a

nation to enhance its preparedness for the

multidomain warfare concept, wherein 

cyber capabilities interlink the marine, 

space, ground, and air domains [1]. 

Furthermore, university courses have been 

designed to meet these requirements in 

response to national security challenges, as 

shown by the program at the Illinois 

Institute of Technology (Illinois Tech) [1-

2]. The Illinois Tech course emphasized the 

utilization of Open-Source Software (OSS) 

and AI to develop tailored apps that execute 

essential activities for cybersecurity and 

intelligence professionals identified as vital 

for national security [3-4]. 
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2.  Background and Literature 

Review 

A. Artificial Intelligence 

Artificial Intelligence, or AI, is the 

technology that enables computers and 

machines to simulate human learning, 

comprehension, problem solving, decision 

making, creativity, and autonomy [5]. The 

advancement of AI over the past decade has 

been undeniable. From 2012 to 2022, the 

average computing power of AI models has 

increased by over 1,000,000 times [6]. 

Numerous AI models have emerged, and at 

the top of the popularity poll today are 

Large Language Models, or LLMs. These 

are a category of models that have been 

trained on so much textual data to the point 

that they have become capable of 

understanding and generating text in human 

language [7]. 

There are dozens of different LLMs usable 

to the public as of today. These include 

models like Claude, the GPT series, Grok, 

Gemini, and Copilot, among others. GPT-

4o of the GPT series is the most popular 

one among this list, and will be the LLM 

used for this project. This model was 

created by OpenAI, an industry leader in AI 

and machine learning technologies. GPT-4o 

is a “large multimodal model capable of 

processing image and text inputs and 

producing text outputs” [8]. It is a highly 

advanced creation, as it exhibits human-

level performance on different academic 

and professional benchmarks. This, 

combined with its abilities to process 

extremely large amounts of text in a very 

short time, makes it a very powerful tool for 

tasks that have to do with analyzing large 

amounts of textual information. 

B. Threat Intelligence 

In the past decade, AI and Machine 

Learning weren’t the only tech fields that 

have advanced drastically; cybersecurity 

has too. The average detection, response, 

and attribution for cyber incidents have 

gotten faster by over 1800% since 2011 [9]. 

Furthermore, the annual global revenue for 

cybersecurity defenses against Advanced 

Persistent Threat (APT) groups, or hacker 

groups, has increased from $2B to $12.5B 

in the past decade [10]. 

Among the many different domains of 

cybersecurity, this paper will focus mainly 

on threat intel. Threat intel is defined as the 

set of data collected, assessed, and applied 

regarding security threats, threat actors, 

exploits, malware, vulnerabilities, and 

compromise indicators [11]. Though there 

are many types of threat intel out there, this 

paper will be focusing more on operational 

threat intel, which gives insight on the 

“who”, “why”, and “how” behind a past or 

potential attack [12]. More specifically, the 

tool being described in this paper is one that 

aids in gathering Open-Source Intelligence, 

or OSINT. OSINT is information about 

something or someone that can be legally 

obtained through public sources like 

newspapers, journals, and the internet [13], 

and this information is vital to threat intel. 

Advances and investments in threat intel 

were brought about by cybercrimes and 

cyber-attacks. Over time, threats have 

grown in complexity and number. From 

2010 to 2025, the number of APT groups 

has gone from 10 to 150 [14]. For this 

reason, the importance of threat intel has 

been recognized by both governments and 

private sectors alike. In fact, the United 

States has two federal laws, the 

Cybersecurity Act of 2015 and the 

Cybersecurity Enhancement Act of 2014 

[15][16], that require private companies to 

share threat intel with each other. 

Advancements in AI greatly complements 

cybersecurity, especially in threat intel. 

However, although integrating AI with 

threat intel has already caused 

breakthroughs, research shows that both the 

private sector and the government aren’t 

utilizing AI in cybersecurity to its fullest 

potential yet [17]. In fact, there isn’t much 

research done on the intersection between 

OSINT and AI [18]. 

3. System Components and 

Architecture 

The Social Media Profiler isn’t just one 

application that runs independently on its 
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own. Before diving into the project’s 

architecture, it is important to first 

understand what an Application 

Programming Interface (API) is. An API is 

a software intermediary that allows 

applications to interact with each other. In 

other words, it lets different applications 

talk to each other. 

This whole tool is composed of two main 

components: the back-end code and the 

front-end code. At the same time, it relies 

on two other third-party services as well: 

the RapidAPI hub and the OpenAI API. 

A. RapidAPI 

RapidAPI is an API hub owned by Nokia 

[19]. It is essentially an online platform 

where customers can subscribe to and use 

different sorts of API services. Many of 

these APIs are connected to social media 

platforms such as Facebook, Twitter, and 

LinkedIn [20],[21],[22],[23]. Using 

RapidAPI, the tool will communicate with 

these three social media platforms to gather 

data (and eventually OSINT) about the 

target. 

B. OpenAI API 

Unlike the APIs in RapidAPI, the OpenAI 

API doesn’t connect its users to social 

media platforms. Rather, it allows its users 

to communicate with the GPT-4o API [8], 

which is the LLM that will be used to 

analyze all the provided OSINT and 

generate a profile report out of it. 

C. Front-end Code 

The front-end code is responsible for what 

the user will be directly interacting with. 

Using the React framework [24], this code 

builds the website where the user will input 

the social media URLs of their target. Then, 

it will display the generated report about the 

target. It also allows the user to download 

this report locally as a PDF file. 

D. Back-end Code 

This portion is the vast majority of the 

project. It’s in charge of handling the user 

input that the website received, cleaning 

and processing the target’s data gathered 

from RapidAPI, sending the processed 

information to and receiving the profile 

report from the OpenAI API, and sending 

that report to the website for the user to 

view. This back-end code runs a Flask web 

application [25] which hosts its own API 

for the website to communicate with. It also 

runs two computer vision models, Yolov8 

[26] and DeepFace [27], to detect and 

recognize the face of the target. 

E. Architecture 

Figure 1 displays a high-level architecture 

of the tool. The program flow in this 

architecture will be discussed in the next 

section.  

4.  Implementation 

Below is the program flow of the 

architecture in Figure 1. Note that each step 

is referenced in Figure 1 using its respective 

number. 

1. User inputs the social media URLs 

of the target individual. 

2. Website sends those URLs to the 

server-side code. 

3. Server-side code uses those URLs to 

query RapidAPI for the target’s social 

media data. 

Figure 1: Software architecture of the 

Social Media Profiler 
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4. RapidAPI responds to the server-

side code with the target’s social media 

data. 

5. Server-side code cleans and 

processes the data into organized 

information, then sends it to the OpenAI 

API. 

6. GPT-4o processes all the 

information given by the server-side code 

and generates a profile report out of that, 

then sends it back to the server-side code. 

7. Server-side code formats the report 

and then sends it over to the website so that 

the user may view the report. 

As stated in the previous section, two 

computer vision models are used to detect 

the face of the target. This happens in step 5 

of the program flow. Yolov8 detects if there 

is a human in the target’s profile pictures, 

and if there is, then DeepFace analyzes each 

human’s face and picks which face is the 

target’s based on the rest of the OSINT 

gathered from their social media. This 

picture will then be included in the report. 

The entire tool was then deployed in the 

cloud. An AWS EC2 instance was used to 

host the back-end and the front-end code 

(the website). This was done to make the 

tool scalable and available to anyone with 

internet access. Additionally, SSL was used 

to serve the site via HTTPS, for security. 

However, the SSL certificate used for this 

was just self-signed, as it only served as a 

proof-of-concept and production certificates 

require payment. 

5.  Results and Discussions 

Upon engineering the tool to follow the 

discussed system architecture, the OSINT 

tool was finished. Booting up the AWS 

EC2 instance and running the programs for 

the tool, the website in Figure 2 can be 

visited: 

Figure 3 illustrates a profile report that 

provides a comprehensive intelligence 

study of the target. This information 

encompasses details such as the entity's 

race, complete name, date of birth, 

educational history, and other publicly 

accessible data available on the Internet. 

This information facilitates the 

development of a link analysis [29-30]. 

Future research will further integrate AI by 

not only automating jobs but also training 

the LLM to deliver analyses comparable to, 

if not superior to, those of individuals with 

extensive expertise in the Intelligence 

Community (IC). This would be coupled 

with cybersecurity technologies that assess 

system vulnerabilities and exploits, thereby 

offering enhanced understanding [2]. 

Figure 2: website GUI for the Social 

Media Profiler 
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6. Conclusions 

This research presents an innovative 

method for automating OSINT-driven 

threat intelligence through a layered 

architecture that integrates AI capabilities 

with contemporary web technologies. The 

system efficiently converts unstructured 

public information into actionable profiles 

by integrating social media data extraction 

via RapidAPI with sophisticated processing 

from OpenAI's GPT-4o model. The 

incorporation of computer vision tools 

enhances the data by validating and 

scrutinizing target imagery. The 

deployment to AWS illustrates the tool's 

scalability and practical relevance. The 

initiative highlights the significant potential 

of AI in enhancing cyber threat intelligence, 

especially for identifying and characterizing 

individuals of interest in investigative and 

defensive contexts. The prototype confirms 

the viability of automated OSINT profiling 

Figure 3: Generated profile report for the target 
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while highlighting the necessity for 

additional investigation into ethical 

implications, accuracy standards, and the 

resilience of AI-driven decision-making in 

cybersecurity scenarios. This study 

enhances the expanding body of studies 

promoting the comprehensive incorporation 

of AI into national and business threat 

intelligence systems. 
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