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Proof of concept for DNA storage system with noise-guessing decoder  
 

Daniel Hudač1, Peter Farkaš2 

 
DNA storage has significant advantages if compared with existing electronic storage systems, usually concentrated in data 
centers, which form digital cloud infrastructure. These are: longevity, format used by nature, high capacity per volume and 
small CO2 footprint. Information which is stored and later retrieved from DNA storage systems can be corrupted by insertions, 
deletions and substitutions (INDELS). Oxford nanopore sequencing is probably the closest to making DNA storage a mass 
product. On the other hand, different decoding systems based on noise-guessing paradigm also possess advantages when 
compared with classical error control coding, which has been demonstrated for wide variety of communications channels. 
Therefore, in this manuscript a proof of concept is given for a DNA storage system with a decoder inspired by the noise-
guessing paradigm approach. It is given using a simple model for INDELS obtained from real measured data. 

Keywords: DNA memory system, DNA nanopore sequencing, decoding, noise-guessing paradigm, insertion, deletion, 
substitution, independent and identically distributed impairments model  

 

1 Introduction 

By 2029, approximately 19.3 ZB of storage capacity 
is expected to be installed worldwide [1]. This will cause 
environmental problems. For example, in 2030 just in 
the USA it is expected that data-center emissions will 
reach 44 million metric tons of CO2-equivalent annually 
[2].  

A future storage technology that provides extremely 
high density and very low energy/embodied carbon 
could potentially have a substantial environmental ad-
vantage. DNA storage systems can partially help to 
remedy these problems at least for archival applications 
[3]. One of the promising technologies is the Oxford 
nanopore sequencing system. The stored information is 
encoded into the four nucleotides – Adenine (A), 
Cytosine (C), Guanine (G) and Thymine (T). The name 
nanopore sequencing is used because during information 
retrieval the DNA strand is pulled through a nanopore 
and the measured signal depends on the nucleotides 
which are inside the pore at the actual moment in time. 
Despite the fact that, different clever methods are used 
to deduce the order of nucleotides in the originally stored 
DNA string, inevitably some impairments arise. To 
correct them different error correcting methods and 
codes are used [4-10].  

However, error correcting codes (ECC) have to be 
adapted to the payload size and particular ECC. For 

example, block codes such as, for example, Reed 
Solomon (RS) codes have different correcting capa-
bilities for different codeword lengths n, different num-
ber of information symbols k in the codeword and 
depend also on the selection of the finite field over which 
the RS code is constructed. For each selection of these 
parameters the RS code requires a different decoder. 

Recently decoding based on a noise-guessing para-
digm was discovered [11]. The decoder built using it is 
universal. When the parameters k and n change it is only 
necessary to recalculate the probabilities of noise 
patterns, and based on this reorder them in the lists used 
for guessing. There are numerous recent publications 
which prove the usefulness of the mentioned paradigm 
in communications channels [12-30].  

However, to the best of authors’ knowledge there is 
not a publication proposing to use a noise-guessing stra-
tegy in DNA storage systems. Therefore, in this manu-
script a proof of concept is given that this method can be 
used also in channels representing nanopore DNA sto-
rage system based on real measured data from [31].  

The rest of this paper is organized as follows. In 
Section 2 a simple probabilistic model for representing 
the DNA storage system impairments based on 
measured data from [31] is presented. In Section 3 the 
encoding and in Section 4 the decoding of data for 
a fictional simplified DNA storage system is presented 
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with a decoder based on the noise-guessing paradigm.  
In Section 5 simulations of this system and its results are 
presented. In Conclusions, following a summary of this 
paper’s material, some further directions are sketched 
which can improve the decoder based on noise-guessing 
paradigm for nanopore DNA storage systems.   

 

2 Simple INDEL model 

Based on the measured data for Oxford nanopore 
storage system [31] a simple independent and identically 
distributed (i.i.d.) impairments model was realized  
in MATLAB environment, which is illustrated in Fig. 1.  

 
 

Fig. 1. Impairment model illustration 

 

For the convenience of the reader, Tab. 1 gives proba-
bilities for particular types of impairments which were 
approximated from frequencies obtained by real mea-
surements in [31]. Table 2 contains the percentage of 
particular substitutions for each nucleotide which were 
also obtained by measurements of real data in [31].  

Based on data from [31] shown in Tab. 2 the approxi-
mate conditional probabilities in Fig. 1 can be computed. 
The results are summarized in Tab. 3. 

 

Table 1. Approximate probabilities obtained  
based on measured data in [31] 

 

 

Table 2. Percentage of particular substitutions obtained 
from measured data in [31] 

 

3 Encoding 

In this Section the encoding is briefly described. The 
binary sequence with length k representing payload data 
is systematically encoded using a CRC denoted as  
CRC-x, where the x denotes the redundancy expressed 
in bits of the used CRC. For example, the CRC-10 used 
was: 

g(x) = x10 + x9+ x5+ x4+x+1          (1) 

If this polynomial is used, then the codeword length 
is: 

n =k+10                (2) 

The resulting binary sequence which represents the 
codeword is divided into consecutive fragments - each 
containing a pair of consecutive bits. Each different pair 
is mapped into a distinct nucleotide using a rule: 00 = A, 
01 = C, 10 = G, 11 = T. 

The sequence of these letters which represent 
nucleotides of DNA is a codeword stored in a hypo-
thetical DNA storage system. Its block length is 

N=n/2                (3) 

After corruption in accordance with the model 
illustrated in Fig. 1 this codeword is later used as  
a “received” sequence from which the decoder has to 
retrieve, if possible, the uncorrupted DNA codeword and 
consequently the uncorrupted original binary payload. 

Event name  Approximated 
probability based on  

Insertion Pin=0.0216 
Deletion Pdel=0.0295 
Substitution Ps=0.0175 
Any impairment  Pimp=0.0687 
Impairment absence P↔=0.9313 

 A C G T 

A  4.3 19 3.3 

C 5.6  2.5 13 

G 12 2.3  4.7 

T 3.5 26 3  
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Table 3. Approximate conditional probabilities 
obtained based on measured data in [31] 

Description 
Conditional  
probability  

(approx. value) 
A is substituted if substitution 
occurs P(A/s) =0.266 

C is substituted if substitution 
occurs P(C/s) =0.211 

G is substituted if substitution 
occurs P(G/s) =0.19 

T is substituted if substitution 
occurs P(T/s) =0.325 

A is substituted with C if 
substitution of A occurs P(C/A,s) =0.160 

A is substituted with G if 
substitution of A occurs P(G/A,s) =0.709 

A is substituted with T if 
substitution of A occurs P(T/A,s) =0.123 

C is substituted with A if 
substitution of C occurs P(A/C,s) =0.263 

C is substituted with G if 
substitution of C occurs P(G/C,s) =0.117 

C is substituted with T if 
substitution of C occurs P(T/C,s) =0.610 

G is substituted with A if 
substitution of G occurs P(A/G,s) =0.625 

G is substituted with C if 
substitution of G occurs P(C/G,s) =0.120 

G is substituted with T if 
substitution of G occurs P(T/G,s) =0.245 

T is substituted with A if 
substitution of T occurs P(A/T,s) =0.107 

T is substituted with C if 
substitution of T occurs P(C/T,s) =0.8 

T is substituted with G if 
substitution of T occurs P(G/T,s) =0.092 

 

4 Decoding 

The decoder is the main block which distinguishes 
the proposed DNA storage system with noise-guessing 
from known systems with ordinary ECCs. The noise-
guessing algorithm is quite simple, and it was described 
for different communication channels numerous times as 
was already mentioned in the Introduction.  

Simply said the algorithm attempts to change the 
received codeword into the transmitted codeword by 
guessing the noise in the communication channel and 
reverting the corresponding errors caused by the parti-
cular sample of noise. The possible samples of noise are 
ordered in a list in accordance with their decreasing 
probability. The guessing attempts also follow this list, 
and the more probable samples are tried before the less 
probable samples during guessing. Usually a threshold 
(lower bound) λ is set in advance and the guessing is not 
continued for patterns with probabilities lower than λ. 

The main difference between the communication 
channel model and the DNA storage model is that the 
later can, beyond errors (substitutions), also cause 
insertions and deletions.  

For the i.i.d. model, in order to compute the proba-
bility of exactly τ1 impairments of the first type, exactly 
τ2 impairments of the second type and exactly τ3 
impairments of the third type, the following formula 
could be used 

      𝑃𝑃(𝜏𝜏1, 𝜏𝜏2, 𝜏𝜏3) = 

=
𝑁𝑁!𝑃𝑃1

𝜏𝜏1𝑃𝑃2
𝜏𝜏2𝑃𝑃3

𝜏𝜏3(1− 𝑃𝑃1 − 𝑃𝑃2 − 𝑃𝑃3)𝑁𝑁−𝜏𝜏1−𝜏𝜏2−𝜏𝜏3
𝜏𝜏1! 𝜏𝜏2! 𝜏𝜏3! (𝑁𝑁 − 𝜏𝜏1 − 𝜏𝜏2 − 𝜏𝜏3)!

   (4) 

where τ1 + τ2 + τ3 ≤ N. 

For two types of impairments Eqn. (4) reduces to 

𝑃𝑃(𝜏𝜏1, 𝜏𝜏2) =
𝑁𝑁!𝑃𝑃1

𝜏𝜏1𝑃𝑃2
𝜏𝜏2(1 − 𝑃𝑃1 − 𝑃𝑃2)𝑁𝑁−𝜏𝜏1−𝜏𝜏2

𝜏𝜏1! 𝜏𝜏2! (𝑁𝑁 − 𝜏𝜏1 − 𝜏𝜏2)!
      (5) 

where τ1 + τ2 ≤ N. 

In the case that only one type of impairment occurs, 
it becomes 

𝑃𝑃(𝜏𝜏1) = �𝑁𝑁𝜏𝜏1
�𝑃𝑃1

𝜏𝜏1(1 − 𝑃𝑃1)𝑁𝑁−𝜏𝜏1                                (6) 

where τ1 ≤ N. 

Observing Eqn. (6) and Tab. 1 one can see that the 
most probable pattern will be a single deletion in the 
block of length N.  

For example, if we set λ=0.005 and choose codeword 
length N=25, then the guessing will not be attempted for 
patterns with five deletions because Pdel (5) = 0.0007. 
However, if necessary, the patterns with quadruple dele-
tions will be tried because Pdel (4) = 0.0051.  

Numerous further observations could be made which 
could decrease the computational complexity of the 
noise-guessing decoder. For example, if the decoder 
knows the codeword length and the received word is one 
symbol longer, there could not be single deletion which 
caused this situation. 

 

5 Description of simulations and their results 

In this Section the focus is on testing the functionality 
of the core system and evaluating the efficiency of the 
proposed algorithm. Assessing both functionality and 
efficiency requires the use of several metrics such as 
redundancy, decoding complexity, and residual error 
rate. Supplementary metrics include code rate RC=k/n, 
threshold λ, simulation duration t and others.  

In order to give proof of concept by simulation of the 
hypothetical DNA storage system with noise-guessing, 
a decoder software was created and used in MATLAB. 
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This software is available to interested readers in GitHub 
[32]. The software emulates all basic procedures of the 
hypothetical DNA storage system, namely encoding, 
channel impairment insertion into stored codewords, 
decoding and evaluation of performance of the appro-
priate simulations.  

Before starting the simulation tests, the quality of the 
impairment’s insertion model was tested. 100 000 bits of 
payload were encoded into 50 000 nucleotides and 
corrupted by the channel model. This test was repeated 
10 times and averages of the impairment frequencies 
were calculated.  

The results were as follows: Pimp = 0.067, Pdel = 
0.02878, Pin = 0.020974, Ps = 0.017317. The percentage 
of particular nucleotide substitutions and their distri-
butions were also adequate. 26.9613% for A, 20.9945% 
for C, 18.674% for G and 33.3702% for T. The values 
achieved are satisfactorily close to values in Tabs. 1 and 
2, which shows that the model is adequate. 

All simulations were performed on a computer with 
an AMD Ryzen 5 3600 processor, an NVIDIA GeForce 
RTX 2070 graphics processing unit (GPU), and 16 GB 
of DDR4-3200 CL16 memory. The first set of simula-
tion tests was done in order to estimate the overall bit 
error rate (BER) and block error rate (BLER) of the 
system dependent on the redundancy introduced, which 
is equal to the degree of the CRC polynomial (CRC-x). 
In these tests following basic parameters were chosen: 
total payload approximately 1 Mbit, k=16, CRC-6, 
CRC-8, CRC-10, CRC-16, λ = 0.2, λ = 0.1, λ = 0.05.  

The results of these tests are presented in Tabs. 4, 5, 
and 6, and in Figs. 2, 3 and 4. Er in these tables denotes 
the maximal number of impairments which was in the 
guessing list and was guessed if necessary. Observing 
the results in Tab. 4 and Fig. 2, it is obvious that for  
a short block the redundancy of CRC-6 gives better 
results in comparison with CRC-8 andCRC-10. CRC-16 
gives best results in this setting, but it also causes the 
highest computational complexity measured by t. Ob-
serving the results in Tab. 5 and Fig. 3, it is obvious that 
for this scenario CRC-10 gives better results if compared 
with CRC-6 and CRC-8. 

 

Table 4. Results of first set of tests for λ = 0.2, k = 16 

CRC-x t RC Er BER BLER 

CRC-6 4ʹ 
30″ 5/7 1 0.032 0.194 

CRC-8 5ʹ 
53″ 2/3 1 0.033 0.199 

CRC-10 6ʹ 
58″ 5/8 1 0.034 0.218 

CRC-16 149ʹ 1/2 2 0.019 0.124 

 
Fig. 2. BER and BLER as a function of redundancy  

for λ = 0.2 

 

Table 5. Results of first set of tests  
for λ = 0.1, k = 16 

CRC-x t RC Er BER BLER 

CRC-6 9ʹ 
14″ 5/7 2 0.029 0.170 

CRC-8 26ʹ 
29″ 2/3 2 0.022 0.133 

CRC-10 57ʹ 
22″ 5/8 2 0.017 0.100 

CRC-16 153ʹ 
11″ 1/2 2 0.019 0.124 

 

 

 
Fig. 3. BER and BLER as a function of redundancy 

for λ = 0.1 
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Table 6. Results of first set of tests for λ = 0.05, k = 16 

CRC-x t RC Er BER BLER 

CRC-6 9′ 
29″ 5/7 2 0.028 0.170 

CRC-8 28ʹ  2/3 2 0.022 0.133 

CRC-10 57ʹ 
14″ 5/8 2 0.017 0.104 

CRC-16 1477ʹ 1/2 3 0.014 0.094 
 

 

 

 

Fig. 4. BER and BLER as a function of redundancy  
for λ =0.05 

 

Observing the results in Tab. 6 and Fig. 4, one can 
see that in this scenario CRC-16 gives better results if 
compared with CRC-6 and CRC-8 and CRC-10. but it 
also causes the highest computational complexity as 
measured by t. 

The second set of simulation tests was done with the 
goal to estimate overall bit error BER and block BLER 
in dependency on the codeword length of the system by 
fixed CRC-10.  

In these tests the following basic parameters were 
chosen: total payload approximately1 Mbit, k = 10,  
k = 20, k = 30, k = 40, k = 50, CRC-10, λ = 0.05, λ = 0.1, 
λ = 0.2. In order to achieve approximately 1Mbit for 
different codeword lengths different numbers of simu-
lation repetition were necessary. In the following tables 
the number of these repetitions is given in the column 
named “count”. The results of these tests are presented 
in Tabs. 7, 8 and 9, and in Figs. 5, 6 and 7. 

 

Table 7. Results of first set of tests  
for λ = 0.2 and CRC-10 

k t RC Er BER BLER count 

10 7ʹ 
15″ 1/2 1 0.029 0.147 106 

20 7ʹ 
11″ 2/3 1 0.038 0.270 5×105 

30 100ʹ 
36″ 3/4 2 0.032 0.259 33334 

40 122ʹ 
6″ 4/5 2 0.042 0.395 25000 

50 197ʹ 
12″ 5/6 2 0.053 0.689 20000 

 

 

Fig. 5. BER and BLER as a function of k for λ =0.2 

 

 

Table 8. Results of first set of tests  
for λ = 0.1 and CRC-10 

k t RC Er BER BLER count 

10 39ʹ  
46″ 1/2 2 0.01 0.055 106 

20 77ʹ 
21″  2/3 2 0.022 0.144 5×105 

30 148ʹ 
12″ 3/4 3 0.0314 0.254 33334 

40 172ʹ 
44″  4/5 3 0.0413 0.392 25000 

50 220ʹ 
25″ 5/6 3 0.0542 0.699 20000 
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Fig. 6. BER and BLER as a function of k for λ =0.1 

 

 

Table 9. Results of first set of tests  
for λ = 0.05 and CRC-10 

k t RC Er BER BLER count 

10 38ʹ 
40″ 1/2 2 0.011 0.059 106 

20 129ʹ 
35″ 2/3 3 0.0212 0.142 5×105 

30 152ʹ 
25″ 3/4 3 0.0303 0.247 33334 

40 463ʹ 
33″ 4/5 4 0.0408 0.38 25000 

50 250ʹ 
58″ 5/6 4 0.0537 0.7 20000 

 

 

 

Fig. 7. BER and BLER as a function of k for λ =0.05 

 

Observing the results of this second set of experi-
ments the following notes can be made.  

As expected, the BER and BLER are highest for the 
longest codeword. The decrease in BER at k=30 is 
caused by the fact that at this length up to double im-
pairments are on the guessing list. For other tested 
lengths only, single impairments are guessed. Therefore, 
the time for k=30 is relatively high. 

In the case that the threshold is λ =0.1, the method 
gives BLER = 0.055, or in other words, 94.5% of blocks 
is correct after decoding. At k = 30 the guessing list 
contains also triple impairments, but BER and BLER do 
not decrease. It is caused by the fact that CRC-10 is not 
adequate under these conditions. BER and BLER 
increase further at longer payloads. At k = 50, BLER is 
close to 0.7. 

In case the threshold is λ = 0.05, the trends in results 
are similar as in the previous case. The difference is that 
at k = 40, k = 50 quadruple impairments are also on the 
guessing list. It does not help to decrease BER and 
BLER adequately. It proves that the CRC-10 is not 
effective at these values. 

 

6 Conclusion 

In Conclusions, following a summary of this paper’s 
material, direction is mentioned which can improve the 
decoder based on noise-guessing paradigm for nanopore 
DNA storage systems. Simplified hypothetical system 
model was used and simple i.i.d. model of impairments, 
which was built in accordance with real measured data 
using Oxford nanopore sequencing [31]. It is obvious 
that in order to get better performance a more realistic 
impairment model which takes into account different de-
pendencies [33] has to be used. 
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