§ sciendo

Journal of Electrical Engineering, Vol. 76, No. 3, 2025, pp. 241-255

A low-latency 163-bit ECC processor for 10T applications
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Extensive research is being carried out on elliptic curve cryptography and its applications in resource-constrained environments
such as loT. Yet, critical gaps, such as high computational overhead in ECC operations, scalar multiplication and
computationally expensive inversion, remain unanswered. Existing ECC implementations focus on improving either
multiplication or inversion separately, but an integrated, optimized approach is lacking. There is a need for a processor that
maintains cryptographic strength while significantly reducing computational latency. This research aims to bridge these gaps
by designing a low-resource and low-latency 163-bit ECC processor that implements a hybrid Karatsuba multiplier and Quad-
Itoh-Tsuji inversion for enhanced efficiency. It balances low latency, high security, and resource efficiency for 10T applications.
Provides comparative analysis against existing ECC implementations to validate its performance. The processor is synthesized
with PlanAhead software and implemented on several Virtex FPGAs. The most significant achievement of the design is its
ability to minimize the latency to 991 cycles. In comparison to other designs, the implemented design is the most suited for
Virtex-4 and 5. It is the smallest on Virtex-4 compared to other designs in the literature. In comparison to existing designs, the
implemented approach saves 40-50% of resources on Virtex-4 and Virtex-7 implementations. Although the design's maximum
frequency is lower than other designs, its area-time product yields good results. It also shows satisfactory values for the area-
time product compared to previous designs.
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1 Introduction

Although the trend has started to shift towards
network-on-chip (NoC) communication, the traditional
communication method, with encryption to maintain
confidentiality, will still remain the main method of
communication. Asymmetric ciphers are inherently
more versatile than symmetric ones [1]. Elliptic Curve
Cryptography (ECC) is a popular asymmetric primitive
with many protocols, such as 6LoOWPAN, CoAP, etc.,
utilizing it to provide security [2-3]. This cipher's size,
time, and power needs have been optimized after
extensive research [4-5]. It delivers higher security per
key bit than RSA, which in turn reduces the overhead.
ECC has many operations involved in encryption. Scalar
multiplication is one of the most expensive procedures.

Moreover, curve selection is also a significant con-
sideration for encryption security and ease of imple-
mentation. Many different curves can be employed in
ECC systems. The National Institute of Standards and
Technology (NIST) provides details on these curves and
parameters. IEEE-1363 [6] is an American National
Standards Institute (ANSI) standard. The basic classi-
fication for the curves is prime curves and extension
field curves. Due to the similarity in presentation, the
hardware implementation is done mainly with binary
extension curves. On the other hand, software imple-
mentation utilizes prime ones. Different coordinate

systems can be chosen for these implementations. The
Lopez-Dahab coordinate system cut down the inversions
necessary for the calculation.

The underlying problem defines the strength of the
cryptosystem. For ECC, the Elliptic Curve Discrete
Logarithm Problem (ECDLP) is the problem to be
solved. It is much harder for the general discrete loga-
rithm problem or integer factorization theorem. The
length of the key directly relates to the strength of the
cryptosystem. The non-availability of such an algorithm
that can compute the ECDLP is less than exponential
time, making it secure in comparison to other similar
ciphers. As a result, the key sizes necessary to guarantee
adequate security are significantly smaller than other
public key cryptosystems.

Elliptic Curve Cryptography (ECC) is a widely
accepted asymmetric cryptographic technique, particu-
larly beneficial for resource-constrained environments
such as the Internet of Things (1oT). However, the high
computational cost associated with scalar multiplication
and inversion operations remains a significant challenge.
While existing research has optimized ECC imple-
mentations for specific use cases, there is still a need for
a low-latency, resource-efficient ECC processor that
balances security and performance. This study addresses
the following key research questions:
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1. How can the latency of ECC computations be mini-
mized without compromising security in 10T appli-
cations?

2. What architectural enhancements can be introduced
to optimize multipliers and inversion units for
efficient ECC performance?

3. How does the proposed ECC processor compare to
existing implementations in terms of computational
efficiency, power consumption, and security
robustness?

The primary focus of this research is to ensure the
security of loT applications. These devices are con-
strained in terms of resources. The 163-bit NIST field is
a well-balanced choice for secure, efficient, and scalable
cryptographic implementations in 10T environments,
ensuring strong encryption with minimal resource
consumption.

In the Internet of Things (IoT), many security ser-
vices are delivered by ECC. Inversion and Scalar
Multiplication (SM) are two expensive processes in-
volved in encryption. These consume the most of the
resources. If the SM is optimized in a way that suits the
needs of small devices, it will also make ECC lighter.
One such attempt was presented in [7]. In [8], the authors
used the Galois Field of 191 bits to implement elliptic
curve point multiplication in a very efficient way. The
multiplier has been adapted to propose a modified
Karatsuba-Ofman multiplication. To reduce resource
consumption in ECC, [9] offered an architecture that
leveraged pipelining and parallelism, as well as efficient
LUT placement and routing. Pipelining was further used
to propose a high-speed FPGA implementation of ECC
[10]. A similar attempt to create a fast ECC processor
has been presented in [11]. Apart from optimizing
calculation time, the slice consumption is another
important parameter. In [12], 256- and 1024-bit modular
multipliers have been used for implementing area and
time-efficient Montgomery modular multipliers. In [13],
a full assessment of lightweight cryptographic
approaches for securing loT networks is offered,
including discussions on asymmetric cryptography.
Energy efficiency is another important consideration.
Algorithms that can minimize energy consumption will
be given priority in such devices. Device-to-device
(D2D) communication is one such application. An
energy-efficient system has been designed using ECC
for D2D communication. It is designed with smart city
applications in mind [14].

Considering resource-constrained devices, a 256-bit
compact Montgomery multiplier has been designed that
uses a 256-bit adder cum subtractor [15]. It has achieved
not only a small time but also an area. In [16], a state-of-
the-art review regarding the application of ECC in the
IoT context has been provided. It discusses the recent
works on using ECC in different areas, such as smart
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grids, smart home systems, etc. Combining the Diffie-
Hellman algorithm for key exchange with hybrid ECC is
utilized to strengthen the secrecy of multi-hop 10T
networks [17].

Despite the extensive research on Elliptic Curve
Cryptography (ECC) and its applications in resource-
constrained environments such as 10T, several critical
gaps remain unaddressed:

1. High computational overhead in ECC operations

e  Scalar multiplication and inversion are compu-
tationally expensive, particularly for loT devices
with limited processing power.

e  Existing ECC implementations focus on improving
either multiplication or inversion separately, but an
integrated, optimized approach is lacking.

2. Latency vs. security trade-off

e Many ECC architectures prioritize speed at the cost
of security robustness, making them susceptible to
side-channel attacks.

e There is a need for a processor that maintains
cryptographic strength while significantly reducing
computational latency.

3. Resource-efficient hardware architectures

e Current ECC processors often require high power
and area consumption, limiting their applicability in
energy-constrained devices.

e Few studies explore hybrid techniques (e.g.,
Karatsuba multipliers and Quad-Itoh-Tsuji inver-
sion) to optimize both power efficiency and
processing speed.

4. Lack of benchmarking against modern ECC stan-
dards

e Most existing research does not comprehensively
compare ECC architectures against standardized
cryptographic protocols.

e There is limited empirical evaluation of ECC per-
formance in real-world 10T environments.

Addressing the gaps:

This research aims to bridge these gaps by designing
a 163-bit ECC processor that:

» Implements a hybrid Karatsuba multiplier and
Quad-Itoh-Tsuji inversion for enhanced efficiency.

» Balances low latency, high security, and resource
efficiency for loT applications.

» Provides comparative analysis against existing
ECC implementations to validate its performance.



Journal of Electrical Engineering, Vol. 76, No. 3, 2025 243

The rest of the paper is organized as follows: the
rationale behind coordinate selection, basic operations,
and the proposed design, with integral parts, are
discussed in Section 2. Implementation setup and
details, along with the results and their analysis, are
discussed in Section 3. A conclusion is drawn, and future
work based on the current shortcomings of the proposed
design is presented in Section 4.

2 Projective coordinates and processor design

A particular field type utilizes a specific equation for
point generation in the field. Weierstrass equation is
used in a prime field GF (p). It is written as:
EYy:y? =x3+ax + b with 4a® + 27b% # 0, but in
the binary extension field, GF (2n) will be written as

y2+xy=x3+ax?+b (D
with b #0

To ensure the safety of the ECC implementation, the
field's order should be bigger than 2160. We investigated
the binary extension field GF (2163) for the ECC
implementation. Though the Montgomery approach is
efficient and fast, here, scalar multiplication is per-
formed using the double and add algorithms. However,
because there are more inversion operations in affine
coordinates, the procedure takes longer.

Scalar multiplication is the most time-consuming
operation on an elliptic curve. It is carried out via a series
of additions. As a result, the process is completed by
adding and doubling points.

Scalar multiplication uses two important operations:
addition and doubling. These are presented in Eqns. (2)
through (13). When two points, P1 and P2, are given, the
procedure uses the chord and tangent rule to determine
the third point. In this scenario, there are two
possibilities: either the two points (P, and P,) are
distinct, or they are identical. In the first situation, point
addition is utilized, whereas in the second case, point
doubling is used to get the curve's third point.

It makes use of a simple notion known as coordinate
geometry. The variable 'y’ represents the slope of the line
connecting two points. The calculation is as follows:

Y2 =N
y =" (2)
X2 — X1

Point addition is carried out in the case when P; # P,

and P3 is calculated as follows:

= <y1 +}’2)2 N (y1 +y2
3 X1 + Xy X1+ xp

>+x1+x2+a 3

_(3’1"‘3’2
s =

+ (x +x3) + x5+ 4
x1+x2) (X1 +x3) +x3+ ¥4 (4)

Point doubling is employed when P1=P,. The slope
value is now calculated using Eqgn. (5). Because the
calculation is in the GF(2m) field, the slope equation
changes to (6).

_ 3xf + 2ax; +y;

V1= 2y, + %1 (5)

Y1=X +i% (6)
, b

X3 =xi + x_f (7

y; = x¥ + (x1 + z—i) X3 + X3 (8)

If P, # P,, then equations can be further simplified as

+ y2\? +
X3 = (yl }’2) + (yl yz) +xi+x,+a (9
X1 +x2 X1 +x2

2 2
X1Y2 + XpY1 T X1X5 + X2Xq

X = 10
3 (x1 + x3)2 (10)
Here P = (xy,y,), and as P = P, — P;, then
_X1)2 +x2(01 + y1) + x1%5 + x,xF 11)
(%1 + x3)?
By combining Egns. (10) and (11)
X2 = X +( *1 )2+( *1 ) (12)
3 1 X1+ X, X1+ X%,
Finally, we have
X3
X1 2 1
w () () e 2
_ X1+ X5 X1+ X5 (13)
o b
xZ + ) if P, =P,

1

This simplification helps to eliminate the vy-
coordinate from the total calculation. Hence, it can be
calculated using the x-coordinate at the final stage. Then,
P, = P; + P can be calculated using Eqgns. (9) and (10).

Y+ xy; + xx% + xxf
2 (21 + x)?

(14)

Yy = (%+1){(x1+x)(x2 +x)+x%+y}+x (15)
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As a result, the loop process requires only the x
coordinate. It helps to reduce the number of finite field
operations. Scalar multiplication, when calculated using
affine coordinates, the number of finite field inversions
is very large. In standard projective co-ordinates, when
Z #+ 0,then

X,Y,2) e (X/Z,Y/Z) (16)

By substituting (X/Z,Y/Z) in Eqn. (16), the projective
form of the EC is as follows:

ZY? +XYZ = X3 + aX?Z + bZ3 (17)

Lopez-Dahab is the most suitable system for
minimizing the number of inversions in finite fields. In
the Lopez-Dahab system, a point on E(GF (2™))can also
be written as (X,Y,Z). The relation with affine

coordinates can be expressed as (X,Y,Z) &
(X/Z,Y/Z?). Hence, the elliptic curve from Eqn. (1)
becomes

E:Y?2+XYZ = X3 + aX?Z? + bZ* (18)

The use of Lopez-Dahab coordinates helps in
optimizing the Montgomery method, as Egn. (13) can
now be written as If P; = P,, then

X; =X?+bZ}
Zz = Z12X12
Yo =b.Z}. 25+ X5.(a. Z3 + Y2 + b. Z1)

It can be seen that the doubling now needs 5 FFMs,
and inversion is not required. Similarly, if P; # P,, then

X3 = xZ3 + (X1Z,)(X,Z1) (20)
Z3 = (X1Z, + X,Z1)?

(19)

Cantrol

Unit Register Fie with

3 Req Banks
(163-bit & Registers)

w

Confrol

Counter Signals [

FSM

NN

Quad-Block

HEMuk163  Mod
Mulipliar - =
— g

“Ilj' [

Arithmetic Uinit

Fig. 1. Architectural blocks of the proposed design

Figure 1 displays the proposed design of ECCP-163.
It consists of a control unit with a counter and a Finite
State Machine (FSM) to perform all operations. The
second component is a register file which contains three
register banks comprised of eight 163-bit registers. This
register file is coupled to the Arithmetic Unit (AU) via

several multiplexers that aid in the selection of variables
to be provided to AU. Inside AU, squaring and adding
operations are performed on the input variables (a total
of five), which are then selected by multiplexers A and
B before being given to HKMul-163. The flowchart for
the complete process of the FSM is provided below.
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Fig. 2. Flowchart for the ECCP-163

At the beginning of each cycle, the AU receives
operands from the register bank, which contains eight
registers of 163 bits in size. At the end, the register bank
stores the calculated results. Figure 2 describes the steps
in details. It follows the process mentioned as per the
details of units in coming sections, like inversion, which
follows the process as per Tab. 4.

Multiplier and inversion algorithms are an integral
part of AU. The Lopez-Dahab coordinate system is used
to implement it. To minimize the resource requirement

the field multiplier is being utilized by Quad-ITA for the
inversion. All of these complex operations are controlled
and synchronized by the control unit. The rationale
behind choosing the 163-bit field is explained below in
Tab. 1.

The 163-bit NIST field is a well-balanced choice for
secure, efficient, and scalable cryptographic imple-
mentations in loT environments, ensuring strong en-
cryption with minimal resource consumption.
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Table 1. Factors for selecting 163-bit field
Factor Justification

1 | Optimized e Meets Modern Cryptographic Standards: The 163-bit NIST ECC field provides security
security with equivalent to 1024-bit RSA, offering strong encryption with a much smaller key size.
lower bit-size  |e Resistant to Quantum Attacks: While post-quantum cryptography is still evolving, ECC

over binary fields is considered more resilient than RSA against potential quantum
threats.

2 Computational |e Lower Power Consumption: Since IoT devices often run on batteries or energy-
efficiency for harvesting systems, reducing computational overhead is crucial. A 163-bit ECC
loT devices processor consumes significantly less power compared to RSA and higher-bit ECC

fields.

o Faster Computations: Compared to higher-bit ECC curves (e.g., 256-bit, 384-bit), a 163-
bit field enables faster scalar multiplications and point operations, making it ideal for
time-sensitive 10T applications.

3 Memory and e Smaller Key Size = Lower Storage Requirements: 10T devices have limited RAM and
storage storage. The 163-bit field provides strong encryption with reduced key storage overhead,
optimization which is essential for embedded systems.

¢ Efficient Hardware Implementations: The use of binary fields allows for efficient
hardware accelerators and custom processor designs, such as those leveraging hybrid
Karatsuba multipliers for optimized performance.

4 | Suitability for | e Ideal for Real-Time Secure Communication: loT applications in smart homes, healthcare,
low-latency and industrial automation require fast cryptographic operations. The 163-bit ECC field
communication | provides a balanced trade-off between security and real-time performance.

e Efficient Error Handling in Wireless Networks: The binary nature of GF(2P) arithmetic
allows simpler and more efficient error correction methods in wireless sensor networks.

5 Compliance e Adopted in 0T Security Standards: The NIST-recommended ECC-163 curve is widely
with supported in TLS/SSL, secure boot, and l0oT authentication protocols.
standardized  |e Interoperability with Existing Systems: Since many cryptographic libraries and protocols
security (e.g., TLS 1.2, IPSec, and Zigbee security) support 163-bit ECC, integrating it into loT
protocols ecosystems is seamless.

2.1 Hybrid Karatsuba multiplier

Multipliers are the most resource-consuming part of
an ECC processor. Karatsuba multipliers can help
reduce the resources and time needed for calculation.

Table 2 above provides a detailed comparison among the
different type of multipliers based on three different
factors. It also underlines the need of such multipliers
that can provide a trade-off between area and latency.
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Table 2. Comparison of different multipliers

Multiplier type Space complexity Time complexity Latency
Montgomery It requires additional registers | Reduced time complexity Streamlined computation
modular multiplier |and logic for moderate area results in low-latency
utilization
Booth multiplier Higher area requirements Reduces the time complexity |Moderate latency: Additional
delays can be there
Quadratic Higher area consumption due | Low time complexity due to | Achieves minimal latency at
multiplier to the replication components | parallel processing the cost of resources
Karatsuba Increased memory usage and | Reduced time complexity, Reduced latency for large
multiplier area due to the recursion approximately O(n"1.58), operand, large overhead for
compared to the traditional smaller sizes
O(n"2) complexity
Combinational Increased area requirements | Reduced time complexity Immediate precomputed
multiplier due to storage needs results leads to low latency

In [18], a multiplier with sub-quadratic complexity
was designed for a Galois Field of 191 bits. It was a com-
bination of two Karatsuba multipliers. Hence, the name
hybrid Karatsuba multiplier (HKMul) was given. On the
same design, with some changes, a hybrid-karatsuba
multiplier (HKMul) is designed for the GF (21%%) field
with x¥8+x7+x8+x3+1 as the irreducible polynomials.
The basic polynomial product can be expressed as:

m
C =xmAPBH + (AMBL + ALB")x2 + AYB:  (21)

Equation (21) can be re-arranged as
C=xmA"B" + ALB" +
m
(AHBH + ALBL + (A" + AY) x (B + BY))x2 (22)

This is the Karatsuba-Ofman algorithm which can be
written as

€ =x™CcH + CL (23)

Here, the C is divided into two parts, i.e., two polynomial
products are there in the final equation below

(24)

H _
C" = [cam-2:Cam—1s-vv+-- ) Cm+1 Cm]

Cl =[cme1)Cmezsenne-n. ,C1,Col (25)

The Hybrid Karatsuba-Ofman multiplier employed
here is composed of the general and simple-karatsuba
multipliers. The primary reason for this design is to
maximize the use of the FPGA architecture. According
to [19], while the general karatsuba multiplier consumes
the most gates, it consumes fewer slices due to the
presence of input gates and the size of the LUT. FPGASs
can function similarly to conventional K-O multipliers.

The multiplication has five levels of computation. The
first level consists of a 163-bit multiplier. The second
computation level is comprised of 82- and 81-bit
multipliers. The third level contains 41-bit and 40-bit
multipliers, followed by 21- and 20-bit multipliers on the
fourth level. The fourth level's multipliers are universal
Karatsuba multipliers, whereas the remaining levels use
simple Karatsuba multipliers.

2.2 Quad-Iltoh-Tsuji inversion

Inversion is the second most costly operation in ECC
processors. Quad-Itoh-Tsuji Inversion [20] is used in
this design. It is an improved version of the Itoh-Tsuiji
algorithm (ITA). ITA performs better than the Extended
Euclidean Algorithm (EEA), Montgomery Inversion,
Binary Euclidean (BEA), etc. in terms of computation
time. The use of Brauer-chains in ITA in combination
with exponentiation circuits helps in faster and less
expensive calculation of the inverses. It happens as
a result of the reduction in the size of the Brauer-chain
from n to (n-1)/2. Tables 3 and 4 show the details of the
Quad-Itoh Tsuji algorithm for this design.

The quad-block contains 14 quad circuits, which are
used to raise the input power cyclically. To calculate
a(4"28), a quad-block calculates a(4*14) in a single
step and returns the output to the input after passing
through the circuit once more. 'Bsel’ selects 9 as the
output for a”(4"9), using four control lines. However,
the Quad-ITA will use the 22 cycles to execute the
inversion individually. However, because it is part of the
ECCP, it will make use of the inner circuitry, completing
the conversion from LD-projective to affine coordinates
in 20 cycles.
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Table 3. Itoh-Tsuji inversion algorithms with squares

| i B @] % @ By(@) = a2
0 ! : Buo(@) = a>' !
' 2 (B @] % By (@) B(@) = a?-?
? 3 [y @] By (@) B (@) = a?'
3 5 (B, @] % B (@) B (@) = a2
4 10 (B @] % Buy(@) B (@) = a1
5 20 (B, @] % By (@) Buu(@) = 2™
8 49 (B @] X By, (@) Bu(@) = a2
/ 80 (B @] X By, (@) B (@) = a1
8 81 (B @] X By (@) Bua(@) = a1
° 162 [Buy @] X By (@) B (@) = a2

Table 4. Itoh-Tsuji inversion algorithms with Quad-circuits

Calculate C1 C2 C3 QB Bsel Clock cycle
0 0 X X 1 1
1 a1 (a) 0 2 X X 1 2
X X 0 1 0 3
2 az(a) 1 1 X X 1 4
X X 0 2 0 5
3 4 (a) 2 1 X X 1 6
X X 0 1 0 7
4 as(a) 1 1 X X 1 8
X X 0 5 0 9
5
t10(a) 2 1 X X 1 10
6 0 (@) X X 0 10 0 11
20 2 1 X X 1 12
X X 0 14 0 13
7 a40(a) X X 1 6 0 14
2 1 X X 1 15
X X 0 14 0 16
8 tao(@) X X 1 14 0 17
80 X X 1 12 0 18
2 1 X X 1 19
X X 0 1 0 20
9 ag1(a) 1 1 X X 1 21
10 a™? 2 2 X X 1 22

QB is the Quad-block selection signal, Bsel is the control signal for selection of output.
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The quad-block comprises of different circuits that
generates fourth power of supplied input. In total 14
circuits are cascaded. When input is supplied, quad-
block raises its power to in%, in®’, in*’, ..., in*"". These
powers are selected with the help of control lines C1 C2
and C3 of different multiplexers. Bse ensures the right
output is transferred. The buffers are used to store the
output from multiplier and quad-block. In one clock
cycle either of the two is active, but not together. The
register bank can be used for holding of the result of
inversion algorithm if it needs to be used in further
calculation. The controller in FSM generates the
requisite signals to carry out all the within the quad-
block. Control signals are generated for the multiplexer
selection lines, buffer enables, and access signals to the
register bank at each clock cycle. The calculations for
inversion are presented in Tab. 3. The control signals
produced by the controller are depicted in Tab. 4. The
total cycles required for a* are 22.

Scalar

nitialization

S LY

— WL\ *—k

249

2.3 Finite state machine / control unit

To coordinate these units and synchronize them to
work efficiently, a complex control mechanism is
required. This is achieved by the finite state machine. It
is designed in such a way that HKMul-163 can be used
both for multiplication and inversion to save the
resources required for the implementation. This control
unit completes the process in 38 cycles. A total of 33
control signals are generated to coordinate these
operations. Out of these, 10 control signals are required
for the multiplier's inputs and two outputs. The inversion
unit needs 5 control signals. The details of these signals
concerning the calculated exponent are shown in Tab. 4.
The remaining 18 signals are used in the read and write
operations of 3 register banks.

Fig. 3. Finite state machine for ECCP-163

There are 3 phases in the computation, as shown in
Fig. 3. In the first step, the process is initialized over
three clock cycles. The second phase involves multi-
plication in projective coordinates, addition, and
doubling in GF(21%%). This product must be brought back
in affine coordinates. Hence, inversion is carried out in
the third phase. It takes 21 cycles. The total amount of
cycles necessary for the processor [19] to calculate the
whole multiplication are

#CC=3+12(h—1) + 4(l
=11+ 8h + 4l

If scalar multiplication is represented as (k*P) and k
is the scalar, then 'I' represents its length in bits, and ‘A’
is the hamming weight.

—h) + 20

3 Results and discussion

The proposed design has been coded and imple-
mented in Verilog. After synthesizing with Xilinx's
PlanAhead Integrated Development Environment (IDE),
it is implemented on different Xilinx Field Program-
mable Gate Arrays (FPGASs). The number of ports
required for the design was the deciding factor in the
board’s selection. The findings were acquired and
compared to the existing designs (Tabs. 5, 6, and 7). This
demonstrates a significant improvement in resource
consumption (LUTS) over previous works. When the
small gadget is used, resources become critical. This
163-bit ECC processor is synthesized using PlanAhead
software and implemented on Virtex-4, 5, 6, and 7, as
well as the Spartan-3 FPGA.
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Due to space constraints, the design used 12162
slices and 23551 LUTSs on the Spartan-3 FPGA, denoted
by S-3 in Tab. 5 and Fig. 4. Similarly, Virtex-4, -5,
and -7 are designated as V-4, V-5, and V-7, respectively.
The Virtex-4 implementation utilized 23330 LUTSs and
12010 slices. The Virtex-5 implementation required
6949 slices and 19317 LUTSs. The design used 5511
slices and 16813 LUTs on the Virtex-7 FPGA. The
architecture required 991 cycles for scalar multiplication
(k.P). The S-3, V-4, V-5, and V-7 have maximum clock
frequencies of 87.5, 107.5, 124.5, and 160.8 MHz,
respectively.

The design performance is compared against several
implementations accessible in the literature. Tables 5, 6,
and 7 compare the design based on its details for Virtex-
4, 5, and 7. While some implementations on Virtex-2
and E were compared to Spartan-3 implementations.
There are four primary metrics for comparison: resource
consumption in terms of LUTs and slices, latency in
terms of clock cycles used to compute the scalar
multiplication, calculation time required for the scalar
multiplication, and area-time product for the scalar
multiplication. The AxT product is used for extensive
comparisons in the literature.

First and foremost, the comparison focuses on
resource use. Table 5 compares the implementation
specifics to the Virtex-2 and -E-based designs shown in
Fig 4. The comparison is based on resource use. Here,
the proposed design is compared to [25-27]. Design

outperforms [25] by 8.58% in terms of LUT usage. It
utilizes 17% more LUTs than [27]. While increasing
slice consumption of design [26] by 35%.

Figure 5 shows a resource comparison of the design
with Virtex-4-based implementations seen in the
literature. It indicates that the design uses 11.5% fewer
LUTSs and 26% fewer slices than the design [10]. Many
implementations additionally report the flip-flops
utilized in the designs, which are likewise a significant
resource in FPGA. Our concept employs only 87 flip-
flops, compared to 6683 in design [28], 7962 in design
[10], and 3077 in design [11]. These designs are
resource-intensive. While the percentage improvement
over [11] is only 1.34% in terms of LUTS, it is 6.18% in
slices.

Figure 5 shows that our design is the most limited of
all the designs offered. Compared to the designs of [28,
29] and [23, 24], it improves slices by 4.14%, 32%,
41.44%, and 50%, respectively. When it comes to LUTS,
there is a 63% improvement over [28]. Though [29]
utilizes 2.22% fewer LUTS, it comes at the cost of 6683
F/F, resulting in a 4% increase in slice consumption.

When measured in terms of clock cycles, the
proposed design has the lowest latency of all the designs
in the table. In terms of calculation time, the suggested
design takes the third-lowest time to complete scalar
multiplication after design [11] and [24], with 5.32 us
and 7.7 ps, respectively.

Table 5. Comparison of Virtex-4/E/2 implementation

. . Frequency Time
Architecture LUTs / FFs Slices CC

(MH2) (us)

Prop. V-4 23330 12010 107.5 991 9.21

Work S-3 23351 12162 87.3 991 11.35
[11] V-4 23648/3077 12964 210 1119 5.32
[24] V-4 - 20807 185 1428 7.7
[23] V-4 - 24363 143 1446 10
[27] XCV 2000E-7 19508 - 150 143
[26] XC2V 6000 - 18079 100 106
[25] XCV 400E 25763 - 76.7 48

[10] V-4 26364/7962 16209 154 3010 19.55
[35] V-4 24363 - 143 1446 10
[29] V-4 33414 17929 250 2751 9.60

[28] V-4 22815 12834 196 3372 17.20

6683
[21] V-4 27889 133 2128 16.00
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Design Vs Resource Consumption on S-3
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Fig. 4. Comparison of resource consumption of de-
signs with Proposed one on Virtex-E and Virtex-2 for
ECCP-163
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Fig. 5. Comparison of resource consumption of designs
with Proposed one on Virtex-4 for ECCP-163
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signs with Proposed one on Virtex-5 for ECCP-163
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Table 6 compares the design to available Virtex-5
implementations. In terms of resource use, this design is
the smallest of all the designs. Figure 6 represents the
results from Tab. 6. The design saves 33.6% and 54% on
LUTs compared to [4] and [11], respectively.
Meanwhile, the savings in slices are 33% and 41%,
respectively. Though the design [32] appears smaller
than the proposed one but it uses 2052 F/Fs, which
makes it appears good by using the available resources
on the slice. But the cost is paid in terms of time, which
is 305 % slower in time and consumes 2435 cycles more.
The proposed design is the smallest of all the designs,
and processors pay the price in terms of performance
when computing scalar multiplication, where the design
is the slowest of all the designs. This can be enhanced by
implementing buffer registers and pipelining.

Table 7 shows the implementation details and com-
parisons of the designs on the Virtex-7 FPGA. It is
represented in Fig 7. The proposed design is the fourth
smallest of all the designs in Table 7. It requires around
40% more resources than [33] and [34].

Table 6. Comparison of Virtex-5 implementation

Architecture LUTs /FF Slices Fr(e&lﬁg)cy CcC -[LT)E
Proposed 19317/71 6949 124.5 991 7.96
[4] 29095/6529 10363 153 780 5.10
[11] 42192 11777 159 450 2.83
[31] 22936/ 6529 ff - 250 1371 5.48
[30] 23135 - 145 - 2.22
[32] 8457/2052 3636 106 3426 32.3
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Table 7. Comparison of Virtex-7 implementation

. . Frequency Time
Architecture LUTs /FF Slices CcC

(MHz) (ps)

Proposed 10813 5511 160.78 991 6.163
41090

[11] 2060 11657 159 450 2.83
27105

[4] i 8736 223 780 3.50
14202

[11]-b 3747 4150 352 1119 3.18

[33] 9965 369 3959 10.73

[34] 10128 135 3415 25.3

While 11-b consumes 15.5% less LUTS, this is due to
the design of 3747 F/Fs. However, its slice consumption
is 25% lower than the planned design. [11-b]'s highly
pipelined architecture also contributes to its faster
computing times.

The design is by 40% and 59% smaller than [4] and
[11]. However, it is slower than these designs. The
pipelined architecture allows for faster performance.
Now, the comparison will be done in terms of area-time
product. Again, there will be three separate tables for
V-4, V-5, and V-7 implementations. This area-time
product has been estimated in two ways in the literature
for FPGA implementations. The first is the LUTs-Time
product presented in [22], and the second is the Slices-
Time product described in [11]. Both calculations are
shown in each table. Table 8 shows the area-time
product for Virtex-4 implementations using the
proposed design. It demonstrates that the proposed
design is second best to the design [11].

Design vs Resource Consumption on Virtex-7

45000 41090
00 27105
000 16813
X 14202
X 11657
- 1 9965 10128
10000 LT J 7969
22 41503747 l I
mLUTs mSlices mF/F

Fig. 7. Comparison of resource consumption of de-
signs with Proposed one on Virtex-7 for ECCP-163
X-axis=Design Name

Y-axis=Number of LUTs/ Slices/ F/Fs

Table 8. Area-Time product comparison
for Virtex-4 implementation

Design AT 1(.)73 AXT - 1(-)73
(LUTs x Time) | (Slices x Time)
Proposed S-3 267.342 138.039
Work V-4 215.070 110.715
[10] 515.416 316.886
[11] 125.807 68.968
[21] 446.224 -
[23] - 243.630
[24] - 160.213
[25] 1236.624 -
[26] - 1916.374
[27] - 2789.644
[28] 360.145 -
[29] 320.774 -
[35] 243.630 -

It reaches 215.070 and 110.715 for the Virtex-4
design in the LUT x Time and Slices x Time parameters,
respectively. As a result, the whole design is more
effective. Table 9 shows the identical calculations for the
Virtex-5 implementations. The suggested design records
for the two goods are 153.760 and 55.314, respectively.
It is the second lowest among all the designs, indicating
that the design's frequency performance must be
improved.

Table 10 shows the findings for the Virtex-7 imple-
mentations of the area-time product. The design gene-
rates 103.63 LUTs xTime and 33.964 slices x Time. It
ranks third in terms of LUTs-Time products and is
comparable to [4] and [11]. So, the whole design
produces satisfactory results while pointing to improved
frequency performance.
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Table 9. AreaxTime product comparison
for Virtex-5 implementation

Design SIS 1(.)_3 A.‘XT : 1(.)_3
(LUTs x Time) | (Slices x Time)
Proposed work 153.760 55.314
[4] 148.384 52.10
[11] 119.403 33.329
[31] 125.689
[30] 51.359

Table 10. AreaxTime product comparison
for Virtex-7 implementation

Design el 1(.)73 A.‘XT : 1(.)73
(LUTs x Time) | (Slices x Time)
Proposed work 103.630 33.964
[4] 94.867 32.989
[11] 116.284 30.576
[11-b] 45.162 -
[33] 106.924 -
[34] 258.515 -

The complete analysis depicts a picture where design
[11] appears comparatively better. However, the propo-
sed design is efficient. There are two reasons behind
terming this design efficient. 40-50% reduction in
resources as compared to [11]. It also achieves a low
Area-Time product. Therefore, its design is able to
provide low resource consumption, which provides
a suitable trade-off between latency and resource
consumption. Therefore, it can be useful in applications
that need fewer resources but moderate throughput.

4 Conclusion

This paper presents a low-latency 163-bit ECC
processor optimized for 10T applications, addressing key
challenges such as high computational overhead and
resource constraints. By employing a hybrid Karatsuba
multiplier with low space complexity alongside a quad-
Itoh-Tsuji inversion technique, the proposed design
achieves significant reductions in computation time
while optimizing hardware utilization. Synthesis and
FPGA implementation results validate the processor’s
efficiency, demonstrating its suitability for real-time,
resource-constrained environments. The most signifi-
cant achievement of the design is its ability to minimize
the latency to 991 cycles. Compared to others, the
proposed architecture is the most suited for Virtex-4
and 5. Although its maximum frequency is lower than

that of other designs, its area-time product yields good
results.

The frequency of performance is a matter of concern,
and we shall target this in the future. The frequency of
operation can be improved through efficient pipelining
and scheduling. It will, in turn, improve the timing and
area-time product of the design. Looking ahead, future
work will focus on further optimizing the architecture
for ultra-low-power applications, making it more
energy-efficient for battery-operated loT devices.
Additionally, expanding support for higher-bit ECC
curves and investigating hardware acceleration
techniques using Al-driven optimizations could further
enhance performance and security. Integrating post-
guantum cryptographic mechanisms is also a promising
direction to ensure long-term resilience against
emerging cryptographic threats.
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