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Flawed implemented cryptographic
algorithm in the Microsoft ecosystem

Stefan Pocarovsky, Martin Koppl, Milos Orgon'

With the continuous development in the electronic chip field, the requirements for the security of IT infrastructures are
also increasing. The need for ever-increasing key lengths in cryptography to maintain security cannot grow indefinitely. One

of the solutions in the field of cryptography for using shorter keys while maintaining security is cryptography based on the
principle of elliptic curves. Asymmetric elliptic curve cryptosystems lies in solving the discrete logarithm problem on an

elliptic curve. However, not only secure algorithm but also its correct implementation is important. In this paper, we discuss
an incorrect implementation of the ECC algorithm in the crypt32.dll library (Microsoft Windows) and the possibilities of

its misuse.
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1 Introduction

The use of asymmetric cryptosystems versus symmet-
ric ones is a leap forward. Basic uses of asymmetric cryp-
tography include public-key encryption, eg , RSA [1], key
exchange on an insecure channel [2], or digital signing.
In addition to message secrecy, message authenticity is
also needed in information systems security, where in ad-
dition to authenticity using symmetric cryptosystems [3],
authenticity using asymmetric systems, eg , RSA-PSS [4],
or a digital certificate [5], is much more efficient. The most
widely used standard for a public key certificate is the X.
509 standard. This standard is compatible with various
algorithms, such as the use of ECC [6]. ECC asymmetric
cryptography is a suitable alternative to cryptographic
systems that are based on the factorization problem due
to its efficiency and lower computational complexity (due
to smaller key lengths and the same security as, eg , RSA)
[7]. The use of different software in implementing pub-
lic key cryptography based on ECC in X. 509 certifi-
cates has properties that are often the target of cryp-
tographic attacks. For example, one software dependency
is the mechanism for validating and verifying the validity
of certificates. In Windows operating systems, this fea-
ture is handled by CryptoAPI. We analyze the crypt32.
dll library, which validates X. 509 public key certificates
based on ECC. We address vulnerability CVE-2020-0601
in crypt32. dll in certain versions of the Windows oper-
ating system, which allows an attacker to forge an ECC-
based X. 509 public key certificate without knowledge of
the private key. Several detection methodologies are also
proposed in [8].

Security is one of the most important characteristics
that an information system must meet. The constant and

ever more rapid development of technology has a major
impact on the security of information exchange, the se-
curity of operating systems and applications and the se-
curity of computer networks. For example, cryptography
is one of the most widely used methodologies for securing
trusted communications. There are many cryptosystems
that have stood the test of time against cryptographic
attacks, but that is only if they have been used correctly.
A very important parameter is the correct implementa-
tion of a particular crypto algorithm. If any parameter
is neglected, selection of prime number, selection of cor-
rect elliptic curve (for ECC) for proper implementation
of cryptographic system, the whole cryptosystem may be
ineffective. Examples of these incorrect implementations
are then system breaches, such as the poor implementa-
tion of crypt32.dll for ECC [8] or the past hack of the
”Sony PlayStation 3” by the ”FailOverFlow” group in
2010 [9].

2 Cryptography based on elliptic curves

For asymmetric cryptosystems based on elliptic curves,
security rests are based on the mathematical problem of
finding the discrete logarithm on the elliptic curve. Such
cryptography is called “DL” cryptography. The question
might arise why there is a talk about the problem of
finding a discrete logarithm on an elliptic curve. For a
group the name is not essential, and if instead “addition
of points on an elliptic curve” we can use “multiplication
of points on an elliptic curve”, talking about the n- power
of a chosen point. Then we can talk about the problem of
the discrete logarithm, [10]. Such cryptography is mostly
used in message authenticity checking (message signing).
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For the same level of security (eg, versus RSA), it is
sufficient to use a smaller group, ie , with EC-type cryp-
tosystems. The requirements for computational power,
storage, and message transmission can be thus reduced.

3 Elliptic curve

An elliptic curve is a plane, smooth and continuous
curve defined by

y* = f(@), (1)

where f(z) - is a cubic polynomial in x with no multiple
roots. Such an curve can be written in the Weierstrass
(reduced) form

y*> =2® +ax +b, (2)

provided it is nonsingular ie

A = —16(4a® + 27b*) # 0. (3)

The group of coordinates {z,y} satisfying (2) are the
individual points of a given elliptic curve. If R are real
numbers, and {z,y} € R, we have an elliptic curve over
the real numbers. We define a zero point on the curve, as

191

a point at infinity. For an elliptic curve to be usable in
cryptography, it must be nonsingular. If the discriminant
A = 0, the curve is singular, having either a nodal or a
spike singularity, as shown in Fig. 1.

Building a cryptosystem on a singular curve (ega
spike or node structure), the discrete logarithm of ellip-
tic curves could be transformed into a classical discrete
logarithm. This would reduce the level of security, [6].

Figure 2 shows examples of different shapes of elliptic
curves.

EC cryptosystems are very similar to DL cryptosys-
tems. Both use cyclic groups. While DL cryptosystems
use a multiplicative group on the set of integers, EC cryp-
tosystems use an additive group of points of an elliptic
curve.

The security of cryptosystems using the elliptic curves
is based on ECDLP (the discrete logarithm problem of el-
liptic curves). Compared to other asymmetric cryptosys-
tems (eg , RSA) [7], the elliptic curve-based cryptography
allows to use much shorter keys, with the same degree of
security.

Fig. 1. Example of a singular curve of a spike structure (left) and a node structure (right)

b=-1 b=0
a=-2
a=-1
a=70
a=1

Fig. 2. Examples of different shapes of elliptic curves
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Fig. 3. Representation of an elliptic curve y? = 23 + az + b withe a = 1,b=0,p = 23

3.1 Elliptic curves over F, and Fy"

For EC, two types of finite fields are used, F, is the el-
liptic curves over a field of primes and F3*, with m > 1, is
a characteristic binary finite field. The elliptic curves over
E3™ have a finite number of points, hence the arithmetic
can be performed efficiently, operating on bit strings. The
arithmetic rules for m-bit strings of F3"* can be defined
by polynomial representation.

Every single point of an elliptic curve is given by the
cartesian coordinates P; = {x;,y;}.

Since in the cryptography based on elliptic curves an
additive group is used, for each two points P, = {x;,y;}
and P; = {z;,y;} on an elliptic curve over F,, an addi-
tion operation is defined, that ma be written as

P, Pj — P. (4)

The rules for this addition vary according to the actual
situation, [11]. We describe the rules of summation of
points on an elliptic curve for different input data in the
equations below:

Py, P = P,
adding point at infinity

if: (i =a;) NMys #y; Vyi =y; =0)
then P;, P; — Py,

else P;, P; — P, where:

ye = M@ — z1) —yi,

\ = Yi — Yi
SCj*SCZ'

if: (z; # x;) then:

T =\ — 2 — x5,

if: (z; = ;) A (yi # 0 Ay, #o) then:

32
A= ST 2 9y
2y

In cryptography, the equation

y? mod p= (f +az; +)

mod p, (6)
may be used, where p as an integer divider and a,b are
real numbers.

Example of an elliptic curve over F,, is in Fig. 3,
providing (4a® + 27b%) # 0. The solution of (6) with
parameters ¢ = 1,b = 0 and p = 23 corresponds to
24 points. For simplicity, we have chosen a small prime
number, while for ECC cryptography, it is recommended
to use elliptic curves standardized by BRAINPOOL or
NIST, such as NIST P-256, NIST P-384, NIST P-521, or
brainpool P256t1, brainpool P384t1, brainpool P512t1.
All these elliptic curves (and others that can be con-
sidered secure according to the standards) are included
in the operating systems in use that support ECC-based

cryptography.

3.2 ECDSA

Elliptic curve digital signature algorithm (ECDSA) is
a digital signature cryptosystem that is based on elliptic
curves. It relies on the mathematics of cyclic hump over
finite fields and the discrete logarithm problem on elliptic
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Fig. 4. Extract elliptic curves from Win 10 Enterprise (ver. 20H2)

Fig. 5. Parameters of elliptic curve nistP256 from Win 10 Enterprise (ver. 20H2)

curves. The signing algorithm depends on the multiplica-
tion of points on the elliptic curve. Keys and signatures
are shorter than in RSA (with the same level of security).
This cryptosystem is of the authentication type. It is used
to determine the authenticity of a message.

3.3 CVE-2020-0601

On 14 January 2020, the NSA (National Security
Agency) published a document [12] identifying a criti-
cal vulnerability in Windows systems in the crypt32.dll
library. The vulnerability could be exploited in X.509

certificate authentication, where an attacker could forge
X.509 certificates in a way that Windows would vali-
date them as legitimately signed by a trusted entity [13].
The implications of this flawed algorithm implementa-
tion were significant for system security in at least two
respects:

o Accesses to HT'TPS-secured web pages would appear
trusted because of the forged X.509 certificate. Cur-
rently, all web browsers authenticate TLS certificates
against a trusted entity repository. The operating sys-
tem would then verify the forged certificate as legiti-
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mately signed from trusted entities. This would cause
the spoofed (untrusted) website to appear trusted and
secure during TLS certificate verification.

e Many of the security measures of current operating
systems are based on the authenticity of the code being
run. An attacker could create a certificate (exploiting
the CVE-2020-0601 vulnerability) to sign executable
code, the operating system would evaluate the certifi-
cate as trustworthy. Then, after such authentication,
the necessary malicious code could be installed with-
out problems.

This flawed implementation affects the following sys-
tem versions:

- windows_10:

- windows_10:

- windows_10:

- windows_10:

- windows_10:

- windows_10:

- windows_server_2019:-¥ ¥ ¥ % % % *

The vulnerability is implemented in the Microsoft
Windows system in the CryptoApi module in the crypt32.
dll library [13]. The ChainGetSubjectStatus() method in
the crypt32.dll library is the basic component that vali-
dates the current certificate. However, no further compar-
ison of parameters between the elliptic curve certificate
and the CA certificate parameters in the system store
was performed. This caused the elliptic curve certificate
to have different parameters from the corresponding CA
certificate and the system to evaluate it as trusted. With
the ability to modify the elliptic curve parameters, an
attacker can create a certificate of a trusted CA with-
out knowing the private key kprivate. The Windows op-
erating system implements elliptic curves and their pa-
rameters that have been evaluated by organizations such
as NIST or Brainpool as secure for use in cryptography.
Figure 4 shows a direct output from Windows 10 (using
certutil) of some such curves.

In Figure 5 all the parameters of the curve are defined,
even the base point “P”. The basic principle of finding the
discrete logarithm on an elliptic curve is to add the points
on the elliptic curve

Pi,PjHPk, WlthPZ:PJ:P, (7)

where, P is the agreed starting point. We thus consider
n-additions of the same point P as

PP—P...PP—P— P, - (8)

n

Given P and n = kg, where n is the number of
additions of the base point of P, the private key kpup
can be formally computed as

e G

kpub = Pkpri - kpri = 2

For the computation of kpy; from (9), there is currently
not known algorithm to determine it in a reasonable time
(hours, days, weeks). However, if the algorithm allows for
an arbitrary base point P, the difficulty of determining
the value of ki by (9) is substantially decreased. In
CVE-2020-0601, this flaw has been implemented where
the ChainGetSubjectStatus() method in the crypt32.dil
library does not verify the agreed P. Consequently, an
attacker can experiment with a suitable starting point P
to satisfy the kpyi requirement. He can create a certificate
of a trusted CA, while using an arbitrary kpy value and
a suitably chosen starting point P satisfying the kpup
key value of (an already trusted CA) certificate. For this
purpose, it is enough to use P = kpub/kpri-

As a result, it is possible to spoof a fake CA certificate,
where an attacker chooses an arbitrary kp.; key value,
computes a valid base point P in accordance with the
kpub key, the crypt32.dll library evaluates it as a trusted
CA certificate to complete the certificate signing request.

Immediately after the release of the patch for the
crypt32.dll library, in [14]was published possible exploit
code for the vulnerability [14]. Author described the code
and procedure for implementing the signing of an exe-
cutable in the Microsoft ecosystem (without patching the
CVE-0601-2020 bug) and establishing an HTTPS con-
nection with the certificate thus spoofed. Due to a flawed
implementation of the crypt32.dll library that does not
verify the chosen base point P on the elliptic curve.

Choosing kpyi = 1 and using (9) may do it trivial to
spoof the CA’s public key certificate without knowing the
private key kp.i. In a result, the certificate being verified
as trusted by the crypt32.dll library.

3.4 Bug fix of crypt32.dll

After the NSA disclosed the flaw, MICROSOFT re-
leased a patch that fixes the flaw. This patch should mod-
ify the crypt32.dll library, which modifies or adds authen-
tication of CA certificates. That library should add au-
thentication that not only checks the value of the kpyup
key, but also compares the value of the base point P. The
following section worked with CryptoAPI, specifically the
CRYPT32.dll libraries. The first library was downloaded
before the patch update, the second was downloaded after
the patch update, where the base point P verification bug
was supposedly fixed. The third library, CRYP32.dll, was
downloaded from Win 10 Pro 20H2. The goal was to com-
pare all libraries, then evaluate the libraries in question
and determine how the cryp32.dll patch was implemented
to evaluate the base point P. The CRYPT32.dll library
that was downloaded from Win 10 Pro 20H2 was added
to check if the library in question was evolving over time.
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Fig. 6. Comparison of crypt32.dll library file
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h.dll

ch.dll

and with Win 10 Pro 20H2
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Fig. 7. Comparison of crypt32.dll binaries (ver. 10.0.18362.476 vs. ver. 10.0.18362.592)

3.5 DLL libraries compared

e crypt32-beforePatch.dll - (ver. 10.0.18362.476, buggy
version, does not validate base P)

e crypt32-afterPatch.dll - (ver. 10.0.18362.592, patched
version, reportedly verifies P baseline)

e crypt32-20H2.d1l - (ver. 10.0.19041.1320, version from
the last Win 10 Pro update)

Figure 6 is a size comparison of all three.

An attempt to decompile the libraries in the well-
known ”.NET Reflector” tool was also unsuccessful. In
the technical analysis of the problem [13], the author
used the BinDiff tool for file comparison, which handled
the comparison and partial decompilation of the binary
file more successfully. The author focused on the analysis
of the most changed methods ChainGetSubjectStatus()
and CertObjectCache:FindKnownStoreFlags() and at the
same time on the creation of 5 new functions.

4 Conclusion

In this paper, we analyzed the crypt32.dll error in veri-
fying ECC certificates of CAs or elliptic curve parameters.
We discussed and analyzed a critical Windows ecosystem
bug CVE-0601-2020, where the algorithm for verifying
trusted ECC certificates was incorrectly implemented.

It is clear, that the security of information systems
with respect to the use of cryptographic algorithms de-
pends not only on the robustness of the cryptographic al-
gorithm itself, the key length or the computational power
of the attacker, but also on the correct implementation
of the cryptographic algorithm. An incorrect implementa-
tion of a cryptographic algorithm has been demonstrated,
for example, in the software of the Sony PlayStation 3
product [9], or, as also shown in this paper, in the im-
plementation of the crypt32.dll library in the Microsoft
ecosystem. Subsequently, although Microsoft has released
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the 14.01.2020 operating systems update, but in practice
there are many un-updated Windows 10, Windows server
2016 and Windows server 2019 installed with the old ver-
sion of the crypt32.dll library. These systems remain crit-
ically vulnerable to cyber-attacks.

Since we were not able to analyze with available tools
which part of the code in the crypt32.dll library provides
a fix for the critical CVE-0601-2020 vulnerability, in the
next part of the work we would like to find a tool that can
more successfully decompile the individual libraries. At
the same time, we will try to set up a virtual workstation
in the Windows ecosystem, where we will further test the
crypt32.dll library by spoofing a fake certificate authority
certificate.
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