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Abstract

The integration of intelligent transportation systems and autonomous driving is reshaping
modern mobility by mitigating the longstanding trade-off between traffic efficiency and
road safety. Enabled by vehicle-to-everything (V2X) communications, connected and au-
tonomous vehicles (CAVs) are increasingly integrated into vehicle-road—cloud collabora-
tive networks, resulting in measurable improvements in traffic capacity, energy efficiency,
and collision avoidance. However, the coexistence of CAVs, human-driven vehicles, and
vulnerable road users (VRUs) introduces complex challenges in collaborative control,
real-time risk perception, and data security. To address these issues, this review syn-
thesizes recent advances through a tripartite lens: collaborative driving, risk-aware per-
ception, and energy-efficient operation. Our analysis identifies three recurring scientific
questions: (i) how to effectively couple dynamic risk perception with cooperative con-
trol under uncertainty; (ii) how to enable secure, privacy-preserving collaboration across
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heterogeneous agents; and (iii) how to guarantee VRU safety in mixed-autonomy traf-
fic. Representative approaches fall into three categories: (1) multimodal collaborative
decision-making frameworks combining hierarchical deep reinforcement learning and
model predictive control; (2) federated learning architectures that preserve data privacy
while enabling cross-vehicle knowledge sharing; and (3) human-centric safety mecha-
nisms leveraging ultra-wideband sensing and heterogeneous graph neural networks for
VRU detection and intent prediction. Collectively, these findings demonstrate that risk-
aware, energy-efficient cooperative driving is technically feasible, yet its large-scale de-
ployment hinges on interdisciplinary innovation, standardized communication protocols,
and regulatory alignment.

Keywords: risk awareness, V2X, cooperative driving, connected and autonomous vehi-

cles

1 Introduction

The collaborative advancement of intelligent
transportation systems (ITS) and autonomous driv-
ing technologies is profoundly reshaping the struc-
ture and operation of modern transportation. With
the rapid development of information technologies,
ITS has evolved from conventional electronic in-
formation systems toward intelligence and inter-
connection [1, 2, 3]. Meanwhile, autonomous
driving technologies have progressed from Level
2 to Level 4, during which connected and au-
tonomous vehicles (CAVs) have emerged as intel-
ligent mobile terminals. Enabled by vehicle-to-
everything (V2X) communications, these terminals
are integrated into a vehicle-road—cloud collabora-
tive decision-making network, offering novel ap-
proaches to addressing the long-standing trade-off
between efficiency and safety in transportation. Re-
cent studies suggest that CAV-based platoon con-
trol can substantially enhance highway capacity and
reduce fuel consumption [4, 5], indicating that au-
tonomous driving has entered a new stage of devel-
opment.

However, as these technologies are applied
more extensively, challenges in collaborative con-
trol under complex interaction scenarios have be-
come increasingly prominent [6]. For instance, at
urban signalized intersections, heterogeneous traf-
fic composed of CAVs and human-driven vehicles
(HDVs) poses dual challenges of response delays
and computational complexity when relying on tra-
ditional centralized scheduling. To overcome these
limitations, distributed collaborative control strate-
gies have been proposed, enabling real-time inter-

action among CAVs, HDVs, and traffic signals.
Such approaches not only enhance traffic efficiency
but also improve energy performance by optimiz-
ing car-following behavior [7]. In mixed traffic en-
vironments, the risk perception capability of CAVs
is a critical factor for ensuring system reliabil-
ity. Leveraging multimodal sensing technologies,
CAVs are able to detect potential risks and make
human-like decisions. For example, at unsignalized
intersections, biomimetic distributed control strate-
gies adopted by CAVs have been reported to sub-
stantially reduce conflicts with HDVs [8]. Collec-
tively, these approaches validate the effectiveness of
CAVs in improving traffic safety while simultane-
ously demonstrating their potential to optimize the
energy efficiency of transportation systems.

1.1 Risk-aware perception and coopera-
tive driving for the safety of VRUs

The rising incidence of traffic accidents has
highlighted the limitations of conventional driv-
ing modes in meeting modern safety requirements.
Studies show that human drivers often overestimate
the likelihood of a traffic signal turning red or un-
derestimate the potential consequences of running
a red light, and such distorted risk perception sig-
nificantly influences their driving decisions [9]. In
general, risk awareness in driving refers to a driver’s
cognitive and reactive capabilities in relation to
potential hazards and uncertainties [10]. For au-
tonomous vehicles, risk awareness extends beyond
environmental perception to include the prediction
and response to the behaviors of other traffic partic-
ipants. Existing research on the risk perception ca-
pabilities of CAVs has primarily focused on several
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domains: collision-avoidance decision-making and
path planning [11], mitigation of jaywalking pedes-
trian risks [12], communication failure risks [13],
uncertainties in traffic conditions [14], behavioral
risks in driving interactions [15], and risks arising
from dynamic road conditions. By leveraging risk-
aware algorithms, autonomous driving systems can
more effectively interpret and predict human driv-
ing behaviors, thereby supporting safer and more
rational decision-making.

Risk-aware cooperative driving is built upon
four fundamental components: environmental per-
ception, behavior prediction, decision-making, and
human-machine collaboration. Environmental per-
ception requires autonomous vehicles to employ
onboard sensors to continuously monitor their sur-
roundings, detect nearby vehicles and pedestrians,
and infer their behavioral intentions. Behavior pre-
diction relies on machine learning and deep learn-
ing techniques to analyze historical data, forecast
the actions of other traffic participants, and evaluate
the associated risk levels. Decision-making synthe-
sizes real-time environmental information and risk
assessments to formulate driving strategies that bal-
ance safety and efficiency. Finally, human—machine
collaboration emphasizes seamless interaction be-
tween human drivers and autonomous systems, re-
quiring vehicles not only to interpret human inten-
tions but also to provide transparent signals and
feedback to ensure mutual understanding.

A critical yet often underexplored domain
within risk perception research concerns the safety
of VRUs, including pedestrians, cyclists, and e-
scooter riders [16]. Because VRUs are exposed
to relatively higher risks in traffic accidents, en-
suring their safety has emerged as a pressing chal-
lenge in vehicle risk perception models [17]. From
the vehicle-centric perspective, autonomous vehi-
cles must accurately detect and identify VRUs in
their surroundings. However, conventional sensor
technologies such as cameras and radar remain con-
strained by adverse weather, lighting variations, and
occlusion effects. Two promising approaches are
ultra-wideband (UWB) technology and distributed
perception networks. UWB technology can en-
hance VRU detection in urban environments by
leveraging high-precision ranging capabilities. As
for distributed networks, intelligent roadside units
and cooperative perception services have been de-

ployed based on vehicular networking technolo-
gies. These services allow vehicles to access VRU-
related information from distributed network nodes,
significantly extending perception coverage and re-
ducing occlusion-induced risks [18].

In autonomous driving risk perception for
VRUs, both UWB localization and hypergraph neu-
ral networks exhibit notable limitations [19, 20].
Although UWB-based delay compensation can mit-
igate non-line-of-sight errors using channel impulse
responses, its effective prediction horizon is very
short, typically around 0.3 s. This makes it diffi-
cult to handle sudden VRU crossings or longer-term
intention changes. Moreover, its reliance on fixed
anchor deployment limits its applicability in open-
road scenarios [21].

Hypergraph-based pedestrian trajectory predic-
tion models, such as GHGNN, can capture higher-
order interactions by defining pedestrian groups.
However, they usually depend on fixed thresholds
of distance, velocity, and direction, which may lead
to incorrect grouping in dynamic and dense en-
vironments. In addition, these models generally
lack scene semantics and are less capable of han-
dling trajectory interruptions caused by occlusion.
When VRUs are partially occluded by vehicles or
buildings, prediction accuracy may degrade signif-
icantly [22]. Existing hypergraph neural networks
also involve high computational complexity and in-
ference latency. For example, GroupNet reports an
inference time of 41.6 ms, which may challenge
real-time deployment on in-vehicle computing plat-
forms [23].

Therefore, directly applying UWB and hyper-
graph models to VRU risk perception requires ad-
ditional integration of visual semantics, intention
estimation, and lightweight inference mechanisms
to improve adaptability and real-time robustness in
dynamic traffic environments. Prominent research
directions include deep reinforcement learning, im-
itation learning, uncertainty modeling, and hierar-
chical hybrid approaches.

1.2 Autonomous driving based on cooper-
ative V2X systems

According to the U.S. Department of Trans-
portation’s National Highway Traffic Safety Ad-
ministration (NHTSA), autonomous vehicles are in-
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telligent systems capable of executing all driving
tasks, including steering, acceleration, and braking,
without direct driver intervention or continuous hu-
man supervision of the road environment [24, 25].
Furthermore, the five-level classification framework
(LO-L5) adopted by NHTSA systematically charac-
terizes the developmental trajectory of autonomous
driving technologies.

Compared with traditional human-operated ve-
hicles, autonomous driving systems offer signifi-
cant technological advantages [26]. Through multi-
sensor fusion, they can achieve high-precision en-
vironmental perception, process large-scale hetero-
geneous traffic data using deep learning algorithms,
and generate near real-time responses with MPC.
These capabilities allow autonomous vehicles to
more effectively utilize real-time road information
provided by V2X communication. Studies have
further reported that as autonomous vehicle pene-
tration increases, the energy optimization benefits
enabled by V2V and cooperative control systems
can grow substantially, leading to notable improve-
ments in overall transportation system efficiency.

Cooperative driving technologies, including
V2V, V2I, and V2X, play a critical role in enhanc-
ing the safety, energy efficiency, and traffic flow of
autonomous vehicles by supporting real-time infor-
mation exchange and coordinated decision-making.
Nevertheless, several challenges remain, such as en-
suring communication reliability, safeguarding data
privacy, and coordinating interactions among het-
erogeneous vehicle types, all of which must be ad-
dressed before large-scale real-world deployment
can be achieved.

1.3 Research objectives and contributions

Existing surveys on autonomous driving mainly
investigate risk perception, cooperative driving, and
energy-efficient control as separate topics. How-
ever, in practical autonomous driving systems,
these components are intrinsically coupled[27].
Risk-aware perception directly affects cooperative
decision-making and trajectory planning, while
cooperative driving behaviors such as platooning
and intersection coordination influence vehicle ac-
celeration patterns and overall energy consump-
tion. Conversely, aggressive energy-saving strate-
gies may reduce safety margins and increase driv-
ing risks under uncertain traffic environments. In

addition, V2X communication delays and sens-
ing uncertainties further amplify the interaction be-
tween safety and energy efficiency in mixed traf-
fic scenarios[28]. Therefore, a unified framework
that jointly considers perception reliability, cooper-
ative decision-making, and energy-aware control is
essential for achieving safe, efficient, and sustain-
able autonomous driving systems.

This review aims to establish a tripartite theoret-
ical framework that integrates collaborative driving,
risk perception, and energy efficiency optimization,
and to systematically examine its applications in in-
telligent vehicle fleet management. Existing studies
reveal three open scientific questions: (i) how to ef-
fectively couple risk perception with collaborative
control in dynamic traffic environments; (ii) how to
design efficient cross-domain collaboration mecha-
nisms while ensuring data privacy and security; and
(iii)) how to overcome the long-standing technical
bottleneck of protecting VRUs. To address these
challenges, recent studies have explored three rep-
resentative directions:

1. Multimodal collaborative decision-making: To
overcome the limitations of single-model re-
search, recent studies have developed dynamic
coupling frameworks that integrate risk percep-
tion with cooperative driving. By combining hi-
erarchical deep reinforcement learning (HDRL)
with model predictive control (MPC), these
methods have demonstrated Pareto improve-
ments in both safety and energy efficiency un-
der mixed-traffic scenarios, providing a promis-
ing optimization paradigm for ITS.

2. Privacy-preserving architectures: To mitigate
data silos and privacy risks in cooperative
driving, researchers have introduced federated
learning (FL) frameworks. By adopting dis-
tributed training mechanisms based on local up-
dates and global aggregation, these frameworks
enhance cross-vehicle collaborative decision-
making while safeguarding sensitive data.

3. Human-centric safety enhancement: To bet-
ter protect VRUs, emerging approaches em-
ploy risk prediction models built on UWB sens-
ing and heterogeneous graph neural networks
(HGNNSs). By quantifying the uncertainty of
pedestrian and non-motorized vehicle behaviors,
the constructed dynamic risk field models can
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reduce emergency braking distances in occluded
scenarios and support the creation of a safer,
human-centric traffic environment.

This paper systematically reviews the core
advancements in risk-aware cooperative driving.
First, it introduces the technical foundations and
implementation pathways of vehicle risk perception
models. Second, it provides an in-depth analysis of
autonomous vehicle control models. Third, it syn-
thesizes recent breakthroughs in safety—efficiency
co-optimization strategies. Finally, it outlines fu-
ture research directions. This review not only con-
structs a systematic knowledge map of risk-aware
cooperative driving but also aims to promote inter-
disciplinary technological innovation, offering the-
oretical foundations and technical roadmaps for the
sustainable development of ITS. As illustrated in
Figure 1, recent advances in risk-aware coopera-
tive driving are organized into a strategic frame-
work. The main acronyms and technical terms used
throughout this paper are summarized in Table 1.

Table 1. Nomenclature

Acronym  Definition
ACC Adaptive Cruise Control
CACC Cooperative Adaptive Cruise Control

CAV Connected and Autonomous Vehicles

C-V2X Cellular Vehicle-to-Everything
DSRC Dedicated Short Range Communications
DRL Deep Reinforcement Learning

FL Federated Learning

HDV Human Driven Vehicle

HGNNs  Heterogeneous Graph Neural Networks
LTE Long Term Evolution

MARL Multi-Agent Reinforcement Learning
NR-V2X  New Radio Vehicle-to-Everything

ITS Intelligent Transportation Systems

QKD Quantum Key Distribution
UWB Ultra-Wideband
\"PAY Vehicle-to-Vehicle communication
V2I Vehicle-to-Infrastructure
Vv2X Vehicle-to-Everything
VANET Vehicular Ad-hoc Network
VRUs Vulnerable Road Users
MPC Model Predictive Control
2 Method

Having established the importance of risk per-
ception in cooperative autonomous driving, we now

turn to a detailed analysis of the underlying al-
gorithmic approaches. This section systematically
surveys artificial intelligence techniques employed
to endow autonomous vehicles with the ability to
perceive, reason about, and react to risks in real-
world traffic environments.

2.1 Deep reinforcement learning models

Deep reinforcement learning (DRL), a machine
learning paradigm rooted in trial-and-error mecha-
nisms, enables autonomous systems to learn opti-
mal strategies through continuous interaction with
the environment. Figure 2 presents a conceptual
overview of DRL applications in autonomous driv-
ing. The core innovation of this approach lies in
the design of risk-aware reward functions, which
quantitatively embed risk factors into the decision-
making process via multi-objective optimization
frameworks [29]. Specifically, these reward func-
tions not only evaluate the immediate benefits of
actions but also leverage stochastic dynamic pro-
gramming techniques to probabilistically model po-
tential risks and uncertainties. This enables DRL
agents to achieve an optimal balance between maxi-
mizing long-term cumulative returns and mitigating
safety risks. Recent studies have proposed com-
posite reward functions that integrate multidimen-
sional risk indicators into the DRL framework, ef-
fectively addressing the safety—efficiency trade-off
in complex driving scenarios such as highway lane
changes and urban intersections [30, 31]. Notably,
an adaptive risk-adjustment mechanism based on an
improved Soft Actor—Critic algorithm has been re-
ported to significantly reduce collision probability
in simulation experiments by dynamically adjusting
risk weight coefficients [32].

To ensure the physical realizability of DRL
strategies, existing research has primarily explored
two technical directions: safety verification mech-
anisms and hybrid decision architectures. Recent
studies integrate MPC into DRL as a safety veri-
fication module, where feasible solution space con-
straints are constructed to guarantee the physical ra-
tionality of generated strategies [33, 34]. A NASH-
based switching mechanism has further been in-
troduced to achieve collaborative optimization be-
tween DRL and MPC, enhancing the robustness of
system responses under emergency conditions [35].
From the perspective of system architecture, recent
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work has proposed hierarchical risk-aware models
that decompose risk assessment into macroscopic-
level path risk evaluation and microscopic-level ac-
tion risk prediction [33]. As illustrated in Fig-
ure 3, the integrated decision-making mechanism
combines artificial potential fields with reinforce-
ment learning. Such hierarchical DRL frameworks
enable coordinated optimization of global and lo-
cal risks and have demonstrated notable perfor-
mance improvements in benchmark datasets such as
NGSIM.

As shown in Table 2, the choice between DRL
and MPC fundamentally represents a trade-off be-
tween learning capability and theoretical guaran-
tees. DRL excels at handling high-dimensional,
non-linear inputs, scenarios where traditional math-
ematical modeling often proves intractable. How-
ever, the black-box nature of DRL poses significant
challenges for providing stability proofs and de-
ploying it in safety-critical tasks. In contrast, MPC
offers a rigorous theoretical foundation for stability
and constraint satisfaction, establishing it as the in-
dustry standard for low-level control. Nevertheless,
when MPC is integrated with complex, perception-
intensive tasks, it often becomes constrained by the
curse of dimensionality. As discussed in Section
2.4, the current research trend favors hybrid archi-
tectures that aim to harness the perceptual strengths
of DRL while retaining the safety assurances of
MPC.

2.2 Human risk cognition transfer models

Imitation Learning has emerged as a critical
methodology in autonomous driving, particularly
for transferring human risk cognition. It effectively
addresses the high exploration costs associated with
DRL frameworks by extracting risk-avoidance pat-
terns from human driving data. Current research
has mainly focused on three directions: end-to-
end learning, interpretability enhancement, and per-
sonalized risk modeling. End-to-end learning em-
ploys deep neural networks to directly map per-
ceptual inputs to control commands using large-
scale driving video datasets [36, 37]. This behav-
ior cloning approach has achieved high replication
accuracy of human driving behaviors in specific
scenarios, although its performance remains heav-
ily dependent on the quality and scale of annotated
data. To overcome the limitations of purely end-to-

end models, studies have emphasized interpretabil-
ity enhancement. For instance, the Hierarchical
Interpretable Imitation Learning (HIIL) framework
decouples risk perception from decision-making,
thereby improving model generalization while sig-
nificantly enhancing interpretability [38]. The HIIL
architecture, illustrated in Figure 4, highlights its
two-stage interpretability structure.

In personalized risk modeling, recent research
explores driver style adaptation by integrating
Mixed-Integer Programming (MIP) with imitation
learning to construct risk-preference-based driving
models [39]. An adaptive threshold adjustment
mechanism has further been proposed to dynami-
cally regulate risk acceptance levels according to a
driver’s aggressive or conservative tendencies, lead-
ing to reported improvements in driving comfort
and trajectory tracking accuracy in lane-changing
scenarios. Collectively, these research efforts ex-
pand the application scope of IL in autonomous
driving and provide essential theoretical founda-
tions and technical pathways for developing safe,
reliable, and human-centric autonomous systems.
Future work may further explore multimodal data
fusion and cross-scenario transfer learning to en-
hance model adaptability in complex traffic envi-
ronments.

2.3 Uncertainty risk assessment models

Uncertainty in environmental perception is a
critical factor influencing the accuracy of risk es-
timation in autonomous driving systems. To mit-
igate this challenge, recent research has primar-
ily combined multimodal sensor fusion with proba-
bilistic modeling to enhance the robustness of per-
ception. In the field of uncertainty quantification,
Bayesian Neural Network (BNN)-based object de-
tection frameworks have been proposed, which es-
timate uncertainty through Monte Carlo Dropout
methods [40]. These approaches enable dynamic
adjustment of risk confidence thresholds in re-
sponse to environmental variability.

Comparative studies have further evaluated de-
terministic methods, probabilistic models, and ma-
chine learning algorithms under occlusion sce-
narios [41], showing that LiDAR-camera mul-
timodal fusion can markedly reduce misclassifi-
cation rates. Particularly noteworthy are recent
advances in 3D environmental perception. For
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Table 2. Comparison of DRL and MPC in autonomous driving

Dimension

DRL

MPC

Core concept

Data-driven, learning the optimal strategy
through trial and error

Model-driven and online optimization
based on dynamic models

Model dependence

No need for explicit physical models

Depends on precise vehicle dynamics and
environmental models

Nonlinear process-
ing

With fitting neural networks, it excels at
processing image and point cloud data

The computational complexity increases
exponentially with the dimension

Stability

Belongs to the black-box model and lacks
rigorous mathematical stability proofs

With complete stability and recursive fea-
sibility proof

Online computing
costs

Extremely low, only requiring forward
reasoning of neural network

Higher, each step requires solving a con-
strained optimization problem

Generalization
ability

Strong, can handling complex working
conditions

Weak, depends on time-domain predic-
tions.
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example, voxelization-based 3D Occupancy Net-
works have been developed to construct dense
three-dimensional representations of traffic envi-
ronments, effectively capturing vertical risk ele-
ments that traditional bird’s-eye-view methods of-
ten fail to detect [42]. Experimental studies re-
port that such approaches substantially improve the
completeness of risk identification in complex ur-
ban scenarios.

These research outcomes collectively indicate
that integrating multi-source perception data with
probabilistic reasoning models can substantially
improve the precision of risk quantification in dy-
namic environments and enhance the robustness of
decision-making systems under extreme operating
conditions. Such advances lay important techni-
cal foundations for developing safe and reliable
autonomous driving systems. Looking ahead, fu-
ture research should further explore spatiotempo-
ral uncertainty propagation mechanisms and on-
line adaptive calibration algorithms to better ad-
dress the challenges posed by increasingly com-
plex real-world application scenarios. The con-
tinuous refinement of these methodologies under-
scores the critical role of uncertainty-aware percep-
tion in advancing autonomous driving technology,

while also highlighting the necessity of more so-
phisticated risk assessment frameworks capable of
handling the inherent unpredictability of real-world
traffic environments.

2.4 Hierarchical planning-based risk man-
agement models

Recent research on risk control in autonomous
driving decision systems has increasingly adopted
a hybrid paradigm that integrates rule-driven and
data-driven approaches. In particular, hierarchical
decision architectures have been proposed, featur-
ing a strategic—tactical dual-layer risk perception
framework [43, 44]. At the strategic layer, graph
search—based global path planning algorithms are
utilized, incorporating macroscopic factors such as
traffic flow density and road risk levels. At the tac-
tical layer, dynamic window approaches are applied
for local obstacle avoidance, supported by real-time
collision probability estimation using Risk Potential
Field (RPF) modeling. Building upon these devel-
opments, the Hybrid Conditional Planning (HCP)
framework has been introduced, which incorpo-
rates a risk-level classification mechanism to hi-
erarchically organize driving maneuvers according
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to risk coefficients [45]. The framework adopts a
two-phase decision process: fundamental safety ac-
tions are executed first, followed by nonlinear op-
timization—based trajectory generation. As illus-
trated in Figure 5, such hybrid optimization frame-
works have been shown to be particularly effective
for addressing long-tail autonomous driving scenar-
i0s.

Empirical studies have reported that this hy-
brid approach can substantially improve sample ef-
ficiency while simultaneously reducing safety vio-
lations in benchmark evaluations [46, 47]. These
findings highlight the potential of integrating risk-
aware memory mechanisms with reinforcement
learning to enhance both training efficiency and
safety performance in autonomous driving[48, 49,
50, 51, 52]. This section reviewed four major cat-
egories of risk-perception methods, including rein-
forcement learning, imitation learning, uncertainty-
aware models, and hybrid planning. Their key
ideas, inputs, strengths, and limitations are summa-
rized in Table 3 for ease of comparison.

3 Collaborative frame-

works

control

This section presents three complementary ad-
vances in V2X-enabled cooperative driving: a
cloud—edge integrated V2X architecture for scal-
able coordination, a VANET-based V2I algorithm
for reliable infrastructure-to-vehicle communica-

tion, and a multi-agent learning framework for
adaptive V2V collaboration. Together, they en-
hance the safety, efficiency, and robustness of con-
nected autonomous systems.

3.1 The V2V architecture based on multi-
agent learning

V2V communication, enabled by dedicated
short-range communications and cellular networks,
provides a fundamental paradigm for real-time data
exchange between vehicles [53]. By sharing dy-
namic parameters such as velocity vectors, GPS po-
sitions, and heading angles, V2V supports cooper-
ative perception and motion prediction [54]. Since
its initiation through the U.S. Department of Trans-
portation’s Vehicle Infrastructure Integration pro-
gram in 2003, V2V has demonstrated considerable
benefits in applications such as platoon control and
traffic safety warning systems. These developments
lay the foundation for learning-based communica-
tion and control frameworks that aim to enhance
both efficiency and safety in future transportation
systems [55].

A major research direction focuses on improv-
ing V2V communication reliability under rapidly
varying wireless channels. Multi-agent reinforce-
ment learning has been recognized as a promis-
ing solution. He et al. [56] reviewed propagation
characteristics in 5G millimeter-wave V2V com-
munication, underscoring challenges for large-scale
data transmission. While 5G NR-V2V extends con-

- o e e o ow— e
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Figure 5. A safety optimization framework for autonomous driving Long-Tail scenarios integrating

reinforcement learning and rule-based strategies [46]

Table 3. Risk perception methods for autonomous driving

Approach Key idea and inputs Strengths Limitations

Deep reinforce- Risk-aware reward, hierar- Learns complex poli- Low sample effi-
ment learning chical design, MPC safety fil- cies, balances safety ciency, sim-to-real
[32, 33] ter; uses BEV states, multi- and efficiency gap, reward sensitivity

sensor data, V2X signals

Imitation learning
[37,39]

Human risk transfer, hier-
archical imitation learning,

Low exploration cost,
interpretable, person-

Data dependence, poor
out-of-distribution

style-aware models; relies on  alized risk modeling generalization

driving demos, trajectories,

semantics
Uncertainty- Probabilistic detection, sen- Robust under occlu- Computation over-
aware perception sor fusion, 3D occupancy sion, better risk quan- head, calibration,
[42, 40] grids; handles occlusion and tification latency

adverse weather

Hierarchical and
hybrid planning
[44]

Strategic—tactical decompo-
sition, risk fields, conditional
planning; combines global
search with local avoidance

Fewer safety vio-
lations, improved
sample efficiency

Handcrafted rules, in-
tegration complexity
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nectivity for intelligent transportation applications,
channel estimation remains difficult due to dynamic
wireless environments. Traditional deep learn-
ing methods can capture nonlinear channel char-
acteristics but often require extensive training data
and struggle with latency constraints. To address
these limitations, liao et al. [57] proposed a hy-
brid framework combining sparse Bayesian learn-
ing and Gaussian process regression, which lever-
ages multi-agent collaborative learning to reduce
computational complexity while maintaining reli-
able transmission performance.

Another active line of research focuses on next-
generation network architectures and channel mod-
eling. Wang et al. [58] outlined a vision for
6G wireless communication networks, emphasiz-
ing diverse V2V channel scenarios and enabling
technologies.  Complementing this perspective,
zeadally et al. [59] provided a tutorial survey of
V2V communication, reviewing advances in com-
munication techniques and security solutions. In
the area of channel modeling, a three-dimensional
non-stationary irregular geometry-based stochastic
model has been introduced for BSG/6G millimeter-
wave massive MIMO V2V channels [60], which
distinguishes between dynamic and static clusters
while examining the influence of traffic density.
Similarly, wu et al. [61] developed a unified
geometry-based stochastic model for 5G systems,
capturing small-scale fading characteristics in sce-
narios such as massive MIMO, high-speed trains,
and millimeter-wave V2V communication.

Ensuring lightweight and secure communica-
tion remains a critical challenge in V2V systems.
Kamal et al. [62] highlighted the importance
of solutions with low computational complexity
and minimal latency, proposing channel-based link
fingerprints for enhanced security and efficiency.
Chen et al. [63] investigated spectrum sharing in
reconfigurable intelligent surface—assisted vehicu-
lar networks, aiming to maximize V2I capacity
while maintaining V2V reliability for safety-critical
applications. In parallel, resource allocation and
optimization continue to receive significant atten-
tion. Xu et al. [64] proposed a multi-agent deep
Q-network—based resource allocation scheme that
leverages 5G network slicing to maximize spec-
tral efficiency under ultra-low latency requirements.
Tabassum et al. [65] introduced distributed prob-

abilistic congestion control methods for dynamic
allocation in 5G sidelink communications using
Markov chain models. Ding et al. [66] further
advanced this direction with a multi-agent DRL
framework incorporating attention mechanisms to
jointly optimize spectrum and power allocation for
V2I and V2V users.

Collectively, these studies highlight the trans-
formative potential of V2V communication sys-
tems in intelligent transportation. Progress has
been made across three complementary directions:
learning-driven channel estimation, network archi-
tecture and channel modeling, and secure resource
optimization. Despite these advances, real-world
deployment faces persistent challenges related to
communication reliability, latency, and scalabil-
ity. Looking ahead, the integration of advanced
machine learning techniques with next-generation
communication architectures is expected to further
enhance the reliability, efficiency, and security of
vehicular networks in increasingly complex trans-
portation ecosystems [67, 68, 69].

While V2V communication lays the founda-
tion for direct vehicle cooperation, its effective-
ness is limited by line-of-sight constraints and short
communication ranges. To overcome these limi-
tations and expand situational awareness, research
has increasingly shifted toward V2I communica-
tion, which leverages roadside units and intelligent
infrastructure to complement V2V capabilities.

3.2 The V2I algorithm based on vehicular
ad-hoc networks

V2I communication has attracted sustained re-
search attention within ITS. It is primarily em-
ployed to obtain critical infrastructure information
enabling vehicles to proactively adjust speeds and
thereby reduce unnecessary stops and fuel con-
sumption [70, 71, 72, 73, 74]. By leveraging real-
time traffic signal status, vehicles can implement
“green wave” passage strategies that minimize red-
light waiting times and improve traffic efficiency
[75, 76]. Sun et al. [77] further developed an op-
timal eco-driving control strategy for CAVs at mul-
tiple signalized intersections, employing dynamic
programming to compute optimal speed profiles un-
der signal timing uncertainty. More broadly, ITS
has been recognized as a pivotal enabler for im-
proving road safety and transportation efficiency
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[78], with vehicular ad-hoc networks (VANETS)
emerging as a key supporting technology that un-
derpins autonomous vehicle operations, enhances
traffic safety, alleviates congestion, and supports
passenger-oriented infotainment services [79].

Building on these foundational applications, re-
cent research has shifted toward integrating next-
generation wireless technologies into V2I commu-
nication frameworks. The advent of 5G has accel-
erated the convergence of cellular technologies with
vehicular networks. To meet the growing resource
demands of emerging ITS applications, fog and
edge computing architectures have been deployed
alongside traditional cloud infrastructures. Within
this framework, 5G supports Cellular Vehicle-to-
Everything (C-V2X) technology, which extends
V2X communication into cellular networks as an
alternative to dedicated short-range communica-
tions [80]. As an advanced wireless paradigm, C-
V2X enables seamless connectivity among vehi-
cles, infrastructure, and pedestrians [81], and has
become a cornerstone for enhancing road safety, ef-
ficiency, and autonomous driving. Recent studies
highlight uplink optimization in 5G OFDMA-based
C-V2X systems, where joint spectrum—power allo-
cation with link adaptation has been proposed to
address the challenge of resource sharing between
V2V and V2I users [82].

While architectural advances significantly im-
prove communication efficiency, they also intro-
duce new challenges in data protection. The ex-
change of sensitive vehicular data through V2I net-
works necessitates robust authentication protocols
to mitigate fraudulent activities and security risks
[83], motivating the development of enhanced tech-
niques to address existing vulnerabilities [84, 85,
86]. As CAVs become more deeply integrated into
ITS, security and privacy concerns, particularly at
the V2X application layer, have gained prominence
[87]. To address these challenges, innovative ap-
proaches such as Quantum Key Distribution (QKD)
have been introduced into V2I networks, demon-
strating potential for significantly enhancing both
security and communication efficiency [88]. Col-
lectively, these advancements underscore the crit-
ical role of interdisciplinary research in overcom-
ing implementation challenges and enabling secure
large-scale deployment in complex real-world envi-
ronments.

In summary, research on V2I communication
spans signal optimization, network architecture,
and security mechanisms. These advancements not
only reinforce the role of V2I as a cornerstone of
cooperative ITS, but also highlight the need for con-
tinued efforts to integrate VANET-based algorithms
with next-generation cellular frameworks for scal-
able and secure real-world deployment. Although
V2I improves road awareness and energy efficiency,
the growing scale of connected vehicles generates
unprecedented volumes of data. This trend high-
lights the need for integrated cloud—edge V2X con-
trol frameworks capable of balancing centralized
processing with distributed intelligence to ensure
real-time responsiveness.

3.3 The V2X architecture based on
cloud-edge integrated control

V2X technology enables the integration of
multi-source information from vehicles, infrastruc-
ture, and pedestrians to optimize traffic flow and
improve energy efficiency. As an emerging branch
of wireless communications, V2X has attracted
growing attention from academia, the automotive
industry, and the telecommunications sector [89].
Nevertheless, maintaining robust connectivity re-
mains challenging due to high transceiver mobility
and rapid channel fading variations, which necessi-
tate advanced solutions for reliable communication
[90]. Chen et al. [91] provided a comprehensive
overview of C-V2X, outlining its requirements, ar-
chitecture, enabling technologies, and standardiza-
tion roadmap, with particular emphasis on the evo-
lution from LTE-V2X to NR-V2X. Recognized as
a cornerstone of ITS, C-V2X supports diverse ap-
plications, including traffic efficiency improvement,
road safety enhancement, accident prevention, and
the deployment of autonomous and connected vehi-
cles [92, 93, 94].

Building on this foundation, recent advance-
ments in cooperative communication are enabling
transformative paradigms for autonomous driving
[95]. Earlier vehicular networks relied on static
communication schemes that did not account for
traffic load variations across V2X links [96, 97].
In contrast, 5G-enabled V2X introduces high-
bandwidth, low-latency, and ultra-reliable commu-
nication links that can efficiently transmit sensor-
derived and safety-critical data, thereby supporting
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intelligent mobility and fully autonomous driving
[98]. These improvements also fuel the growth of
the V2X market. At the same time, the antici-
pated data explosion accompanying large-scale 5G
deployments underscores the need for edge com-
puting, complemented by advanced learning mod-
els to support real-time decision-making in highly
dynamic environments.

Supporting tools and resources further acceler-
ate the development of V2X technologies. Gyawali
et al. [99] systematically examined the challenges
and solutions of cellular-based V2X communica-
tions, with particular emphasis on LTE and 5G tech-
nologies and their operational requirements. Com-
plementing this, garcia et al. [100] presented a
detailed tutorial on 5G NR V2X, covering 3GPP
Release 16 standards with discussions on physi-
cal layer design, resource allocation, quality-of-
service management, and coexistence with LTE
V2X. In parallel, yu et al. [101] introduced the
DAIR-V2X dataset, a large-scale collection for ve-
hicle—infrastructure cooperative 3D object detec-
tion, incorporating LiDAR and camera frames with
3D annotations and proposing a late-fusion frame-
work for VIC3D tasks. Finally, channel coding re-
mains a fundamental enabler in wireless communi-
cation, ensuring transmission quality, a factor par-
ticularly critical for applications requiring ultra-low
latency and minimal bit error rates [102].

However, the massive data exchange required
by cloud—edge V2X frameworks raises significant
privacy and security concerns. To address these
issues, researchers have turned to FL as a decen-
tralized paradigm that enables collaborative model
training without compromising raw data privacy.

4 Strategy

4.1 Energy Efficiency Optimization in Co-
operative Driving

Although energy efficiency is not the pri-
mary design objective of CAVs, a substantial
body of research has demonstrated that automa-
tion can significantly influence energy consump-
tion and carbon emissions through multiple mech-
anisms. Wadud et al. [103] identified eight prin-
cipal pathways through which automation impacts
energy outcomes, including congestion mitigation,

eco-driving optimization, vehicle platooning, speed
harmonization, powertrain efficiency enhancement,
improvements in collision avoidance technologies,
lightweighting, and functional integration. Their
analysis suggests that, under favorable conditions,
automation has considerable potential to improve
overall energy efficiency and reduce greenhouse gas
emissions.

Within this context, cooperative driving has
emerged as a promising system-level approach to
further enhance efficiency by enabling real-time
exchange of critical parameters, such as position,
velocity, and driving intentions, among vehicles
and infrastructure. Unlike single-vehicle optimiza-
tion, cooperative driving coordinates the behavior
of multiple participants, thereby reducing unnec-
essary accelerations, braking, and idling. Empiri-
cal studies have reported measurable benefits, with
energy savings ranging between 3% and 20% de-
pending on adoption rates, deployment conditions,
and control strategies [104]. These advantages are
particularly pronounced in urban traffic environ-
ments with high density, where stop-and-go driv-
ing dominates energy consumption, making coop-
erative driving especially relevant for electric vehi-
cles.

4.2 Reinforcement Learning-Based Coop-
erative Driving Algorithms

Recent advancements in ITS have highlighted
the role of multi-agent reinforcement learning
(MARL) as an innovative framework for coop-
erative driving. For example, MARL-based co-
operative adaptive cruise control systems dynam-
ically allocate communication bandwidth to im-
prove platoon stability while enhancing energy uti-
lization [105]. This line of research has further
evolved toward mixed-traffic environments, where
decision-making frameworks integrate safety con-
straints with fuel economy objectives to manage un-
predictable lane-changing behaviors. By employ-
ing dynamic trajectory planning, these frameworks
achieve coordinated optimization of both fleet mo-
tion consistency and overall energy consumption
[106]. Complementing these efforts, V2X com-
munication has revitalized eco-driving strategies
by enhancing intent recognition among traffic par-
ticipants, enabling connected autonomous vehicles
to establish multidimensional information networks
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that support optimal trajectory planning balancing
safety and efficiency [107].

The energy-saving potential of cooperative
driving is particularly evident in highway and ur-
ban scenarios. On highways, integrated optimiza-
tion strategies that combine Eco-Cruise control with
dynamic Eco-Lane selection have been shown to re-
duce fuel consumption under uninterrupted traffic
flow conditions [108]. In urban areas, especially
at signalized intersections—critical hotspots of en-
ergy waste—distributed coordination-based deci-
sion models have demonstrated superior perfor-
mance over centralized approaches. Comparative
analyses across metrics such as travel time, fuel
consumption, and computational efficiency indicate
that distributed coordination not only improves en-
ergy utilization but also ensures fairness among
participants under complex geometric conditions
[109].

Collectively, these research outcomes establish
a multi-level cooperative driving framework that
spans from microscopic vehicle-level control to
macroscopic traffic flow optimization. By integrat-
ing MARL algorithms with vehicular networking
and eco-driving strategies, cooperative driving sys-
tems can simultaneously advance safety and en-
ergy efficiency, paving the way for scalable deploy-
ment in ITS. The cooperative control and energy-
efficiency strategies discussed in Sections 4 are
summarized in Table 4, which compares their appli-
cation scenarios, underlying mechanisms, and ef-
fects on safety and energy use.

4.3 Federated learning-based collabora-
tive control

The rapid deployment of V2X communication
systems introduces critical challenges related to
data security and privacy, particularly in ensuring
the integrity and confidentiality of vehicular data
sharing at the application layer [98]. Conventional
security frameworks such as the zero-trust model
have been proposed to mitigate cybersecurity risks
in vehicular ad-hoc networks, offering robust pro-
tection against unauthorized access [87]. However,
as cooperative driving increasingly depends on
large-scale data exchange and real-time decision-
making, machine learning—driven approaches, most
notably federated learning, are emerging as com-
plementary solutions to achieve both collaborative

control and privacy preservation.

FL has recently emerged as a transformative
paradigm for addressing these challenges in coop-
erative driving systems [112]. As a decentralized
methodology, FL enables connected vehicles to col-
laboratively train models without exchanging raw
data [113, 114]. Instead, local models are trained
on individual devices, and only parameter updates
are shared with a central server or peer nodes for ag-
gregation [115]. This aggregation process, typically
realized through weighted averaging or advanced
optimization algorithms, constructs a global model
while preventing exposure of raw data or individual
model details [116, 117]. Even if updates are inter-
cepted, the structure of the aggregated model resists
reverse engineering, thus providing strong privacy
guarantees while continuously improving collabo-
rative decision-making.

Compared with traditional centralized ap-
proaches that remain vulnerable to privacy
breaches, FL’s decentralized architecture enables
secure inter-vehicle collaboration while maintain-
ing local data confidentiality [118]. Moreover,
the integration of differential privacy mechanisms
can further enhance security by injecting cali-
brated noise into model updates, thereby provid-
ing mathematical guarantees against inference at-
tacks [119, 120]. Such enhancements ensure that
even with access to update streams, adversaries
cannot reconstruct sensitive driving behaviors or
user-specific information. These advances position
FL as a promising enabler of scalable, privacy-
preserving collaborative control in ITS.

In practical autonomous driving systems, FL
faces several critical engineering challenges related
to data heterogeneity, communication efficiency,
hardware resource imbalance, and system security.
Due to differences in regional environments, driv-
ing behaviors, and traffic conditions, local vehicu-
lar datasets are typically non-I1ID, which may sig-
nificantly affect the convergence and generalization
performance of conventional FL algorithms such
as FedAvg[121]. To address this issue, representa-
tive methods including FedProx, SCAFFOLD, and
FedMA introduce proximal regularization, control
variates, and layer-wise parameter matching strate-
gies to improve aggregation robustness under het-
erogeneous data distributions.

In V2X vehicular networks, communication
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Table 4. Cooperative control and energy efficiency strategies across V2V, V2I, V2X and learning-based

frameworks
Strategy Scenario Mechanism Energy and safety ef- Improvement
fects
V2V  cooperative Highway Exchange of speed and Higher stability, 24.6%
control with CACC traffic and position; multi-agent smoother driving, re- energy re-
and platooning  platoons coordination; resource duced fuel and energy duction
[110, 65] allocation over 5G and use

6G

V2I eco-approach Urban roads Speed planning Fewer stops, less 5% fuel and
and green wave with inter- guided by traffic idling, lower energy 4% CO2 re-
control [76] sections signals; optimization use, shorter travel time duction

with dynamic pro-

gramming or model

predictive control
V2X cloud-edge Dense urban Integration of cellular Real-time coordina- 0.02-153.6
cooperative control traffic communication, edge tion, improved safety ms latency
[89] computing and cloud and efficiency, high

coordination scalability
Multi-agent rein- Mixed high- Joint lane, speed and Consistent fleet behav- Energy sav-
forcement learning way and ur- spacing decisions un- ior, measurable energy ings up to
based eco-driving ban traffic der safety constraints  savings 37.11% in
[111] flat
Distributed  ver- Urban traffic Decentralized negoti- Distributed methods Energy sav-
sus centralized grids ation among vehicles achieve higher com- ings is up to
intersection man- versus centralized putational efficiency 5.8%
agement [105] scheduling by infras- with comparable

tructure

travel time and energy
savings
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bandwidth limitations and unstable wireless con-
nections further increase the difficulty of real-
time collaborative learning. To reduce commu-
nication overhead, gradient sparsification and se-
lective parameter transmission strategies are com-
monly adopted to decrease the amount of uploaded
model information while maintaining model accu-
racy. In addition, heterogeneous onboard comput-
ing resources may lead to straggler problems, where
vehicles equipped with weaker GPUs or NPUs slow
down global model synchronization[122]. Recent
studies therefore explore adaptive client selection
and asynchronous federated learning mechanisms
to improve training efficiency under heterogeneous
vehicular hardware conditions.

4.4 Security algorithms for cooperative
driving environments

In cooperative driving environments, data secu-
rity is a critical requirement, extending beyond pri-
vacy preservation to ensuring the integrity and au-
thenticity of shared information. To safeguard fed-
erated learning systems against malicious manipu-
lation, model update verification mechanisms have
been introduced, where central servers employ sta-
tistical analysis and anomaly detection to validate
uploaded updates before aggregation [120]. Secure
Multi-Party Computation further enhances confi-
dentiality by enabling collaborative model training
without revealing sensitive local data, even in the
presence of potentially compromised participants.

To address the trade-off between privacy pro-
tection and model performance, several innovative
frameworks have been proposed. The PPA-FL al-
gorithm, for instance, combines homomorphic en-
cryption with differential privacy and introduces a
dynamic noise adjustment mechanism that adapts to
dataset characteristics and varying privacy require-
ments [31]. This approach provides flexible pro-
tection while maintaining model utility [18]. Simi-
larly, the use of partially blind signatures has been
explored to preserve client anonymity during model
training. By restricting each client to a single au-
thenticated update per round and employing cryp-
tographic signatures, this method strengthens data
integrity and prevents tampering in multi-hop com-
munication scenarios.

These advances collectively highlight the cen-
tral role of data security in enabling reliable fed-

erated learning for cooperative driving [123, 124].
By integrating encryption, anonymization, and ver-
ification mechanisms, recent studies demonstrate
the feasibility of achieving strong privacy guar-
antees while maintaining system scalability and
efficiency [125, 126, 127]. Nevertheless, future
research must further explore lightweight crypto-
graphic techniques and adaptive security frame-
works to ensure that federated learning can be se-
curely deployed in large-scale real-world ITS [128,
129, 130].

4.5 Intrinsic conflict and synergy

Although the integration of risk perception and
energy-efficiency optimization has considerable po-
tential, their relationship is not a simple linear su-
perposition. Rather, it constitutes a typical multi-
objective optimization problem. In complex and
dynamic traffic flows, there are pronounced intrin-
sic conflicts and trade-offs between safety and en-
ergy efficiency. Extreme energy-saving strategies
often require vehicles to reduce aerodynamic drag
by shortening the following distance, which directly
compresses safety margins and increases the risk of
rear-end collisions. In dynamic trade-off scenarios,
energy-efficient control algorithms tend to maintain
constant speeds or smooth acceleration profiles to
reduce braking-related energy losses[105]. How-
ever, when facing potential collision risks, the sys-
tem must execute abrupt deceleration or steering
maneuvers. Such emergency actions, although nec-
essary to maximize safety, are often achieved at the
expense of instantaneous energy efficiency.

Research on the intrinsic conflicts and syner-
gies between safety and energy efficiency in au-
tonomous driving remains relatively limited. Ex-
isting methods for addressing this multi-objective
integration can be broadly categorized into two ap-
proaches. First, weight allocation methods balance
safety-related terms and energy-consumption terms
by assigning different weighting coefficients in the
reward function of deep reinforcement learning or
the cost function of model predictive control. For
example, the weight assigned to energy efficiency
can be increased under low traffic-density condi-
tions, whereas the safety weight can be dynamically
raised when high-risk behaviors are detected. Sec-
ond, constrained optimization methods treat safety
as a hard constraint and energy efficiency as the op-
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timization objective. This means that the system
first defines a safety-feasible region and then seeks
the trajectory with the lowest energy consumption
within this feasible region, provided that no safety
boundary is violated.

5 Discussion

The primary challenges and prospective re-
search directions in this domain are summarized
as follows, which highlights critical obstacles in-
cluding multimodal perception under occlusion,
human-machine collaboration in dynamic envi-
ronments, high-precision positioning, and the es-
tablishment of standardized cooperative protocols.
Addressing these challenges will require interdis-
ciplinary innovation and coordinated infrastructure
development to enable safe, efficient, and scalable
deployment of cooperative autonomous driving sys-
tems. Table 5 provides a textual summary of the
challenges and future directions outlined in this sec-
tion, highlighting key open issues for risk-aware
and energy-efficient cooperative driving.

5.1 Question 1: How to integrate risk per-
ception and energy efficiency?

While research on integrating risk perception
with energy optimization in autonomous driving is
still in its early stages, this area holds consider-
able potential for improving both safety and effi-
ciency. How can such models enable real-time haz-
ard identification while simultaneously minimiz-
ing abrupt acceleration and braking, contributing
to better driving safety, increased vehicle range,
and improved ride comfort? A dual-driven frame-
work could provide a comprehensive approach to
decision-making that balances safety, energy con-
servation, and operational efficiency, while also im-
proving the predictive accuracy of the behaviors of
surrounding road users.

For example, how does a socially adaptive,
safety-sensitive trajectory planning framework, like
the one proposed by wang et al. [131], which
incorporates human driver intentions via an ego-
vehicle—centric risk field model, address uncertain-
ties in mixed traffic at complex intersections? Ad-
ditionally, how does the analysis of drivers’ hazard
perception on takeover performance, as explored

by weng et al. [132], contribute to identifying
drivers who may need targeted training in Level
3 autonomous driving? These examples highlight
the integration of risk-aware decision-making with
energy-efficient control and emphasize the impor-
tance of human-centered considerations in ensuring
safe and sustainable autonomous driving systems.

5.2 Question 2: How to build multimodal
fusion perception in autonomous driv-
ing?

Future research should focus on optimizing
the integration of multimodal information from Li-
DAR, vision, and V2X communications, particu-
larly in improving perception accuracy and robust-
ness under challenging conditions such as adverse
weather and occlusion. Under adverse conditions,
particularly rain, snow, fog, and nighttime environ-
ments, the perception performance of autonomous
driving systems can deteriorate substantially, pos-
ing serious threats to the safety of risk perception
in autonomous driving. LiDAR generates high-
precision three-dimensional point clouds by emit-
ting laser beams and measuring the time of re-
flected signals. However, under adverse weather
conditions such as rain, fog, and snow, laser beams
are subject to absorption, scattering, and refraction
by atmospheric particles, including raindrops, fog
droplets, and snowflakes [133]. These effects can
make point cloud data sparse and noisy, and may
even lead to false points or missed detections[134].

Cameras, as another core sensor in autonomous
driving systems, also suffer from severe im-
age degradation under adverse weather conditions
[135]. Raindrops adhering to the lens may form
water films or droplets, resulting in image blur, dis-
tortion, and reduced contrast. Fog can introduce
light scattering, color distortion, and contrast atten-
uation, thereby reducing visibility and making ob-
ject recognition more difficult [136, 137]. Although
radar exhibits superior penetration capability com-
pared with optical sensors, its relatively low reso-
lution limits its ability to provide fine-grained ob-
ject shapes and semantic information [138]. More-
over, under wet snow or heavy rainfall conditions,
radar measurements may also be affected by clut-
ter caused by scattering from water droplets or
snowflakes, leading to false targets or measurement
errors[139].
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Table 5. Challenges, directions, and open issues for risk-aware and energy-efficient cooperative driving

Challenge

Directions

Open issues

Perception under occlu-
sion and adverse weather
[40]

Multimodal fusion, uncertainty-
aware models, 3D occupancy
grids

Online calibration, embedded latency,
spatiotemporal uncertainty

Human—machine collabo-
ration and trust [39]

Intent communication, AR-based
awareness, personalized risk
models

Trust evaluation, standardized interac-
tion, takeover assessment

V2X reliability, security
and privacy [65]

5G/NR-V2X QoS, Zero-Trust,
quantum key distribution, feder-
ated learning with privacy protec-
tion

Lightweight cryptography, adversarial
robustness, availability under mobility

High-precision position-
ing and shared perception
[76, 70]

Centimeter-level localization,
infrastructure-supported percep-
tion, abstract message alignment

Heterogeneity alignment, bandwidth
and latency limits, vertical uncertainty

Standardization and scala-

bility [66] interoperability

Unified protocols, cross-industry

Large-scale validation, sim-to-real

transfer, deployment cost

5.3 Question 3: How to optimize human-
machine collaboration under dynamic
environment?

How can comprehensive risk assessment mod-
els, trust management architectures, and dynamic
cooperative control strategies be developed to en-
hance human-machine collaboration, trust, driving
safety, and user comfort? What role will the stan-
dardization of cooperative driving protocols play
in ensuring effective communication, data inter-
operability, and authentication? How can cross-
industry collaboration among automotive manufac-
turers, communication providers, and infrastructure
developers ensure system compatibility, scalability,
and cost-effectiveness, improving traffic efficiency
and reducing congestion and accidents?

Regarding dynamic environmental adaptation,
how can autonomous driving systems address chal-
lenges in high-speed and complex urban environ-
ments [140], especially with variations in V2X net-
work topology and channel characteristics? What
adaptive algorithms and resilient communication
mechanisms should future V2X protocols incor-
porate to maintain robust connectivity? How can
mode-selection strategies and adaptive transmis-
sion mechanisms address vulnerabilities in high-
frequency bands, and how can service offloading

and optimized frame structures track fast-varying
channels while balancing accuracy with overhead
constraints?

5.4 Question 4: How to use high-precision
positioning to enhance risk percep-
tion?

Future advancements in autonomous driving
risk perception are expected to rely on improve-
ments in high-precision positioning and sensing
technologies. How can enhanced vehicle and
infrastructure positioning accuracy, coupled with
V2X-enabled shared perception, extend the opera-
tional perception range of autonomous vehicles? In
particular, how can this integration enable proactive
acquisition of road conditions, traffic signal states,
and surrounding vehicle trajectories for timely and
reliable decision-making to mitigate potential risks?

For example, how can centimeter-level posi-
tioning accuracy in complex urban environments
support precise ego-localization, while V2X com-
munication enables real-time perception data ex-
change from nearby vehicles and infrastructure?
How can these capabilities ensure comprehensive
situational awareness, especially under occlusion or
blind-spot conditions, thus improving driving safety
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and system robustness? What strategies can address
challenges such as data heterogeneity, latency, and
bandwidth limitations?

5.5 Question 5: How to overcome deploy-
ment barriers and bridge theory and
practice?

Risk perception and cooperative driving sys-
tems in autonomous driving require stringent real-
time performance. State-of-the-art models, partic-
ularly HGNNs and DRL, often involve high com-
putational complexity. Although effective on high-
performance servers, these models remain difficult
to deploy on resource-constrained in-vehicle plat-
forms, such as NVIDIA Orin or Huawei MDC,
due to limitations in memory bandwidth, com-
puting capacity, and thermal design[141]. There-
fore, lightweight deployment through model prun-
ing, quantization, and knowledge distillation is es-
sential for embedded implementation without com-
promising perception accuracy or safety.

In  cooperative  driving, the  percep-
tion—decision—execution loop must be completed
within millisecond-level control cycles, typically
below 100 ms at high speeds[142]. However, mul-
timodal fusion, multi-agent decision-making, V2X
network jitter, and packet loss can introduce non-
negligible latency. At 120 km/h, a 100 ms delay
corresponds to approximately 3.3 m of uncontrolled
travel, which may critically affect collision avoid-
ance. Thus, low-latency asynchronous computing
architectures and fail-safe degradation strategies
under communication interruption are necessary
for real-world deployment.

The energy consumption of the computing
platform is another key barrier. Although co-
operative driving algorithms can reduce trac-
tion energy through trajectory optimization, the
high-performance processors required to execute
these algorithms may consume substantial power,
directly reducing the driving range of elec-
tric vehicles. Future research should evaluate
vehicle-level energy efficiency by jointly consid-
ering both algorithm-induced energy savings and
computation-related energy costs.

Conclusion

The concurrent optimization of energy utiliza-
tion in autonomous vehicles and risk perception in
autonomous driving represents a critical frontier in
current research. This review systematically ex-
amines the role of risk-aware cooperative driving
technologies in enhancing the energy efficiency of
autonomous vehicles, and introduces a conceptual
cross-domain framework that integrates risk per-
ception, cooperative driving, and energy optimiza-
tion. Specifically, the paper outlines the core archi-
tecture of cooperative driving technologies, includ-
ing V2V, V2I, and V2X communication paradigms,
and analyzes their dynamic impacts in mixed traffic
flows, with particular emphasis on communication
reliability and data privacy as prerequisites for prac-
tical deployment.

Subsequently, the review highlights advances in
risk perception technologies, focusing on decision-
making models based on DRL, imitation learning,
and hierarchical hybrid methods. Approaches such
as dynamic risk field modeling and heterogeneous
graph learning are shown to significantly improve
protection for VRUs in complex traffic environ-
ments. The discussion further extends to the quanti-
tative evaluation of energy efficiency gains enabled
by cooperative driving, demonstrating that vehic-
ular information sharing and global optimization
strategies can substantially reduce energy consump-
tion. In urban scenarios, strategies such as green
wave coordination and platoon control mitigate en-
ergy losses caused by abrupt acceleration and fre-
quent braking.

Finally, this review identifies key future direc-
tions, including the development of unified frame-
works for safety—efficiency co-optimization, scal-
able learning models for mixed traffic, and robust
validation platforms that combine large-scale sim-
ulations with real-world testing. These directions
highlight the transformative potential of integrating
risk perception with cooperative driving to support
sustainable ITS..
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