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Abstract

Since the proposal of the blockchain, its application scenarios have been continuously
expanded. However, the anonymity feature of the blockchain has hindered market reg-
ulation, leading to numerous illegal activities such as phishing fraud, which has now
become a serious type of crime. Currently, most phishing fraud detection technologies on
blockchain platforms use transaction data to construct basic raw transaction graphs and
then use neural network methods to mine key information. This study proposes a graph
gated recurrent neural network (GGRNN) model that fully integrates temporal and spa-
tial information, effectively utilizing time-related information in the transaction graph. It
first takes an account as the center node to obtain its second-order transaction data and
then constructs a dynamic transaction graph (DTG). Subsequently, the DTG is fed to the
GGRNN to process the temporal features in a gated recurrent unit (GRU) framework and
introduce graph convolutional network (GCN) operations to fully use the node neigh-
bourhood topology features, obtain the embedded representation of the graph, and then
perform graph classification for phishing node detection. To verify the effectiveness of the
proposed model, it was applied to real-world Ethereum transaction datasets. Numerical
results show that the proposed GGRNN model significantly outperforms state-of-the-art
methods.
Keywords: blockchain, transaction graph, graph neural network, recurrent neural net-
work
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1 Introduction

Since the concept of Bitcoin [1] was proposed
by ”Satoshi Nakamoto”, blockchain technology has
gradually gained recognition for its excellent de-
centralization, distributed storage, traceability, and
data tamper-proof capabilities. The emergence of
Ethereum has marked the maturity of blockchain
technology. For example, Ethereum’s smart con-
tracts are computer programs that automate contract
execution, improving the speed and efficiency of
contract execution. Additionally, because Ethereum
has Turing completeness, its smart contracts have
greater flexibility and scalability. Moreover, the
application scenarios of blockchain technology are
constantly expanding, such as in electronic cur-
rency [2], financial services [3], medical insur-
ance [4], supply chain technology [5], and dis-
tributed storage [6]. According to CoinMarket-
Cap 1, more than 10,000 types of cryptocurrencies
exist worldwide, with a total market value of up to
$1.14 trillion and daily global cryptocurrency trad-
ing volume of up to $30 billion.

Because of the enormous value of blockchain,
countless hackers have been attracted to attack
blockchain platforms to obtain illegal profits. More-
over, because of blockchain anonymity, market reg-
ulation is hindered, leading to a significant increase
in illegal activities such as price manipulation,
phishing fraud, and flash loan attacks on blockchain
financial platforms. Among these, phishing fraud
has become the most serious type of crime on
blockchain platforms, causing incalculable losses to
users and platforms. According to the data com-
piled by SlowMist Hacked2, the loss of only one
type of financial currency, Ethereum, in the year
2022 amounted to more than 528 million US dol-
lars. Therefore, financial security has become a top
priority in the blockchain ecosystem, and effective
phishing node identification methods must be de-
veloped to implement effective market supervision.

Although this issue is crucial, to the best of
our knowledge, research in the field of blockchain
phishing node identification remains relatively
scarce. Existing studies mostly define node identi-
ties based on blockchain transaction account types,
enabling the simultaneous identification of phish-

ing nodes alongside other identities such as min-
ers, exchanges, and ICO wallets. Zhang et al. [7]
proposed the Multi-Channel Graph Classification
(MCGC) model, while Zhou et al. [8] presented
the Ethident model with the Hierarchical Graph
Attention Encoder (HGATE) as its core. Both
models leverage graph neural networks to iden-
tify phishing nodes in transaction graphs, achiev-
ing significant performance improvements over tra-
ditional machine learning methods. Additionally,
Liu et al. [9] integrated Transformer encoders with
convolutional neural networks and introduced the
sparrow search algorithm for hyperparameter opti-
mization, providing a multi-dimensional fusion ap-
proach for feature extraction from graph-structured
data; Ranganatha et al. [10] adopted bidirectional
3D quasi-recurrent neural networks to detect trans-
action fraud, whose modeling logic for temporal
transaction data offers valuable insights for phish-
ing behavior detection.

It is worth noting that security detection re-
search in the Ethereum ecosystem also includes the
important direction of smart contract vulnerability
detection. For instance, Duy et al. [11] combined
graph neural networks (GNNs) with language mod-
els to complete smart contract vulnerability detec-
tion; Muniswamy et al. [12] proposed a two-layer
architecture combining DPoS and deep reinforce-
ment learning, integrating CNNs to detect abnormal
transaction patterns. Wang et al. [13] proposed the
ContractCheck model for fine-grained vulnerability
detection in smart contracts, which extracts fine-
grained code snippets from abstract syntax trees
and function call graphs of smart contract source
code, converts them into semantic token streams,
and generates numerical vector sequences. Such
technologies for semantic parsing of contract code
and multi-modal feature fusion provide useful refer-
ences for mining behavioral features of suspicious
contracts in phishing detection.

In recent years, several advanced models have
further enhanced phishing detection capabilities on
the Ethereum platform. Liu et al. [14] verified that
transaction time density can assist in distinguish-
ing account identities; Sui et al. [15] proposed the
EPAD framework, Wang et al. [16] presented the
PDTGA method, and Chen et al. [17] developed

1https://coinmarketcap.com/
2https://hacked.slowmist.io/
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the DA-HGNN model. These models address key
challenges in phishing detection—including struc-
tural capture, dynamic modeling, and class imbal-
ance—through graph contrastive learning, tempo-
ral graph attention mechanisms, and the integra-
tion of data augmentation with hybrid graph neural
networks, respectively. Furthermore, the Tempo-
ral Transaction Subgraph Network (T-TSGN) pro-
posed in [18] is used for reconstructing transac-
tion graphs; Li et al. [19] integrated spatiotempo-
ral dimension information to predict unknown node
identities. These technologies all provide effective
support for the accurate identification of phishing
nodes.

Existing models still have much room for im-
provement. An important point is that temporal in-
formation is not fully utilized. Most existing works
either do not use time information or extract time
features that are too simple. In blockchain plat-
forms, transactions among nodes have a tempo-
ral order, and the temporal information reflects the
complex reality of the transaction network, without
which a large amount of transaction-flow informa-
tion is lost. A second point is that existing works
handle temporal features at the model level rela-
tively superficially, as most of them simply input
the outputs of graph neural networks or recurrent
neural networks to another model, achieving a sim-
ple concatenation of two models.

To address these two issues, this study pro-
poses the graph gated recurrent neural network
(GGRNN) model to inference the identity of trans-
action nodes on blockchain platforms. Initially,
by splitting the transaction data in the Ethereum
network into several temporal partitions, dynamic
transaction graphs (DTGs) are constructed, which
capture the temporal features of the entire transac-
tion graph and improve the utilization of raw trans-
action data. Moreover, we designed an end-to-end
GGRNN model that deeply integrates graph convo-
lutional network (GCN) [20] with gated recurrent
unit (GRU) networks [21] by defining the gated unit
as a graph convolution operation. It uses the GRU
as a framework to capture the temporal informa-
tion of long-term dependencies [22] and uses the
GCN model to compute candidate states, which can
extract the topological feature of the graph data at
each time step. Hence, the model comprehensively
extracts temporal and spatial features and their deep

integration. The main contributions of this study are
summarized as follows:

– To fully utilize temporal transaction informa-
tion, a DTG is constructed by dividing the trans-
action data into temporal partitions.

– The GGRNN model is proposed by deeply inte-
grating GCN and GRU networks to better cap-
ture temporal and spatial features.

– Extensive experiments on a real-world Ethereum
phishing fraud dataset are conducted, and
the results demonstrate that the proposed
GGRNN model outperforms existing state-of-
the-art (SOTA) methods.

The remainder of this paper is organized as fol-
lows. Section 2 reviews related work. Section 3
presents detailed designs of the GGRNN. Section 4
explains the experiments conducted and results, and
Section 5 concludes the paper.

2 Related Works

2.1 Blockchain

Bitcoin emerged in 2008 and was proposed
by an anonymous person or organization known
as ”Satoshi Nakamoto” [1]. Its appearance is
the premise for the flourishing development of
blockchain technology. As one of the most pop-
ular technologies today, blockchain has excellent
capabilities in distributed storage, traceability, and
data tamper-resistance. Blockchain decentraliza-
tion means that all nodes in the entire blockchain
platform jointly manage and control the entire plat-
form, unlike traditional centralized management
conducted by a specific node. In such a distributed
network, all nodes must reach a consensus on trans-
action records and state updates. The consen-
sus mechanism is an important component of the
blockchain. In addition, because each node in the
blockchain can view and verify transaction records
and state updates on the network, network trans-
parency and fairness are ensured.

The emergence of Ethereum further enhanced
the performance of blockchain platforms. The
most prominent features are Turing completeness
and smart contracts. Ethereum smart contracts are
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computer programs that can be automatically exe-
cuted when required and used for managing dig-
ital assets, voting, insurance, and other scenarios.
Compared with traditional contracts, smart con-
tracts significantly improved the efficiency of con-
tract execution. In addition, Ethereum’s Turing
completeness means that the platforms can handle
any computable problem in computer science, mak-
ing Ethereum’s smart contracts more flexible and
scalable.

2.2 Graph Learning

Unlike traditional data types, graph data have
a non-Euclidean structure and are difficult to pro-
cess using traditional methods. This leads to graph
learning, which aims to learn complex relation-
ships among nodes and the topological structure
of graphs. Existing mainstream graph learning
methods include graph embedding methods and
graph neural networks. First, using graph embed-
ding methods, Perozzi et al. generated paths from
graph topology through random walks and then
used the obtained paths as inputs to a skip-gram
model to train node feature representations [23].
Grover et al. used random walks to embed graphs;
however, this method could selectively bias the
sequences obtained based on the parameter set-
tings [24]. Narayanan et al. used rooted subgraphs
comprising nodes and their neighbors and then used
the skip-gram method to transform graph data into
graph feature vector representations [25]. Tang et
al. defined and calculated the first- and second-
order proximities between nodes, representing the
direct and indirect adjacent relationships between
nodes, respectively, and maximized the proximity
between nodes to generate their vector representa-
tions [26].

The history of graph neural networks can be
traced back to 1997 when Sperduti et al. first ap-
plied neural networks to directed acyclic graphs and
began exploring graph neural networks [27]. The
main goal of graph convolutional neural networks
is to apply convolution operations to graph data us-
ing a mapping function to aggregate the informa-
tion contained in the nodes of the graph and their
neighboring nodes to generate a new representation
of the node. Initially, graph convolutional networks
were primarily based on spectral models, which
were mostly supported by graph signal processing
methods, and different models were designed by

constructing graph signal filters. However, these
methods generally suffer from the computational
cost increasing with the scale of the graph and poor
flexibility. After continuous improvements of graph
convolutional neural networks [28, 29, 30], Kipf
et al. simplified the Chebyshev polynomial fit-
ting convolution kernel method to a lower compu-
tational complexity method [20], greatly improving
the computational efficiency. Moreover, the method
proposed in this study can explain graph convolu-
tional neural networks from both the spectral and
spatial domains, significantly enhancing the perfor-
mance of graph convolutional neural networks in
practical applications.

2.3 Dynamic Graph Neural Networks

In many practical applications, graph data are
dynamic, meaning that the shape and structure of
the graph and the information contained within it
are not fixed but change over time. Therefore, new
network structures must be designed to capture the
dynamic information of these graphs.

Li et al. proposed the diffusion convolutional
recurrent neural network (DCRNN), which first
uses a bidirectional graph random walk method
to extract spatial features and then uses a GRU
framework to capture temporal dynamics [31]. Yu
et al. proposed the spatio-temporal graph con-
volutional networks (STGCN), which consists of
two spatiotemporal convolution modules (ST-Conv
Block) and a fully connected output layer. Each
ST-Conv Block includes a spatial graph convolu-
tion layer between two temporal gated convolution
layers. The output layer outputs the final embed-
ding expression [32]. Guo et al. proposed the at-
tention based spatial-temporal graph convolutional
network (ASTGCN) model, which uses spatiotem-
poral attention mechanisms to model dynamic spa-
tiotemporal dependencies in traffic data and effec-
tively extracts complex spatial correlations between
different locations and dynamic temporal correla-
tions between different times [33]. Song et al. pro-
posed the spatial-temporal synchronous graph con-
volutional networks (STSGCN), which first con-
verts the input features to a higher-dimensional
space through the input layer and then repeats this
operation to capture local spatiotemporal correla-
tions in dynamic graphs [34]. Bai et al. pro-
posed a method called spatial-temporal graph to se-
quence (STG2seq), which achieves multistep pre-
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diction using both a long- and short-term encoder
and models time dependencies using an attention
mechanism [35]. Wu et al. proposed Graph
WaveNet, which performs well in processing longer
sequences by exponentially increasing the receptive
field with an increase in the number of layers [36].
Pareja et al. proposed the evolving graph convo-
lutional networks (EvolveGCN) method, which ag-
gregates information using gated recurrent units and
long short-term memory recurrent neural networks
in the time dimension and then uses the obtained
feature matrix as the training parameter matrix of
the graph convolutional neural network to aggre-
gate information on the topological structure of the
graph, resulting in two models [37]. Li et al. encap-
sulated EvolveGCN into a module and added a con-
volution module in the time dimension to simulta-
neously extract the structural and temporal dynam-
ics of the dynamic temporal graphs [38].

These models fail to fully tap into the deep po-
tential of temporal information. In most cases, the
handling of temporal features is relatively superfi-
cial—typically treated merely as part of the input
data, without extracting the complex patterns em-
bedded in the temporal dimension through more
advanced mechanisms. Such models may only
adopt simple linear processing or static time slic-
ing methods, overlooking nonlinear relationships,
cyclical fluctuations, or the impact of sudden events
in time series. Consequently, while these mod-
els can capture historical trends reasonably well
in long-term prediction tasks, they perform poorly
in fine-tuning temporal dynamic changes, handling
short-term disturbances, or responding to sudden
events—especially when compared to models that
deeply integrate temporal information, there exists
a significant performance gap. To address these
limitations, this study extracts the complex pat-
terns inherent in the temporal dimension of data
by designing and constructing a Dynamic Transac-
tion Graph (DTG), thereby deeply mining nonlin-
ear dependencies and cyclical patterns within the
temporal dimension. Additionally, by processing
temporal features under the Gated Recurrent Unit
(GRU) framework and introducing Graph Convo-
lutional Network (GCN) operations to fully lever-
age the topological features of node neighborhoods,
the proposed model enhances adaptability to sud-
den disturbances and dynamic topological changes.

3 Methodology

3.1 Problem Description

The study aims to recognize phishing accounts
in Ethereum. The raw data obtained are transactions
between different accounts with amounts and times-
tamps. By treating account addresses as nodes in
the graph and transactions as connections between
nodes, the problem can be defined as a graph node
classification problem.

Definition 1: Dynamic Transaction Graph
(DTG)

Let V = {vi | i = 1,2, . . . ,n} be a set of account
nodes in Ethereum and E = {epq | p,q ∈ V} be the
transaction set with timestamps, where epq is the
edge between accounts p and q, referring to the
transactions between them. Then, all transactions
are evenly divided into T time slices according to
the number of transactions. The DTG on V and E
can be defined as

GGG = {Gt}= {(V,Et ,Xt)}, t = 1,2, . . . ,T, (1)

where Et is the transaction set in the t-th time clip,
and Xt ∈ Rd×n is the feature matrix in the t-th time
slice.

To fully use the neighborhood information, a
DTG is constructed for each account by extracting
its two-order neighbors and all transactions among
them. Let GGG = {Gadd , add ∈ VDataset} be the DTG
set of two order neighbors, where add represents
the address of a node and VDataset is the set of tar-
get account nodes in the dataset and |VDataset| = N,
and YYY = {yadd , add ∈VDataset} be the label set, with
yadd = 1 indicating that the account add is a phish-
ing account and yadd = 0 indicating that the account
add is normal. This study aims to learn a mapping
function FFF : f (GGG)→YYY by minimizing the loss func-
tion

L(G) = ∑
add∈VDataset

( f (Gaaadddddd)−yaaadddddd)
2 . (2)

The following subsections describe the con-
struction of the DTG and method framework.

3.2 Construction of the Dynamic Transac-
tion Graph

Our method represents each account node using
a DTG constructed from its two-order transaction
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Figure 1. Construction of the dynamic transaction graph: (a) the raw transaction dataset, organized
according to the account addresses; (b) the transaction data of each account address in the raw dataset is

expanded to a two-order transaction dataset, arranged in chronological order; (c) the transaction data of (b)
is split into temporal slices; (d) the dynamic transaction graph is constructed from the series of temporal

slices in (c).

data. The DTG includes rich temporal information,
which can improve the performance compared with
methods that do not utilize temporal features. Fig-
ure 1 illustrates the construction process.

A piece of raw transaction data can be repre-
sented as a quarter tuple

qt = (add from, add to, amount, timestamp),

whose elements are the source address, destina-
tion address, transaction amount, and timestamp,
respectively. They are organized according to the
address, that is, each address add corresponds to a
quarter tuple dataset QT1add (Figure 1(a)).

QT1add = {qtk |qtk .add from = add

∥ qtk .add to = add} (3)

To leverage the neighborhood information, the
quarter tuple dataset QT1add is expanded to a two-
order transaction dataset (Figure 1(b)):

QT2add =
∪

k∈QT1add .ADD

QT1k (4)

where QT1add .ADD is the address set affiliated with
the quarter tuples in QT1add :

QT1add .ADD = {add | add = qtk .add from

∥ add = qtk .add to, ∀qtk ∈ QT1add} (5)

Then, for each two-order transaction dataset,
for example QT2add , it is split into T temporal slices
Txt

add , each containing

|Txt
add |=

⌊
Txadd

T

⌋

transactions, where Txadd is the number of transac-
tions in QT2add , and ⌊·⌋ denotes the rounding func-
tion (Figure 1(c)).

Subsequently, a DTG can be constructed from
its split T temporal slices (Figure 1(d)). To simplify
the model, multiple transactions between the same
account pairs within a temporal slice are merged
into a single transaction, obtaining the edge set of
the t-th slice E(t)

add . For each account node, a 12-
dimension feature vector is abstracted for represen-
tation in the t-th slice, containing the node’s in-
degree, out-degree, total degree (that is, its total
number of neighbors), number of incoming transac-
tions, number of outgoing transactions, total num-
ber of transactions, total amount of incoming trans-
actions, total amount of outgoing transactions, total
transaction amount, average incoming amount, av-
erage outgoing amount, and average total transac-
tion amount. The feature vectors of all nodes are
combined to form the node feature matrix X (t)

add in
the DTG at slice t. Hence, the DTG is constructed
for each account address add as

Gadd =
{

G(t)
add

}
=
{(

V, E(t)
add , X (t)

add

)}
,

t = 1,2, . . . ,T.
(6)

3.3 Framework of the Graph Convolu-
tional Gated Recurrent Network

To detect phishing nodes on a blockchain plat-
form, this study proposes the GGRNN model. It
takes the preprocessed DTG as input, represented
by Eq.(6), and adopts a backbone architecture
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respectively. They are organized according to the
address, that is, each address add corresponds to a
quarter tuple dataset QT1add (Figure 1(a)).

QT1add = {qtk |qtk .add from = add

∥ qtk .add to = add} (3)

To leverage the neighborhood information, the
quarter tuple dataset QT1add is expanded to a two-
order transaction dataset (Figure 1(b)):

QT2add =
∪

k∈QT1add .ADD

QT1k (4)

where QT1add .ADD is the address set affiliated with
the quarter tuples in QT1add :

QT1add .ADD = {add | add = qtk .add from

∥ add = qtk .add to, ∀qtk ∈ QT1add} (5)

Then, for each two-order transaction dataset,
for example QT2add , it is split into T temporal slices
Txt

add , each containing

|Txt
add |=

⌊
Txadd

T

⌋

transactions, where Txadd is the number of transac-
tions in QT2add , and ⌊·⌋ denotes the rounding func-
tion (Figure 1(c)).

Subsequently, a DTG can be constructed from
its split T temporal slices (Figure 1(d)). To simplify
the model, multiple transactions between the same
account pairs within a temporal slice are merged
into a single transaction, obtaining the edge set of
the t-th slice E(t)

add . For each account node, a 12-
dimension feature vector is abstracted for represen-
tation in the t-th slice, containing the node’s in-
degree, out-degree, total degree (that is, its total
number of neighbors), number of incoming transac-
tions, number of outgoing transactions, total num-
ber of transactions, total amount of incoming trans-
actions, total amount of outgoing transactions, total
transaction amount, average incoming amount, av-
erage outgoing amount, and average total transac-
tion amount. The feature vectors of all nodes are
combined to form the node feature matrix X (t)

add in
the DTG at slice t. Hence, the DTG is constructed
for each account address add as

Gadd =
{

G(t)
add

}
=
{(

V, E(t)
add , X (t)

add

)}
,

t = 1,2, . . . ,T.
(6)

3.3 Framework of the Graph Convolu-
tional Gated Recurrent Network

To detect phishing nodes on a blockchain plat-
form, this study proposes the GGRNN model. It
takes the preprocessed DTG as input, represented
by Eq.(6), and adopts a backbone architecture
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that deeply integrates graph convolution with gated
recurrent computation. Unlike a standard GRU
that receives a single feature vector per time step,
GGRNN processes a sequence of graph-structured
states (Xt ,At), enabling the model to jointly capture
temporal dependencies and topology-aware spatial
correlations. As illustrated in Figure 2, the frame-
work consists of three major components: (1) a
GRU module enhanced with graph convolution, (2)
a dual-GCN block that injects structural informa-
tion into the recurrent update mechanism, and (3)
an output layer that performs graph-level classifica-
tion.

GRU Module

A DTG contains a series of transaction temporal
slices. Therefore, the GRU network [21] is selected
as the main framework of the model to extract its
rich temporal features. Unlike the standard GRU
network, in which the input at a single time point
is a single vector, the GGRNN model uses a graph
structure consisting of multiple account nodes as
inputs at a single time point, thereby coupling the
graph convolution operation inside the GRU. In par-
ticular, to address the graph-structure inputs, an up-
date gate containing graph convolution is designed,
leveraging the node neighborhood information in
the process of updating the state.

The GRU cell state is a linear interpolation be-
tween the previous and candidate state:

Ht = zt ⊙Ht−1 +(1− zt)⊙ H̃t , (7)

where Ht ∈ RD×n is the GRU cell state at time t;
H̃t ∈ RD×n is the candidate state; Ht−1 is the previ-
ous state; n, the node number; D, the state vector di-
mension; ⊙, the Hadamard product; and zt ∈RD×n,
the update gate determining how much the unit up-
dates its state. This is computed as follows:

zt = σ(WzXt +UzHt−1 +bz), (8)

where Xt ∈ Rd×n is the input at time point t(with
d being the feature dimension of each node), Wz ∈
RD×d , Uz ∈ RD×D are the learnable weights corre-
sponding to Xt and Ht−1, and bz ∈RD×n is the learn-
able bias. Candidate state H̃t is computed by

H̃t = tanh(Ĥt +bh), (9)

where bh ∈RD×n is another learnable bias, Ĥt corre-
sponds to the “weighted sum” term in the standard
GRU.

In the standard GRU,

Ĥt = ŴtXt +Ût(rt ⊙Ht−1), (10)

which is a purely linear transformation. However,
because our input is a graph-structured state, this
linear operation is replaced by a topology-aware
graph convolution block, as detailed below.

GCN Block

To leverage neighborhood features, the input Xt

and the gated previous state Ht−1 in (10) are pro-
cessed using graph convolution operators. A novel
GCN block is designed to accommodate these op-
erators; it consists of two GCN networks with the
same structure but different weights (Figure 2). One
network handles the input Xt , and the other handles
the previous state rt ⊙Ht−1. The block is abstracted
as follows:

Ĥt = GCN(1)
t (At ,Xt)+GCN(2)

t (At ,rt ⊙Ht−1). (11)

This formulation explicitly replaces the linear
transformation in the GRU candidate-state compu-
tation with graph convolution, enabling each node
to integrate both its temporal evolution and its struc-
tural context within the DTG at time t. Thus,
Ĥt serves as a structure-aware counterpart of the
weighted sum term in (10), and is subsequently
used to compute the candidate state via (9). Here,
At is the adjacency matrix in the t-th slice, + de-
notes element-wise addition between the two graph-
convolved representations, and ⊙ is the Hadamard
product. The reset gate rt is computed as:

rt = σ(WrXt +UrHt−1 +br). (12)

For completeness, the graph convolution layer
inside each GCN follows:

H(l)
t =Wt H(l−1)

t

(
D̃

1
2
t Ãt D̃

1
2
t

)
, (13)

where notations remain as originally defined.

Output Layer

The final output HT ∈ RD×n of the GRU mod-
ule is the feature matrix of n nodes in the DTG. Our
framework models phishing account detection as a
graph classification task; therefore, the output HT of
the GRU is aggregated across all nodes. Here, we
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Figure 2. GGRNN framework.

Table 1. Distribution of Datasets

Dataset N Np n navg eavg eavg raw Nd

D1 450 225 0 < n < 20 13 46 26 450
D2 450 225 20 ≤ n < 50 32 88 68 397
D3 450 225 50 ≤ n < 200 102 271 220 433
D4 450 225 20 ≤ n < 1000 477 1255 1045 448

N denotes the total number of samples in the dataset; Np, the number of positive samples in the dataset; n, the range
of node numbers in the dynamic transaction graph; navg, the average number of nodes in the dynamic transaction
graph; eavg, the average number of edges in the dynamic transaction graph; eavg raw, the average number of edges in
the static transaction graph constructed from the raw data; and Nd , the number of samples where the number of edges
in the dynamic transaction graph is greater than that in the static transaction graph.
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the static transaction graph constructed from the raw data; and Nd , the number of samples where the number of edges
in the dynamic transaction graph is greater than that in the static transaction graph.
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apply the average pooling operation to obtain the
aggregated feature vector HG ∈ RD, that is,

HG = Average Pooling(HT ). (14)

A fully connected layer is utilized to map HG to
y ∈ R2 to classify the graph:

ŷ = Softmax(WGHG +bG), (15)

where WG and bG are parameters of the fully con-
nected layer.

In this study, the GGRNN model uses the bi-
nary cross-entropy loss function as the training ob-
jective:

L =−(y∗ log(ŷ))+(1− y)∗ log(1− ŷ) , (16)

where y is the identity label, and ŷ is the predicted
result.

4 Experiments and Results

4.1 Data Collection

First, we obtained second-order raw transac-
tion data on Ethereum accounts from the open
blockchain data website Xblock3. The original data
contained 3360 account nodes, including 1660 pos-
itive examples (phishing nodes) and 1700 nega-
tive examples (non-phishing nodes). The data were
cleaned by deleting related accounts with less than
10 transaction records or with more than 1000 two-
order neighbors. Then, four datasets with different
scales were constructed from the original dataset;
Table. 1 lists the distributions of the datasets.

Each of the four datasets contains 450 transaction
graphs, with 50% positive and 50% negative ex-
amples. Based on two core considerations—the
structural characteristics of the Ethereum trans-
action network and the practical needs of phish-
ing detection research: most small-value daily
transaction accounts have fewer than 20 associ-
ated nodes, small and medium-sized commercial
or high-frequency transaction accounts have nodes
concentrated in the range of 20–200, and a small

number of large-value fund transfer or platform-
type accounts have nodes up to 200–1000. There-
fore, the ranges of node numbers in the DTG are
(0, 20), [20, 50), [50, 200), and [200, 1000), re-
spectively. The transaction graphs were constructed
by obtaining all the first- and second-order neigh-
boring nodes using an account node as the center
of the graph. Therefore, the structure of a transac-
tion graph is mostly star-shaped when the amount
of transaction data is relatively small. However,
the number of transactions between the first- and
second-order nodes increases with the amount of
transaction data; thus, the structure of the trans-
action graph may be mostly network-shaped. Ta-
ble. 1 shows that the number of edges in most of
the nodes of the DTG improved compared with the
static transaction graph, indicating that the DTG
significantly increases the amount of information.

Figure 3. Comparison results of the average
performances on four datasets.

4.2 Experiment Setup

To test the performance of the proposed
GGRNN method, it was applied to the four
datasets. For comparison, five state-of-the-art meth-
ods, DeepWalk [23], Graph2Vec [25], GCN [20],
GRU [21], and T-TSGN [18], were executed on the
same datasets. All experiments were conducted on
a server on a Ubuntu 18.04.1 platform with an X-
processor AMD Ryzen 3960X CPU and 128 GB
of RAM. The GPU used for graph learning was an
Nvidia RTX 3090.

For the proposed GGRNN method, the number of
time slices T was set to 12; accordingly, a DTG
consisting of 12 time-sliced graphs was set as the
model input for each central node. The number of

3http://xblock.pro
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Table 2. Performance Results on Four Datasets (%)
D1 D2 D3 D4

Category Method Precision Recall F1-score Precision Recall F1-score Precision Recall F1-score Precision Recall F1-score

Embedding DeepWalk 50.50 49.83 50.16 52.59 54.44 53.50 54.86 52.89 53.86 53.57 48.29 50.79
Graph2Vec 73.57 65.18 69.12 71.52 60.49 65.54 61.11 60.03 60.57 71.65 85.93 78.14

Deep Learning
GCN 82.51 92.39 87.17 83.90 94.64 88.95 87.01 95.57 91.09 86.50 94.60 90.37
GRU 90.99 90.67 90.83 88.47 92.37 90.38 83.81 93.79 88.52 91.39 93.83 92.59
T-TSGN 92.00 88.46 90.20 85.71 78.26 81.82 84.21 88.89 86.49 57.78 100.00 73.24
Graphormer 89.62 90.13 90.86 88.89 93.57 91.18 92.43 90.31 91.34 89.71 96.67 93.06

Ours GGRNN 91.30 91.30 91.30 84.62 95.65 89.80 95.83 100.00 97.87 92.00 100.00 95.83

graph convolutional network layers was set to 2,
hidden layer dimension to 100 and the batch size
to 32. The learning rate was initialized at 0.01 and
dynamically adjusted by a decreasing factor of 0.01
until it reached 10−6.

The five comparison methods included two graph
embedding methods, DeepWalk and Graph2Vec,
and three deep learning-based methods, GCN,
GRU, and the T-TSGN model. The two graph em-
bedding methods obtain the embedding vectors of
the account nodes and then use a classification al-
gorithm to identify phishing nodes. This study se-
lected support vector machine (SVM) as the classi-
fication algorithm. The parameter settings for the
five comparison methods were as follows:

– DeepWalk: The step size was set to 40, the con-
text window size to 5, the epoch to 1000, and the
dimension of the output embedding to 128.

– Graph2Vec: The Weisfeiler-Lehman iteration
number was set to 2, the down-sampling fre-
quency to 0.0001, the minimum frequency of the
graph feature occurrence to 5, the epoch to 1000,
the learning rate to 0.025, and the dimension of
the output embedding to 128.

– GCN: The number of graph convolutional net-
work layers was set to 2, the dropout to 0.5, the
batch size to 32, and the dynamically adjusted
learning rate ranged from an initial value of 0.01
to 10−6.

– GRU: The state length of the time series was
set to 10, the batch size to 32, and the dynami-
cally adjusted learning rate ranged from an ini-
tial value of 0.01 to 10−6.

– T-TSGN: T-TSGN is a deep learning-based
method that uses diffpool pooling and temporal
information [39]. In the experiments of [18], T-
TSGN outperformed all the methods compared.
We retained the parameter settings from [18] and

constructed the graph topology from the original
data.

– Graphormer: The hidden dimension is set to
100, the number of attention heads to 3, and the
batch size to 32, and the dynamically adjusted
learning rate ranged from an initial value of 0.01
to 10−6.

All results were based on ten-fold cross-validated
statistics. The precision, recall, and F1-score were
selected as evaluation metrics for the comparison
and were calculated as follows:

P =
T P

T P+FP
, (17)

R =
T P

T P+FN
, (18)

F1 =
2PR

P+R
, (19)

where P refers to precision, R to recall, T P stands
for the true positives (the number of samples that
the model correctly predicts as phishing nodes with
their true identities), FP stands for the false pos-
itives (the number of samples that the model pre-
dicts as phishing nodes incorrectly), FN stands for
the false negatives (the number of samples that the
model fails to predict as phishing nodes when their
true identities are phishing nodes), and the F1-score
is the harmonic mean of the precision and recall.
The F1-score can provide a more comprehensive
determination of the classification model’s perfor-
mance.

4.3 Results

Table. 2 compares the performance results on
the four datasets. Evidently, the two embedding-
based methods are significantly less effective than
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graph convolutional network layers was set to 2,
hidden layer dimension to 100 and the batch size
to 32. The learning rate was initialized at 0.01 and
dynamically adjusted by a decreasing factor of 0.01
until it reached 10−6.

The five comparison methods included two graph
embedding methods, DeepWalk and Graph2Vec,
and three deep learning-based methods, GCN,
GRU, and the T-TSGN model. The two graph em-
bedding methods obtain the embedding vectors of
the account nodes and then use a classification al-
gorithm to identify phishing nodes. This study se-
lected support vector machine (SVM) as the classi-
fication algorithm. The parameter settings for the
five comparison methods were as follows:

– DeepWalk: The step size was set to 40, the con-
text window size to 5, the epoch to 1000, and the
dimension of the output embedding to 128.

– Graph2Vec: The Weisfeiler-Lehman iteration
number was set to 2, the down-sampling fre-
quency to 0.0001, the minimum frequency of the
graph feature occurrence to 5, the epoch to 1000,
the learning rate to 0.025, and the dimension of
the output embedding to 128.

– GCN: The number of graph convolutional net-
work layers was set to 2, the dropout to 0.5, the
batch size to 32, and the dynamically adjusted
learning rate ranged from an initial value of 0.01
to 10−6.

– GRU: The state length of the time series was
set to 10, the batch size to 32, and the dynami-
cally adjusted learning rate ranged from an ini-
tial value of 0.01 to 10−6.

– T-TSGN: T-TSGN is a deep learning-based
method that uses diffpool pooling and temporal
information [39]. In the experiments of [18], T-
TSGN outperformed all the methods compared.
We retained the parameter settings from [18] and

constructed the graph topology from the original
data.

– Graphormer: The hidden dimension is set to
100, the number of attention heads to 3, and the
batch size to 32, and the dynamically adjusted
learning rate ranged from an initial value of 0.01
to 10−6.

All results were based on ten-fold cross-validated
statistics. The precision, recall, and F1-score were
selected as evaluation metrics for the comparison
and were calculated as follows:

P =
T P

T P+FP
, (17)

R =
T P

T P+FN
, (18)

F1 =
2PR

P+R
, (19)

where P refers to precision, R to recall, T P stands
for the true positives (the number of samples that
the model correctly predicts as phishing nodes with
their true identities), FP stands for the false pos-
itives (the number of samples that the model pre-
dicts as phishing nodes incorrectly), FN stands for
the false negatives (the number of samples that the
model fails to predict as phishing nodes when their
true identities are phishing nodes), and the F1-score
is the harmonic mean of the precision and recall.
The F1-score can provide a more comprehensive
determination of the classification model’s perfor-
mance.

4.3 Results

Table. 2 compares the performance results on
the four datasets. Evidently, the two embedding-
based methods are significantly less effective than
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Figure 4. Comparative ROC AUC analysis across four datasets: (a) D1, (b) D2, (c) D3, (d) D4.
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fication algorithm. The parameter settings for the
five comparison methods were as follows:

– DeepWalk: The step size was set to 40, the con-
text window size to 5, the epoch to 1000, and the
dimension of the output embedding to 128.

– Graph2Vec: The Weisfeiler-Lehman iteration
number was set to 2, the down-sampling fre-
quency to 0.0001, the minimum frequency of the
graph feature occurrence to 5, the epoch to 1000,
the learning rate to 0.025, and the dimension of
the output embedding to 128.

– GCN: The number of graph convolutional net-
work layers was set to 2, the dropout to 0.5, the
batch size to 32, and the dynamically adjusted
learning rate ranged from an initial value of 0.01
to 10−6.

– GRU: The state length of the time series was
set to 10, the batch size to 32, and the dynami-
cally adjusted learning rate ranged from an ini-
tial value of 0.01 to 10−6.

– T-TSGN: T-TSGN is a deep learning-based
method that uses diffpool pooling and temporal
information [39]. In the experiments of [18], T-
TSGN outperformed all the methods compared.
We retained the parameter settings from [18] and
constructed the graph topology from the original
data.

– Graphormer: The hidden dimension is set to
100, the number of attention heads to 3, and the
batch size to 32, and the dynamically adjusted
learning rate ranged from an initial value of 0.01
to 10−6.

All results were based on ten-fold cross-validated
statistics. The precision, recall, and F1-score were
selected as evaluation metrics for the comparison
and were calculated as follows:

P =
T P

T P+FP
, (17)

R =
T P

T P+FN
, (18)

F1 =
2PR

P+R
, (19)

where P refers to precision, R to recall, T P stands
for the true positives (the number of samples that
the model correctly predicts as phishing nodes with
their true identities), FP stands for the false pos-
itives (the number of samples that the model pre-
dicts as phishing nodes incorrectly), FN stands for
the false negatives (the number of samples that the
model fails to predict as phishing nodes when their
true identities are phishing nodes), and the F1-score
is the harmonic mean of the precision and recall.
The F1-score can provide a more comprehensive
determination of the classification model’s perfor-
mance.

4.3 Results

Table. 2 compares the performance results on
the four datasets. Evidently, the two embedding-
based methods are significantly less effective than
other deep learning-based methods. Taking the F1-
score on Dataset1 as an example, Graph2Vec ob-
tains 69.12%, which is 25.23% lower than that of
the GCN, which is the worst performer among the
deep learning-based methods. Another graph em-
bedding method, DeepWalk, obtained a lower F1-
score of 50.16%. The results on the other datasets
and performances in terms of the precision and re-
call metrics are similar. Among the 12 core metrics
across the four datasets, the GGRNN secures the
top performance in 8 of them (Recall + F1-score
on D1, Precision + F1-score on D2, Precision +
F1-score on D3, and Precision + F1-score on D4).
Notably, it does not rank the lowest in any metric,

(a) D1 (b) D2

(c) D3 (d) D4
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other deep learning-based methods. Taking the F1-
score on Dataset1 as an example, Graph2Vec ob-
tains 69.12%, which is 25.23% lower than that of
the GCN, which is the worst performer among the
deep learning-based methods. Another graph em-
bedding method, DeepWalk, obtained a lower F1-
score of 50.16%. The results on the other datasets
and performances in terms of the precision and re-
call metrics are similar. Among the 12 core metrics
across the four datasets, the GGRNN secures the
top performance in 8 of them (Recall + F1-score
on D1, Precision + F1-score on D2, Precision +
F1-score on D3, and Precision + F1-score on D4).
Notably, it does not rank the lowest in any metric,
demonstrating exceptional stability and overall per-
formance. Furthermore, the GGRNN exhibits re-
markable balance: its precision consistently ranges
between 84% and 96%, while its recall falls within
91% to 100%. This eliminates significant trade-
offs, avoiding the extreme scenario of ”high recall
but low precision” observed in T-TSGN.

Taking the most critical F1-score metric as an ex-
ample, the GGRNN achieved 91.30%, 89.80%,
97.87%, and 95.83% on the four datasets, which
are the best performances among the methods, and
improved by 0.44%, -1.38%, 6.53%, and 2.77%, re-
spectively, compared with the best performing com-
parison method. The GGRNN achieved impressive
results in terms of the precision and recall metrics,
surpassing the best-performing comparison method
by an average of 0.067% and 1.086%, respectively.
Figure 3 shows the comparison results of the aver-
age performance on the four datasets. In terms of
the average performance of the three metrics (pre-
cision, recall, and F1-score), the GGRNN ranks
first, outperforming the best-performing compari-
son method by 0.78%, 2.44%, and 2.09% respec-
tively.

As shown in Figure 4, GGRNN’s ROC curves
consistently lie above those of baselines on all four
datasets, yielding ROC AUC scores of 0.95 (D1),
0.94 (D2), 0.95 (D3), and 1.00 (D4). These re-
sults confirm GGRNN’s superior ability to distin-
guish phishing from legitimate accounts across im-
balanced settings.

4.4 Ablation Analysis

4.4.1 Number of Time Slices

To evaluate the model performance under
different time slice numbers (T ), we con-
ducted ablation experiments on D1–D4 with T ∈
{8,10,12,14}, using Precision (P), Recall (R), and
F1-score in Table 3.

Table 3. Model performance with varying
numbers of time slices

Time slices Metric
Datasets

D1 D2 D3 D4

8
Precision 95.65 85.19 91.30 81.48
Recall 95.65 100.00 91.30 95.65
F1-score 95.65 92.00 91.30 88.00

10
Precision 91.80 91.75 91.24 92.80
Recall 92.43 92.02 91.19 94.25
F1-score 92.11 91.88 91.21 93.52

12
Precision 91.30 84.62 95.83 92.00
Recall 91.30 95.65 100.00 100.00
F1-score 91.30 89.80 97.87 95.83

14
Precision 95.65 90.48 95.83 90.91
Recall 95.65 82.61 100.00 86.96
F1-score 95.65 86.36 97.87 88.89

T significantly impacts F1-scores: D1 peaks at
T = 8/14 (95.65%), D2 at T = 10 (91.88)—not-
ing T = 8 for D2 has misleading F1 (R =
100% but P = 85.19%)—and D3/D4 at T = 12
(97.87%/95.83%). Notably, T = 12 maintains sta-
ble high F1 (89.80%–97.87%) across all datasets,
outperforming T = 8/12/14 (strong only on in-
dividual datasets). For critical P-R balance in
phishing detection, T = 12 achieves the small-
est coefficient of variation (P: 84.62%–95.83%, R:
91.30%–100.00%), while T = 8, T = 12, T = 14
suffer imbalances from coarse slicing, or disrupted
continuity. Cross-dataset stability (essential for
blockchain) is confirmed by average F1-score: T =
12 has the highest average score (93.70%), outper-
forming T = 8 (91.74%), T = 10 (92.18%), T = 14
(92.19%).

In conclusion, T = 12 stands out as the optimal
hyperparameter. It delivers robust performance
across multiple datasets while excelling in prac-
tical applicability—characterized by a balanced
precision-recall trade-off—and generalization abil-
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other deep learning-based methods. Taking the F1-
score on Dataset1 as an example, Graph2Vec ob-
tains 69.12%, which is 25.23% lower than that of
the GCN, which is the worst performer among the
deep learning-based methods. Another graph em-
bedding method, DeepWalk, obtained a lower F1-
score of 50.16%. The results on the other datasets
and performances in terms of the precision and re-
call metrics are similar. Among the 12 core metrics
across the four datasets, the GGRNN secures the
top performance in 8 of them (Recall + F1-score
on D1, Precision + F1-score on D2, Precision +
F1-score on D3, and Precision + F1-score on D4).
Notably, it does not rank the lowest in any metric,
demonstrating exceptional stability and overall per-
formance. Furthermore, the GGRNN exhibits re-
markable balance: its precision consistently ranges
between 84% and 96%, while its recall falls within
91% to 100%. This eliminates significant trade-
offs, avoiding the extreme scenario of ”high recall
but low precision” observed in T-TSGN.

Taking the most critical F1-score metric as an ex-
ample, the GGRNN achieved 91.30%, 89.80%,
97.87%, and 95.83% on the four datasets, which
are the best performances among the methods, and
improved by 0.44%, -1.38%, 6.53%, and 2.77%, re-
spectively, compared with the best performing com-
parison method. The GGRNN achieved impressive
results in terms of the precision and recall metrics,
surpassing the best-performing comparison method
by an average of 0.067% and 1.086%, respectively.
Figure 3 shows the comparison results of the aver-
age performance on the four datasets. In terms of
the average performance of the three metrics (pre-
cision, recall, and F1-score), the GGRNN ranks
first, outperforming the best-performing compari-
son method by 0.78%, 2.44%, and 2.09% respec-
tively.

As shown in Figure 4, GGRNN’s ROC curves
consistently lie above those of baselines on all four
datasets, yielding ROC AUC scores of 0.95 (D1),
0.94 (D2), 0.95 (D3), and 1.00 (D4). These re-
sults confirm GGRNN’s superior ability to distin-
guish phishing from legitimate accounts across im-
balanced settings.

4.4 Ablation Analysis

4.4.1 Number of Time Slices

To evaluate the model performance under
different time slice numbers (T ), we con-
ducted ablation experiments on D1–D4 with T ∈
{8,10,12,14}, using Precision (P), Recall (R), and
F1-score in Table 3.

Table 3. Model performance with varying
numbers of time slices

Time slices Metric
Datasets

D1 D2 D3 D4

8
Precision 95.65 85.19 91.30 81.48
Recall 95.65 100.00 91.30 95.65
F1-score 95.65 92.00 91.30 88.00

10
Precision 91.80 91.75 91.24 92.80
Recall 92.43 92.02 91.19 94.25
F1-score 92.11 91.88 91.21 93.52

12
Precision 91.30 84.62 95.83 92.00
Recall 91.30 95.65 100.00 100.00
F1-score 91.30 89.80 97.87 95.83

14
Precision 95.65 90.48 95.83 90.91
Recall 95.65 82.61 100.00 86.96
F1-score 95.65 86.36 97.87 88.89

T significantly impacts F1-scores: D1 peaks at
T = 8/14 (95.65%), D2 at T = 10 (91.88)—not-
ing T = 8 for D2 has misleading F1 (R =
100% but P = 85.19%)—and D3/D4 at T = 12
(97.87%/95.83%). Notably, T = 12 maintains sta-
ble high F1 (89.80%–97.87%) across all datasets,
outperforming T = 8/12/14 (strong only on in-
dividual datasets). For critical P-R balance in
phishing detection, T = 12 achieves the small-
est coefficient of variation (P: 84.62%–95.83%, R:
91.30%–100.00%), while T = 8, T = 12, T = 14
suffer imbalances from coarse slicing, or disrupted
continuity. Cross-dataset stability (essential for
blockchain) is confirmed by average F1-score: T =
12 has the highest average score (93.70%), outper-
forming T = 8 (91.74%), T = 10 (92.18%), T = 14
(92.19%).

In conclusion, T = 12 stands out as the optimal
hyperparameter. It delivers robust performance
across multiple datasets while excelling in prac-
tical applicability—characterized by a balanced
precision-recall trade-off—and generalization abil-

PHISHING FRAUD IDENTITY INFERENCE BASED ON . . .

ity, as evidenced by its stable cross-dataset perfor-
mance.

4.4.2 Performance Analysis of Hidden Layer
Dimensions

Table 4 evaluates the model’s precision, recall, and
F1-score across four datasets (D1-D4) with hidden
layer dimensions 50, 100, and 150. Key findings
are as follows:

Table 4. Model Performance Under Different
Hidden Layer Dimension Settings

Hidden Dim. Metric D1 D2 D3 D4

50
Precision 91.67 84.00 79.31 92.00
Recall 95.65 91.30 100.00 100.00
F1-score 93.62 87.50 88.46 95.83

100
Precision 91.30 84.62 95.83 92.00
Recall 91.30 95.65 100.00 100.00
F1-score 91.30 89.80 97.87 95.83

150
Precision 91.30 85.71 82.14 92.00
Recall 91.30 78.26 100.00 100.00
F1-score 91.30 81.81 90.19 95.83

– 50 dimensions: Exhibits significant perfor-
mance fluctuation (F1-score std = 3.56), with
D2’s recall dropping to 91.30% (F1-score
= 87.50%) and D3’s F1-score decreasing to
88.46%. Insufficient model capacity restricts the
extraction of complex features, resulting in sub-
optimal fitting on D2 and inadequate generaliza-
tion ability on D3.

– 100 dimensions: Achieves the most balanced
and stable performance. Across all datasets,
the proposed method achieves the highest mean
values among the three metrics—F1-score, pre-
cision, and recall—with respective scores of
90.94%, 96.74%, and 93.70%. Furthermore,
precision and recall exhibit a high degree of
alignment.

– 150 dimensions: Performance degrades with re-
duced precision and recall (e.g., D3 dataset pre-
cision = 52.14%, D2 dataset recall = 78.26%),
along with increased F1-score fluctuation (std
= 5.06). The overall performance of the model
across the four datasets is inferior to that when
using 50 dimensions.

In summary, 100 dimensions is the optimal
hidden layer configuration, balancing performance,
stability, and generalization.

4.5 Parameter Count and Speed

Table 5. Comparison of Model Complexity and
Inference Efficiency

Model Parameter Throughput Inference Time

GRU 34k+ 4534.27 0.0002
Graphormer 172k+ 376.93 0.0025
GGRNN 47k+ 1402.63 0.0007

To comprehensively evaluate model complexity and
inference efficiency, three core metrics are com-
pared: Parameter count, Throughput, and Inference
Time. Parameter count reflects structural complex-
ity (total trainable parameters, unit: thousands),
while Throughput (samples/s) and Inference Time
(s/sample) jointly measure computational efficiency
and real-time performance.

As shown in Table 5, the three models differ sig-
nificantly in parameter scale and inference perfor-
mance. GRU, with a concise structure, achieves the
fastest inference time (0.0002 s/sample) and high-
est throughput (4534.27 samples/s). In contrast,
Graphormer (172k+ parameters) exhibits the slow-
est speed (0.0025 s/sample) and lowest throughput
(376.93 samples/s), incurring higher computational
overhead.

GGRNN strikes an excellent trade-off: with a mod-
erate parameter count (47k+), it maintains compet-
itive throughput (1402.63 samples/s) and reason-
able inference time (0.0007 s/sample). Notably,
despite GRU’s fewer parameters and faster speed,
previous experiments show GGRNN outperforms
it significantly in core tasks (e.g., phishing node
identification accuracy). This ”moderate complex-
ity–efficient inference–superior performance” bal-
ance highlights the practical value and application
potential of the proposed GGRNN.

4.6 Visualization

The GGRNN model exhibits a strong feature
extraction capability, which first extracts the em-
bedding feature vector HT through the GRU frame-
work (Figure 2) and then classifies the accounts us-
ing the softmax function in the output layer. To
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Figure 5. Visualization of nodes with different labels in a two-dimensional space. (a) DeepWalk. (b)
Graph2Vec. (c) GGRNN.

Figure 6. Visualization of phishing and normal transaction pattern graphs. (a) Normal transaction pattern
graphs. (b) Phishing transaction pattern graphs.

examine its feature extraction ability, it was visu-
ally compared with two graph embedding methods.
The 128-dimensional embedding representation ob-
tained by each method was reduced to two dimen-
sions by applying T-distributed Stochastic Neigh-
bor Embedding (t-SNE) [40] and then visualized in
a two-dimensional space. Figure 5 shows the vi-
sualization results of DeepWalk, Graph2Vec, and
GGRNN, where the blue points represent non-
phishing account nodes and red points represent
phishing account nodes. A good embedding rep-
resentation should maintain the points of different
colors as distant as possible and the points of the
same color as close together as possible. It can
be observed that the Graph2Vec method clusters
the nodes better than DeepWalk to some extent,
whereas GGRNN performs significantly better, sep-
arating the vast majority of the nodes by category
with large separation distances between categories.

In addition, the transaction topologies of phish-
ing and non-phishing nodes were visualized to fur-
ther investigate the transaction behavior patterns of
phishing nodes. Figure 6 presents the visualization
results; Figure 6(a) shows two examples of trans-

action patterns for non-phishing nodes, and Fig-
ure 6(b) shows two examples of transaction patterns
for phishing nodes. The results show that phish-
ing accounts have relatively few first-order transac-
tion nodes compared with regular accounts. How-
ever, the second-order transaction nodes associated
with phishing nodes typically have a greater ex-
tent, meaning that the transaction volume of these
nodes is much higher than that of other nodes in
the same graph. Based on work by Zhou et al. [8],
we surmise that they are typically exchanges used
for asset management and currency exchange. In
addition, the graph reveals that in the trading be-
havior patterns of phishing nodes, nodes with a
high degree tend to form larger spherical struc-
tures around nodes with similar trading behaviors,
as shown by the first phishing node trading pattern
in Figure 6(b).

4.7 Discussion

The DeepWalk and Graph2Vec embedding
methods performed poorly in this task. A possible
reason is that these two methods, which aim to learn
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The 128-dimensional embedding representation ob-
tained by each method was reduced to two dimen-
sions by applying T-distributed Stochastic Neigh-
bor Embedding (t-SNE) [40] and then visualized in
a two-dimensional space. Figure 5 shows the vi-
sualization results of DeepWalk, Graph2Vec, and
GGRNN, where the blue points represent non-
phishing account nodes and red points represent
phishing account nodes. A good embedding rep-
resentation should maintain the points of different
colors as distant as possible and the points of the
same color as close together as possible. It can
be observed that the Graph2Vec method clusters
the nodes better than DeepWalk to some extent,
whereas GGRNN performs significantly better, sep-
arating the vast majority of the nodes by category
with large separation distances between categories.

In addition, the transaction topologies of phish-
ing and non-phishing nodes were visualized to fur-
ther investigate the transaction behavior patterns of
phishing nodes. Figure 6 presents the visualization
results; Figure 6(a) shows two examples of trans-

action patterns for non-phishing nodes, and Fig-
ure 6(b) shows two examples of transaction patterns
for phishing nodes. The results show that phish-
ing accounts have relatively few first-order transac-
tion nodes compared with regular accounts. How-
ever, the second-order transaction nodes associated
with phishing nodes typically have a greater ex-
tent, meaning that the transaction volume of these
nodes is much higher than that of other nodes in
the same graph. Based on work by Zhou et al. [8],
we surmise that they are typically exchanges used
for asset management and currency exchange. In
addition, the graph reveals that in the trading be-
havior patterns of phishing nodes, nodes with a
high degree tend to form larger spherical struc-
tures around nodes with similar trading behaviors,
as shown by the first phishing node trading pattern
in Figure 6(b).

4.7 Discussion

The DeepWalk and Graph2Vec embedding
methods performed poorly in this task. A possible
reason is that these two methods, which aim to learn
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an embedded representation of the graph, are more
focused on extracting the structural information of
the graph and unable to effectively mine the trans-
action information contained in the graph.

The GCN is a spatial graph neural network ap-
proach; thus, as the size of the transaction graph
increases in the dataset, it can learn more infor-
mation and therefore the performance tends to im-
prove, as shown in Table. 2, where the performance
changes from Dataset1 to Dataset3. However, the
performance of the GCN on Dataset4 slightly de-
creases, which may be because the size distribution
of the transaction graphs in Dataset4 is more dis-
crete, which affects the model performance.

The GRU is a temporal deep learning model.
The results in Table 2 show that the F1-scores of
the GRU are better than those of the other methods
compared, except on Dataset3. Therefore, consider-
ing the temporal order in which transactions occur
effectively improves the performance of the node
identification task to some extent.

T-TSGN extracts temporal features by retain-
ing directed edges in chronological order; how-
ever, this is a manner of transforming temporal in-
formation into static features retained in the graph
topology. Neighborhood information is then ex-
tracted using the Diffpool operation. The T-TSGN
method utilizes both temporal and neighborhood
features; however, it performs poorly on some
datasets, primarily because the temporal informa-
tion is modelled as a static feature, which fails to
be tightly coupled with spatial information. Con-
versely, the GGRNN achieves a superior perfor-
mance by deeply integrating temporal and spatial
information at the model implementation level.

Evidently, the proposed GGRNN model per-
forms best in identifying phishing nodes, indicat-
ing that it significantly improves the utilization of
temporal information through the DTG for tempo-
ral feature representation and the GRU framework
for temporal feature processing, and by fully us-
ing the topological information of the neighborhood
node features through the introduction of the graph
convolution operation.

5 Conclusion

For increasingly well-developed blockchains,
security issues have become an unignorable ma-
jor problem. To address the phishing problem on
the Ethereum platform that occurs every year, an
end-to-end GGRNN model for identifying phishing
nodes in Ethereum was developed. Compared with
previous works, this study models temporal dimen-
sion information as a DTG on timestamps, thereby
significantly improving the use of temporal features
and utilization of raw transaction records. In addi-
tion, we designed a GRU network framework by in-
troducing a graph convolution operation. The GRU
framework can handle temporal features effectively,
and the graph convolution operation can fully use
the node neighborhood topology features. To test
the performance of the proposed GGRNN model,
it was compared with existing SOTA methods on
real datasets. The numerical results show that it
achieves significantly better results.
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