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Abstract

This study investigates the technical characteristics of controllers
operating at the lower layers of cyber-physical systems, known as
industrial networks, which are designed for reliable long-term operation
in harsh environments and are widely deployed in such systems.
Monitoring and controlling communication traffic in technological
corporate computer networks (TCCNs) has become a critical
challenge. To address this issue, traffic behavior is analyzed at both
the lower level, where industrial networks connect primary transducers
and object controllers, and the upper level, which interfaces with
corporate networks. Experimental results show that traffic volume
in industrial networks remains nearly constant over time, whereas
segments closer to corporate networks exhibit periodic patterns
associated with daily human activities. Based on these observations,
appropriate traffic control algorithms and methods are proposed for
both scenarios. Furthermore, a traffic control model is developed for
the periodic case, and its analytical solution is presented to support
efficient network management.
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l. Introduction

There are various known variants and designs of
technological corporate computer networks (TCCNS)
[1-86].

TCCNs retain many features of modern moni-
toring, diagnostics, control systems, Supervisory
Control and Data Acquisition (SCADA) systems, and
Corporate networks and computer networks, and are
created on their basis. SCADA systems provide direct
links from a digital world into physical processes [7].

In cyber-physical TCCN/SCADA environments,
traffic throttling and buffering also affect security
and resilience. Controlled throttling can reduce the
impact of denial-of-service-type traffic bursts by
preventing channel saturation, while buffering intro-
duces bounded latency that must remain within
process-control tolerance. Therefore, the proposed

model is designed to keep the overload probabil-
ity low while maintaining predictable delay, which is
important for both availability and safety in industrial
control systems.

This includes monitoring, diagnostics, and con-
trol systems created for technical objects; these
systems are mainly created as three-level systems.
In a corporate environment, networks and systems
should be organically linked to the architecture of
the enterprise, and are mainly created in intercon-
nection with the architecture of the enterprise. The
lower level of TCCNs contains primary transducers
that convert various physical parameters into analog
signals. The analog signals generated at the outputs
of these transducers are converted into binary codes
by means of analog-digital converters (ADCs) of the
system’s object controllers [8—11]. These object con-
trollers group the primary transducers and ensure

3 Open Access. Professor Subhas Chandra Mukhopadhyay. 1
© 2026 Zeynalov et al., This work is licensed under the Creative Commons
Attribution-NonCommercial-NoDerivs 4.0 License https://creativecommons.org/licenses/

by-nc-nd/4.0/



Traffic monitoring and control model for TCCNs: Zeynalov et al.

that the signals received from these transducers are
assigned unique numbers corresponding to the signal
sources [12,13]. Studies show that the construction of
lower-level cyber-physical systems, called industrial
networks, and the software and hardware tools used
to protect these systems and the data generated
here, call for special attention [10,11]. The creation of
a package of software and hardware tools for each
system is one of the main parts of the system design
process. Listed in the following paragraphs are some
technical characteristics of the MicroPC-type control-
ler by Fastwell, which is used in many projects and is
designed to work in harsh environments [13].

These controllers are sometimes referred to as
object controllers. Developed by the Canadian com-
pany Fastwell, these controllers are designed to
operate continuously for long periods of time in harsh
environments without human involvement. These
controllers have a simple and easy-to-understand
architecture and high performance characteristics.

The controller runs under the control of the MS
DOS operating system; the interrupt system, memory
structure, and programmability are similar to those of
the IBM PC. The main technical characteristics of the
controller are given in Table 1.

To temporarily store and preprocess analog or
digital signals received from the primary transduc-
ers, a Memory Base is created in the Non-Volatile
Random-Access Memory (NVRAM) and RAM of the
controller. The Base containing parameters such as
mode parameters and limit values that ensure the

operation of the system is created in the NVRAM, and
the Base containing collections of signals is created
in the RAM.

Another powerful STM32F4XX controller is widely
used for connecting various control systems to tech-
nological processes and technical objects [13].

This controller has 100 input and output signals. If
there is a need to use several signals during commu-
nication with any external device or if several inputs
and outputs are used simultaneously to provide com-
munication with a device, these inputs and outputs
are grouped under one logical name. Some inputs
and outputs of this controller are grouped to establish
communication with any external device that can pro-
vide the serial peripheral interface (SPI) protocol [14].

The controller’s corresponding inputs and out-
puts use the Inter-Integrated Circuit (I2C) protocol to
provide communication with external devices. Any
device that supports this protocol can be connected
to the controller [15,16].

The controller has been used in various projects
for data exchange between devices whose inputs
and outputs can communicate via the Universal
Asynchronous Receiver-Transmitter (UART) (RS485)
protocol. During the experiments, these inputs and
outputs are used to exchange data with a computer
[17,18].

Apart from these, during the experiments, sepa-
rate single-use inputs and outputs are used. These
inputs and outputs can be used for indicators, flags,
keys, and so on.

Table 1: Technical characteristics of the MicroPC-type controller by Fastwell

Processor

Timer

RAM
NVRAM1024 Kb

Memory

Analog inputs
Conversion speed
Conversion range:

Analog outputs:

Conversion speed:

Conversion range:
RS-232
RS-422/485

Serial port speeds

Environmental conditions:

Storage temperature range:

Number of channels

Number of channels

Operating temperature range:

Am 188 ES, 40 MHz
Super call and watchdog timer
1,024 Kb
1,024 Kb
8 (12 bit)

12.5 us

+10V; £5V; 05V, £20 mA,
0+20 mA.

2 (12 bits)
12.5 ps.
+5V; 05V, 0+10V,
200 kbps
2,500 kbps
-40 +485°C;
-55++60°C.
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Inputs/Outputs (I/Os) that work with the 12C proto-
col, I/0s that work with the UART protocol, and 1/Os
built in indicator lights are described as general-pur-
pose input/outputs (GPIO) when creating a software
project.

Recently, there has been a growing focus on the
distribution of network resources and traffic monitor-
ing in multipurpose networks. Various methods have
been used to solve the problem of traffic monitoring
and distribution in critical infrastructure information
and communication networks [19,20].

a. Contribution and novelty of the
proposed model

Unlike conventional queue-based buffering or
traditional SCADA/Industrial Control Systems (ICS)
load-balancing mechanisms, which typically rely
on fixed-rate transmission, First In, First Out (FIFO)
scheduling, or static bandwidth allocation, the pro-
posed traffic control model introduces an adaptive
and analytically derived control strategy specifically
designed for multilayer TCCNs.

The main contributions and distinctions of this
study are summarized as follows:

e Adaptive o-based traffic throttling: Instead of static
rate limiting, the transmission rate is dynamically
regulated using an analytically derived parame-
ter (6 < 1) that guarantees that the channel load
remains below capacity.

e Time-dependent traffic modeling: Traffic is mod-
eled as a deterministic time-varying function (peri-
odic or non-periodic), rather than assuming sta-
tionary stochastic arrivals as in classical queuing
theory.

e Predictive overload prevention: The model esti-
mates future overload intervals (7.-T,) and pro-
actively buffers selected files before congestion
occurs, whereas conventional queues react only
after buffer overflow.

e Analytical delay and loss bounds: Closed-form
expressions are derived for maximum delay and
late-transmission probability, which are not pro-
vided in standard SCADA/ICS load-balancing
schemes.

e (Cyber-physical compatibility: The approach is
specifically tailored for controller-based industrial
networks with constrained memory and determin-
istic timing requirements, unlike general-purpose
Information Technology (IT) traffic engineering
solutions.

e Lightweight implementation: The proposed algo-
rithm requires only local measurements and sim-
ple arithmetic operations, enabling deployment
on embedded controllers without additional hard-
ware or complex optimization engines.

These characteristics demonstrate that the pro-
posed approach is not a conventional queuing or
load-balancing mechanism but a predictive and ana-
lytically controlled traffic regulation framework tailored
for industrial cyber-physical networks.

This section highlights the importance of infor-
mation flows and communication protocols in net-
work creation, and shows the distinctive features of
networks. Examples of literature describing software
tools and models of computers that are network
users are given.

The “Methodology and Materials” section provides
the necessary parameters for solving the problem
regarding the structure of the network. In the “Results
and Discussion” section, traffic management mod-
els are established by monitoring the communication
channels of the TCCN.

Il. Literature Review and Problem
Statement

Studies show that the correct integration of con-
trol system modules in cyber-physical systems and
accurate consideration of computing power requires
knowing the information flows of control systems
[19-22].

Some studies suggest that the future of technol-
ogies such as 5G and Wi-Fi 6, and networking in
general, will be built on open platform controllers and
software. Programmability is considered to be the
foundation of every network [23].

Analysis of the created TCCN examples shows
that the lower levels of these networks can be called
industrial networks. The importance of communication
protocols in industrial networks is self-evident [24,25].

The main distinguishing features of TCCNs are as
follows:

a) The network controllers and the software running
on the computers are the main network users;

b) The computer resources of the network include
the computing resources of the controller and
computers, their memory, and so on;

c) When network resources are shared between
users, computing resources and software are also
shared in addition to controllers and computers;
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d) Since the communication channels in the
network are considered as one of the main
software and hardware tools of the network, it
is very important to correctly solve the issue of
their correct distribution among users.

Distribution functions are mainly implemented in
second- and third-level computers [1].

There are M users at the second level, corre-
sponding to the number of computers, and L users
at the third level.

Computer resources are basically understood as
K controllers at the first level and the software tools
in these controllers. We can assume that each con-
troller has one software tool, and the number of these
is K.

The software tools in the controllers and the soft-
ware tools in the second-level computers are also a
source of information for each of the second- and
third-level users. The software tools in the third-level
computers also act as a source of information for the
users of this level [26].

As can be seen from the above, many studies
have been devoted to solving the problem of distrib-
uting computer resources among users under certain
conditions. The problem posed in this article is solved
in a more general form in accordance with the cre-
ated conceptual model.

As is known, models created for mechanical and
discrete systems are classified according to various
characteristics:

— In terms of functionality, there are deterministic
and stochastic models;

— In terms of the development of processes over
time, there are continuous or discrete models;

— In terms of the system’s operating modes, there
are stationary and non-stationary models.

This also includes mathematical, abstract, pro-
gram models, and other models.

Conceptual models describe the system under
study in words and provide the main structural and
functional characteristics of the system [27,28].

Traffic management models in computer net-
works are mainly based on the principles of storing
data to be transmitted in buffers and then ensuring
that it is transmitted at a constant speed so as not
to disrupt the operation of the network. In general,
traffic management issues have various problems
[29]. In the present work, it is proposed to establish
a time-dependent function of traffic based on the

previous results of the network operation and to delay
it by a certain amount if the file to be transmitted at
the current time violates the channel’s throughput. As
a result, the probability of this event occurring is cal-
culated and the maximum delay time is shown. This
algorithm can prevent the channel overflow event
without loss.

Thus, the article analyzes variants of the time
dependence of traffic volume in TCCN communica-
tion channels, and builds and solves a traffic control
model.

lll. Methodology and Materials

For instance, there can be K=M + L users at the
second and third levels of the system shown. To solve
the problem, let us assume the following:

Number of controllers is K;

— Total number of transmission channels between
the first and second levels is N;

— Transmission rate in the channels between the
first and second levels can be denoted as g,
Here k is the number of the controller at the first
level, and m is the number of the computer at the
second level: k € [1,K], me[1,M];

— Transmission rate in the channels between the
second and third levels can be denoted as g,
where m is the number of the computer at the
second level and / is the number of the computer
at the third level: / € [1,L], me[1,M].

— Memory capacity of the k-th controller is
V., ke [1, K];

— Volume of data generated per unit time in the k-th
controller is v, k e [1 K];

— Transmission period of the information generated
in the k-th controller is T, k € [1, K];

— Number of channels for transmitting information
generated in the k-th controller to the second-level
computers is n,, k € [1 K];

— Memory capacity of computer number m located
at the second level is V., m € [1, M];

— Volume of information generated per unit time
on the m-th computer of the second level is
v,,me [1, l\/l];

— Transmission period of the information gener-
ated on the m-th computer of the second level is
T, me[LM];

— Memory capacity of computer number / at the
third level is V,,/ e [1,L];

— Volume of information generated per unit time on

the /-th computer of the third level is v,/ e [1,L].
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Some intelligent primary transducers have built-in
ADCs that convert analog signals into digital ones,
and transmit a signal consisting of a sequence of dig-
its (codes) to mid-level elements via exchange chan-
nels. The codes of both types are grouped in such a
way that upper-level users can process them using
the same algorithms.

As mentioned above, TCCN users are mainly the
computers in the network and the software running on
these computers. Communication channels are consid-
ered to be the main elements of the network and their
protection from overloads is a key management issue.

a. Selection of § and practical guidance

To ensure overload-free operation, the controlled traf-
fic must satisfy v (t) < B for most operating intervals,
where v(t) is the measured traffic rate and g is the
channel capacity (Figure 3). Therefore, a practical choice
of & can be obtained directly from measurements as:

o= min[t L]
%

max
where v, denotes the peak observed traffic rate for
the considered period (e.g., a day or a work shift). This
choice guarantees § <1 whenever peaks exceed the
channel capacity and provides implementable guid-
ance rather than a conceptual parameter.

Numerical example: From Figure 3, if the chan-
nel capacity is f ~10 Mbit/s and the peak traffic is
V.. 14 Mbit/s, then § =10/14 = 0.71. In practice,
a conservative margin can be used (e.g., § =~ 0.7) to
account for day-to-day variability and measurement
noise.

IV. Results and Discussion

Studies show that the time dependence of traffic vol-
ume in communication channels can be different in
different cases and in different parts of the network.
In the lower parts of the network, associated with
primary transducers and controllers operating with-
out human intervention, the time dependence of traf-
fic volume can be approximately evenly distributed.
At the upper levels of the network, associated with
human activity, there is certain observed periodicity
of the time dependence of traffic volume.

Figures 1 and 2 illustrate certain metrics obtained
through traffic  monitoring on communication
channels.

[t should be noted that the time-dependent traffic
pattern shown in Figure 1 was obtained at the lower

levels of the corporate technology computer network;
these levels are connected to technical equipment
and operate around the clock without human inter-
vention. Long-term experiments and practical appli-
cations indicate that traffic patterns at the lower lev-
els of the network—despite certain variations—can
resemble the pattern shown in this graph.

The pattern depicted in Figure 2, which is essen-
tially cyclical in nature, represents actual data
obtained from a week of activity on the AzScience.
net network of the Azerbaijan National Academy of
Sciences. Since the traffic volume here is linked to
the operations of the Academy's institutes, a cyclical
pattern was observed corresponding to the stand-
ard workday, spanning approximately 08:00 to 17:00
local time.

The article presents a control model for all three
cases; this model compares channel throughput and
ensures that traffic volume does not exceed channel
throughput.

In both graphs, the abscissa (x-axis) axis shows
time in minutes, and the ordinate (y-axis) axis shows
the volume of information passing through the chan-
nel per minute.

For clarity, the full model assumptions and deri-
vations for the periodic-traffic case are provided
in Section 3 (Methodology). Here, we focus on
the interpretation of the measured traffic patterns
(Figures 1-3) and the practical implications of apply-
ing the control model.

As can be seen from Figures 1 and 2, in some
cases the distribution of traffic volume as a function
of time is approximately uniform, close to a constant
function, and in some cases, it is strictly periodic
[30-32]. If we use the average values of several days
in cases where the time dependence of traffic volume
has daily periodicity, we can determine this depend-
ence for the average day. Figure 3 in the article pre-
sents a graph illustrating network traffic, server load,
or request processing speed. Existing caption for the
graph: “Dependence of average daily request volume
on time (in minutes).”

A traffic control algorithm must be created for
each non-periodic and periodic case. The throughput
of a suitable communication channel B is baud. Let
us use the notation adopted above to solve the prob-
lem. In Figure 3, the channel throughput is indicated
by the green line. Experiments show that a situation
similar to that in Figure 1 can occur in parts and chan-
nels of the network that operate without human inter-
vention. In this case, traffic can exceed the channel
throughput in random cases and for a short time. In



Traffic monitoring and control model for TCCNs: Zeynalov et al.

Data volume (Mbit/s)

Figure 1: Time dependence of traffic volume in technological channels.
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Figure 2: Time dependence of the volume of network requests during the working days of
selected week.
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Figure 3: Time dependence of the average daily volume of requests, in minutes.

such cases, disruptions in the channel quickly recover
on their own. To eliminate the possibility of that hap-
pening altogether, the frequency of reading and digiti-
zation of the primary transducers can be lowered.

To solve the traffic load problem, it is necessary to
estimate the volume of information coming from sen-
sors, which are primary data transmitters in various
network nodes, especially at the technical equipment

6

control level and at the technological process con-
trol level. It is known that sensors whose outputs are
analog signals and smart sensors whose outputs are
binary codes are used in practice. ADCs and control-
lers are selected depending on the frequency charac-
teristics and sensitivity of the sensors used. Reading
information transmitted by sensors with frequencies
exceeding their frequency range can lead to repeated
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reading of the same information. Therefore, the maxi-
mum reading frequency can be determined as

W = min upper limit of the sensor frequency range,
- maximum conversion frequency of ADC

However, the actual sensor reading frequen-
cies are selected in accordance with the strategy of
process monitoring and control, taking into account
the information needs of corporate network users,
adjusted for network capacity.

To prevent the selected channel from overloading,
we can write

W= S*rmin upper limit of the sensor frequency range,
B maximum conversion frequency of ADC

Here we can take ¢ < 1. Thus, the average volume
of data received from the initial data sources will be
reduced and the volume of data transmitted will not
exceed the channel throughput. Therefore, in this
case, the traffic control problem is reduced to a sim-
ple matter of selecting the parameter ¢ < 1. It should
be noted here that this parameter can be determined
experimentally.

In cases where the time dependence of traffic
volume is periodic, a case close to the one given
in Figure 3 can be analyzed. In this figure, the time
dependence of traffic volume is shown for one aver-
age day. The channel throughput is indicated by the
green line and, as mentioned, its value is g. Let us
denote the beginning of time by T, and the end of
time by T. Let us denote the intersection points with
the green line by T, and T,. Here we can note the
following.

1. The indicated periodicity cannot be exact peri-
odicity. If we record the values of T, and T, for
several days or weeks in practice, then we can
obtain the set T T, } which consists of the
sequence of time segments [T,;T,]. The right and
left sides of the segments in this set will differ
slightly. If during the observation period there are
Z time intervals in which the amount of information
exchanged in the channel exceeds the channel
throughput, the segment [7;;T,] can be specified
as follows:

[7—1;7_2]: U [7-1/; Tzf]
ie[1Z]
2. The volume of information that has to go through
the channel during the day can be

.
V, = [v(t)dt.
TO

The volume of information going through the
channel in the segment t € [T,,T, | when the volume of
information exceeds the throughput can be

TZ
V,, = [v(t)at.
T,

Therefore, the volume of information generated
in the information sources of the system in the time
T2
interval te[T,, T] is also jv(t)dt and we can consider
T,
it equal to the price. At this time, information equal
to (T,-T,)"B can be transmitted through the appropri-
ate communication channels on average. Given this,
we can calculate the value of the parameter 6 that is
independent of random choices and can be calcu-
lated as:

(.-T.)'8
[Fv(t)at

1

However, in this case, excess information equal to

J<

T2
the quantity f(V(f) — B)dt will be transmitted through
T

the channel. This can cause serious malfunctions in
the operation of the channel and disrupt the oper-
ation of the network. The number of data transmis-
sions through the channel can be determined as fol-
lows. If a transmission event occurs at every At, and
we denote the number of transmission events in the
interval as t €[T,,7,] by K, we can determine this
parameter as

T, =T,
At
3. In order not to disrupt the operation of the
channel by transmitting information in excess
of the channel’s capacity, a portion v, — g of
the total information volume v, to be trans-
mitted in each k-th transmission case can be
stored and transmitted after time T,. According
to the logic of the organization of the exchange
process in the channel, the stored portion may
be one of the files to be transmitted. Thus, it
is not efficient to transmit one part of the file
and store another part. Therefore, the vol-
ume of the stored file must be v, 2v, - .
This stored file can be transmitted together

K, = +1.
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with v(t) in the time t > T, within the conditions
t>T, and v(t)+v, < . Organizing and manag-
ing traffic monitoring with the indicated algo-
rithms can prevent channel disruptions and
ensure the transmission of stored files without
much delay.

Thus, we obtain the following traffic control model
in cases where traffic volume has daily periodicity:

.
v, = Iv(t)dt — max

TO
The following conditions must be fulfilled here:

T

[(v(t)-B)dt — min

T,

A file must be found satisfying the condition
v, 2v, — B =0 such that the conditions

te[T,T,lv(t)=v(t)-v, < B& te[T,T]v(t)

=v(t)+v, < B are satisfied.

From the results obtained in the article, the prob-
ability of a file being transmitted late, falling within the
interval [T ; T,], can be calculated as:

;
- Tov(t)dt

p =—r =——
V T2
12 jﬂv(f)dl‘
The maximum latency of the delayed file is approx.
Tgmax = T2 - 7—1 :

V. Conclusion

Research and analysis of existing literature sam-
ples show that TCCNs retain many features of
modern monitoring, diagnostics, control sys-
tems, SCADA systems, and Corporate networks
and computer networks, and are created on their
basis. These networks can combine, on the one
hand, industrial-type networks closely related to
technical objects, and on the other hand, local and
Internet-connected networks. Being a multilevel
network, the lower levels of the Telecommunication
and Computer Systems (TCCNSs) are related to the
controller, primary data converters. The upper
levels of these networks are related to computer
networks.

It is shown that the lower levels of networks
require extensive use of controller techniques. Here,
the characteristics of controllers that are widely
used in some difficult conditions are given. The
importance of communication channels and proto-
cols in the construction of Telecommunication and
Computer Systems (TKKS) networks is noted and it
is shown that the organization of monitoring of infor-
mation flows in communication channels is of great
importance.

This article analyzes variants of the time depend-
ence of traffic volume in TCCN communication chan-
nels observed in the industrial-type part of the net-
work and in the parts close to corporate networks.
It is shown that in both cases, the traffic volume can
exceed the channel throughput and disrupt the chan-
nel’s operation. This situation necessitates the solu-
tion of the traffic control problem. The article proposes
solutions for both cases. A control model is built for
cases where the time dependence of traffic volume is
periodic and the solution of the model is given.

VI. Practical Outcomes, Limitations,
and Future Work

Based on the measured daily traffic patterns
(Figure 3), the proposed framework provides a practi-
cal procedure to select d\deltad from observed peak
traffic and channel capacity, enabling overload miti-
gation without hardware changes. The model also
yields interpretable performance indicators such as
the overload interval [T,, T[T_1,T_2|[T,, T)], late-trans-
mission probability, and a bounded maximum delay
for buffered files. A limitation of the current study
is that the validation is based on measured traffic
profiles without a dedicated hardware-in-the-loop
testbed. Future work will focus on extended valida-
tion across multiple industrial sites and on adaptive
d\deltad scheduling that jointly considers control-loop
delay constraints and cyber-security-driven availabil-
ity requirements.

In practice, various traffic patterns can be found
in systems implemented and operated in various
industrial sectors. In these cases, models similar
to those given in the article have been applied to
protect communication channels from overloads.
In many cases, the solution to the problem is to
increase the throughput of communication chan-
nels. In some applications, information blocks have
been used. The issue of adaptive management of
information blocks in the system is one of the issues
to be faced in the future.
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