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l. Introduction

Abstract

Dynamic and complex networks like smart transportation systems,
communication infrastructures, and sensor-based Internet of
Things (loT) contexts typically require proper routing and flexible
node behaviors to ensure good performance and low latency. We
present a new idea of NeuroRoute-GNNRL, the hybrid framework
of graph neural networks (GNNs) and reinforcement learning (RL)
to effectively implement real-time dynamic node categorization
and speed optimization in an evolving network environment
seamlessly. GNNs are utilized to learn what are known as the
structural dependencies and feature distributions among the nodes
in a network so that high-level representations of the graphs can
be extracted. Such embeddings are then leveraged by a RL agent,
which makes intelligent routing and speed alteration decisions. By
interacting with the network, the RL agent learns an optimal policy
to maximize throughput and to minimize delays. An experimental
comparison with both synthetic and real-world dataset shows the
advantage of NeuroRoute-GNNRL over conventional graph-based
and machine learning-based methods. The comparison is made in
terms of accuracy rate and adaptation capabilities, as well as the
performance of the entire network.

Keywords
graph neural networks, reinforcement learning, speed optimization,
dynamic node classification

In the rapidly changing world, where the fast-growing
number of technologies is in full swing nowadays,
networks are becoming more dynamic, complex, and
data-driven. The current network environment has a
significant change in the range of Internet-of-Things
(loT), smart cities, autonomous systems, and large
communication infrastructures. Such networks have
to deal with not only an increase in traffic but also
sophisticated connectivity patterns and continually
evolving topologies. In these settings, the best per-
formance can be achieved only if the intelligent sys-
tems can adapt to ever-changing conditions during

their operation. Static or traditional rule-based routing
schemes cannot perform well in these dynamic net-
work conditions. They may cause inefficiencies in the
form of delays, packet loss, and hindrance in efficient
utilization of resources.

The recent introduction of machine learning, and
more recently deep learning, represented a signifi-
cant change in how intelligent networks analytically
work. Of such advances, graph neural networks
(GNNSs) have proven to scale up well to represent
and learn structured data, like network topologies.
GNNs are general neural networks that are able to
further extend operations of neural networks to non-
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Euclidean spaces, hence used especially when data
are naturally represented as a graph of relationships
and interactions. At the same time, reinforcement
learning (RL) has proven to be effective in sequen-
tial decision-making problems, learning optimal pol-
icies via interaction with dynamic environments. RL
has already been used in several areas like robotics,
game playing as well as traffic signal controlling and
its usage in network optimization tasks is becoming
popular. Although both GNNs and RL are developed
independently, their potential as a combined method
is little researched, especially in cases where struc-
tural insights are needed and dynamic control is
required. The paper presents NeuroRoute-GNNRL,
which is a hybrid model where GNN representa-
tional power was combined with the ability of RL to
reach an optimal decision in a dynamic network in
order to tackle two fundamental tasks: node clas-
sification and speed optimization. The framework is
specifically tailored to run in real-time, and to pro-
vide the ability to perform adaptive types of classi-
fication of the nodes in the network e.g. classifica-
tion of nodes as ones that are congested, critical,
or faulty, and to make intelligent routing or control
decisions to minimize the effect on delays, and to
maximize overall network throughput. In numerous
network situations, dynamic node classification is an
important activity. As an example, in car networks,
it may be important to know which vehicles or inter-
sections are of high priority so that traffic can flow
better and safely. In communication networks, it is
important to classify the nodes in terms of load or
energy consumption or fault propensity to maintain
the quality of services and to avoid failures. In con-
trast to static classification, dynamic node classifi-
cation requires adapting to graph topology and fea-
ture changes over time, and requires such models
to learn over a dynamic graph. GNNs are perfectly
qualified to perform such a task, given the ability to
produce node embeddings that are both locally and
globally aware of the graph properties. These may
further be deployed to categorise nodes in accord-
ance with the present context.

Nonetheless, classification does not account fully
for streamlining network performance. When nodes
that are critical or high-priority information are known,
this means that the system has to respond to this
information to affect the behavior of the network. It
is at this point that RL is crucial. The RL framework
in which the network control problem is framed as
a sequential decision-making problem allows learn-
ing policies that make context-justified decisions on
which actions to take in the immediate future. As an
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example, an RL agent could learn to re-route com-
munication to avoid traffic jams in nodes, or regulate
the transmission to optimize the load and decrease
the latency. The difficulty is that GNNs and RL should
be integrated in a manner that would enable the sys-
tem to discover both meaningful representations and
good policies.

NeuroRoute-GNNRL, with its tightly coupled
architecture, cuts this challenge. The representation
of the network is in the form of a graph that has a set
of nodes and edges with dynamic characteristics that
include the length of queues, bandwidth, and delay.
This practice is taken as a graph by a GNN that is then
clustered to produce the high-dimensional embed-
ding of each node of the graph followed by further
processing within the framework. Such embeddings
are then used to provide input into a node classi-
fier to classify the status of each node at the given
point in time. At the same time, the state of the RL
agent is represented by creating an embedding of
that state and based on the results will select actions
like selecting paths or increasing the speed. There is
some reward function that is used to drive learning so
that certain behaviors that enhance certain network
performance parameters, such as the throughput,
delay, and energy efficiency, are rewarded.

We perform thorough experiments both on syn-
thetic and real-world network datasets to validate the
effectiveness of NeuroRoute-GNNRL. Our findings
indicate that this new model is far better than the
baselines in accuracy node classification, changing
conditions, and general optimization of a network. We
also compare the contributions of GNN architectures
and RL algorithms [2] to performance, allowing us to
determine strength/weaknesses of the two and the
context in which they may be effectively deployed.
Overall, the paper suggests the following important
contributions:

1. Introduced NeuroRoute-GNNRL, a hybrid GNNs
and RL framework algorithm to offer dynamic
node classification in networks and speed maxi-
mization.

2. Developed a unified architecture that utilizes node
embeddings (based on GNN) to perform both,
classification and control downstream tasks.

3. Proposed dynamic graph modelling that occurs in
real-time to the networking, unlike current models
that support rigid learning. Thus, implementing
the Adaptive- Learning Modelling Design.

4. Carried out extensive experiments that show the
effectiveness of our method compared to conven-
tional and learning grounded baselines.
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This enables NeuroRoute-GNNRL to expand the
potential of smart network management by virtue of
closing down the distance between representation
learning and decision-making. The framework can be
generalized and applied to other kinds of networks,
such as vehicular, communication, sensor, and
robotic networks. Future directions include generali-
zation to larger and more diverse environments, inte-
grating other learning modalities (e.g. unsupervised
pre-training and multi-agent coordinating).

Il. Literature Review

Intelligent systems, which can be used in optimizing
and managing complex network environments, have
seen a spurt in supervision. Scholars have examined
a variety of schemes, including classical rule-based
algorithms, deep learning, and hybrid approaches
that combine various learning paradigms. Among the
major issues in this area is how to handle dynamic
topologies and traffic patterns, topologies and con-
nection patterns of networks. The current methods
have difficulties in adapting in real time, especially
when implemented in large scale heterogeneous
environment.

Many works have concentrated on the usage of
GNNSs [3] in order to learn structural and contextual
knowledge about networks using network data. Kipf
and Welling developed graph convolutional networks
(GCNs) to conduct semi-supervised classification on
graph-structured data and have set the precedent
of future GNN research. This has been extended to
larger GNNSs, including graph attention networks
(GATs) [5], Graph SAGE, and graph isomorphism
networks (GIN) [6]. which are more effective in cap-
turing topological dependencies and dynamic node
features. Such models have been applied to traffic
forecasting, error diagnosis, and resource allocation
activities. To illustrate, the proposal by Wang et al. [7]
comprised a spatio-temporal GNN [8, 9] to predict
traffic, which performed improved prediction com-
pared to classical time-series models.

The GNNs work well with unlabelled data; how-
ever, there are some limitations. The capability is typ-
ically restricted to inferring fixed properties and does
not directly apply to making decisions under uncer-
tainty. To overcome this limitation, the idea of com-
bining RL and GNNs evolves. RL gives a scheme
for establishing the best policy, which is attained
by interaction of the agents with the dynamic envi-
ronment. Complex control problems have been
solved in any network using Algorithms like deep
Q-networks (DQN), proximal policy optimization

(PPO), and Actor-Critic, in addition to others. Zhang
et al. [4] verified the efficiency of RL in controlling
adaptive signals, as compared with fixed-timing pol-
icies, which relied on the dynamic traffic response.
On the same note, Chen et al. [1] used deep RL to
optimize routing in a communication network, result-
ing in a dramatic improvement in optimization of
throughput and delay.

RL and GNNs are an interesting combination in
structured learning environments because GNNs can
both learn representations and control policies. Zhong
et al. [10] suggested that GNNs could encode state
representations based on graphs, which were then
passed to an RL agent to do routing decision-making.
He et al. [11], proposed Graph-RL, a new model
that uses GNN-encoded embeddings alongside
GNN-encoded representations to train RL agents in
dynamic graph environments. Such approaches were
safer compared to the classical feature engineering
methods but were commonly limited to small-scale
approximations or solving single tasks.

The vulnerability of the existing literature is related
to a problem of lack of scalability and adaptation to
real-time changes in network states. Most existing
papers have an assumption of a fixed network or
a very slowly evolving network; hence, they cannot
be employed in practice in systems like vehicular
networks, Mobile Ad Hoc Networks (MANETSs), or the
loT. In addition, classification and control functions
tend to be treated independently, causing inefficien-
cies in decision pipelines.

Alternatively, the combination of the NeuroRoute
and the Graph Neural Network—based Reinforcement
Learning (GNNRL) we suggest offers a one-shot
solution under which both dynamic node classifica-
tion with GNN and speed optimization with RL can
be integrated. Context-awareness of the control deci-
sions is achieved through continuous adaptation of
the system to changing conditions of the network.
It treats the network as a dynamic graph, in which
the features of nodes and edges change with time,
because of which the GNN can generate a new set of
embeddings corresponding to the current state of the
network. Then those embeddings are put to use dur-
ing classification, as well as being fed into the policy
net of an RL agent.

Also, the accuracy of the previous research has
been high on benchmark datasets, but the works
commonly ignore the real-world issues when facing
delays, sparse reward feedback, and networks of
partial observability. NeuroRoute-GNNRL resolves
these problems via inclusion of temporal feedback
mechanisms [12], well-thought-out reward schemes,
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and scalable training procedures. We also take care
of multi-objective optimization [13], trading between
throughput, latency, and energy efficiency.

To conclude, there are promising examples of
the use of GNNs with RL [14] in recent research,
but the existing approaches do not imply the
appropriate scale of integration, real-time flexibility,
and synergy of tasks that should be provided when
applying it to dynamic networks. NeuroRoute-
GNNRL develops this direction and supports the
previous line of research as it offers a mixed archi-
tecture optimized not only for classification but also
for control, combined with simulations conducted in
several dynamic network settings [24, 25]. Table 1
below compares the work done by researchers,
indicating their key contributions and performance
in terms of accuracy. F1-score or generalized over-
all performance.

lll. Proposed Method

This paper presents a hybrid framework that does
dynamic node classification and speed optimization
in real-time network settings, called NeuroRoute-
GNNRL. The architecture combines GNNs and
structural learning representation, RL, and sequen-
tial decision-making. Such integration allows the
dynamic, graph-structured environments like vehic-
ular networks, communication networks, and
loT-based systems to be run with intelligent and
contextual-aware control strategies. Figure 1 depicts
the overall architecture of the proposed model. The
inclusion of feedback along with RL makes it more
capable and efficient in terms of node classification
and route optimization. The input network graph is
fed to the GNN module, which classifies each node
as black, brown, or blue. Based on the classification,

Table 1: Performance comparison among existing research work

Authors Methodology  Dataset

Dey et al. [16] Enhanced Amazon reviews,
TF-IDF + Neural social media
Networks

Jena et al. [17] Chi-square Publicly sourced

test + AdaBoost social datasets

(textual + social

media features)
Jadon etal. [18]  Deep learning and  Custom
social-text features cyber-bullying
dataset
Aliyeva et al. [19]  ANN 3,000 Twitter
posts
Geng et al. [20] Spatial-Temporal  Urban traffic data
GNN
H.Gu et al. [21] RL-based adaptive Simulated traffic
traffic signal networks
control
Raman et al. [22] Deep RL Communication
(DQN-based network traffic
routing) traces

Li et al. [23] GNN-based state
representation for

RL

Small synthetic
graphs

Key contributions Performance

Blended sentiment evaluation
using textual features

Accuracy:
84.5%-90.2%

Combined textual and social
features for cyber-bullying
detection

Accuracy: 90.2%

Used deep learning for
integrated feature analysis

Accuracy: 93.3%

Created and trained neural F1-score: 90%
models on Twitter posts for

cyber-bullying detection
Used ST-GNN for traffic
prediction in dynamic
networks

Significant
improvement

RL used to outperform fixed
signal strategies

Adaptive performance

Learned routing strategies in
dynamic networks

Improved throughput

Early integration of GNNs and
RL for decision tasks

Task-specific gains

ANNSs, Artificial Neural Networks; DQN, deep Q-networks; GNNs, graph neural networks; RL, reinforcement
learning; ST-GNN, Spatio-Temporal Graph Neural Network; TF-IDF, Term Frequency-Inverse Document

Frequency.
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the RL module then applies the Q-learning or DQN
technique to select among the nodes to be the next
hop or next node. This repeated classification and
selection leads to the optimized path as an output.

Algorithm for NeuroRoute GNNRL

Input:

G = (V, E) — network graph, [V| =n

X e RMnxd}- node feature matrix (latency, bandwidth,
packet_loss, ..)

Y _train €V (optinal) — set of labelled nodes for super-
vised GNN loss

T_gnn — number of GNN training epochs per GNN
update step

T_rl—number of RL episodes per RL update step
y—RL discount factor

o_gnn — GNN learning rate

o._rl—RL learning rate (or optimizer params for DQN)
A = 06 — weight balancing GNN loss vs RL cumulative
reward (for joint objective)

g_start, gend, gdecay - e¢-greedy params for
exploration
MaxEpisodes, MaxStepsPerEpisode — global stop-
ping criteria

retrain_interval — episodes between GNN re-train /
label refresh (optional)

use_function_approx — Boolean; if true use DQN par-
ametric Q, else tabular Q

Output: Node classifications (Black/Brown/Blue) and
Optimized routing policy 1i(s)

A" =D2(A + ) D2

Initialize W, @ q, Q, B « ¢, episode = 0, € = ¢ start
for epoch = 1 to WarmEpochs do

Z = Softmax(GNN_W_forward(X, A, W))
L_GNN(W) = -Z{ieY_train}x{c=1}-iclogzic

W« W —a.gnn* VW L_GNN(W)

end for

while episode < MaxEpisodes do
forep=1toT_rldo

10. episode + =1

11. Initialize v6, vd

12. s6 = BuildState(v6, x, neighbour_info, 2)

13. for t = 6 to MaxStepsPerEpisode do

14. with probability € choose random neighbour a_t
15. else a_t = argmax_a Q(s_t, a)

16. Execute a_t — next node v_{t+1}

17. label_next = argmax_c Z|v_{t+1}, c]

©ON® AN~

(Continued)

18. r_t = reward_from_label(label_next)

19. s_{t+1} = BuildState(v_t+1}, x, neighbour_info, z)
20. if use_function_approx then

21. store (s_t, a_t, r_t, s_{t+1} in B

22. Sample minibatch from B

23. Compute DQN loss and update ® g with a rl
24. else

25. Q(s_t, a_t) « Q(s_t, a_t) + arl * [r_t + y max_a’
Q(s_{t+1}, @) — Q(s_t, a_t)]

26. end if

27. if terminal break

28. end for

29. ¢ « max(e_end, ¢ * ¢_decay)

30. end for

31. if episode % retrain_interval == 0 then

32. for epoch =1to T_gnn do

33. Z = Softmax(GNN_W_forward(X, A, W))

34. L_GNN(W) = -Z{ieY_train}x{c=1}%-iclog zic

35. Combined_loss = L_GNN(W) - A *
(estimated_EpisodicRewardProxy)

36. W« W —-oagnn* VW Combined loss

37. end for

38. Z « Softmax(GNN_W_forward(X, A, W))

39. Foreach node i:y_i « argmax_c Z[i, ]

40. end if

41. if convergedCriteriaMet() break

42. end while

43. if use_function_approx then

44, n(s) < argmax_a Q_network(s, a; ® q)

45. else

46. n(s) « argmax_a Q(s, a)

47. end if

48. Return {y_i}, m(s)

Table 2 depicts the symbols that are used in the
algorithm for better understanding of the procedure.

The GNN uses the graph via message passing
and neighborhood aggregation, where all the nodes
encode information about its local network environ-
ment and the global network structure. Following
several layers of GNN, one gains node-level, edge-
level, or graph-level embeddings. These embeddings
are a high-dimensional, compact representation of
the current environment state. The GNN-generated
embeddings are processed by the RL agent as the
representation of the state. Practically, the embed-
dings are made to the policy network (actor) and/
or value network (critic) of the RL framework. As an
example, in actor-critic techniques, the output of the
GNN is either concatenated or pooled and fed into
fully connected networks that approximate the policy
p (als) and the value function V (s) or Q (s, a). In the
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Input
Network graph with
node features
(latency, bandwidth

GNN Module
Classify nodes as
Black, brown or Blue

RL Module
Uses node class and
environment state to
select next hop node

etc.)

(via Q-learning or
DQN)

Output
Optimized routing
path (favoring b lue
nodes and avoiding
black nodes)

Figure 1: Architecture of NeuroRoute-GNNRL. DQN, deep Q-networks.

Table 2: Symbol table summarizing the description of symbols used in the algorithm

Symbols

Description

A Adjacency matrix

A= D—2(A + [) D=7
GNN parameters W

Normalized adjacency with self-loops
W= {W} for 1 =0..L,

GNN forward: H® HO = X, HI+) = g(AHD /)
V4 Z = Softmax(H") e R™®, node label y_j = argmax_c Z,
GNN loss: L gy Lowwy =~ Zi € Yian o0 Y, 109 2, (if labelled set exists)

RL reward function r(s, a)

o + 1 if chosen next-hop label is Bluge,

o -1 if Black,
o 6 if Brown (can augment with latency/throughput shaping)

GNN, graph neural network; RL, reinforcement learning.

process of interaction with the environment, the RL
agent chooses the actions as per the GNN-enhanced
state embeddings. The state is transformed to a new
state, and the environment responds to an action by
rewarding it. The loss of RL is backpropagated using
the RL network as well as using the GNN, which is
why it can be trained end-to-end. Such a common
optimization allows the GNN to acquire task-specific
graph representations that optimize directly long-term
reward maximization. Generally, GNN embedding
with RL agents could enable the learning process to
utilize structural dependencies, spatial, and relational
dynamics to induce more scalable, adaptive, and
robust decisions than the traditional RL method using
hand-crafted features.

IV. Results and Discussion

a. Comparison with traditional routing
(OSPF)

We compared our GNNRL-based routing framework,
as shown in Table 3, with the commonly adopted
legacy open shortest path first (OSPF) [15] routing
protocol on a variety of topologies, specifically real
networks as well as types of synthetic topologies.
The Gain percentage is calculated by taking
the difference between GNNRL Framework and
Traditional OSPF. All the test topologies used show
that the GNNRL Framework always outperforms
OSPF. The best performance is recorded in Grid
topology with a Gain of 9.3% because the GNN
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Table 3: Comparison table with traditional routing

Topology Traditional (OSPF) (%) GNNRL framework (%) Gain (%)
NSFNet 93.2 98.6 5.40
GEANT 89.7 96.1 6.40
Random-100 82.4 90.3 7.90
GEANT2 88.5 95.0 6.50
Internet? 90.1 96.4 6.30
Fat-Tree (K = 4) 85.2 92.7 7.50
Barabasi-Albert (BA-Scale-Free) 84.6 91.9 7.30
Waxman 83.1 90.6 7.50
Grid (10 x 10) 80.5 89.8 9.30
Real World IX (IXP-based) 87.4 94.2 6.80

IXP, internet exchange points; OSPF, open shortest path first.

presented can use structural regularity. The GNNRL
achieves strong improvements even in real-life inter-
net exchange points (IXPs) topology, which indicates
that the route in this case has a perspective on work-
ing systems. Scalability Analysis: we analyse the per-
formance of the GNNRL routing framework when the
number of nodes is scaled up in the network. The
most significant performance parameters are the
accuracy of the classifications, the end-to-end delay,
and throughput.

Figure 2 represents a bar graph that shows the
comparison performance of the traditional OSPF (red
bars) and GNNRL (blue bars) with different network
topologies. In all the cases, the performance percent-
age of GNNRL is always better than Traditional OSPF,
and in all datasets, the performance percentage is
larger. The bar chart will compare performance (%) of
several sets of networking datasets (National Science
Foundation (NSF), Graph Embedding Algorithm (GEA),
R100, GEA2, 12, Fault Tolerance (FT), Barabasi—Albert
(BA), Weighted Aggregation Exchange (WAX), Grid
Computing Infrastructure (GRID), and Reinforced
Information Weighted Exchange (RIWX)) using two
approaches, i.e., red and blue bars. In all datasets, the
blue bars perform better than the red ones, signifying
that the suggested or improved technique performs
better than the basic method. The performance val-
ues are typically between the range of 80 and 100 and
exhibit a stable and high performance in various situ-
ations of the network. NSF and 12 also have the best
performance, with the blue bars taking almost per-
fect accuracy. R100 and GRID have relatively poorer
performance, especially on red bars, which implies
that it is more complex or variable. However, the blue

method still has a substantial margin of improvement
even when dealing with such difficult cases.

The line chart in Figure 3 indicates the percent-
age improvement of GNNRL in regard to Traditional
OSPF in various network topologies. The improve-
ment is 5%-10% and most improvement was seen
on GRID topology. The chart illustrates the percent-
age increase (%) of the various networking datasets
(NSF, GEANT, R100, GEA2, 12, FT, BA, WAX, GRID,
RIWX). All in all, the increase is always average with
a series of 6%—-9%. The gain is approximately 6% in
the case of NSF, and it grows gradually and reaches
its early peak at R100 (~8%). There is a minor drop
in GEA2 and 12, then a consistent recovery in FT,
BA, and WAX. The greatest profit is recorded on the
GRID dataset (9%-9.5%), where performance has
increased the most. The profitability at this point is
decreased to 6.5%-7% at RIWX. On the whole, the
method shows constant performance enhancement
on every dataset, and maximum effectiveness on
GRID, and no radical degradation on any dataset.

In Figure 4, the pie chart classifies network topolo-
gies into six types depending on the nature and appli-
cation. The biggest one is the academic one of four
topologies, then there is Synthetic of 2. All the other
classes Real-World, Data Center, Regular, and Scale-
Free have only a single topology each. This allocation
depicts an overemphasis on academic settings in the
assessment.

In Table 4 shows that even with 200 nodes, the
accuracy remains greater than 91%, showing great
generalization of GNN model. With growth in size
of the network, there is an increasing delay level, as
would be expected with increased routing length and
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Synthetic (2)

Scale-Free (1)

Regular (1)

Figure 4: Network topologies.

Academic (4)

‘ Real-World (1)

Data Center (1)

Table 4: Performance based on network size (Nodes)

Node count Accuracy (%)
20 Nodes 94.2
40 Nodes 93.9
60 Nodes 93.5
80 Nodes 93.1
100 Nodes 92.6
120 Nodes 92.0
140 Nodes 91.7
160 Nodes 91.5
180 Nodes 91.4
200 Nodes 91.3

number of decision points. The throughput is also
high (>92%) when taking all sizes, and this shows that
the RL agent is continuing to have effective routing
using larger loads.

In Figure 5, the graph indicates performance
parameters of the network on a varying number

Delay (ms) Throughput (%)
26.4 97.3
29.0 96.8
31.8 95.9
34.2 95.1
36.5 94.4
38.9 93.5
40.3 92.9
41.0 92,5
414 92.3
41.7 92.1

of nodes between 25 and 200. Although accuracy
and throughput are kept relatively steady (remains
>90%), there is a sharp rise in network delay (running
approximately 27 ms when 25 nodes are used and
over 40 ms when 200 nodes are used). All the tests
were carried on NVIDIA DGX H100 with eight 80 GB

9
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Figure 5: Network performance vs node count.

Table 5: Benefits of Neuro-GNN

Metric

Routing logic
Topology adaptation

Prediction accuracy
End-to-end delay
Throughput

Flow completion time
Link failure response

Scalability (nodes)
Generalization ability
Traffic flow/speed

Deployment
complexity

OSPF (traditional)

Shortest path (static)
Manual reconfiguration

N/A

31.5-40.6 ms
710-870 Mbps
~1.78s

Slow rerouting
(seconds—minutes)

Declining efficiency at scale
Poor (hardcoded rules)
Congestion-prone

Simple but static

NeuroGNN (GNNRL)

Learned dynamic policy

Automatic GNN-based
reclassification

91.3%-94.2%
26.4-36.5 ms
820-950 Mbps
~1.32s

RL adapts within ~2 s

Maintains accuracy & routing
Strong across topologies
High-speed adaptive routing
Requires training phase

T T
175 200

Benefits of GNNRL
over OSPF

Learns from traffic states
Adaptive & real-time

Prediction accuracy is good
J Up to 5.3 ms reduction

1 Up to 12% improvement
Faster delivery

Fast fault tolerance

Robust to 200 + nodes
Learns transferable logic
Efficient resource usage

It has one time training cost.
The system starts to operate
automatically after initial
training

GNN, graph neural network; OSPF, open shortest path first; RL, reinforcement learning.
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H100 GPUs for the CAIDA dataset. The Center of
Applied Internet Data Analysis (CAIDA) offers a set of
established, large-scale data sets of real-life Internet
behavior. They are data sets common in scholarly and
industrial studies to examine network traffic, Internet
topology, routing behavior, cybersecurity threats, and
performance features. The CAIDA datasets are mainly
collected based on high-speed internet backbone
connections, IXPs, and cooperative measurement
infrastructures. The data is gathered with the help of
passive and active measurement tools, and the priva-
cy-preserving anonymization policies are observed,
which means that the datasets will be appropriate
to use in ethical research. The statistics indicate that
it is possible to put extra nodes in the network and
preserve the level of performance, thus leading to the
associated loss of latency.

Table 5 depicts noticeable benefits of Neuro-
GNNRL compared to the traditional OSPF routing
protocols over several metrices like, Routing Logic,
Topology Adaptation, Prediction Accuracy, End-
to-End Delay, Throughput, Flow Completion Time,
Link Failure Response, Scalability, Generalization
Ability, Traffic Flow/Speed, Deployment Complexity.
[t demonstrates better performance in terms of pre-
diction precision (91%-94%), end-to-end delays (the
lag was 5.3 ms shorter), throughput (12% better), and
the time required to recover faults (2 s as compared
to minutes). The primary trade-off is the complexity
of deployment since this approach requires training
period, compensated by the fact that the system
learns adaptive routing policies and generalizes to
novel network architectures.

V. Conclusion

The paper introduces a new hybrid framework, the
NeuroRoute-GNNRL that will combine GNN with
RL. It solves dynamic node classification as well as
the problem of speed maximization in contempo-
rary network scenarios. With our multidimensional
assessment, we show that NeuroRoute-GNNRL is
greatly superior to a classical routing protocol such
as OSPF in several different performance perspec-
tives. This work has several important contributions
that are (1) proposal of a hybrid GNN-RL architec-
ture that learns dynamic routing policies based on
current network traffic states, (2) experimentation of
real-time topology adaptation capabilities via auto-
matic GNN-based reclassification, (3) robust scal-
ability performance that keeps up with accuracy
across networks with 200+ nodes, and (4) effec-
tive generalization capacity across various network

topologies. Our findings indicate that combining a
deep learning-based approach and familiar network-
ing techniques is a viable way of achieving more effi-
cient, resilient, and adaptive network infrastructures
that can support the needs of more complex dis-
tributed systems. The decrease in end-to-end delay
(26.4-36.5 ms) and increase in throughput (820-
950 Mbps) show the superiority of our findings over
the traditional approaches. Moreover, it significantly
reduces the issue of congestion-prone traffic with
its high-speed adaptive routing strategies. Thus, we
can state that the proposed approach overcomes
real-world issues like facing delays, sparse reward
feedback, and networks of partial observability. In
future, we intend to make the model generic and
increase the scalability as well. In addition, we need
to handle a large, dynamic network where nodes
and edges are often in case of mobile ad hoc net-
works. The model does not support holding any
study for mobile ad hoc networks. Moreover, the
comparison is done only with the OSPF. It limits to
describe the agent’s behavior in a dynamic environ-
ment as well. The number of nodes considered was
200 only; the results may vary with an increase in
the number of nodes.
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