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Abstract
The growing trend of interconnected subsystems has brought 
significant interest in designing smart systems with the ability to 
build fully controlled attention upon them. Designing and verifying a 
smart building system presents unique challenges, including ensuring 
security for sensitive areas, managing diverse user access levels, and 
integrating multiple subsystems while maintaining system integrity and 
performance. There is also a need to work and focus on the goal of a 
smart, safe, and secure courtroom environment for all stakeholders, 
particularly in developing countries, such as Pakistan. There are also 
problems of security, safety, and energy saving in the infrastructure 
of the smart building systems. This study presents a proposed 
model for a secure, safe, and energy-saving courtroom building, 
and the model utilizes Unified Modeling Language (UML) diagrams 
to visualize the system’s components or objects and interaction 
sequences of actions. Additionally, formal methods are used, 
specifically Temporal Logic of Actions (TLA+), to write specifications 
as per the requirements of specifications and to rigorously verify the 
system’s properties to ensure its correctness. In the context of the 
smart courtroom building, security measures, such as password-
protected entry, user access level, and safety, are implemented for 
the courtroom building. The system also manages building-wide 
lighting and temperature control while incorporating a subsystem of 
smoke detection to enhance safety during a fire in the courtroom. The 
model’s properties, such as correctness, are rigorously verified using 
the TLA+ toolbox and built-in Model Checker (TLC) after applying 
the specification as per the requirements of the infrastructure of a 
building. So, we have developed a novel integration of UML modeling 
and TLA+ specification for comprehensive system representation and 
verification. This is a robust set of formal specifications that address 
the unique security and functionality requirements of a courtroom 
environment. We have successfully verified the system properties 
using the TLC model checker, ensuring the correctness and safety of 
the proposed smart courtroom building system.
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I. Introduction

The diverse usage of Internet of Things (IoT) stands 
as a cutting-edge technology with favorable applica-
tions across numerous industries. One particularly 
key  sector is smart buildings within the territory of 
IoT,   artificial intelligence (AI), and machine learning. 
Day- to-day, IoT finds applications in diverse indus-
tries, such as smart cities, smart homes, smart grids, 
e-health, quality management, and transportation. 
Using IoT in smart buildings emerges as a cost-
effective and efficient solution. Key considerations 
for commercial spaces, such as comfort, accessibil-
ity, security, and energy management, align naturally 
with IoT-based technologies. This chapter provides 
an overview of IoT technology, its architecture, and 
the monitoring of smart buildings. The aim is to lay 
the groundwork for future studies that leverage spa-
tial data collected from diverse IoT devices, including 
temperature sensors and security cameras, already 
operational in buildings. Effective moisture control is 
crucial for maintaining a healthy indoor environment 
in residential buildings [1–5]. Creating necessitates 
a smart system combining various subsystems to 
model a fully well-designed smart system. The pro-
cess of verifying and validating such a smart system 
is a considerable challenge. Many researchers have 
researched various intelligent systems, including the 
automation of houses, offices, libraries, autonomous 
vehicles, campuses, and smart airport systems. 
However, many of these systems have not been 
researched with a focus on ensuring privacy and 
security. This study introduces a novel proposal for 
a smart courtroom building system (SMCBS), which 
not only incorporates the typical features of smart 
systems but also fulfills the safety properties, ensur-
ing a private and secure environment, particularly 
in Pakistan. In this era of research, they engage the 
Unified Modeling Language (UML) along with formal 
methods to explain the objects, sequences of actions, 
and the behavior of the intelligent courtroom sys-
tem [6]. UML serves as an informal, object-oriented 
modeling approach that incorporates various picto-
rial practices, such as state, activity, sequence, and 
entity diagrams. It contains a wide range of diagrams 
in both structured methods and the object-oriented 
domain. As a collection of graphical models, UML 
speaks to diverse properties of design, with the pri-
mary focus on two types of models: (i) behavioral and 
(ii) structural models. In this framework, they empha-
size the behavior of the models, a state machine of 
automation in verification that effectively explains 
the active behavior of the system [7–9]. Numerous 

methods exist for verification and validation, with the 
adoption of formal methods being particularly favored 
by many researchers. This preference is attributed 
to the effectiveness of formal methods in designing 
systems with minimal bugs. Over the last decade, the 
use of formal methods has gained traction and has 
been embraced by several reputable companies [10, 
11]. Formal methods play a crucial role in supporting 
the verification, development, and specification tools 
of both software and hardware systems. These meth-
ods are grounded in mathematics and utilize software 
tools to demonstrate that the formal implementation 
model of a system accurately aligns with its specifica-
tions. The key objective in system development is to 
simplify and clarify complexities, and formal methods 
excel in achieving this goal. What sets formal meth-
ods apart is their incorporation of formal verification 
and the system’s correctness before its acceptance. 
The trustworthiness of formal verification tools is 
notably high, making them viable alternatives to the 
existing verification framework [12].

Formal methods are extensively engaged to 
ensure the correctness, safety, and liveness of vari-
ous systems, with many verification processes using 
formal methods. These methods excel at identifying 
errors and bugs in systems that may go undetected 
by other approaches. Well-known companies have 
relied on formal methods for an extended period to 
model, verify, and validate the complexities of their 
systems. The initial step involves the modeling of the 
system by translating it into an abstract mathemati-
cal model, specifying its properties and requirements 
to use a formal specification language. Our key moti-
vation is to utilize formal methods not only to achieve 
the safety and security of our enhanced smart sys-
tem [13–16].

Safety Critical Systems (SCSs) refer to systems 
whose failure could result in catastrophic environ-
mental consequences, potentially leading to the loss 
of lives. In recent decades, the prevalence of SCSs 
has increased significantly across various domains, 
including nuclear reactors, the avionics industry, 
and the military sector. With advancing technology, 
there is a gradual reduction in manual labor due to 
increased automation. This shift toward automation 
underscores the need for heightened attention to 
safety and reliability by both researchers and indus-
tries. Formal methods serve as crucial techniques in 
the design and verification of SCSs. Unlike alternative 
system design approaches, formal methods pro-
vide a guarantee of system correctness through the 
application of mathematical proofs. As technology 
continues to evolve, the reliance on formal methods 
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becomes paramount in ensuring the robustness and 
reliability of SCSs [17].

In this era of research, they engage the UML 
along with formal methods to illustrate the objects, 
sequences of actions, and the behavior of the intel-
ligent courtroom system [6]. UML serves as an 
informal, object-oriented modelling approach that 
incorporates various pictorial practices, such as 
state, activity, sequence, and entity diagrams. It con-
tains various diagrams in both structured methods 
and the object-oriented domain. As a collection of 
graphical models, UML speaks to diverse proper-
ties of design, with the primary focus on two types 
of models: (i) behavioral and (ii) structural models. In 
this framework, the emphasis is on the behavior of 
the models, the state machine of automation in veri-
fication that effectively explains the active behavior of 
the system [7–9].

Creating necessitates a smart system combining 
various subsystems to model a fully well-designed 
smart system. The process of verifying and validat-
ing such a smart system is a considerable challenge. 
Numerous methods exist for verification and valida-
tion, with the adoption of formal methods being par-
ticularly favored by many researchers. This preference 
is attributed to the effectiveness of formal methods in 
designing systems with minimal bugs. Over the last 
decade, the use of formal methods has gained trac-
tion and has been embraced by several reputable 
companies [10, 11].

Formal methods play a crucial role in supporting 
the verification, development, and specification tools 
of both software and hardware systems. These meth-
ods are grounded in mathematics and utilize software 
tools to demonstrate that the formal implementation 
model of a system accurately aligns with its specifica-
tions. The key objective in system development is to 
simplify and clarify complexities, and formal methods 
excel in achieving this goal. What sets formal meth-
ods apart is their incorporation of formal verification 
and the system’s correctness before its acceptance. 
The trustworthiness of formal verification tools is 
notably high, making them viable alternatives to its 
existing verification framework [12].

Formal methods are extensively engaged to 
ensure the correctness, safety, and liveness of vari-
ous systems, with many verification processes using 
formal methods. These methods excel at identifying 
errors and bugs in systems that may go undetected 
by other approaches. Well-known companies have 
relied on formal methods for an extended period to 
model, verify, and validate the complexities of their 

systems. The initial step involves the modeling of the 
system by translating it into an abstract mathematical 
model, specifying its properties and requirements to 
use a formal specification language. Our key motiva-
tion is to utilize formal methods not only to achieve 
the safety and security of our enhanced smart sys-
tem [13–16].

SCSs refer to systems whose failure could result 
in catastrophic environmental consequences, poten-
tially leading to the loss of lives. In recent decades, 
the prevalence of SCSs has increased significantly 
across various domains, including nuclear reactors, 
the avionics industry, and the military sector. With 
advancing technology, there is a gradual reduction 
in manual labor due to increased automation. This 
shift toward automation underscores the need for 
heightened attention to safety and reliability by both 
researchers and industries. Formal methods serve 
as crucial techniques in the design and verification of 
SCSs. Unlike alternative system design approaches, 
formal methods provide a guarantee of system cor-
rectness through the application of mathematical 
proofs. As technology continues to evolve, the reli-
ance on formal methods becomes paramount in 
ensuring the robustness and reliability of SCSs [17].

Smart and energy-efficient buildings are increas-
ingly being enhanced as the construction industry 
influences decarbonization, leading to an impressive 
interest in sophisticated control systems that bal-
ance energy use with occupant comfort. Although 
there are many developments in this field, there has 
not been a comprehensive review of modern control 
systems for these buildings, particularly regarding 
innovative energy systems, machine learning appli-
cations, and controls that focus attention on resident 
needs. This latest progress in smart building mecha-
nisms covers everything from data collection through 
sensors to building automation and energy mod-
eling. It looks closely at different machine-learning 
approaches and their practical applications. The find-
ings also reflect how control systems can make build-
ings more reliable, secure, and adaptable to chang-
ing conditions, including their role in fault detection 
and climate transformation response. Particular 
awareness is presented to systems that rank occu-
pant comfort and behavior. The review concludes by 
deliberating key challenges, such as discovering the 
right balance between system complexity and perfor-
mance, the role of AI in adapting to climate change, 
and how occupant-focused controls can progress 
relief and energy efficiency. This research specifies 
a systematic overview of current developments in 
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smart building control systems, helping to guide the 
construction industry regarding a more sustainable 
future [18].

China is targeting carbon neutrality by 2060, 
enhanced by significant policy ideas announced at 
COP26, and the call among governments to improve 
energy efficiency in existing buildings has never been 
higher. There may be many studies about energy-
efficient renovations, but there is still no comprehen-
sive overview of how incentives are being applied in 
practice. Major gaps include the lack of analysis on 
how national and local policies are linked, insufficient 
scrutiny of recent policy developments and impacts, 
and little understanding of the multiple barriers to 
these renovations. While the complexities have made 
addressing these challenges difficult, this study uti-
lizes comprehensive policy analysis to clarify how 
national and local incentives are connected (as they 
are seen in this study) as well as have shifted over 
time. It further examines pilot city-based initiatives 
and delivers best practice success stories and les-
sons learned as use cases. We next examined the 
challenges confronting governments, homeowners, 
companies, and academics regarding these issues 
and provided some recommendations. The purpose 
of the study is to contribute to informing future pol-
icy and regulation on energy-efficient retrofit business 
decisions in China [19].

Specific challenges in designing smart courtroom 
systems: smart courtroom systems face unique chal-
lenges, such as maintaining strict access control, 
ensuring data privacy, and integrating various subsys-
tems, such as temperature control and smoke detec-
tion, while adhering to legal and security standards.

The limitations of existing approaches:
On the contrary, the previous studies have 

addressed smart building systems; they often lack the 
rigorous formal verification needed for critical environ-
ments, such as courtrooms, and do not adequately 
address the integration of multiple security-sensitive 
subsystems.

This study presents a novel approach that: 
Combines UML’s visual modeling capabilities with 
Temporal Logic of Actions (TLA+)’s formal verifica-
tion power, providing a comprehensive method for 
designing and validating complex smart systems. 
Develops a set of formal specifications tailored to the 
unique requirements of a courtroom environment, 
including strict access control and safety measures. 
Demonstrates the successful verification of critical 
system properties using the TLC model checker, 
ensuring the proposed system meets stringent 

security and functionality requirements. Table 1 
shows the summary of the literature review related to 
smart buildings. 

a. Research contributions

Maintaining concepts, TLA+ treats properties and 
specifications alike; expressing both as logical formu-
las is a more powerful full specification language. Our 
proposed model engages TLA plus a formal specifi-
cation language after using UML design to demon-
strate the system’s abstract model. The application 
of formal modeling and verification techniques to a 
SMCBS, which has not been previously explored in 
the literature. The integration of UML and TLA+ for 
modeling and verifying a complex, multicomponent 
smart building system. The TLA+ toolbox will be 
utilized to prove the correctness and verification of 
our proposed model. The SMCBS includes various 
subsystems. Each presiding officer, staff, advocate, 
accused, and litigant entrance requires authentica-
tion via a username and password, and visitors can 
only enter if authenticated by a reception employee 
for safety. Once the arrival of the first presiding officer 
or court employee, the light system activates auto-
matically through sensors, and temperature sensors 
regulate the temperature of the building. Another 
subsystem of smoke detection ensures safety after 
detecting any smoke in case of a fire.

Organization: The rest of the study is structured 
as follows: Section II describes the related work in 
this field, Section III represents the UML-based smart 
courtroom building model, Section IV describes 
the formal specification using TLA+, Section V dis-
cusses the TLA+ model analysis, and finally Section VI 
 contains the conclusion and future work.

II. Background of Studies

In this study, a famous researcher Leslie Lamport 
[33] has used the TLA+ specification language and 
refined modeling language to design for concurrent 
and  distributed systems, enabling precise system 
descriptions through mathematical expressions. It 
proves instrumental in identifying crucial design errors 
that may be challenging to detect and costly to rec-
tify at the code level. TLA+ was created by Lamport 
specifically for formal reasoning, describing the dis-
tributed algorithms. His work, Specifying Systems 
in 2002, provides insights into TLA+, its usage, and 
percentage money for the fulfillment of their desired 
needs and to enhance efficiency and boost employee 



5

INTERNATIONAL JOURNAL ON SMART SENSING AND INTELLIGENT SYSTEMS

Table 1: Summary regarding the review of literature on smart buildings

Authors Year Usage of 
methodology

Main findings/
viewpoints

Limitations

Rodríguez Gracia  
et al. [20]

Apr 2023 AI techniques in 
sustainable buildings

Explores how AI can 
enhance the sustainability 
of buildings through a 
comprehensive review 
of the existing literature. 
Utilized bibliometric 
analysis to identify key 
trends.

Relies on bibliometric 
data, which may 
not capture the 
practical, real-world 
effectiveness of AI 
solutions.

Khan et al. [21] Dec 2022 Critical event library for 
building fire safety

Developed a framework 
for firefighting in buildings 
based on significant fire 
events. The framework 
aims to predict future 
incidents using a database 
of past events.

Based on historical 
data, which may 
not account for new 
building materials 
and designs or 
evolving safety 
standards.

Liu et al. [22] Jan 2023 Data-driven smart 
photovoltaic systems in 
buildings

Summarized literature on 
data-driven approaches 
with integrated 
photovoltaic systems, 
covering data collection, 
analysis, prediction, and 
optimization.

The focus on 
data-driven methods 
does not address 
the practical 
implementation and 
cost considerations 
for large-scale use.

Xia et al. [23] Sep 2022 GIS and BIM integration 
for smart cities

Reviewed data integration 
methods for combining 
GIS and BIM technologies 
in urban planning, 
emphasizing sustainable 
city design through digital 
twins.

The study is largely 
conceptual and does 
not provide practical 
case studies on the 
implementation of 
these technologies.

Pinto et al. [24] Feb 2022 Transfer learning 
in smart building 
applications

Reviewed the use of 
transfer learning and deep 
learning in smart building 
technologies, categorizing 
existing research into four 
major application areas.

Primarily focuses 
on theoretical 
applications without 
a detailed discussion 
on the challenges 
of real-world 
deployment.

Dwivedi et al. [25] Apr 2022 IoMT in healthcare 
buildings

Investigated the use of IoT 
in healthcare buildings, 
discussing potential 
benefits and challenges in 
creating smart healthcare 
environments.

Limited discussion 
on data security and 
privacy concerns 
associated with IoT in 
healthcare settings.

Huseien and  
Shah [26]

Jan 2022 5G technology for smart 
energy management

Discussed the potential of 
5G technology to support 
energy management in 
smart buildings, with a 
focus on Singapore’s 
governmental support for 
this technology.

Focused on the 
Singapore context, 
which may not 
be applicable to 
other regions with 
different regulatory 
environments.

(Continued)
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Authors Year Usage of 
methodology

Main findings/
viewpoints

Limitations

Aguilar et al. [27] Nov 2021 AI for energy 
management in 
buildings

Reviewed AI applications 
for self-managing energy 
systems in buildings, 
categorizing studies by 
task areas of monitoring 
and decision-making.

Limited to AI 
technologies; 
does not address 
the challenges of 
integrating these 
systems with existing 
infrastructure.

Malagnino et al. [28] Aug 2021 IoT and BIM for 
sustainable building 
environments

Explored how building 
information modeling 
and the IoT can improve 
building sustainability, 
analyzing literature from 
2015 to 2020.

Focused on older 
literature, potentially 
missing recent 
advancements and 
ongoing research in 
this rapidly evolving 
field.

Stopps et al. [29] Jan 2021 Occupant-centric HVAC 
controls in residential 
buildings

Reviewed the research 
on smart HVAC systems 
that focus on occupant 
comfort, comparing 
experimental studies 
with existing commercial 
technologies.

Emphasizes research 
gaps without fully 
exploring how these 
systems can be 
effectively integrated 
into current homes.

Dakheel et al. [30] Oct 2020 Smart building features 
and performance 
indicators

Reviewed the technologies 
and KPIs that define 
intelligent building features 
and discussed the 
challenges of retrofitting 
existing buildings.

The review is 
general; it lacks 
specific case studies 
or quantitative 
assessments 
of different 
smart building 
technologies.

Dong et al. [31] Sep 2019 Smart building sensing 
systems

Reviewed how indoor 
environmental sensors 
impact energy efficiency 
and comfort, covering 
aspects regarding visual 
comfort and indoor air 
quality in the building.

The focus on sensors 
overlooks the 
challenges related 
to maintenance, 
data accuracy, and 
system integration.

Jia et al. [32] May 2019 IoT adoption in smart 
buildings

Reviewed key projects 
and research on the 
changing and fixing of IoT 
technologies for smart 
buildings, also highlighting 
improvements in sites of 
academia and industry.

Lacks an evaluation 
for long-term 
sustainability and 
scalability of these 
IoT solutions in 
several different 
building types.

Our proposed work Oct 2024 Adoption of IoT technologies, the formal model language of TLA+, 
specification with formal methods in smart courtroom building

AI, artificial intelligence; BIM, Building Information Modeling; GIS, Geographic Information System; HVAC, 
Heating, Ventilation, and Air Conditioning; IoMT, Internet of Medical Things; IoT, Internet of Things; KPIs, key 
performance indicators; TLA+, Temporal Logic of Actions.

Table 1: Continued
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 performance, certain crucial steps are implemented. 
The concept of smart offices involves modeling the 
office management system to gain a comprehensive 
understanding and visualization from various per-
spectives. UML diagrams are utilized to capture the 
operational and interactive aspects of a system, while 
Automata-based models automate system behavior 
in terms of states. Ensuring the smart office system’s 
consistency, accuracy, and reliability is attained via 
formal methods. So, Vienna Development Method 
(VDM) and specification language play a key role in 
verifying and validating the proposed model, contrib-
uting to the overall effectiveness and dependability of 
the smart office system [34].

This study addresses all these challenges by 
focusing on developing a smart city sewerage sys-
tem using IoT, UML, automata, and TLA+. The pro-
posed sewerage system is constructed through 
“UML” activity diagrams, which are then transformed 
into Non-deterministic Finite Automata (NFA). Each 
junction is represented as a state, and water flow is 
depicted as a transition. A system state is considered 
safe if the wastewater flow between junctions fol-
lows a secure path, predicting water behavior. Near 
to formalizing the UML and automata-based models, 
we employ TLA+ with robust model-checking capa-
bilities. The correctness of our proposed model is 
rigorously demonstrated through the use of TLC, a 
model-checking tool within the TLA+ toolbox, ensur-
ing the effectiveness and reliability of the smart city 
sewerage system [35].

The recent advancements in technology have 
sparked considerable interest in the field of implement-
ing intelligent systems. Researchers have explored 
various smart systems, including home, office, and 
parking areas, in response to this technological 
advancement. This system operates on a wireless 
fidelity (Wi-Fi) network utilizing the AllJoyn framework. 
It incorporates an asymmetric curve of cryptography 
for authentication to ensure secure operations. This 
authentication process facilitates user interaction, 
access, and control through an Android-based appli-
cation program. Additionally, there is a proposal for 
a smart campus positioned around the mobile social 
network. This initiative involves integrating the com-
munity relations within the campus environment with 
an elastic system architecture design. The model 
considers the  client side, representing mobile users, 
and the server side,  representing both the social con-
nections and  services [36–39].

The decision-making process contains mixed-
integer linear programming for every decision, result-
ing in reduced average parking costs and time spent 

searching for a parking spot. Additionally, a sewage 
system was proposed using NFA, unified data mod-
eling language, and TLA+. The system is designed to 
run a function as a subsystem within a broader range 
of the smart city framework. Furthermore, a survey is 
presented to cover the basic and foundational archi-
tecture, protocols, and technologies for an urban IoT, 
along with considerations on best-practice proce-
dures and methodological resolutions for a project in 
the Padova Smart City in Italy [40, 41].

Several investigators have undertaken the mod-
eling of intelligent courtroom buildings, primarily 
focusing on power consumption and management. 
Additionally, around the investigations into smart 
campus systems, emphasizing mobile learning, 
cloud-based learning, e-learning, and promoting the 
environmental awareness on campus [42–48].

The research work has proposed a system that 
varies slightly due to the distinctive environmental and 
the distinctive features compared to the elementary 
courtroom. The primary objective of this smart system 
is to integrate interconnected subsystems to create a 
comprehensive, smart, and autonomously controlled 
system. Safety stands out as a critical property that 
these systems must possess, particularly in the con-
text of our SMCBS. Another essential characteristic to 
be incorporated into these smart systems is  security. 
While many researchers tend to focus on achieving 
either safety or security, our proposed model aims 
to establish a system that is both secure and safe. 
Future discussions will explore further into the details 
of the proposed system. Various smart systems 
have undergone verification and validation through 
formal methods, utilizing different formal specifica-
tion  languages [49–51], such as Alloy, VDM, Z, and 
TLAplus. Latif et al. [52] applied TLA+ for modeling 
and verification n of a smart parking system, while 
Rehman et al. [34] used the Vienna Development 
Method Specification Language (VDM-SL) toolbox for 
designing and verifying the smart office system [53].

In this study, they have applied the TLA+, which is 
a specification language for verification, and a choice 
was made for several reasons. First, when compared 
to other specification languages, TLA+ is noted for 
its simplicity and directness, requiring fewer layers of 
identification for modeling nested structures than, for 
instance, Alloy. While Alloy’s expressiveness is some-
what limited in comparison, it compensates with the 
efficiency of the Alloy analyzer model checker, adept 
at handling extensive analyses that TLC may struggle 
with. Second, TLA+ allows editing details in specifi-
cations when needed and supports high-level func-
tions. On the contrary, Alloy exhibits less flexibility and 



8

TLA+ Modeling for Smart Courtroom Systems: Ahmad et al.

lacks support for recursive functions. In comparison, 
Verifying Concurrent C (VCC) [54] enables the writ-
ing of “ghost code,” the C-programming language; 
however, it is considerably more talkative than TLA 
plus and Alloy. Another advantage of TLA+ is that 
it has a built-in a model checker, TLC, which deter-
mines the capability to handle extensive state spaces 
with acceptable throughput rates in testing. Unlike 
Event-B model checkers, VCC, B [55, 56], and TLC 
can efficiently operate multiple operations and are not 
restricted to single-memory processors. As the Alloy 
analyzer is faster and quicker than TLC, it encounters 
issues, such as hanging or crashing, in cases crucial 
for larger systems, presenting certain limitations.

The UML was first used in 1994 and afterward 
gained standardization by the Object Management 
Group (OMG) in 1997. It also achieved ISO stand-
ard status in 2005, and the current version is called 
UML-2. This provides a notation for structuring 
software design and evaluating existing designs. It 
establishes a common language among software 
professionals, facilitating detailed communication. 
UML diagrams offer a means to communicate soft-
ware structure without exploring into code, aiding in 
onboarding new developers and interactions with 
management. In the current advancing digital age, 
information systems play an essential role in improv-
ing efficiency across various sectors, particularly 
within public facilities. So, the UML approach serves 
as an efficient guide to designing systems for attain-
ing increased effectiveness. This approach explores 
ascertaining issues, user requirements, and both 
functional and non-functional phases of the sys-
tem. This denotes a set of graphical notations to use 
for describing and designing the software through 
the use of diagrams. It is particularly appropriate 
for object-oriented software, and its applicability 
extends to different types of software. It is also used 
to develop a system in software engineering and 
is a pictorial language to explain and document a 
system. The requirements in states are specific, and 
users who use a system are revealed with the UML. 
The restrictions, if any, of a system are also exposed 
with the UML [57, 58].

Model checking is called an automatic  technique 
for verification and validation of the specification of the 
model. It is used to verify the finite state in a  reactive 
or distributed system. Specifications are stated to 
be expressed in temporal logic to model as a state 
 transition graph in a distributed system. Both Clark 
[59] and Alen Emerson [60] initially developed this 
technique in 1981. It is used for validation,  verification, 
and is also appropriate in logical formalism, such as 

 temporal logic, and it can also be used to check the 
validity of the property in a reactive or distributed 
system. It is a general approach that is used in dif-
ferent areas, such as software engineering and hard-
ware verification. There are three types: first is model 
checking linear, second is branching, and third is 
 real-time (branching) of temporal logic. The first two 
types of model checking are used for  qualitative or 
functional aspects of the system, whereas the third 
type of model checking is used additionally in some 
quantitative analysis of the system. There are also 
two methods used for model checking: the first is 
logic-based or heterogeneous, and the second is 
behavior-based or homogeneous. Let us assume 
the behavior of the reactive system for determin-
ing the Boolean ‘x’ state variables (s1,s2….,sn). So, 
a transition relation of the given system can also be 
expressed as a (Boolean formula). T (s1,s2….,sn, 
s’1,s’2….,s’n) where “s1,s2….,sn” represents the cur-
rent state in the reactive system, whereas “s’1,s’2…
.,s’n” represents the next state in the reactive system 
of a Boolean formula [59–63].

In this study, the researchers have explained that 
our lives are gradually free with smart devices tied to 
the internet, frequently called the “IoT”. But as these 
devices rise in number and gather sensitive data, 
securing them becomes essential. The visible envi-
ronment of the internet is prone to attacks, and vul-
nerabilities can be horrible concerns for both users 
and the devices themselves. The rapid progress of 
the IoT market often ranks quickness over security, 
leaving the industry requiring a broader outlook. After 
all, smartness does not promise safety, and identify-
ing potential flaws early in the design phase is signif-
icant. Formal verification is a way to mathematically 
prove or disprove if a system behaves as intended. 
Two common approaches are theorem proving and 
model checking. Both can be applied early in design. 
Theorem proving uses logic and math to create for-
mulas representing system behavior. Model check-
ing, on the contrary, verifies if a property holds true 
for a model of the system’s implementation. This arti-
cle discovers the present state of formal methods, 
including tools, languages, and communication pro-
tocols, all aimed at securing the IoT [64, 65].

In the research work of Hofer-Schmitz and  
B. Stojanović [66], they presented a detailed, com-
prehensive review of formal verification approaches 
for various IoT properties. The research highlights the 
status of formal verification in fast detecting weak-
nesses and offers involved kindnesses of various 
properties and practices. The work outlined in this 
study explains four main key areas of application, 
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that is, functional assessments, security property 
assessments, suggestions to improve frameworks 
with early established security property duties, and 
protocol implementation validations. Furthermore, the 
document deliberates security attributes and proto-
col  utilities, combined with consideration of common 
model assessments and the specific challenges to 
IoT, comprising their constraints.

A recent survey [67] presents a complete review 
of formal verification methods used in various IoT 
applications, including manufacturing, smart grids, 
industry, robotics, and enterprises. It associates 
three main methods: first is model checking, sec-
ond is theorem proving, and the third is process 
algebra. The study also analyzes the strengths and 
weaknesses of different formal verification prac-
tices in IoT environments. This study presents the 
development of an intelligent desk lamp that auto-
matically adjusts the brightness to free sightless 
areas. In this research, they use a convolutional 
neural network algorithm to recognize objects in 
the workspace and track their location, so that they 
are always as good as possible without leaving a 
particular spot in the darkness wherever you put it 
for light. The smart desk lamp was compared with 
other models driven by the support vector machine 
and Back Propagation Neural Network (BPNN) 
during the evaluation phase. The experiments indi-
cate that the proposed smart pole-lamp based on 
Convolutional Neural Network (CNN) edges out 
other comparable devices with considerable target 
recognition and positioning improvement. As track-
ing became constant, the lamp accurately moved 
to a position where it had minimal positional faults 
and was, therefore, capable of quickly following the 
movement of targets to provide the universal image 
lights. The novelty of this work is its new application 
of the CNN algorithm on visual tracking in a smart 
desk lamp that enables the lamp to change its light-
ing angle and position automatically as well. It allows 
users to make the best use of the environmental light 
environment to minimize the requirement for manual 
operations and to ensure that lighting is sufficient 
for specific activities while offering increased visual 
comfort and productivity. The technology might 
also be utilized more commonly in other situations 
that require exact, adaptable lights, for taking pic-
tures in industrial workspaces or in the medical field. 
The spotless combination of CNN in the smart desk 
lamp sets a groundbreaking model for improved 
lighting  solutions, indicating the emergence of even 
more intelligent, flexible, and consumer-friendly light-
ing methods on the road [68].

This study supports the use of intelligent sys-
tems in building-wise design architecture, where its 
emphasis is on energy utilization. This area involves 
advanced energy-saving approaches and environ-
mental design principles that need well-thought-out 
management decisions to run a positive project. For 
observation of energy efficiency, key performance 
values are engaged to establish the project risk and 
cost adjustment and schedule variation that facilitates 
verifying project improvement on building smartness. 
Furthermore, this study compared building informa-
tion modeling with traditional decision-making pro-
cesses and displayed examples of these processes, 
not providing data on performance deviations. The 
Delphi study identified 19 significant construction cost 
variables, with the strength of those revised factors 
in decreasing order was building number of floors, 
structural design type, and floor round size. Analysis 
of multicriteria decision-making exposed that the one 
on which their current system was based permits bet-
ter prediction of project costs and schedules; large 
differences between planned and actual results were 
also identified in this research work [69].

Mostly, the drivers face a problem when they are 
looking for available locations. Inadequate parking 
accessibility cannot provide residents with enough 
spots to park their cars. Drivers now waste time con-
tinuously looking for vacant areas; this has signifi-
cant implications in the way that we move about by 
causing drivers to be delayed to appointments, late 
on their bills, or even detained at hospitals. Though 
several researchers have established parking man-
agement systems, few guide vehicles in real time. The 
above study proposed a smart parking guidance sys-
tem based on IoT-enabled Raspberry Pi and Android 
applications with a k-nearest neighbors’ algorithm for 
vehicle location. Using fingerprinting in Wi-Fi signal 
strength can navigate and detect parking in real-time. 
This system makes use of Raspberry Pi hardware, is 
connected to sensors, and uses the ThingSpeak IoT 
cloud that allows for parking monitoring in real time. 
The Android application can navigate to show the 
available parking with real-time location evaluation 
and turn-by-turn route supervision. The sensor data 
is managed via Python, and then it uses the message 
telemetry transport protocol to send the data to the 
cloud, where this data is displayed across an Android 
application so the user can navigate toward free slots 
with high accuracy. Using the weighted k-nearest 
neighbors’ algorithm with this unique system, the 
accuracy of the positioning was calculated for an 
average error, and this also enhanced the accuracy of 
the proposed system [70].
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a. �Why temporal logic of action language 
(TLA+) and formal methods

TLA+ is basically a framework developed for helping 
software engineers write great, rigorous systems, 
particularly which supervise to be complex and have 
many parts that need to play with in concert with 
one another. It is like creating an intricate blueprint 
for a house and wanting all the pieces to fit together 
before beginning construction. There are a pair of 
very important reasons why we use TLA+ and formal 
methods in general:

Early detection: Using formal methods makes it less 
likely that we will design with mistakes since they can 
catch problems before any real code is written. That is 
so much cheaper and easier than finding issues after 
it’s been built. Amazon discovered critical bugs in its 
AWS services using TLA+ that would have been very 
hard to find through traditional testing [11, 71].

Mathematical as surety: Rather than just testing 
a system and praying all the issues are fixed, TLA+ 
allows us to prove mathematically that some bad 
things cannot happen. This is especially important for 
critical software like medical devices or financial soft-
ware, where failures can be dreadful.

Complexity: Modern distributed systems (e.g., 
cloud services) can have many moving parts, all 
working together. TLA+ can help us understand and 
verify these interactions.

Find edge cases testing might miss: A TLA+ spec-
ification excels at finding edge cases that traditional 
testing could easily miss.

Better communication: Writing a TLA+ specifica-
tion is like producing an exact description of how the 
system should behave. This way, team members in 
the context will understand the system better, and 
there will be no bugs from misunderstanding. Using 
TLA+ when designing a smart courtroom system is 
a remarkable connection between logical procedure, 
computer science, and formal verification.

b. Challenges in smart building

The smart courtroom systems are yet more challeng-
ing because they have a terrifying state space com-
plication. Sense of all the people who participate in 
a normal court event: a judge, lawyers, witnesses, 
jurors, clerks, and even the public. Every member 
has its role, permissions, and so on, which makes a 
massive number of possible system states. This dif-
ficulty reveals itself in the need to carefully govern 
state transitions while ensuring system reliability and 
fulfilling all constraints when designing with TLA+. 

The formal specification also includes extra density 
related to security and privacy considerations. As 
well, transparency, where law permits, shall continue 
to hold up while access controls strengthen. This dual 
nature forms a fundamentally interesting challenge 
in formal verification, where it is necessary to prove 
that no unauthorized access can ever be gained but 
that legitimate access can always be obtained. These 
requirements need to be captured in the formal spec-
ifications in a way that can be verified mathematically 
and still make sense for use in a practical implementa-
tion. A further challenge is the need for real-time per-
formance. In court procedures, the need for a quick 
response and live information feed is commonly nec-
essary. The context of TLA+, modeling these temporal 
aspects, parsing between safety and liveness prop-
erties is delicate to define when a system should do 
its work, making it not only able to correctly execute 
but also timely with respect to all aspects. The formal 
specification must cover network delays, possible fail-
ures, and requirements such as all parties having the 
same view of the system state. Both the specification 
complexity and the verification process are considera-
bly affected by this distributed aspect.

Properties: There are a significant number of 
requirements that must be collected to enable the 
smart courtroom system for property verification. 
Safety properties are things that make sure nothing 
bad happens; nothing gets anywhere without rights, 
no records get lost, and no procedure-breaking 
happens. A liveness property ensures that eventu-
ally, good things happen (i.e., cases move forward 
as needed, participants get their chance to do what 
they must do, and the process moves to a conclu-
sion). These properties are required to be checked 
in a formal fashion and often involve complex proof 
techniques and careful handling of the state space 
explosion problem.

Design challenges: Adopting a design also pre-
sents its own challenges. We need to carefully 
walk the path from formal specification to practical 
implementation if we want a critical property verified 
on one level of abstraction, retained in one that is 
closer to hardware, where it will eventually be run-
ning. Dealing with physical world problems, such as 
hardware failure, network partitions, and humans 
making mistakes, yet still maintaining the guaran-
tees we were given from formal verification. Using AI 
and machine learning in smart courtroom systems 
makes the verification more difficult. These com-
ponents, which are spelled out informally and done 
for activities, such as text generation or document 
understanding, need to be embedded as part of a 
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formal specification in a manner that enables the 
preservation system to be unchallengeable while 
accounting for their probabilistic nature. It is an 
innovative part of formal method research, and the 
number of AI components that should be processed 
efficiently will require adaptation to traditional verifi-
cation techniques. The challenges in this area will be 
determined by further changes in requirements and 
technological developments. Formal specifications 
should be given some relaxation, with the flexibility 
of being rewritten  without  letting degradation into 
a lack of assertion, and properties, once verified, 
should remain verified. Achieving properly verified 
smart courtroom systems in procedure thus requires 
a balanced view that combines a grounded set of 
practical considerations with  theoretical methods. It 
requires formal methods and software engineering 
knowledge, as well as knowledge of legal proce-
dures and court operations. So, there is a lot to be 
positive about, and this remains an important area 
for future research & development.

III. Proposed FrameworK

This section of the study represents our proposed 
approach. In designing software research, various 
methods are used to specify, model, verify, and vali-
date the system. This includes applying TLA+ spec-
ification language. See Figure 1 that presents the 
proposed system process in the SmartCourt TLA+ 

module. In Figure 2, the inputs and outputs of an 
SMCBS are represented, while Figure 3 presents the 
entities within the system, corresponding to the sys-
tem variables in the SmartCourt TLA+ module.

a. Unified Modeling Language

The UML stands out as the foremost language to 
show the abstract model of any system. Offering 
graphical notations, it adeptly captures the properties 
of a system [57, 58]. The system received the inputs 
and feedback from three different types of sensors: 
smoke, light, and temperature sensors. Additionally, 
users, including presiding officers, court staff, advo-
cates, and litigants, directly provide input through 
their logins, applying their unique usernames and 
passwords. The system’s outputs convey actions 
such as correct or incorrect logins, temperature sta-
tus within the building, smoke detection alerts, and 
light brightness levels. Figure 2 demonstrates an 
activity diagram for the proposed smart courtroom 
building, showcasing all sequential actions executed 
by the system and enhancing overall comprehension. 
Initially, accused, employees, and visitors enter the 
court building, every retaining a separate username 
and password. Upon entering the correct username 
and password, the accused and employees gain 
access through the main door, which automatically 
opens for them. Visitors missing login credentials 
must pursue approval from the reception employee; if 

Figure 1: Proposed approach.
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approved, only the reception door grants them entry, 
while all doors remain closed if not accepted. After 
the building is vacant, numerous systems are auto-
matically deactivated. However, upon the arrival of a 
student or employee, all subsystems initiate automat-
ically. A temperature sensor monitors the building’s 
temperature, triggering the heating system if it falls 
below a specified threshold (20°C) and activating the 
AC system if it exceeds another threshold (23°C), as 
we assumed the temperature as per the given atmos-
phere of the country. Additionally, the lighting subsys-
tem adjusts according to ambient sunlight to minimize 
power consumption. For instance, on sunny days, the 
system switches to low-light mode since bright lights 
are unnecessary. Meanwhile, the burn discovery sys-
tem operates continuously to ensure the safety of the 
building. If smoke or fire is detected, alarms sound, 
and in the event of a fire, all doors automatically open, 
facilitating a swift and secure evacuation for everyone 
within the building.

b. TLA+ formal specification

This portion of the study includes the formal spec-
ification of our proposed smart courtroom build-
ing model, after deployment of the TLAplus (TLA+) 
specification language. We have also considered the 
points during the writing of the specification, which 
are represented in Table 2. As the automation of the 
system depends on a diverse collection of sensors, 
and the use of TLA facilitates the representation of 

all system operations, in Figure 3, the inputs and 
outputs of an SMCBS are represented, while Figure 
2 presents the entities within the system, corre-
sponding to the  system variables in the SmartCourt 
TLA+ module.

The top figure of the module of Smart Courtroom 
structures the variables defined in Figure 4. After the 
name of the module, following keyword EXTENDS 
is used to refer to libraries, such as Naturals, TLC, 
Integers, and Sequences. User variable serves to 
identify individuals authorized to enter into the court-
room building, including presiding officer/judge, court 
employees/staff, advocates, and litigants.

The visitor and user variables represent an indi-
vidual missing a username or password, requiring 
approval from an employee to access the building. 
The door_variable indicates the core entry door 
for the presiding officers and court staff, while the 
reception_door describes the entrance for advo-
cates and litigants. The alarm_variable links to the 
smoke detector, activating an alarm upon smoke 
detection. Username and password variables store 
the unique login credentials for each presiding officer 
and court employee. The thermostat variable cap-
tures the sensed temperature, and the AC and Heat 
variables represent the heating and air conditioning 
systems. The lighting system comprises four var-
iables first light indicates the on or off status, the 
second light_status receives input from a sensor 
determining sunlight conditions, producing output 
for either light_high mode (bright lights on cloudy 

Figure 2: Inputs/outputs of SMCBS. SMCBS, smart courtroom building system.
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Figure 3: Smart courtroom activity diagram.

days) or light_low mode (dim lights on sunny days 
for energy efficiency). So, system invariants are 
well-defined below, including conditions of user hav-
ing four possible values (1: presiding officer, 2: court 
employee, 3: advocates, and 4: litigants), presiding 
officers requiring username and password verifica-
tion to enter the judicial complex building, litigants 
and advocates needing permission for entry, and 
temperature remaining stable within the range of 
20°C–23°C as we assumed earlier in our case. We 
categorized users into four types (presiding officer, 
court employee, advocates, litigants) based on typ-
ical courtroom hierarchies. This simplifies access 
control but may not capture the full complexity of 
real-world court operations.

However, the specified conditions to explore the 
function are detailed below. So, within any TLA+ mod-
ule, it is necessary to state the invariants, the Init func-
tion, along with the Next function. Invariants describe 
the conditions and restrictions in a given system, while 
the Init function explains the preliminary values of the 
system’s variables, and the Next function allocates the 
next-state action. Figures 5–10 show different func-
tions, specifications, and requirements in TLA+. The 
EnterCourtroom function facilitates the entry of litigants 
and employees into the courtroom, requiring user 
type, username, and password as inputs. Valid users 
gain entrance through the doors upon execution.

The VerifyVisitor function authenticates and veri-
fies visitors to the courtroom, designating six types 
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of visitors and permitting entry solely through the 
reception door for authorized visitors. The SetLight 
function, activated upon the arrival of the first student 
or employee, adjusts light brightness based on input 
from the light sensor to optimize power consumption. 
The light conditions are set for their impact on energy 
efficiency, which is based on general principles of 
smart lighting

Function SetTemperature regulates the building’s 
temperature within the range of 20°C–23°C across 
all seasons, utilizing input from the temperature sen-
sor while temperature has earlier assumed. This also 
maintains the heat and cold in the courtroom accord-
ing to the building temperature. For enhanced safety, a 
smoke sensor informs the Detect_Smoke function. In 
case of fire or smoke, the alarm activates, and all doors 
open, enabling an immediate exit from the courtroom 
in the building. Temperature range (20°C–23°C): this 
range was chosen based on standard comfort levels 
for courtroom environments. However, this assump-
tion may not account for regional variations or per-
sonal preferences. A wider or narrower range could 
impact energy consumption and user comfort.

However, the Next function in TLA+ plays a key 
role by collecting and executing whole functions to 
switch to the next state in a given system. The Spec_
function in TLAplus directs the execution of all system 
specifications, signifying the main run of the system. 
This represents the ending statement in a system’s 
specification, subsequently subject to verification 
through TLC, the TLA+ model checker.

c. �TLC model checker in the toolbox for 
verification of the specification

Once the specification has been successfully 
parsed, the smart courtroom building module can 

Table 2: Information of specification in 
TLA+
Type name Value
Total number of variables 21

Extends library variables 04

Total number of initializations 21

Total number of off events 06

Total number of on events 06

be executed after using the TLC model checker, as 
the same is built-in TLA+ tool. For a successful run 
of the TLC model checker, two parameters must be 
 configured for the model overview after its creation. 
So, the first contains selecting the initial-predicate 
in the toolbox of TLA+ and determining the behav-
ior of the next-state relation, while the second entails 
unchecking the deadlock option. Once all parameters 
are set in accordance with the specifications shown 
in Figure 13, the model checker can be executed. If 
the specification is free of errors, then the TLC model 
checker will adeptly parse all states as defined in the 
specification using the TLA+ toolbox. Otherwise, it will 
fail to show any distinguished states in both cases of 
the Init and next state. So, this process is completed 
by the distinguished states to couple with successful 
exploration of the state space, serving as evidence of 
the system’s correctness.

d. �Explanation of system behavior and 
specification

TLA+ is used for obtaining the system behavior and 
specifications of an SMCBS as follows: -

Variables and state representation: In our pro-
posed research, TLA+ is used to define system 

Figure 4: Variable declaration in the smart courtroom module.
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variables (21 in total) that represent different aspects 
of the system state, such as user, visitor, presiding_
officer, court_staff, lawyers, litigants, door, recep-
tion_door, alarm, temprature, light, smoke_detector, 
username, password, AC, Heat, light_high, light_low, 
light_status, and enter, as shown in Figure 4. Another 
step for the system behavior and specifications is the 
Initial state specification, as it is the Init function in 
which TLA+ is used to define the initial values of all 
system variables shown in Figure 6. Another step that 
is involved in system behavior modeling for explain-
ing the several functions in TLA+ that model different 

behaviors of the system, such as EnterCourtroom, 
VerifyVisitor, SetLight, SetTemperature, and 
DetectSmoke, as shown in Figures 7–9. The next 
step is also compulsory for any TLA+ specification 
for running specification and model verification, and 
it is the Next-state relation function that combines all 
the individual behavior functions to define how the 
 system transitions from one state to another. The 
 system specification Spec function in TLA+  indicates 
the whole system specification, after combining 
the initial state and next-state relation, as shown in 
Figure 11. We have used the TLC Model Checker for 

Figure 5: Smart courtroom TypeOk.

Figure 6: Init function of the smart courtroom building system. SMCBS, smart courtroom building 
system.
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Figure 7: Verification of visitors/litigants and SetLight functions.

 verification that is built into the TLA toolbox built into 
the TLC model checker. First, we have parsed the 
model specification to ensure its syntax is correct, 
as shown in Figure 12. Later, we set up the model in 
which parameters are configured in the model over-
view, including choosing the initial predicate and next-
state relation, as shown in Figure 13. The next step, 
which is involved in the verification, is state space 
exploration, where the TLC model checker explores 
all the possible states of the system model as defined 
by the specification. The next step involved correct-
ness verification, and the model checker verifies that 
the system behaves correctly according to its specifi-
cations by exploring all possible states and checking 

for invariant violations during the model checking pro-
cess method. Finally, we created the report regard-
ing the statistical analysis. The TLC model checker 
provides a report describing the number of distinct 
states explored, which serves as evidence of the sys-
tem’s correctness.

e. Security measures

The access control for the accused, lawyers, liti-
gants, court staff, and presiding officers represents 
the system using usernames and passwords for 
authentication. The accused and employees (includ-
ing presiding officers, court staff, and lawyers) have 

Figure 8: SetLight function of SMCBS.
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Figure 9: SetTemperature and DetectSmoke functions in SMCBS.

and approval status by the reception staff. Safety 
and security during smoke detection continued to 
operate with the subsystems for the building. If any 
smoke is detected, then alarms are set in the building 
area, and when found or detected fire then automat-
ically all doors open for safety to facilitate the swift 
evacuation of the people during the alarm situation in 
the building.

IV. Results

In this study, we have built and developed a TLA+ 
representation of SMCBS by examining secu-
rity breaches at both the system and fundamen-
tal levels. The TLC model checker’s statistical 

Figure 10: DetectSmoke functions in SMCBS.

obtained their unique login credentials. Afterwards, to 
enter the correct username and password, the main 
door of the building automatically opens for them. On 
the contrary, the approval process for visitors is also 
compulsory for those with no login credentials and 
must seek approval from the reception court staff 
or employees. If approved, only the reception door 
permits them entry for entrance into the building. If 
not approved, then all doors remain closed to the 
visitor. The doors of the building system have sep-
arate variables for the main door at the entrance 
point of the building (for court staff, presiding officers, 
and employees) and the reception door (for visi-
tors, litigants, and lawyers). The doors are handled 
to be controlled automatically based on verification 



18

TLA+ Modeling for Smart Courtroom Systems: Ahmad et al.

Figure 12: Parsed model of TLA+ specification.

Figure 11: Next and spec functions in 
SMCBS.

checker, as demonstrated in a generated statistical 
report of the TLA+ toolbox.

a. �Several additional security features 
with verification and validation

There are several additional security features, such 
as role-based access control for implementation at 
different access levels for various user types. The 
judges and court staff can enter all areas of the court 
building with unique login credentials. On the con-
trary, other user types, such as accused, litigants, 
lawyers, and any type of visitors, can also enter spe-
cific areas of the building after using login credentials 
or obtaining permission from the security permission 
office. The time mechanism for entering the building 
is fixed according to the standard for the building and 
other types of users, and they can only be entered 
into specific areas of the building.

Verification and validation process using the TLC 
model checker: We also have the security properties 
that are formally specified for our proposed system 
as TLA+ predicates.

No unauthorized access: ∀ u ∈ Users: u.location ≠ 
“restricted_area” ∨ u.clearance ≥ “high”

analysis specifies the end of state space explo-
ration. However, the report details the count of 
separate states in both initial (Init) and conse-
quent actions. Specifically, the number of distinct 
states for “Init” is 1, for Next is, and the total dis-
tinct states are equivalent to the sum of “Init” and 
“Next”. Resultantly, the overall states  generated 
by the TLC model checker for the SMCBS speci-
fication. The statistical findings and report  confirm 
the TLC model checker’s capability to manage a 
 significant number of states. The formal specifica-
tion’s accuracy is validated by the total sum of dis-
tinguished states with the help of the TLC model 
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Figure 13: Parameter setting in model overview.

Proper  authentication: ∀ u ∈ Users: u.authenticated ∨ 
u. provided_credentials = u.stored_credentials

After running the TLC model checker, we explored 
all possible states of the system. We have verified the 
invariants to ensure that the system is secured and 
must always hold true for the system.

–  NoUnauthorizedAccess
–  ProperAuthentication

we have also used the temporal properties that 
describe how the system should behave over time.

– � AttemptedBreak ⇒ Alarm (Always, an attempted 
break-in leads to an alarm eventually).

V. TLA-Plus Model Analysis

This section is related to the process of verifica-
tion using the TLC model Checker. Some details are 
given for understanding the process of the TLC model 
checker. The process of using the TLC model checker 
to verify and validate the system model involves the fol-
lowing: We have created a formal model of the building 
system using TLA+ and PlusCal languages. We have 

also defined system properties and specifications in 
TLA+. We have configured the TLC model checker 
in the TLA+ toolbox, including setting initial predi-
cates and next-state relations. Afterward, we run and 
compile the TLC model checker. We have also ana-
lyzed the results, including the count of distinct states 
explored. We have mentioned that if the specification 
is free of errors, the TLC model checker will parse all 
states as defined in the specification. If there are any 
errors, it will fail to show any distinguished states.

UML during verification and validation: We have 
used the UML for the purpose of modeling our con-
ditions, and we have written our specifications as per 
the requirements of the court building. Afterwards, 
we verified the invariant and temporal properties for 
the validation of our results. The UML diagram used 
here is only for the modeling of our conditions to 
some extent. We have specified the property spec-
ification to define the correctness of properties in 
TLA+ based on the expected behavior represented 
in UML diagrams. We have also checked the model 
specifications to run the TLC model checker on the 
TLA+ specification. We have also checked the Error 
detection. If TLC detects violations of specified prop-
erties or inconsistencies in the model. As previously 
mentioned, several tools are available for system 
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specification, including VDM-SL, Z, RAISE [72], and 
TLA+ [49–51, 73]. For the verification of our system, 
we chose to utilize TLA+. TLA+ stands out for its 
enhanced capabilities, particularly its model-check-
ing technique, which ensures the verification of a 
system. Using the TLA+ toolbox, we enhanced the 
correctness of our proposed system. The parsed 
model, as depicted in Figure 12, confirms the accu-
rate interpretation of the proposed model using the 
TLA+ toolbox and shows a green box at the bottom 
left corner of the given, and has undergone correct 
parsing through the TLA+ toolbox, setting the stage 
for verification through the TLC model checker. The 
mathematical analysis of this proposed model shows 
the expansion of TLA+ techniques, and the correct-
ness of specifications and checks has been validated. 
Additionally, TLC has verified the proper use of object 
variables in the model.

VI. �Conclusion and Future Work

This study introduces a smart and secure courtroom 
building system, modeled through a combination of 
UML and TLA+. UML explains system apparatuses 
and the sequence of actions, while TLA+ captures 
the system’s behavior and specifications. Verification 
of system properties has been achieved by extend-
ing TLA+ and its toolbox, employing model parsing to 
understand the system’s performance. The proposed 
system is considered to collect data from various 
sensors, temperature sensors for building tempera-
ture, light sensors to optimize power consumption, 
and smoke detectors for fire safety. Additionally, the 
system enhances security by allowing access only 
to the accused and employees with valid usernames 
and passwords, requiring visitors to obtain approval 
from a courtroom employee for entry.

In future enhancements to the system, we will 
focus on two aspects: first, additional features, such 
as notably safety, access level security, and others, 
will be incorporated in recognizing the paramount 
importance of models of the system. Second, we 
will design to verify and validate our present research 
with more elaborate models, establishing its correct-
ness through the TLC model checker. This process 
will also include indicating examples of incorrect or 
contrary UML features, illustrating how the TLC model 
checker can identify these errors for correction before 
implementation. We will also include more formal lan-
guages to enhance further work. Furthermore, there is 
also a need to work more on this smart system with 
more specification languages, such as VCC, B, Z, and 
VDM, in near future research work.
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