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Abstract: In today’s digital age, online reviews signifi-
cantly influence customer behaviour, often outweighing
traditional promotional methods. However, the growing
presence of fake reviews raises serious concerns. The
purpose of this study is to investigate the impact of fake
online restaurant reviews on customer behaviour in
the fast-food industry in Egypt. Utilising a quantitative
approach, data was collected through a survey from a
random sample of customers with experience in Egyptian
fast-food restaurants. The data was analysed using SPSS
26.0. Findings revealed that fake reviews significantly
affected customer trust, brand reputation, and purchasing
decisions. These insights are crucial for policymakers, res-
taurant managers, and researchers, as they highlight the
broader implications of misinformation in the digital mar-
ketplace. Furthermore, the study provides a foundational
framework for future research to explore the relationships
among trust, reputation, and decision-making in the res-
taurant industry context.
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1 Introduction

The fast-food industry is widely prevalent, with signi-
ficant growth in Egypt since 1970 that has recently pro-
jected at an annual rate of 15% (Sayed, 2023; Bordiny &
Mohamed, 2024). According to the International Trade
Administration (n.d.), investment in food franchises is
estimated at $800 million. Popular chains include KFC,
Burger King, and McDonald’s, with both local and inter-
national companies expanding rapidly across Egypt and
the broader Middle East and North Africa region (Aly
Hassan and Sadek, 2019). The convenience of online
ordering has made fast food more accessible, while social
media marketing engages younger audiences through pro-
motions and exclusive deals. This online presence boosts
brand awareness and encourages spontaneous purchases
through targeted ads and appealing content.

Social media and artificial intelligence (AI) appli-
cations have become integral for maintaining connec-
tions with friends and colleagues, particularly among
the younger generation. They use social media to stay
updated and share information about their interests and
favourite products and services. Social media has allowed
young people to create content expressing their likes and
dislikes. In addition to traditional marketing, Egyptian
fast-food industry managers extensively use social media
to target market their meals and offers toward the younger
demographic, since this target market has widely adopted
social media. They use fan pages to stay connected with
customers and fans, posting daily updates about new pro-
ducts and promotions (Gaber and Wright, 2014).

2 The problem of the study

The restaurant industry faces intense competition, espe-
cially within Egypt’s dynamic fast-food sector, where
online reviews significantly influence consumer choices.
Unfortunately, the growing prevalence of fake reviews
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across various online platforms undermines the integrity
of this trust-based system (Saleh et al., 2024). Adding to the
concern, Egypt currently lacks effective, context-specific
strategies to combat fraudulent reviews (Shalaby, 2024),
which disproportionately affect consumers making low-
stakes purchases in the fast-food arena (Roman et al.,
2023). This study aims to shed light on the negative con-
sequences experienced by restaurants that are victims of
fake reviews, as well as those competing against estab-
lishments that deceptively employ overly positive reviews
to inflate their ratings and sway customer perceptions.
Consequently, fake reviews become a significant threat,
not only to the restaurant sector but to any industry that
relies on consumer feedback and engagement in its mar-
keting efforts (Larson & Denton, 2014; Wang et al., 2023).
The challenge posed by fake reviews is amplified
by the rise of fake identities on social media platforms,
causing consumers to inadvertently trust misleading infor-
mation (Romanov et al., 2017). This study examines how
consumers’ pre-existing trust levels influence their ability
to distinguish authentic online reviews from deceptive
ones within Egypt’s fast-food sector, and how this discern-
ment subsequently shapes their purchasing decisions.

3 Literature review

3.1 The power of online reviews

Online reviews allow customers to quickly assess pro-
ducts or services by reading others’ opinions and apply-
ing heuristics to help them make decisions (Lee and Hong,
2019; Zhang et al., 2014). According to a Paget (2023, p.
6) report, ‘Nearly 95% of respondents read consumer
reviews before shopping’. This report emphasizes the
importance of negative reviews in decision-making by
showing that most (82%) consumers actively read reviews
before making purchases. Customers must assess the reli-
ability of reviews containing experiences that may or may
not have occurred before making a purchase. They may
also use these reviews to form opinions about a company.
Platforms like Yelp, Booking, and Google allow users to
provide ratings and written reviews of their restaurant
dining experiences. Such customer reviews are a great
way for a company to find out what areas of its operations
need improvement. However, companies frequently are
unable to edit or verify reviews on platforms, so unfairly
negative or inaccurate reviews are posted for everyone
to see. Therefore, information can influence consumer
purchase decisions, regardless of its quality or truth.

3.2 Fake online reviews

Kim and Park (2017) observed that, in the hospitality
industry, social media reviews are a more significant
indicator of hotel performance than traditional customer
satisfaction evaluations. Furthermore, Wen et al. (2021)
suggest that hotels and restaurants should take advan-
tage of data mining in their review analyses, despite the
widespread wariness of fake online reviews. The term
‘fake online reviews’ refers to inauthentic reviews that are
published on various platforms by either genuine consu-
mers or fictitious players (Wu et al., 2020; Hu et al., 2011).
According to the report Fake Online Reviews 2021, fake
reviews are defined as ‘any positive, neutral, or negative
review that is not an actual consumer’s honest and impar-
tial opinion and does not reflect a genuine experience of a
product, service or business’ (Cavazos, 2021). The purpose
of deceptive reviews is to mislead consumers (Zhang et al.,
2016). Approximately 15-30% of reviews are fake, despite
the anti-fraud efforts of review platforms (Belton, 2015;
Luca &amp; Zervas, 2016; Cao, 2023).

Understanding how consumers read, analyse, and
are persuaded by reviews to make purchasing decisions is
crucial for determining the authenticity of online reviews.
Creating a false perception of a product or service can
influence shoppers’ purchasing decisions both positively
and negatively (Malbon, 2013). Reviews come from various
sources, including customers, business owners, competi-
tors, and even paid reviewers known as ‘shills’ (Ong et al.,
2014). Additionally, roughly 5% of reviews on a given
major retailer’s website were written by individuals who
have never purchased the product they are supposedly for
(Anderson & Simester, 2014). Fake reviews are particularly
harmful in the restaurant industry, where consumer feed-
back is crucial (Larson & Denton, 2014; Wang et al., 2023).
Fake social media identities can also exacerbate the issue,
misleading consumers into making decisions based on
inaccurate information (Romanov et al., 2017).

3.3 Factors that indicate a fake review

Fake online reviews can affect individuals who typically
trust restaurants and consider them trustworthy. Such
reviews may influence their dining choices and shape
their overall experiences. The interaction between user
perceptions and the authenticity of reviews highlights the
complex nature of online reviews in the restaurant indus-
try. According to Berry (2024), three primary factors help
identify fake reviews: review authenticity, trust in content
sources, and review tone. The study’s first hypothesis
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posits that the elements of fake online restaurant reviews
posted by online reviewers have a positive influence on
customers’ beliefs and behaviours.

H1: Fake online restaurant reviews positively influence
customers’ beliefs and behaviours. To test this hypothe-
sis, three indicators of fake reviews have been identified,
accompanied by the following sub-hypotheses:

A. Review authenticity

Ahmad and Sun (2018) assert that authentic reviews play
a crucial role in helping consumers make informed decis-
ions due to the challenge of identifying the authenticity of
a reviewer’s experience. Fake reviews can seriously harm
a company’s reputation and lead to a loss of customer
trust. This can result in reduced sales, as potential cus-
tomers may be put off by perceived dishonesty. Further-
more, businesses might incur increased costs while trying
to rebuild their reputation and address consumer con-
cerns. According to Thomas et al. (2019), certain factors
of reviews, like argument quality (completeness, accu-
racy, and quantity of reviews) and peripheral cues (revie-
wer expertise, website reputation, and product or service
ratings) positively influence consumers’ purchasing deci-
sions. If reviewers can provide reliable sources of infor-
mation, such as images of their experiences, readers will
find it easier to trust their opinions. This minimizes misin-
formation, enhances review process integrity, and signifi-
cantly boosts purchase intent.

Review overlap. Consumers may suspect that reviews
are fake if they notice patterns across a set of reviews. One
common way consumers identify fake reviews is when
they notice the use of the same or very similar wording
in multiple reviews (Schoolov, 2020). If they detect repea-
ted wording across multiple reviews, they are less likely
to trust their authenticity (Dragen, 2016). Additionally,
if multiple reviews are time-stamped very close to each
other — even if they appear to be posted by different revie-
wers — consumers may doubt their authenticity (Dragen,
2016; Chatterjee et al., 2023).

Non-compliance with review composition. When it
comes to reviews, Ghose and Ipeirotis (2010) suggested that
easy-to-read reviews without spelling and grammar mis-
takes tend to have a greater impact compared to reviews
that are hard to read and have errors. Schoolov (2020) found
that poor grammar and spelling errors were among the top
three cues customers used to identify fake online reviews.

Review details. More detailed reviews are better for
consumers. Details can be viewed regarding depth, speci-
ficity, and length. Depth offers additional product details,
while specificity ensures a clear understanding (Lee
& Choeh, 2016). Providing in-depth information in the
review can assist consumers in distinguishing between

brands (Mudambi & Schuff, 2010), while specificity
allows consumers to locate specific information about
product attributes or features (Lee & Choeh, 2016). Moreo-
ver, elaborate reviews can reduce consumer uncertainty
and boost confidence in product evaluation and selection
(Pan & Zhang, 2011).

Online Platforms. Online review platforms are essen-
tial for potential customers as they seek out others’ expe-
riences with particular products and services. However,
some companies may post fake positive reviews to boost
their ratings or negative reviews to impact their compe-
titors negatively (Dwivedi et al., 2021). Therefore, cus-
tomers should assess the reliability of both reviews and
platforms. Trusted platforms foster customer loyalty and
encourage repeat business, which contribute to revenue
growth. If a platform cannot manage fake reviews, it risks
damaging its reputation, leading to lower conversion rates
and decreased sales for dependent businesses.

H, : Review’s authenticity has a positive correlation with
belief in fake online reviews.

Trust in content sources. When reading reviews,
it’s important to trust sources like verified customers or
industry experts. Customers should look for reviews with
detailed and unbiased information and be careful of ones
that are overly positive or negative. They can identify veri-
fied customers by checking reviewers’ plausibility and
validation (Berry, 2024; Harrison-Walker & Jiang, 2023).

Reviewer validation and implausibility. There is
concern about the truthfulness of online reviews. Websi-
tes estimate that up to a third of reviews on popular e-com-
merce sites may be fake (Khalid, 2019). Fake reviewers
often use strange usernames, like random combinations
of letters and numbers. This could mean there are mul-
tiple fake accounts belonging to one individual or entity.
Fake reviews often use too many clichés or verbose lan-
guage. Even positive reviews could be a sign of fakeness
(Banerjee, 2022), and reviews that copy phrases from the
product’s website may also be fake. Websites try to check
if a user is real, but it is still important to be careful when
writing online reviews (Agnihotri & Bhattacharya, 2016;
Baker & Kim, 2019; Harris et al., 2016; Moon et al., 2019).

When people rely on product reviews, it’s necessary
to determine whether the reviewer can be trusted. Signs
of trustworthiness include knowing the reviewer’s iden-
tity, seeing their ratings or qualifications, and being able
to access personal details, such as their real name, photo,
and background information (Baek et al., 2012; Liu &
Park, 2015). Chatterjee et al. (2023) suggested that people
should know who the reviewer is before deciding whether
the review can be trusted. Customers can make more
informed decisions about purchasing products when they
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know the reviewers’ details and when the reviewers have
high rankings. For example, Amazon.com provides revie-
wers’ real names, as well as information about their loca-
tions, hobbies, and interests (Baek et al., 2012).
H,,: Trust in content sources has a positive correlation
with belief in fake online reviews.
B. The tone of online reviews

Online reviews significantly impact consumer per-
ceptions of products and services. Positive reviews can
enhance trust and drive sales, while negative reviews may
deter buyers. For instance, a good review of a new res-
taurant can attract customers, while a poor one can push
them away. However, too many positive reviews can also
raise suspicion (Harrison-Walker & Jiang, 2023). Manipu-
lative tactics, like posting fake positive reviews or hiding
negative ones, often skew feedback in favour of positive
remarks (CMA, 2015). Zhuang et al. (2018) noted that fake
positive reviews are common, and extreme reviews can
lead to scepticism, suggesting that a high volume of posi-
tive feedback may prompt doubt (Luca & Zervas, 2016).
H, : The tone of online reviews has a positive correlation
with belief in fake online reviews.

3.4 Fake online restaurant reviews and
customer trust

Fake reviews can significantly erode customer trust in a
product or service. When consumers realize that reviews
might be false, they become wary of all feedback, making
it challenging for them to make informed decisions (Cao,
2023). This loss of trust can result in reduced sales and
damaged reputations for businesses found to be using
or allowing fake reviews. Furthermore, once customers
distrust the reviews, they may seek out competitors with
more open and genuine review systems. In the end, the
existence of fake reviews can significantly impact a
company’s long-term credibility and success. As a result
of the above-mentioned literature review, the first hypo-
thesis was developed as follows:

H,: There is a positive correlation between beliefs in fake
online restaurant reviews and customer trust, as tested
by analysing customer perceptions and trust levels in
fake reviews.

3.5 Fake online restaurant reviews and brand
reputation

Some users post fake reviews to intentionally boost or
damage the reputation of a product or business. These

reviews may contain false information and deceptive
comments aiming to mislead potential customers. Such
reviews are known as spam reviews, opinion spam, or
bogus reviews, as referred to by Mohamed Sadom, et al.
(2023). Some of these reviews are irrelevant, confusing
customers about the actual products. In their research
on ethnic restaurants, Ali et al. (2018) found that factors
such as brand quality and image, customer satisfac-
tion, trust, and loyalty significantly influence customer
purchase intention. Meanwhile, Thomas et al. (2019)
suggested that the authenticity of online reviews acts as
a mediator for customer purchase intentions, alongside
other factors such as the quality and quantity of online
reviews, as well as related cues like the expertise of the
reviewer; product or service ratings; and the reputation
of the platform.

The example of United Airlines shows how public
perception and customer feedback can greatly impact
a brand’s image. The airline’s reputation suffered after
a video of a passenger being forcibly removed from a
flight was widely circulated, leading to a wave of negative
reviews. Based on the literature review above, the fol-
lowing second hypothesis was developed:

H,: There is a positive correlation between customer trust
and restaurant brand reputation.

This hypothesis aims to examine whether a strong
correlation exists between the level of trust customers
place in online reviews and their attitudes toward brands.

3.6 Purchase intent

Customers often consider the experiences shared by
others online when making purchasing decisions. The rise
of e-commerce and web improvements has increased con-
sumer reliance on online reviews, which can significantly
influence their trust, perceived usefulness, perceived risk,
and perceived value of products or services (Wang et al.,
2017; Lee & Hong, 2019; Ventre & Kolbe, 2020; Singh &
Sarangal, 2021). Positive reviews can improve a product’s
image and motivate consumers to make a purchase (Lee
& Hong, 2019). Retailers and platforms themselves often
control online reviews to increase sales volume and some-
times use fake reviews to protect a product’s reputation
(Jensen & Yetgin, 2017). Advice and recommendations
shared on social media platforms can also build custo-
mer trust and influence purchase decisions (Sulthana &
Vasantha, 2021). Therefore, marketers should pay more
attention to online reviews, since they can significantly
influence potential customers’ purchasing decisions
(Chakraborty, 2019).
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In conclusion, online reviews, when credible, can
influence people’s opinions about service providers and
encourage purchases (Banerjee et al., 2017). Consequently,
this research investigated the correlation between the two
factors through the following hypotheses:

H,: There is a positive correlation between customers’
trust in restaurant reviews online and their willingness to
make purchases.

The fourth hypothesis is crucial in understanding
how consumer trust in online reviews influences dining
decisions.

3.7 Study framework

This study examines the influence of fake online restaurant
reviews on customer trust, as well as how customer
trust affects restaurant brand reputation and customer
purchases. A conceptual framework is presented in
Figure 1, based on a comprehensive literature review. This
study will specifically examine how trust in fake reviews
affects customer trust, restaurant brand reputation, and
purchase intentions, as shown in Figure 1.

4 Methodology

The primary goal of the research is to investigate the
impact of fake online restaurant reviews on customer
trust, brand reputation of the brand, and the customers’
intentions to make a purchase. To achieve this, the
study employs quantitative surveys to gather compre-
hensive data.

4.1 Questionnaire design

The research investigates factors influencing customers’
beliefs about fake online restaurant reviews, customer
trust, the restaurant’s brand reputation, and their decision
to dine there. Based on previous studies, specific research
hypotheses have been developed to measure this pheno-
menon. The current study consists of four main variables
adapted from previously studied models (Berry, 2024;
Harrison-Walker & Jiang, 2023). Authenticity was measu-
red via 19 items across four indicators. Five indicators con-
cerned fake reviews and trust, brand reputation had three
indicators, and purchase intention had four indicators, as
presented in the Appendix. A five-point Likert scale was
used for all constructions.

4.2 Sampling and data collection

This study employed ‘respondent-driven sampling’, an
innovative methodology that empowers researchers to
obtain nearly unbiased estimates of concealed popula-
tions. By leveraging the social networks of participants,
this approach facilitates access to hard-to-reach groups,
offering insights that traditional sampling methods may
overlook (Saljanik & Heckathorn, 2004). The research also
employed a quantitative approach and used Google Forms
to conduct an online questionnaire aimed at gathering
information from participants.

The questionnaire explored participants’ beliefs and
trust in fake online restaurant reviews, their perceptions
of brands, and their likelihood of dining at restaurants.
This research was carried out in local and international
fast-food restaurant chains located in the Cairo, Giza,
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Figure 1: Research Framework
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Luxor, Alexandria, and South Sinai governorates in Egypt,
and was made available in both English and Arabic. The
bilingual survey included an informed consent page, and
participants aged 18+ provided electronic consent before
proceeding. Data collection spanned December 12, 2024 to
February 13, 2025 and yielded 261 valid responses.

5 Results

5.1 Demographic information of the
participants

Table 1 presents a comprehensive overview of the demo-
graphic characteristics of participants. As presented in
Table 1, out of 261 responses, the majority (68%) were
male. Among the participants, 39.8% were aged between
30 and 39 years old. Most participants were single (57.9%).
Regarding the level of education, 48.9% held a bachelor’s
degree, 15.6% were high school graduates, and 35.5% had
an associate’s degree.

5.2 Descriptive statistics

A comprehensive analysis of participant perceptions pro-
vides important insights into how Egyptian consumers
evaluate online reviews (see Table 2). One key factor, ‘Trust
in Content Sources’ (mean = 3.4, SD = 0.521), indicates that
respondents were uncertain about the credibility of revie-
wers. This is a significant concern in Egypt’s collectivist
culture, where verifying sources is crucial. This ambiva-
lence suggests that consumers face challenges in authen-
ticating the identities of reviewers on various platforms.
The ‘Review Authenticity’ score (mean = 3.7, SD =
0.637) shows moderate agreement among participants, as
they question whether reviews genuinely reflect real expe-
riences. Notably, the highest score was for the ‘Tone of
Online Reviews’, with a mean of 4.3 and a standard devi-
ation of 0.574. Respondents strongly agreed that extreme
language, whether overly positive or aggressively nega-
tive, serves as a primary indicator of potential deception.
Crucially, the high scores for ‘Customer trust’ (mean = 4.4,
SD = 0.402) and ‘Brand reputation’ (mean = 4.4, SD = 0.551)
indicate a consensus that fake reviews damage these qua-
lities rather than improving them. The narrow standard
deviations (0.402 - 0.551) demonstrate significant consis-
tency across Egypt’s geographically diverse sample.
Reliability was confirmed through the statistics in
Table 3. All constructs exceeded thresholds (CA > 0.7;

Table 1: Participants’ demographics (N = 261)

Participants’ Profile Percentage %
Gender

Male 68

Female 32
Age

Less than 30 years 16.5

Between 30 - 39 39.8

Between 40 - 49 33.7

More than 50 years 10.0
Marital Status

Single 57.9

Married 421
Education

High school graduate 15.6

Bachelor’s degree 48.9

Associate’s degree 35.5

Other 0

Table 2: Descriptive statistics

Factor/ Variable Mean Std. Dev.
Customer beliefs 3.8 0.577
— Review authenticity 3.7 0.637
- Trustin content sources 3.4 0.521
— The tone of online reviews 4.3 0.574
Customer trust 4.4 0.402
Brand reputation 4.4 0.551
Purchase intention 4.2 0.540

CR > 0.8), with AVEs consistent with hospitality litera-
ture. Numerous studies have shown that AVE can be
below 0.5 in the hospitality and tourism management
field (Hair et al., 2021). According to the literature, a CR
score exceeding 0.70 is also generally considered accep-
table (Akgunduz & Eryilmaz, 2018; Karatepe et al., 2020),
and that has been borne out in this study as well. In the
present study, the Alpha coefficient was employed as a
statistical measure to evaluate the internal consistency of
the measurement items.

The results indicated that all Alpha values sur-
passed the acceptable threshold of 0.7, demonstrating
that the study exhibits satisfactory internal consis-
tency. This finding suggests that the measurement
items effectively and reliably captured the intended
constructs, thereby enhancing the overall validity of
the study’s conclusion factors (Hair et al., 2021; Kock,
2020; Manley et al., 2021).
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Table 3: Research model statistics

Factor/ Variable Loading CR CA AVE Std. Deviation
Customer beliefs 0.948 0.871 0.726 0.289 0.577
Customer trust 0.823 0.913 0.850 0.201 0.402
Brand reputation 0.956 0.949 0.747 0.276 0.551
Purchase intention 0.811 0.85 0.778 0.270 0.540
Note: AVE: Average Variance Extracted; CA: Cronbach’s Alpha; CR: Composite Reliability
Table 4: The correlation between fake online reviews and study variables.
Variables r P value
Customer beliefs 0.688" 0.000
Customer trust 0.485™ 0.002
Brand reputation 0.558" 0.000
Purchase intention 0.680" 0.000
** The correlation is significant at the 0.01 level (two-tailed).
Table 5: Structural path results
Hypothesis R? B t-values P Value VIF Result
H, Fake online reviews - Customer belief 0.416 0.191 3.011 0.000 1.025 Accepted
H, Customer belief - Customer trust 0.236 0.205 3.006 0.002 1.000 Accepted
H, Customer trust - Brand reputation 0.312 0.283 4.544 0.000 1.088 Accepted
H, Customer trust - Purchase intention 0.463 0.681 4.876 0.000 1.000 Accepted

5.3 Correlation analysis

A correlation analysis examined relationships between
variables. Pearson correlation results (Table 4)
revealed significant positive relationships between expo-
sure to fake online reviews and all study variables, con-
firming their interconnectedness in Egypt’s fast-food
industry. The strongest correlation emerged with custo-
mer beliefs (r = 0.688, p < 0.01), indicating that greater
exposure to deceptive reviews substantially heightens
consumers’ recognition of their prevalence. This aligns
with cultural dynamics in Egypt, where collective awa-
reness of marketplace deception spreads rapidly through
social networks.

The correlation between customer trust and fake
reviews is moderate and statistically significant (r = 0.485,
p = 0.002). This finding is particularly relevant in Egypt’s
dining culture, where trust is crucial for making dining
decisions. The moderate correlation suggests that Egyp-
tian consumers may initially trust well-known local
brands. However, this trust tends to diminish over time
as they encounter more fake reviews. In contrast, there is
a strong correlation between fake reviews and purchase
intention (r = 0.680, p < 0.01). This indicates that fake
reviews have a significant impact on buying decisions,

especially taking into account a study that found 68%
of consumers to be price-conscious (CAPMAS, 2023).
All correlations were positive and significant at p < 0.01,
confirming that fake reviews systematically harmed all
measured dimensions of consumer perception.

5.4 Structural model testing

In this study, a multiple linear regression model was
employed to investigate the relationships between study
variables and hypotheses. The results, detailed in Table 5,
present the main hypothesis of the study along with its
three sub-hypotheses. A positive correlation was found
between belief in fake online reviews and review authen-
ticity, which corresponds to hypothesis H, . The results
indicated a positive relationship between review authen-
ticity and belief in fake online reviews, with a coefficient
of [ =0.215, t = 4.567 for H, ].

Hypothesis H, suggests that trust in content sources
positively correlates with belief in fake online reviews.
As shown in Table 5, the data supported this hypothesis,
indicating that trust in content sources positively influ-
enced belief in fake online reviews, with a coefficient of
B =0.142, t = 2.307.
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Hypothesis H,_posits that the tone of online reviews
also has a positive correlation with belief in fake online
reviews, with a coefficient of B = 0.215, t = 2.160. All three
hypotheses demonstrated a positive correlation with
belief in fake online reviews, as shown in Figure 2.

A structural equation modelling study of Egypt’s
fast-food sector revealed that consumers’ perception of
fake reviews is primarily driven by three factors: review
authenticity (§ = 0.215, p < 0.001), trust in content sources
(B =0.142, p < 0.001), and review tone (B = 0.215, p < 0.001),
collectively explaining 41.6% of variance and thereby
confirming H, . These perceptions significantly shape
customer beliefs (B = 0.191, p < 0.01; 41.2% variance explai-
ned), fully supporting H.. Crucially, heightened fake review
perceptions negatively impact customer trust, reducing
it by 20.5% per unit increase (§ = 0.205, p = 0.002). The
model explains 23.6% of the variance in trust, validating
H,. This eroded trust subsequently damages brand repu-
tation (B = 0.283, p < 0.001; R? = 31.2%), confirming H.,
and reduces purchase intent by 68.1% per trust unit lost
(B = 0.681, p < 0.001; 46.3% variance explained), thereby
supporting H,. A summary of the hypotheses tested can be
found in Table 5.

5.5 Discussion

The study’s findings reveal that fake restaurant reviews
have a significant impact on customer trust, as partici-
pants agreed that the credibility and tone of online reviews
enhance trust, while fake reviews lacking these elements
are deemed weak and unhelpful. To maintain credibility,
online reviews should avoid overlapping content and be
well-written. Repeated phrases or grammatical errors can
lead to perceptions of inauthenticity, diminishing trust.

Additionally, reviews must include details about the revie-
wers, such as profiles or photos; otherwise, the reviewers
may be viewed as fake, further harming trust. Misleading
positive reviews can also lead consumers to incorrectly
assume a restaurant provides high-quality food and
service, influencing their dining choices (Choi et al., 2017).
This study also examined the factors influencing cus-
tomer trust and their relationship to a restaurant’s repu-
tation. According to the findings, customer trust in fake
reviews strongly correlates with the restaurant’s repu-
tation, thus supporting the second hypothesis. Disho-
nest marketing tactics, such as fake positive or negative
reviews, can unfairly impact on the restaurant’s reputa-
tion, discouraging potential customers from visiting. This
study’s results further suggest that fake restaurant reviews
can significantly undermine consumer trust, leading to
disappointment and distrust in online reviews.

5.6 Conclusion

The current study confirms that fake online reviews sig-
nificantly undermine customer trust and distort res-
taurants’ reputations. Key factors that influence how
consumers assess the credibility of reviews include
authenticity, source credibility, and linguistic tone. This
applies to reviews from both humans and Al, as supported
by studies conducted by Cao (2023), Lee & Hong (2019),
Ventre & Kolbe (2020), and Wang et al. (2017).

Overall, by actively managing online reviews, restau-
rants can foster customer loyalty, encourage repeat busi-
ness, and benefit from positive word-of-mouth, ultimately
gaining a competitive edge in the market. These findings
offer valuable insights for managers of fast-food restau-
rants in Egypt, emphasizing the importance of actively
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Figure 2: Research Model Result
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monitoring reviews, correcting inaccuracies, and promo-
ting transparency to build customer loyalty and gain a
competitive edge.

Additionally, this study highlights significant theore-
tical and practical challenges that need to be addressed.
Fake reviews expose the weaknesses in how trust is esta-
blished in online marketplaces. When genuine indicators,
such as detailed reviewer profiles and unique comments,
are absent or easily replicated, traditional methods of
building trust become ineffective, as noted by Berry
(2024). This highlights the need for improved systems to
detect deceit, particularly as Al-generated content makes
it increasingly difficult to discern what is authentic. On
a practical level, while proactively managing reviews is
crucial, it presents challenges: Monitoring reviews manu-
ally on a large scale is difficult, and Al-generated fake
reviews are becoming more sophisticated. Smaller restau-
rants also face limitations in resources. Relying solely on
review platforms’ detection systems can be risky, as these
systems are often unclear and inconsistent.

6 Study Implications

6.1 Theoretical implications

The study makes several considerable contributions to
current literature. The research’s primary contribution is
assessing how online reviews affect consumer trust and
buying decisions. Online restaurant reviews play a crucial
role in the restaurant industry by helping potential custo-
mers make informed decisions and motivating managers
to enhance the quality of their products and services (Mar-
tinez-Torres & Toral, 2019). The first findings indicate that
when a potential buyer reads a credible online review that
has no overlap with other reviews, is composed properly,
and does not contain repeated phrases or grammatical
errors, it will significantly increase their trust in the product
or service described by the review; this relationship also
works in reverse (Berry, 2024). Therefore, these reviews
should receive high priority on social media platforms, and
marketers should consider them. The certainty of detecting
fake reviews is essential for the success of any business
(Reyes-Menendez et al., 2019; Moon et al., 2019; Akhtar
et al., 2019; Ren & Ji, 2017; Hunt, 2015; Kim et al., 2015)
and the literature strongly encourages restaurant mana-
gers to employ strategic methods to eliminate the potential
damage caused by fake reviews (Mayzlin et al., 2014).
Customer trust is established through reviews about
the quality of products or services, which can significantly

influence a restaurant’s reputation, regardless of its popu-
larity. This study highlights how customer trust in fake
reviews negatively correlates with a restaurant’s reputa-
tion. Fake reviews can harm consumer trust, leading to
disappointment and scepticism. Some businesses may
even use fake reviews against competitors in an ‘online
reputation war’ (Luca, 2016; Li et al., 2020).

In summary, trusting genuine reviews increases
customer confidence in a restaurant and supports custo-
mer purchasing decisions. Our findings underscore the
importance of intention in affecting outcomes, which is
valuable to the restaurant industry. Overall, this study
emphasizes the detrimental effects of fake reviews on
trust and brand reputation and offers a framework for
researching fake online reviews.

6.2 Managerial implications

Managers need to monitor online reviews and address fake
reviews, including requesting their removal or verification.
Moon et al. (2019) recommend adopting a ‘close strategy’,
which allows for a more confidential review process that
can reduce biased feedback and enhance trust in genuine
customer opinions. Monitoring feedback from food critics
and authentic customers is crucial for building credibility.
By addressing concerns raised in reviews, restaurants can
resolve issues and strengthen relationships with patrons.
This approach fosters trust and shows a commitment to
customer satisfaction, which can positively influence
purchasing decisions. Additionally, restaurants should
prioritize safety for customers providing negative feed-
back. Creating a safe space for genuine experience ensures
that areas for service improvement are highlighted.

6.3 Limitations and future research

This research is constrained by its focus on local and inter-
national fast-food chains within five Egyptian governo-
rates (Cairo, Giza, Luxor, Alexandria, and South Sinai),
limiting generalisability beyond these geographic areas or
beyond the fast-food sector. The reliance on 261 self-repor-
ted responses collected via a bilingual (English/Arabic)
Google Form introduces potential biases, such as social
desirability, and may not fully represent Egypt’s diverse
population or regions outside the sampled governorates.
This study emphasizes the significant impact of fake
online reviews on Egypt’s fast-food sector and highlights
several areas for further research. Key recommendations
include exploring cultural and psychological factors
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affecting consumers’ vulnerability to fake reviews; asses-
sing trust in platforms and reviewer credibility; quantify-
ing financial impacts on different business models; and
evaluating localised counterstrategies. Additionally, a
thorough review of Egypt’s regulatory framework concer-
ning fake reviews is crucial, focusing on the effectiveness
of current laws and platform governance.

Overall, this research is essential for formulating effec-
tive policy solutions. Future research should expand the
structural model by investigating key moderating variab-
les. Consumer expertise with a product’s brand or category
likely weakens fake reviews’ impact, as knowledgeable
consumers rely more on their own judgment (Chaterjee
etal., 2023). Individual trait scepticism is another plausible
moderator; highly sceptical consumers may more readily
perceive reviews as fake. The nature of the product itself
(e.g., search, experience, credence goods) also warrants
investigation as a moderator, building on findings like
those of Roman et al. (2023) review credibility differences.
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Appendix: Measurement items

Indicators

(Adapted from Berry, 2024; Harrison-Walker & Jiang, 2023)

1 - Belief in reviews
A. Authenticity
— Overlap

Non-compliance

Details

- Platforms

B. Content sources

— Reviewer validity

C. Tone of reviews

2 - Fake reviews and
customer trust

3 - Brand Reputation

4 - Purchase Intention

Fake reviews are time-stamped and too close to each other, even though posted by different reviewers.
Reviews that sound or look similar are fake.

Fake reviews may contain repeated words from other reviews in the review set.

Fake reviews may contain spelling errors.
Fake reviews may contain improper grammar.

Fake reviews contain phrases copied directly from the product description page.

Fake reviews are not very specific in detail.
Fake reviews do not seem to be written by customers who know much about the real product.

Fake reviews are not balanced or two-sided showing both pros and cons of the product in a single review.

Before buying a service or visiting a restaurant, do you check online reviews on their websites or platforms?
Upon reviewing the online restaurant reviews, | distrusted the website responsible for hosting the reviews.

Some restaurant owners/managers ask customers to leave a review on their platforms.

Fake reviews may be posted by reviewers with nonsensical usernames like x827bdjn19.
A reviewer with no photo or missing details may post a fake review.
Fake reviewers use excessive phrases (such as ‘This is the last x you will ever have to buy!’)

Fake reviews do not have photos or videos about real experiences.

Fake reviews are extremely positive.
Fake reviews are extremely negative.

Fake reviews show a significant positive bias compared to negative reviews.

Online fake reviews are true (from real people with real experiences)?

Online restaurant reviews use misleading tactics to convince consumers to dine in.

Knowing some reviews are fake would influence your trust in other reviews.

My trust is unaffected by online reviews, even if they are fake when it comes to a specific brand.
After getting deceived in a restaurant by trusting online fake reviews, it makes you disappointed.

Did your perception of online restaurant reviews affect your interest in purchasing the brand?
After reading the online reviews, did you find the brand less appealing?

Do you think some business owners may ask customers or hired employees to leave fake reviews against their
competitors?

Do you believe that your decision to make a purchase can be influenced by how much you trust online
reviews?

Fake negative reviews significantly impact whether customers decide to make a purchase.
I will choose the restaurant due to the customer reviews.

Reading online reviews caused my interest in purchasing the brand to decline.




