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Abstract: Domain Name System (DNS) is the way that Internet domain names are 

located and translated into IP addresses.  The security architecture of the original 

design suffers from a lack of strength, as it was designed without built-in security. 

Among the most pervasive threats is DNS spoofing, in which attackers inject 

fraudulent responses that redirect users to malicious websites, thereby 

compromising both security and data integrity. This threat necessitates a defense 

mechanism that embeds protection directly within the DNS communication 

workflow. We propose a multi-layered defense approach that protects the 

communication channel between server and client without needing alteration to the 

network infrastructure. It combines the Dragonfly PAKE protocol with AES-GCM 

authenticated encryption to secure DNS responses. Practical experiments through a 

virtual platform showed that the proposed method is able to thwart attacks better 

than DoH and DNSSEC. The novelty of this work lies in combining Dragonfly-ECC 

key exchange with AES-256-GCM encryption in a protocol designed for DNS 
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response protection, while employing HKDF-based nonce derivation that avoids 

transmitting nonces over the network. The security analysis based on SVO logic 

verified the integrity and reliability of the protocol. 

Keywords: AES-GCM, SVO logic, DNS security, PAKE, Spoofing attack. 

1. Introduction 

Computer networks are the foundation of today’s digital infrastructure, with billions 

of devices worldwide connected, providing fast interfaces for communication and 

data exchange. Computer networks are operated by protocols that govern the 

exchange of data between multiple layers, ranging from the OSI model’s physical 

layer to TCP/IP application layers [1, 2]. As personal users grow increasingly 

dependent on distributed cloud services, cyberattacks have increased in frequency 

and sophistication to make networks relatively vulnerable, particularly with the 

rapid development of network technology in recent years [3, 2]. This has made 

network security and DNS especially important since it is the bedrock of modern  

networks [4]. 

DNS is a fundamental internet infrastructure responsible for translating 

domain names into IP addresses  [5, 6]. The DNS was introduced in the early 1980s 

to simplify IP address handling by providing name-based access that leverages a 

non-numeric format and prioritizes speed over security, which led to its exploitation 

by multiple attacks throughout these decades [7, 8]. 

DNS spoofing and cache poisoning attacks are the two most important threats 

in DNS by changing the system reply, leading users to untrusted sites or malicious 

websites  [9, 10, 3]. Various security tools have been proposed to address these 

threats, such as DNSSEC, DNS over HTTP (DoH), and DNS over TLS (DoT)  

[11, 12]. Nevertheless, these solutions have several challenges, including the 

increasing response time from computational overload and infrastructure problems 

that prevent efficient deployment of such systems [13, 4]. 

Due to the constant change of cyber-attacks and the transition from attacking 

traditional network layers toward exploiting logical vulnerabilities and the 

application layer [5], There is a strong need to find integrated security mechanisms 

that target those multiple layers [6, 7]. Although the WPA3 protocol is deployed in 

modern wireless environments and offers robust protection with Dragonfly [8], it 

doesn’t secure the DNS layer, which can be exploited by DNS spoofing attacks 

against WPA3 networks [14, 7]. 

This research presents an integrated security system operating at the multi-

layer level, combining a secure key exchange mechanism using Dragonfly-ECC and 
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an integrated authenticator with AES-256-GCM encryption. It is marked by not 

requiring modifications to the network infrastructure and provides comprehensive 

protection from the wireless authentication layer to domain name translation. The 

contributions of this work are: 

1) Develop an inbuilt security system to secure domain names against attacks, 

bridging the divide between wireless and application layer security  (Sections 4  

and 5) 

2) Attaining a good trade-off among performance, security, and latency, 

enabling the system to operate in high-performance environments (Section 6).  

3) Verification of secure protocols under the condition of SVO to achieve both  

mathematical and confidentiality assurance (Section 7) . 

4) Designing a nonce derivation such that HMAC-based Key Derivation 

Function (HKDF) is used for novelty and secrecy enablement without network 

transmission, which is disparate from the common practices (Sections 2 and 4). 

This article aims to address the trade-off between security and efficiency in 

wireless DNS systems by combining authenticated encryption with faster response 

times. The cryptographic prerequisites and techniques are introduced in the next 

section. 

2. Technical background and threat model    

2.1. Dragonfly-ECC Protocol (Password-Authenticated Key Exchange – PAKE) 

This standard protocol, which is implemented using elliptic curve methods, was 

formally described by RFC 7664 and incorporated into the WPA3 standard [9].  

It enables the establishment of a shared session key without the need for secret 

keys transferring each other in the network [10]. The protocol operates through five 

steps: 

1) Both parties initially agree on a secret password for the DNS server and the 

client, using the SECP256R1 elliptic curve and a public generation point G [11]. 

2) Commit step: Each of the participants chooses a random secret (server b, 

client a). These private keys are then used to compute public keys according to the 

mathematical equations A  =a.G, B=b.G. This generates a commit message using the 

password and random value. The commit message is then sent on the public 

channel Ac [12]. 

3) Secret key derivation step: Once the public keys are received, each party 

will derive the shared key by using ECC equations. This means both the client and 

the server end up with the same key, without ever transmitting it over the network. 

Moreover, solving logarithmic equations is a challenging issue in the sense that the 
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private key of a legitimate entity (as it is deployed with each participation) cannot 

be guessed by an attacker, and this increases the strength [13, 11]. 

4) Authentication and confirmation: Derived confirmation messages are 

exchanged to guarantee both sides have derived a similar session key [14]. 

5) Once the session is set up and the key is matched on both server and client 

sides, a and b are immediately removed as depicted in Fig. 1. But the session key 

persists as long as the session is on, being part of the encryption process in the  

AES-256-GCM Algorithm. 
 

 

Fig. 1. Dragonfly-ECC Algorithm 

2.2. AES-GCM (Advanced Encryption Standard-Galois/Counter Mode) 

It is a symmetric encryption algorithm that combines encryption and authentication 

in a single operation and has been standardized in (NIST SP 800-38D).  It operates 

at high speed, making it suitable for fast responses, as with DNS [15]. Its use is 

pervasive in many current network protocols, including TLS 1.3 and IPsec [16]. It 

utilizes a session key (K_shared), which is the encryption key, generated from 

Dragonfly, as no extra secret material transformations other than nonce generation 
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are needed [15]. It simplifies key management and reduces associated overhead  

[17]. The encryption and authentication can both happen in one step [17]. The 

operation of the algorithm relies on two critical components apart from encryption: 

(a) deriving a unique nonce for each DNS query which is calculated by both 

receivers according to RFC5869, i.e., nonce=HKDF (K_shared, counter, 12 bytes), 

and it never departs over the network; (b) authentication GCM tag, where the tag 

travels in parallel with the ciphertext over the network [18]. 

2.2.1. Nonce   

The proposed system uses nonces to ensure both non-reusability and confidentiality. 

The nonce is derived as nonce = HKDF-Expand (session key, counter, 12 bytes) 

[18]. The session key is the starting seed for the creation of a Nonce and is 

associated with an increasing counter on every DNS request [19]. The size is 

guaranteed to be 12 bytes for use with AES-GCM (which specifies the nonce size to 

be 96 bits). The nonce is not transmitted over the network and is obtained via 

Standardized Key/Context Separation via HKDF [18, 20]. 

2.2.2. GCM-tag 

The authentication tag of GCM mode using the field-terminating hash function 

(Galois Hash) applied to the encryption output of the nonce value [21]  

Tag = GHASH(H, C)⊕E(K, N), where: H = AESK(0, 128) is hash key; C is 

encrypted plaintext [21]. 

2.3. Tools 

The experimental setup uses VMware to generate a virtual environment that 

consists of the following components: 

DNS server: A virtual machine was configured to generate and send encrypted 

responses within the test environment. 

Client/Victim: A virtual machine was configured within a client environment 

to receive DNS queries, test responses, and verify system security. 

Attacker: A virtual attacker machine was configured to execute attacks and 

simulate spoofing/poisoning scenarios. 

Python and utilized libraries: The system uses Python and a set of libraries to 

perform operations. Based on the defined implementation setup, the anticipated 

threat landscape is described to clarify the system security objective. 
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2.4. Threat model 

This work assumes an active attacker operating on the local network who 

eavesdrops on communications between the client and DNS server and, because it 

has exploited its position between the two parties, can perform ARP spoofing 

attacks as well as send responses with DNS spoofing before the legitimate response 

or try to intercept, modify, or forge packets. The attacker, however, is not able to 

decrypt the AES-256-GCM encryption, derive the shared secret from public keys, 

and generate a valid GCM authentication tag without the secret key. The 

discussions in this paper do not include the direct compromise of endpoints or 

physical attacks. 

3. Related works 

Previous work on encryption, authentication, and vulnerability disclosure is 

described in this section, which has been addressed by the proposed system. 

Y u  et al. [22] proposed the DNS-Sensor system, a distributed sensor network 

that continuously monitors DNS cache records by comparing them against 

authoritative data to detect cache poisoning anomalies in real time. While the 

system demonstrates accurate detection, it operates as a post-entry monitoring layer 

and does not provide cryptographic protection at the point of response generation.     

B l a i s e, W u m i  and A l f r e d  [17] analyzed the impacts of symmetric 

encryption algorithms on the performance of encrypted DNS protocols for DNS 

over TLS and DNS over QUIC frameworks. The study systematically compared 

well-known AEAD encryption algorithms like AES-GCM and ChaCha20 

Poly1305, confirming the hardware acceleration advantage of AES-GCM. Their 

analysis remained at the transport layer and did not address application-layer 

authenticated encryption or dynamic key exchange integration. 

H e f t r i g, S h u l m a n  and W a i d n e r  [13] exposed a critical DNSSEC 

vulnerability where off-path attackers exploit IP fragmentation and algorithm 

downgrade to disable authentication. Results showed that 7756 of 43,181 domains 

were vulnerable, with an overall attack success rate of 18.84% on disabling 

DNSSEC. This finding demonstrates that signature-based integrity verification 

alone is insufficient to guarantee DNS security. 

H e f t r i g  et al. [23] revealed a harmful algorithmic complexity attack named 

KeyTrap targeting DNSSEC infrastructure. The experimental results showed that 

sending responses with complicated key strings causes name resolvers to fall into 

computational loops with 100% CPU utilization, triggering a single-packet denial of 
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service. This protocol-level flaw cannot be resolved through implementation 

patches alone. 

B e l l a r e  and T a c k m a n n  [24] developed a security analysis of the AES-

GCM algorithm for the TLS 1.3 protocol. They proved through mathematics that 

when the nonce is used more than once, it leads to full security compromise, since 

the adversary can infer the authentication key and forge authenticated messages. 

Their analysis motivated the deterministic nonce derivation approach adopted in the 

proposed system through HKDF, ensuring non-reuse without network transmission. 

V a n h o e f  [25] performed a comprehensive security evaluation of the 

Dragonfly protocol in WPA3, highlighting several issues collectively known as the 

Dragonblood vulnerability. They showed how timing side channels can leak 

information, allowing downgrade attacks by forcing weak ECC combinations. 

While Dragonblood addresses wireless authentication layer vulnerabilities, the 

proposed system extends Dragonfly protection to DNS through application-layer 

authenticated encryption with HKDF-based nonce derivation. 

D a w o o d  et al. [26]  discussed security issues and implementation limitations 

of DoH. The study revealed that strong encryption provided by DoH can be 

exploited to hide malware activities, and highlighted the computational overhead 

affecting network efficiency in resource-constrained environments. These 

limitations underscore the need for lightweight authenticated encryption 

approaches, like AES-256-GCM. 

P a t i l  and S h y a m a l a  [27] conducted a comprehensive survey reviewing 

225 studies on securing the Social Internet of Things covering the period from 2014 

to 2025. Their taxonomy-driven analysis mapped security requirements, attack 

types, and defense mechanisms across protocol layers, while evaluating the 

integration of blockchain, AI/ML, and edge computing for scalable and 

decentralized trust management. The survey highlights that lightweight dynamic 

trusted models and privacy-preserving service discovery remain open challenges, 

reinforcing the need for cryptographic solutions that operate efficiently on resource-

constrained devices, a design objective shared by the system proposed in this paper. 

R o t u n ă,  S a c a l a  and A l e x a n d r u  [28] examined the use of machine 

learning to identify botnet-generated DNS queries by analyzing patterns in query 

logs. The classifiers showed reasonable accuracy in separating normal traffic from 

suspicious resolution requests, though the system functions as a detection layer that 

flags problems after they have already entered the network rather than blocking 

them through cryptographic means at the point of response generation. 

L u o  [29] proposed a blockchain-based Moving Target Defense system 

employing End Hopping with the PBFT consensus protocol to dynamically rotate 
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communication endpoints, providing proactive defense against flooding attacks. 

Their approach does not address DNS-layer spoofing or response-level encryption. 

A m i r k h a n o v a  et al. [30] designed a lightweight end-to-end AES-256-

GCM encrypted pipeline for IIoT deployments on ESP32 and Raspberry Pi over 

MQTT, demonstrating practical authenticated encryption on resource-constrained 

hardware without performance degradation.  

A b u  A l-H a i j a, A l o h a l y  and O d e h  [31] designed a two-stage classifier 

that separates normal DoH traffic from malicious flows attempting to abuse 

encrypted DNS channels for covert data transfer. Their experiments confirmed that 

DoH encryption creates a monitoring blind spot that attackers exploit, reinforcing 

the need for application-layer authentication rather than transport-layer encryption 

alone. 

K u n d u  et al. [32] proposed a formal post-quantum cryptographic framework 

for layered network protocols, proving that a single quantum-safe layer suffices for 

payload confidentiality while authentication requires full-stack migration. Their 

analysis does not address DNS-specific response protection or lightweight key 

exchange. 

The comparative analysis presented in Table 1 reveals several critical gaps in 

existing DNS security research, while individual cryptographic primitives such as 

AES-GCM and Elliptic Curve Cryptography have demonstrated strong security 

properties in isolation, no existing study integrates password-authenticated key 

exchange with authenticated symmetric encryption specifically for DNS response 

protection. Current solutions such as DNSSEC remain vulnerable to fragmentation-

based downgrade attacks and algorithmic complexity exploits, indicating that 

digital signature-based integrity verification alone is insufficient to guarantee DNS 

security. Encryption-only approaches like DoH introduce substantial computational 

overhead and latency while failing to address replay or response forgery at the 

application layer. None of the reviewed studies provides formal verification of their 

protocol security claims through established formal logics such as SVO or BAN. 

These identified gaps collectively motivate the design of the proposed system, 

which combines Dragonfly-ECC password-authenticated key exchange with  

AES-256-GCM authenticated encryption, incorporates deterministic nonce 

derivation via HKDF to prevent replay attacks, and provides formal security 

verification through SVO logic to establish provable guarantees of authentication, 

integrity, and key security. 
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Table 1 . Summary of the main characteristics and limitations of the reviewed studies 

Source Year 
Method / Algorithm 

Used 
Strengths Limitation 

B e l l a r e  and 
T a c k m a n n  [24] 

2016 
AES-GCM security 
analysis for TLS 1.3 

Formal proof that nonce reuse 
in AES-GCM leads to full 
authentication compromise 

Analysis focuses on multi-
user TLS settings; does not 

propose a DNS-specific 
nonce management solution 

V a n h o e f  [25] 2019 Dragonfly (WPA3) 
Identifies implementation 

weaknesses 

Covers the wireless layer 
only; does not extend 

Dragonfly protection to DNS 
or application-layer 

encryption 

D a w o o d   et al. [26] 2023 
DNS over HTTPS 

(DoH) 
Strong privacy protection 

through encryption 

Encryption exploitable to 
conceal malware; high 

computational overhead in 
constrained environments 

H e f t r i g, 
S h u l m a n  and 
W a i d n e r  [13] 

2023 
DNSSEC analysis 

(fragmentation-based 
exploit) 

Reveals a critical DNSSEC 
vulnerability 

Signature-based integrity 
verification alone is 

insufficient; no authenticated 
encryption proposed 

Y u  et al. [22] 2025 

DNS-Sensor 
distributed real-time 

cache poisoning 
detection 

Accurate real-time detection 
of cache poisoning anomalies 

using distributed sensor 
comparison 

Detection only after cache 
entry; no cryptographic 
prevention at point of 
response generation 

A b u  A l-H a i j a, 
A l o h a l y  and 

O d e h  [31] 
2023 

Two-stage hybrid ML 
classifier for 

malicious DoH 
detection 

Effective separation of benign 
and malicious DoH flows 

Focuses on traffic 
classification rather than 
cryptographic prevention 

H e f t r i g  et al. [23] 2024 
DNSSEC/ signature 
verification analysis 

Identifies a severe 
algorithmic DoS vulnerability 

Protocol-level DoS flaw in 
DNSSEC; cannot be resolved 

through implementation 
patches alone 

B l a i s e, W u m i  and 
A l f r e d  [17] 

2024 
AES-GCM & 

ChaCha20-Poly1305 
with DoT/DoQ 

Good performance, balanced 
security and latency, practical 

evaluation 

Transport-layer analysis 
only; no application-layer 
key exchange addressed 

P a t i l  and 
S h y a m a l a  [27] 

2025 

Taxonomy-driven 
survey (Blockchain, 

AI/ML, Edge 
Computing) 

Comprehensive mapping of 
security across protocol 

layers, evaluates 
decentralized trust 

management 

Lightweight dynamic trusted 
models and privacy-

preserving discovery remain 
open challenges 

R o t u n ă, S a c a l a  
and A l e x a n d r u  

[28] 
2025 

Machine Learning 
(DNS query log 

analysis) 

Reasonable accuracy in 
identifying botnet-generated 

queries and separating normal 
from suspicious traffic 

Functions as a detection layer 
post-entry rather than 

blocking attacks at the point 
of response 

L u o  [29] 2026 

Blockchain-based 
MTD (End Hopping + 

PBFT consensus 
protocol) 

Eliminates single point of 
failure; provides proactive 
defense against flooding 

attacks 

Focused on flooding attacks; 
does not address DNS-layer 
spoofing or response-level 

encryption 

A m i r k h a n o v a  et 
al. [30] 

2026 

AES-256-GCM E2E 
encryption pipeline 
(ESP32 + MQTT + 

Raspberry Pi) 

Practical authenticated 
encryption on resource-

constrained IIoT hardware 
without performance loss 

Pre-shared key provisioning 
only; no dynamic key 
exchange mechanism 

K u n d u, 
C h a k r a b o r t y  and 

K o m p e l l a  [32] 
2026 

Formal PQC 
composition 

framework (lattice 
algebra across 

network layers) 

Proves confidentiality and 
authentication compose via 

dual lattice operators; 
demonstrates one Q-Safe 
layer suffices for payload 

protection 

General cross-layer analysis; 
does not address DNS-
specific authenticated 

responses or lightweight 
PAKE for constrained 

environments 
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4. Proposed secure DNS system  

In this paper, we present a DNS protection system that implements secure key 

exchange using the Dragonfly-ECC protocol with authenticated encryption using 

the AES-256 GCM Symmetric Algorithm [32]. The system guards against man-in-

the-middle, cache poisoning, DNS spoofing, and replay attacks. The designed 

system operates at the application layer and concentrates on secure DNS responses 

by authenticated encryption with dynamic session key creation. 

4.1. System operational phases  

Phase 1. Key generation. The client and server use the Dragonfly protocol to 

generate a shared key (K_shared). This key is used to encrypt all responses during 

the session. 

Key exchange. Establishing trust between the client and server is a 

fundamental part of each integrated security system. Therefore, this research adopts 

the Dragonfly protocol, based on Elliptic Curves (ECC), to ensure the generation of 

dynamic session.  

Keys. Here, we review the mathematical and logical steps for generating these 

keys and how to verify the identities of connected parties. 

Initialization. Both the client and server agree on common parameters before 

connecting. These parameters are: 

Elliptic-curve (SECP 256R1 – 256 bit); 

Generator point on the curve (G); 

Shared password. 

1. Commit. This stage authenticates both parties using a shared password 

(Client). The client selects a random private key (a) to calculate the  

public key according to the equation A = a.G. Then, it generates a message 

Commit_C = H (password || NC), where NC is a random number. Finally, it 

sends (Commit – C,  A) to the server. 

(Server). The server selects a random private key (b) to calculate the  

public key according to the equation B=b.G, then it generates a message  

commit_S = H(password||NS), where NS is a random number. Finally sends 

(Commit_S, B) to the client.  

2. Deriving the shared key (K_shared) 

The client calculates K_shared = a.B = a.(b.G). The server calculates 

K_shared = b.A = b.(a.G) 

Due to the properties of elliptic curves, a.B = b.A = (a.b).G; this feature 

ensures that both parties receive identical keys without the need to transfer private 

keys, as shown in Fig. 2. 
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Fig. 2. Key generation and exchange 

3. Confirmation to ensure that both parties derive the same key: 

The client sends. Confirm _C = H (K_shared||Commit_C ||Commit_S) 

The server sends. Confirm _S = H (K_shared ||Commit_S || Commit_C) 

Each party verifies the received confirmation message. This step is to ensure 

that both parties  have derived an initial session key before proceeding with 

encrypted communication.  

NS-NC. Two random numbers are generated by the client and server, 

respectively, during the key exchange phase 

Key lifecycle. Keys (a, b) are automatically deleted after the shared key is 

derived, ensuring perfect forward secrecy. The shared key remains valid for the 

duration of the session and is deleted after the session ends. This lifecycle 

management ensures that the session key is short-lived and used exclusively within 

a single session of communication. 

Phase 2. Secure connection. After generating the shared key, the client sends 

an unencrypted DNS query on port 53. This design maintains compatibility with 

standard DNS operation, while the corresponding DNS responses are protected  

using authenticated encryption. The server processes the query and responds with  

the requested IP address, but encrypts it using the AES-GCM algorithm with  

the session key derived in Phase 1. The encrypted response includes a GCM tag for 

authentication, a timestamp for recency, and a nonce with a counter used to 

generate it.    

Port 53 is explicitly designated for receiving DNS queries, while port 5454 is 

for sending and receiving encrypted responses only. Two-port methods are 

employed to isolate encrypted traffic from traditional traffic, as shown in Fig. 3. 
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Fig. 3. Encrypted transmission DNS query 

Phase 3. Response verification. The client receives the encrypted response 

and derives the nonce using the same counter. 

Receiving the encrypted packet via port 5454, which includes a packet of 

encrypted data for the requested IP address, GCM authentication tag, a counter for 

nonce derivation, and a timestamp.   

Verifying the recency of the response: The client matches  the time provided 

with the response with the current time within a predetermined timeframe. If this 

timeframe is exceeded, the response is rejected. 

After completing the previous two steps, the client derives the nonce value 

using the HKDF SHA256 algorithm based on the shared key and the counter value. 

This derivation ensures the generation of the same nonce value for both the server 

and the client without the need to transfer it across the network. It checks the nonce 

against previously used values stored during the same session. If it is repeated, the 

request is rejected immediately. The nonce values are deleted as soon as the session 

ends. 

Then the GCM tag is recalculated by the client using the same inputs: the 

encrypted data, the shared key, and the nonce. The recalculated tag is then 

compared with the received tag. Any discrepancy indicates data modification or an 

attempted forgery, and the response is immediately rejected. 

After all previous verification steps are completed, the encrypted data is 

decrypted using the AES-256-GCM algorithm to retrieve the requested IP address. 

The final stages of DNS response processing are shown in Fig. 4.  
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Fig. 4. Secure DNS response verification flow 

Once all verification steps are finished and the requested IP address is 

obtained, the system updates the session status by increasing the counter in 

preparation for the next query, and preventing the reuse of the same values. 

5. System architecture and implementation 

The proposed system consists of three main components deployed within a 

VMware-based virtual environment designed to emulate a controlled DNS 

communication scenario. 

 

 

Fig. 5. Virtual network architecture for DNS security testing responses 



 38 

A) DNS Server  

• Operating System: Ubuntu 20.04  

• Function: Processing DNS queries and sending encrypted IP addresses 

to the client  

• Port: 53 for receiving unencrypted queries, and port 5454 for sending 

encrypted responses. 

B) Client  

• Operating System: Ubuntu 20.04 

• Function: Sends DNS queries to the server and receives encrypted 

responses  

• Generates cryptographic keys and performs response verification  

C) Attacker 

• Operating system: Kali Linux  

• Function: Simulates an adversarial node to evaluate system behaviour 

under hostile network conditions. 

• Tools: Ettercap, Scapy, ARP Spoofing, as shown in Fig. 5. 

Implementation details. Security overview: The system implements 

multiple layers of security to secure the DNS communication.  

The first is Perfect Forward Secrecy, where private keys are deleted 

immediately when K_shared is generated, and intercepting one session does not 

compromise others.  

The second is Protection from MITM: The attacker cannot calculate a valid 

commit without the password, and they cannot derive K_shared from public keys A 

and B alone. 

The proposed design offers a comprehensive set of security features: 

confidentiality through encryption using the AES-256-GCM Algorithm, 

authentication and data integrity via tagging, recency via timestamp, nonce replay 

resistance via time-stamping, and resistance to forgery and spoofing due to the 

inability to generate a valid response without K_shared.  This results in the tradeoff 

between security and performance, making it adapted to future applications in 

practical scenarios. 

6. Results 

The practical value of the research is summarized through the results of practical 

tests conducted on the virtual environment, and comparing them with DNSSEC and 

DoH systems, focusing on response time and resource consumption. The research 

results are in Table 2. 
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Table 2. Performance comparison of DNS security systems under stress conditions 

System 
Average 

response time 

Queries  

per 1 s 
Security level 

Plain DNS 0.930 1075.27 None 

DNSSEC 52.00 19.23 Integrity only 

DoH 263.00 3.80 Full Encryption + Authentication 

Proposed system 44.12 22.67 Full Encryption + Authentication 

 

The proposed system provides full encryption and authentication comparable 

to DoH, while achieving significantly lower response latency. Compared to 

DNSSEC, the system offers both encryption and integrity verification rather than 

integrity alone.  

The system produces an average response time of 44.12 ms (or 22.67 queries 

per 1 s), which is 1.18 times faster than DNSSEC and 5.96 times faster than DoH. 

This is attributable to its session-based design (one handshake), and the overhead is 

amortized across several queries. 
 

 
Fig. 6. Throughput 

 
Fig 7. Response time 
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6.1. Scalability under concurrent load  

The per-query encryption cost held below 5 ms across all load levels with a 

standard deviation of 0.37 ms, confirming that AES-256-GCM processing does not 

degrade under concurrency. The handshake cost rises with client count but is 

incurred once per session, making its amortized impact negligible over multiple 

queries. All systems were evaluated under identical 60-second stress test conditions. 

Table 3. Proposed system performance under concurrent load (no attack) 

Metric 
100 

clients 

500 

clients 

1000 

clients 
Mean STD/DV 

Success (%) 100 100 100 100 0 

QPS 258.00 273.80 246.70 259.50 13.68 

AVG/HS (ms) 23.5 117.11 235.54 125.38 106.12 

AVG/Q (ms) 4.43 4.07 4.80 4.43 0.37 

Avg total (ms) 27.42 121.18 239.54 129.38 106.15 

Table 4. Resource utilization under stress test 

Metric 
Plain 

DNS 
DNSSEC DoH Proposed system 

Queries per 1 s (QPS) 

throughput 
1075.27 19.23 3.80 22.67 

CPU utilization (%) 0.5 7.4 1.8 1.95 

Memory usage (MB) 7.33 3.58 3.59 7.34 

User time (s) 28.88 31.28 14.28 1.98 

System time (s) 17.64 16.97 3.16 0.79 

Total CPU time (s) 46.52 48.25 17.44 2.77 

Context switches 31 .978 36 .401 5.743 2.438 

 

From the results in Table 4, plain DNS can reach the maximum request rate 

since it does not involve any encryption or security check, while there is more 

processing time and CPU usage for handling the DOH, which adopts encryption 

and DNSSEC related to digital signatures. The proposed system preserved balanced 

performance by employing one-time key exchange plus symmetric encryption; it 

consumes less CPU time to perform Dragonfly key exchange for a session, and 

follows that up with lightweight operation of data processing using the AES-GCM 

when querying users’ data than full processing utilizing asymmetric one. In terms of 

memory consumption, the proposed system exhibited memory consumption 

comparable to conventional DNS, indicating its efficient design and low software 

overhead during the defined stress-test period. 

6.2. DNS Query and response size comparison 

The total overhead of 420 bytes (140-byte query and 280-byte response) is a 

calculated trade-off to ensure multi-layered security through AES-256-GCM 

encryption, 16-byte GCM tags, and session metadata. This introduces a marginal 
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increase in packet size compared to unencrypted DNS. It provides a superior 

security posture against spoofing and replay attacks that standard protocols like 

DNSSEC or DoH do not fully mitigate. Statistical stability in Table 3 was verified 

through 1,000 controlled query cycles in a virtualized environment to ensure 

reliability. Thus, the system achieves an optimal balance, providing high-level 

security within an acceptable operational latency.   

Table 5. DNS query and response size analysis 

System Query size (Bytes) Response size (Bytes) Total overhead 

Plain DNS 50 100 150 

DNSSEC 150 450 600 

DOH 200 500 700 

Proposed system 140 280 420 

 

 

 
Fig. 8. Query size / Response size 

In addition to empirical verification, formal analysis is carried out in order to 

justify the established security claims of the protocol. 

7. Formal security verification using SVO logic 

7.1. Introduction  

The security properties of the proposed protocol are formally verified using SVO 

logic, a formal reasoning framework designed to analyse authentication and key 

exchange protocols. SVO logic is selected for this analysis because it provides 

native support for authenticated key exchange protocols, symmetric encryption with 

derived nonces, and session key freshness verification, all of which are central 

components of the proposed system. The proposed system involves two main 

communicating entities, the Client (C) and the DNS Server (S). 
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7.2. Notation and definitions 

The following notation is used throughout the formal analysis. Each symbol 

corresponds to a specific logical construct within SVO logic that maps directly to a 

component of the proposed DNS security protocol: 

P, Q denote the communicating principals.  

P |≡ M indicates that principal P believes M.   

P ∋ M means that principal P possesses M.   

# (M) denotes freshness.  

P ↔ₖ Q signifies a shared session key.   

P ⇒ M indicates jurisdiction.   

P ⊲ M means receiving a message.   

P |~ M indicates that P once said M. 

7.3. Assumptions 

The following assumptions define the initial conditions under which the protocol 

operates. A specific design decision in the proposed system justifies each 

assumption: 

A1: C ∋ password, S ∋ password   

A2: C |≡ #(N_C), S |≡ #(N_S)   

A3: C ∋ K, S ∋ K   

A4: C |≡ (S ⇒ IP)   

A5: C |≡ sync(counter), S |≡ sync(counter). 

7.4. Inference rules  

The following inference rules are adopted from SVO logic and applied to analyse 

the security properties of the proposed protocol. 

Rule 1. Message Meaning Rule (MMR). If a principal believes that a key is 

shared with another principal, and receives a message encrypted with that key, then 

it concludes that the other principal once said that message. 

Formal representation. P |≡ (P ↔ₖ Q), P ⊲ {X}ₖ  → P  |≡ Q | ~ X. 

Application. When the client C receives a DNS response encrypted with 

K_shared and successfully verifies the GCM authentication tag, it concludes that 

the server S is the originator of that message. 

Rule 2. Freshness Propagation Rule (FPR). If a component of a message is 

fresh, then the entire message is considered fresh.  

Formal representation. # (X), X ⊂ Y → # (Y). 



 43 

Application. Since the nonce derived via HKDF using a counter is fresh for 

each query, the entire DNS response containing that nonce is also fresh, ensuring 

resistance against replay attacks. 

Rule 3. Jurisdiction Rule (JR). If a principal trusts another principal 

regarding a statement and believes that the latter believes that statement, then it 

accepts the statement as true. 

Formal representation. P |≡ (Q ⇒ X), P |≡ Q |≡ X → P |≡ X 

Application. Since the client C trusts the server S regarding DNS resolution, 

and verifies that S believes the correctness of the IP mapping through authenticated 

encryption, C accepts the resolved IP address as authentic. 

7.5. Protocol steps 

The protocol execution is expressed as a sequence of SVO statements 

corresponding to the three operational phases defined in Section 4. 

Phase 1. Key exchange    

Step 1. C ⊲ Commit_C  (Client generates commit message)  

Step 2. S ⊲ Commit_C   (Server receives client commit)  

Step 3. S ⊲ Commit_S   (Server generates commit message)  

Step 4. C ⊲ Commit_S   (Client receives server commit)  

Step 5. C ∋ K         (Client derives the session key)  

Step 6: S ∋ K          (Server derives the session key)  

Phase 2. DNS query    

Step 7. C ∋ Domain, Counter  

Step 8. C ⊲ DQ = (Domain, Counter)  

Step 9. S ⊲ DQ  

Phase 3. Encrypted response     

Step 10. S derives nonce = HKDF (K, Counter, 12)  

Step 11. S ∋ {IP, Timestamp}ₖ, GCM_tag, Counter  

Step 12. S ⊲ DR = ({IP, Timestamp}ₖ, GCM_tag, Counter)  

Step 13. C ⊲ DR  

Step 14. C derives nonce =  HKDF (K, Counter, 12)  

Step 15. C verifies GCM_tag and Timestamp  

Step 16. C decrypts {IP, Timestamp}ₖ.  

7.6. Formal derivation of security beliefs 

This subsection demonstrates how the inference rules are applied to the protocol 

steps to derive the target security beliefs. 
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Derivation 1. Mutual Key Agreement. From A3, both C and S possess K. 

Since NC is fresh (A2), applying FPR yields #(K). By Steps 1-4, the  

commit exchange verifies both parties used the same password. Applying MMR:  

C |≡ (C ↔k S) and S |≡ (S ↔k C). 

Derivation 2. Query Authentication. From Steps 7-9, S receives DQ from C 

over the authenticated channel (Derivation 1). The counter is fresh (A5), and 

applying FPR extends freshness to the query. Therefore: S |≡ C |~ (Domain, 

Counter) and S |≡ #(DQ). 

Derivation 3. Response Authenticity. From Steps 10-16, C receives DR and 

verifies the GCM tag. Applying MMR: C |≡ S |~ (IP, Timestamp). The counter is 

fresh (A5), so by FPR: #(DR). Finally, applying JR with A4: C |≡ IP. 

7.7. Verified security goals 

The formal derivation establishes four security properties:  

G1 (Key Agreement): C ↔k S both derive the same session key through 

Dragonfly-ECC (Derivation 1). 

G2 (Key Security): K is known only to C and S, never transmitted; private 

keys are deleted after derivation (A3). 

G3 (Response Authenticity): C |≡ (S ⇒ IP), only the legitimate server can 

produce valid GCM-authenticated responses (Derivation 3). 

G4 (Replay Prevention): #(nonce) per query counter-based HKDF derivation 

binds each response to a unique query (Derivations 2, 3). 

8. Informal security analysis  

Claim 1. The secure DNS proposed system is proven to be immune against the 

DNS spoofing attack, as the client only accepts the responses that are encrypted 

with a correct session key (k_shared) and an authenticated tag. 

Justification. If an attacker could submit a forged DNS response, for instance, 

they would not possess the session key generated during the Dragonfly key 

exchange. If they don’t have that key, they can’t produce a valid AES-256-GCM 

authentication tag; the client just rejects any response it’s not capable of verifying. 

Claim 2. The proposed system prevents a replay attack. 

Justification. First, an increment counter is used, starting from an initial value. 

On both sides, the nonce for every response is computed by the system. The time-

stamp is a fixed-duration epoch associated with every response. If a duplicate is 

detected, the system rejects the response immediately. 

Claim 3. The proposed system prevents a Man-in-the-Middle Attack MITM.  
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Justification. The system operates at the application layer, rendering 

intercepted packets computationally infeasible to decrypt or modify without the 

session key. 

Proof: Even if the attacker has successfully performed an ARP spoofing 

attack, they cannot read or change the intercepted packets since protection is 

application-level and occurs regardless of attacking methodologies. The packet is 

secured at all times since it is encrypted. And it cannot be read without the secret 

key. Any tampering is discarded without a valid authentication tag, as shown in  

Fig. 6. 

Claim 4. The system has a strict policy that prevents the storage of any 

unencrypted, unauthenticated, or expired responses, and the cache contains only 

trusted data. 

Justification. The proposed system enforces strict response validation before 

caching. Each response that fails GCM tag verification, timestamp checking, or 

nonce validation is immediately rejected without being stored. Consequently, only 

cryptographically authenticated and fresh responses are accepted, maintaining cache 

coherence against illegitimate resource record poisoning. 

 

  
Fig. 9. MITM attack scenario 

9. Limitations 

Although the proposed system demonstrates strong security properties and practical 

performance, several limitations should be acknowledged that define the current 

scope of this work: 
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1. The evaluation was performed in a controlled virtual environment that may 

not fully reflect the scale and variability of production DNS infrastructure. 

2. The current implementation has been tested with a limited number of 

concurrent clients, and behavior under extremely high query volumes remains 

unexplored. 

3. The system has not yet been evaluated on resource-constrained devices 

such as IoT endpoints where memory and processing power are restricted. 

10. Future work  

Building on the identified limitations, several directions are planned to extend the 

applicability and robustness of the proposed system: 

1. Evaluating the system on real, geographically distributed DNS 

infrastructure. 

2. Replace ECC with a quantum computing-resistant algorithm (ML-KEM). 

3. Adding an AI layer to detect new unknown attacks. 

11. Conclusion  

In this study, we proposed a cryptographic defense system to address DNS spoofing 

vulnerabilities based on encrypting responses as well as protecting them from 

tampering during transmission through the network. The results showed that the 

mechanism could successfully deter impersonation, spoofing, and man-in-the-

middle attacks with low computation overhead, without significantly degrading 

response time. On top of that, the session system and symmetric encryption 

lightened this load and struck a balance between speed and security. This is still a 

noticeable increase in memory usage compared to conventional systems, but well 

within reason, especially since it does not grow with the number of requests. The 

main contribution of this research is the integration of Dragonfly-ECC password-

authenticated key exchange with AES-256-GCM authenticated encryption within a 

single protocol designed for DNS response security, further distinguished by 

HKDF-based nonce derivation that eliminates nonce transmission over the network. 

The proposed system achieves both encryption and authentication while 

maintaining a competitive response time compared to existing approaches. 

Additionally, the formal verification through SVO logic provides a structured basis 

for validating the protocol security properties. In summary, the proposed system 

contributes a practical and flexible way to improve DNS security and demonstrates 

potential for deployment in emerging network environments. 
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