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ABORTED CONFIDENTIALITY

STACEY A. TOVINO*

Abstract: As the number of abortion-restricting laws continues to grow in the
wake of the Supreme Court’s ruling in Dobbs v. Jackson Women s Health Organ-
ization, law enforcement officers are increasingly interested in obtaining and us-
ing reproductive health information for law enforcement purposes. Although
physicians and other covered entities generally are required to keep protected
health information (PHI) confidential under the Health Insurance Portability and
Accountability Act Privacy Rule, a number of regulatory exceptions historically
have permitted covered entities to disclose PHI for civil, criminal, and adminis-
trative investigations and proceedings. On April 26, 2024, the Department of
Health and Human Services promulgated a final rule amending certain of these
exceptions. In particular, the final rule prohibits covered entities from using and
disclosing PHI to conduct criminal, civil, and administrative investigations into
any person for the mere act of seeking, obtaining, providing, or facilitating re-
productive health care that is lawful under the circumstances in which it is pro-
vided. The final rule also prohibits covered entities from using and disclosing
PHI to impose criminal, civil, and administrative liability on any person, or to
identify any person, for the same purposes. Covered entities must comply with
these new prohibitions by December 23, 2024.

Using five hypotheticals as a platform, this Article carefully analyzes the final
rule in terms of protecting the confidentiality of reproductive health information,
supporting shared physician-patient decision making, and burdening vulnerable
populations. Finding that the final rule continues to undermine the physician-
patient relationship, discourage individuals from seeking health care from li-
censed health care providers, and burden racial and ethnic minorities, individuals
with disabilities, individuals of low socioeconomic status, and other marginalized
individuals in certain situations, this Article proposes additional amendments to
the final rule that will better balance health information confidentiality and law
enforcement activities in the context of reproductive health.
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INTRODUCTION

Consider five abortion-related hypotheticals. The first involves a pregnant
adult' who lives in Fargo, North Dakota, where state law prohibits most abor-
tions.? Assume the adult drives ten minutes east to Moorhead, Minnesota, and
obtains a medication abortion at the Red River Women’s Clinic,® where pre-
viability abortions are legal under Minnesota law.*

The second hypothetical involves a pregnant minor who lives in Coeur
d’Alene, Idaho, where state law prohibits most abortions.> Assume the minor’s
partner, who is an adult, drives the minor forty minutes west to Spokane,
Washington, where pre-viability abortions are legal under Washington law.°
Further assume the partner falsely claims to be the minor’s parent when the
minor signs in at the Planned Parenthood Clinic in Spokane.” Know that the

! Individuals who are capable of becoming pregnant include women, transgender males, intersex per-
sons, non-binary persons, and other persons who have a uterus. See, e.g., Amber Leventry, Trans and
Nonbinary People Can Be Pregnant Too, PARENTS (Jan. 5, 2023), https://www.parents.com/
pregnancy/my-body/pregnancy-health/trans-and-nonbinary-people-can-be-pregnant-too [https://perma.
cc/L69S-D2SM] (“When talking about reproduction, reproductive rights, and gynecological health,
transgender people deserve the same inclusive and affirming care as cisgender folks. That starts with
changing the language around transgender pregnancy.”). To this end, this Article uses gender-neutral
words and phrases as much as possible to honor all individuals who are capable of becoming preg-
nant.

2SeeN.D. S.B. 2150, § 2 (N.D. 2023) (to be codified at N.D. CENT. CODE § 12.1-19.1-02) (mak-
ing it a class C felony for a person to perform an abortion); Associated Press, North Dakota’s Gover-
nor Has Signed a Law Banning Nearly All Abortions, NPR (Apr. 25, 2023), https://www.npr.org/
2023/04/25/1171816825/north-dakota-abortion-law#:~:text=North%20Dakota's%20governor%20has
%?20signed%20a%20law%20banning%20nearly%20all%20abortions,-April%2025%2C%202023 &
text=Tribune%20via%20AP-,North%20Dakota%20Gov.,incest%20%E2%80%94%20into%20law
%200n%20Monday [https://perma.cc/Z6DG-VCCH] (“North Dakota . . . [on April 24, 2024] adopted
one of the strictest anti-abortion laws in the country as Republican Gov. Doug Burgum signed legisla-
tion banning the procedure throughout pregnancy, with slim exceptions up to six weeks’ gestation.”).

3 See Emily Witt, An Abortion Clinic One Year Later, NEW YORKER (June 23, 2023), https://
www.newyorker.com/news/us-journal/an-abortion-clinic-one-year-later [https://perma.cc/T954-CGXX]
(explaining that some pregnant North Dakotans travel to Moorhead, Minnesota, to obtain abortion
services at the Red River Women’s Clinic).

4 See Minnesota Protect Reproductive Options Act, MINN. STAT. § 145.409(3)(b) (2023) (“Every
individual who becomes pregnant has a fundamental right to . . . obtain an abortion, and to make au-
tonomous decisions about how to exercise this fundamental right.”).

5 See Idaho Defense of Life Act, IDAHO CODE § 18-622(1) (2023) (“[E]very person who performs
or attempts to perform an abortion as defined in this chapter commits the crime of criminal abortion.
Criminal abortion shall be a felony punishable by a sentence of imprisonment of no less than two (2)
years and no more than five (5) years in prison.”).

¢ See WASH. REV. CODE § 9.02.100(2) (2023) (“[1]t is the public policy of the state of Washington
that: . . . [e]very pregnant individual has the fundamental right to choose or refuse to have an abortion,
except as specifically limited . . . .”); § 9.02.110 (“The state may not deny or interfere with a pregnant
individual’s right to choose to have an abortion prior to viability of the fetus, or to protect the pregnant
individual’s life or health.”).

7 See Spokane Valley Health Center, PLANNED PARENTHOOD, https://www.plannedparenthood.
org/health-center/washington/spokane-valley/99206/spokane-valley-health-center-2792-91850 [https://
perma.cc/2DA2-P5V6] (providing medication abortions).



1924 Boston College Law Review [Vol. 65:1921

Idaho Abortion Trafficking Act prohibits a non-parental adult from driving a
minor to an Idaho state line to obtain an abortion across the state line.®

The third hypothetical involves a pregnant adult who lives in Norman,
Oklahoma, where abortions are illegal except as necessary to preserve the life
of the mother.” Assume the adult develops congestive heart failure and under-
goes an in-hospital, surgical abortion after the adult’s treating physician ex-
plains that the adult has an unlikely chance of surviving the pregnancy.'’ Fur-
ther assume that a second physician who works in the same hospital learns of
the abortion and disagrees that the abortion was life preserving.''

The fourth hypothetical involves a pregnant adult who lives in Texas,
where most abortions are illegal.'> Assume the adult tells their'® Texas-licensed
physician that they are considering getting an abortion and that they may travel
to a Planned Parenthood clinic close to extended family in California, where
abortion is legal,'* or they may obtain mailed abortion medication from a Mas-

8 See Idaho Abortion Trafficking Act, IDAHO CODE § 18-623(1) (2023) (“‘An adult who, with the
intent to conceal an abortion from the parents or guardian of a pregnant, unemancipated minor . . .
procures an abortion . . . by . . . transporting the pregnant minor within this state commits the crime of
abortion trafficking.”); Associated Press, Idaho Governor Signs Ban on Abortion Trafficking, PBS
NEWS HOUR (Apr. 6, 2023), https://www.pbs.org/newshour/politics/idaho-governor-signs-ban-on-
abortion-trafficking [https://perma.cc/KX4W-TDBN] (“To sidestep violating a constitutional right to
travel between states, Idaho’s law makes illegal only the in-state segment of a trip to an out-of-state
abortion provider.”).

% See OKLA. STAT. ANN. tit. 21, § 861 (West 2023) (“[e]very person who administers to any wom-
an, or who prescribes for any woman . . . with intent thereby to procure the miscarriage of such wom-
an, unless the same is necessary to preserve her life, shall be guilty of a felony”).

10 See Sheila O’Malley, Call Jane, ROGER EBERT (Oct. 28, 2022), https://www.rogerebert.com/
reviews/call-jane-movie-review-2022 [https://perma.cc/3KBH-5CL4] (reviewing Call Jane, a 2022
movie about a 1960s suburban housewife who develops congestive heart failure during her pregnancy
and whose physician gives her only a 50/50 chance of surviving her pregnancy).

1 See Mary Kekatos, Why Doctors Say the ‘Save the Mother’s Life” Exception of Abortion Bans Is
Medically Risky, ABC NEWS (June 13, 2022), https://abcnews.go.com/Health/doctors-save-mothers-life-
exception-abortion-bans-medically/story?id=84668658 [https://perma.cc/D8UL-9RG7] (“[Some doctors
believe] the language of these laws [prohibiting abortion except to preserve the life of the mother] is
vague and makes it unclear what qualifies as a mother’s life being in danger, what the risk of death is,
and how imminent death must be before a provider can act.”). But see Dana Branham, AG’s Office, State
Boards Craft Guidance for Doctors, Law Enforcement on Abortion Laws, THE OKLAHOMAN (Sept. 1.
2022), https://www.oklahoman.com/story/news/healthcare/2022/09/01/oklahoma-ag-issues-guidance-
on-state-abortion-bans-for-law-enforcement/65466509007/ [https://perma.cc/M4FN-4WTD] (“When it
comes to criminal prosecution, the attorney general’s office told law enforcement agencies that doc-
tors ‘should be given substantial leeway’ to treat life-threatening or emergency conditions in pregnant
patients, ‘so long as they are not unnecessarily terminating the life of the unborn child or abusing their
position intentionally to facilitate elective abortions.’”).

12 See TEX. HEALTH & SAFETY CODE ANN. § 170A.002(a) (West 2023) (“A person may not
knowingly perform, induce, or attempt an abortion.”).

13 See supra note 1 (explaining that this Article uses gender-neutral language as much as possible).

14 California Reproductive Privacy Act, CAL. HEALTH & SAFETY CODE § 123466(a) (West 2023)
(“The state [of California] shall not deny or interfere with a woman’s or pregnant person’s right to
choose or obtain an abortion prior to viability of the fetus, or when the abortion is necessary to protect
the life or health of the woman or pregnant person.”).
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sachusetts telehealth provider.'® Further assume the Texas physician wants to
report the individual’s statements to law enforcement to try to prevent the
abortion.

The final hypothetical involves a pregnant adult who lives in Louisville,
Kentucky, where state law prohibits most abortions.'® Assume the adult wishes
to obtain an abortion that is prohibited by state law. Further assume the adult
finds a physician in Kentucky who strongly believes in the right to abortion, is
not afraid to circumvent state law, and who provides medication for an abortion.

This Article critically examines the confidentiality issues raised by the use
and disclosure of reproductive health information, including abortion infor-
mation, in fact patterns like these.'” For example, is the North Dakota patient’s

15 See Pam Belluck, Abortion Shield Laws: A New War Between the States, N.Y. TIMES (Feb. 23,
2024), https://www.nytimes.com/2024/02/22/health/abortion-shield-laws-telemedicine.html?unlocked
article code=1.XU0.wqAe.BDDXZibcVio4&smid=url-share [https://perma.cc/56K6-LXYE]) (report-
ing that medications for abortions are being prescribed to patients who reside in abortion-restrictive
states by physicians who work in abortion-friendly states (including California, Colorado, Massachu-
setts, Vermont, and Washington) through telemedicine; describing a particular nurse practitioner who
works in Massachusetts and “who sometimes writes [fifty] prescriptions a day,” with patients in Texas
and other states receiving those prescriptions).

16 See KY. REV. STAT. ANN. § 311.772(3)(a), (b) (West 2023) (making it a class D felony for a per-
son to knowingly “[a]dminister to, prescribe for, procure for, or sell to any pregnant woman any medi-
cine, drug, or other substance with the specific intent of causing or abetting the termination of the life of
an unborn human being” or to “[u]se or employ any instrument or procedure upon a preghant woman
with the specific intent of causing or abetting the termination of the life of an unborn human being”).

7 Many legal scholars who analyze fact patterns like these focus on whether state laws criminaliz-
ing abortion violate a constitutional right to privacy. Compare David H. Gans, No, Really, the Right to
an Abortion Is Supported by the Text and History of the Constitution, THE ATLANTIC (Nov. 4, 2021),
https://www.theatlantic.com/ideas/archive/2021/1 1/roe-was-originalist-reading-constitution/620600/
[https://perma.cc/TAW3-W4S6] (“An originalist reading of the text and history of the Fourteenth
Amendment, in fact, provides a strong basis for protecting unenumerated fundamental rights, includ-
ing rights to bodily integrity, establishing a family, and reproductive liberty. The right to abortion
flows logically from there.”), with Edward Lazarus, The Lingering Problems with Roe v. Wade, and
Why the Recent Senate Hearings on Michael McConnell’s Nomination Only Underlined Them, FINDLAW
(Oct. 3,2002), https://supreme.tindlaw.com/legal-commentary/the-lingering-problems-with-roe-v-wade-
and-why-the-recent-senate-hearings-on-michael-mcconnells-nomination-only-underlined-them.html
[https://perma.cc/7DLR-N3ZR] (“The problem [with Roe v. Wade], 1 believe, is that it has little con-
nection to the Constitutional right it purportedly interpreted. A constitutional right to privacy broad
enough to include abortion has no meaningful foundation in constitutional text, history, or prece-
dent—at least, it does not if those sources are fairly described and reasonably faithfully followed.”).
On June 24, 2022, however, the Supreme Court of the United States held in Dobbs v. Jackson Wom-
en’s Health Organization that the U.S. Constitution does not explicitly or implicitly establish a right
to an abortion and that the issue should remain in the hands of state lawmakers. 142 S. Ct. 2228, 2242
(2022) (“The Constitution makes no reference to abortion, and no such right is implicitly protected by
any constitutional provision. . . .”). Given the Supreme Court’s holding in Dobbs, this Article focuses
not on constitutional privacy questions (for example, “is a state impermissibly invading an individu-
al’s privacy by prohibiting the individual from engaging in autonomous abortion decision making?”’)
but on a regulatory confidentiality question (for example, “does the HIPAA Privacy Rule require an
abortion provider to maintain the confidentiality of individually identifiable abortion records, even in
the face of'a law enforcement demand for such records?”). See Stacey A. Tovino, Confidentiality over
Privacy, 44 CARDOZO L. REV. 1243, 1245 (2023) [hereinafter Tovino, Confidentiality over Privacy]
(distinguishing privacy from confidentiality in the context of abortion).
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right to confidentiality violated if the Red River Women’s Clinic in Minnesota
discloses the patient’s abortion record in response to a demand from a North
Dakota law enforcement officer investigating a violation of North Dakota’s
abortion law?'® Is the Idaho patient’s right to confidentiality violated if the
Planned Parenthood clinic in Washington discloses the patient’s sign-in infor-
mation and abortion record for use in an Idaho investigation relating to Idaho’s
criminal abortion law or Idaho’s Abortion Trafficking Act'® or, perhaps, in a
Washington investigation relating to Washington’s criminal impersonation
law?% Is the Oklahoma patient’s right to confidentiality violated if the Okla-
homa Medical Board or an Oklahoma law enforcement officer seizes the pa-
tient’s abortion records for use in an administrative proceeding to discipline the
treating physician®' or in a criminal proceeding relating to Oklahoma’s abor-
tion prohibition??? Is the Texas patient’s right to confidentiality violated if the
Texas physician reports the patient’s statements to a Texas law enforcement
officer or, if the patient does eventually obtain an abortion in California or
from a Massachusetts telehealth provider, if a Texas law enforcement officer
obtains a court order demanding the abortion records from the California clinic
or the Massachusetts provider?* Finally, is the Kentucky patient’s right to con-

18 See N.D. S.B. 2150, § 2 (N.D. 2023) (to be codified at N.D. CENT. CODE § 12.1-31-12(2))
(making it a class C felony for a person to perform an abortion); HIPAA Privacy Rule to Support
Reproductive Health Care Privacy, 88 Fed. Reg. 23506, 23519 (proposed Apr. 17,2023) (to be codi-
fied at 45 C.F.R. pts. 160, 164) (“[T]he Department [of Health and Human Services (HHS)] is aware
of reports that persons or authorities have reached or intend to reach beyond their own states’ borders
to investigate reproductive health care that has been performed in other states where that health care is
legal”; further stating that HHS is concerned that health care providers “after Dobbs might be com-
pelled to use or disclose PHI to law enforcement or other persons who may use that health information
against an individual . . . who has sought, obtained, provided, or facilitated reproductive health care,
even when such health care is lawful in the circumstances in which the health care is obtained.”).

19 See Idaho Abortion Trafficking Act, IDAHO CODE § 18-623(1) (2023) (“An adult who, with the
intent to conceal an abortion from the parents or guardian of a pregnant, unemancipated minor . . .
procures an abortion . . . by . . . transporting the pregnant minor within this state commits the crime of
abortion trafficking.”).

20 See, e.g., WASH. REV. CODE § 9A.60.040 (2023) (prohibiting criminal impersonation).

21 See generally Madison Pauly, Medical Boards That Can Strip Abortion Providers of Licenses
Are Stacked with Republican Donors, MOTHER JONES (Aug. 11, 2022), https://www.motherjones.
com/politics/2022/08/medical-boards-that-can-strip-abortion-providers-of-licenses-are-stacked-with-
republican-donors/ [https://perma.cc/L8GR-PSWX] (reporting that state medical boards are “stacked
with Republican political donors . . . armed with wide-reaching abortion bans” who have “the power
to strip doctors of their licenses”).

22 See OKLA. STAT. ANN. tit. 21, § 861 (West 2023) (“Every person who administers to any wom-
an, or who prescribes for any woman . . . with intent thereby to procure the miscarriage of such wom-
an, unless the same is necessary to preserve her life, shall be guilty of a felony . . . .”).

23 As discussed in more detail at infira notes 121-124, California law prohibits a California physi-
cian from disclosing medical records pursuant to a subpoena or request based on a different state’s law
that interferes with the California Reproductive Privacy Act. See CAL. CIv. CODE § 56.108(a) (West
2023) (“a provider of health care . . . shall not release medical information related to an individual
seeking or obtaining an abortion in response to a subpoena or request if that subpoena or request is
based on. . . another state’s laws that interfere with a person’s rights under the [California] Reproduc-
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fidentiality violated if a Kentucky law enforcement officer seizes the patient’s
abortion record for use in a criminal investigation relating to Kentucky’s abor-
tion prohibition?**

On April 26, 2024, the federal Department of Health and Human Services
(HHS) formally published a final rule* that amends the federal HIPAA (Health
Insurance Portability and Accountability Act) Privacy Rule to better protect the
confidentiality of protected health information, including abortion information,
to conduct certain criminal, civil, and administrative investigations and en-
forcement actions and to identify persons for the same purposes.*® In theory,
the final rule would ensure the confidentiality of the five hypothetical patients
whose stories opened this Article. After all, the title of the final rule is “HIPAA
Privacy Rule to Support Reproductive Health Care Privacy”?’ and HHS’s press
release announcing the final rule states that it “strengthens privacy protections
for medical records and health information for women.”*® Unfortunately, the

tive Privacy Act”). Massachusetts has also passed its own abortion shield law. See MASS. GEN. LAWS
ANN. ch. 12 § 11]1/2 (2023) (providing that “[a]ny public act or record of a foreign jurisdiction that
prohibits, criminalizes, sanctions, authorizes a person to bring a civil action against or otherwise inter-
feres with a person, provider, carrier or other entity in the commonwealth that . . . provides . . . repro-
ductive health care services or gender-affirming health care services shall be an interference with the
exercise and enjoyment of the rights secured by the constitution and laws of the commonwealth and
shall be a violation of the public policy of the commonwealth”).

24 See KY. REV. STAT. ANN. § 311.772(3)(a), (b) (West 2023) (making it a class D felony for a
person to knowingly “[a]dminister to, prescribe for, procure for, or sell to any pregnant woman any
medicine, drug, or other substance with the specific intent of causing or abetting the termination of the
life of an unborn human being” or to “[u]se or employ any instrument or procedure upon a pregnant
woman with the specific intent of causing or abetting the termination of the life of an unborn human
being”).

25 See HIPA A Privacy Rule to Support Reproductive Health Care Privacy, 89 Fed. Reg. 32976,
32976 (Apr. 26, 2024) (to be codified at 45 C.F.R. pts. 160, 164) (amending certain provisions within
45 C.F.R. pts. 160 and 164). Although HHS formally published the final rule in the Federal Register on
April 26, 2024, HHS released the final rule outside the Federal Register four days earlier, on April 22,
2024. See U.S. Dep’t Health & Human Servs., HIPAA Privacy Rule Final Rule to Support Reproductive
Health Care Privacy: Fact Sheet (Apr. 22,2024), https://www.hhs.gov/hipaa/for-professionals/special-
topics/reproductive-health/final-rule-fact-sheet/index.html [https://perma.cc/H7GV-SAJ9 ] [hereinafter
HIPAA Privacy Rule Final Rule to Support Reproductive Health Care Privacy: Fact Sheet] (explain-
ing the new rule which was to be published in the Federal Register in the coming days). Because the
effective and compliance dates for the final rule are counted sixty and 240 days, respectively, from the
date of the final rule’s publication in the Federal Register, this Article will refer to the final rule’s
formal Federal Register publication date. See HIPAA Privacy Rule to Support Reproductive Health
Care Privacy, 89 Fed. Reg. at 32976 (stating that the final rule is effective sixty days after its publica-
tion in the Federal Register (i.e., June 25, 2024) and that covered entities must comply with most
provisions in the final rule by 240 days after its publication in the Federal Register (i.e., December 23,
2024)).

26 The HIPAA Privacy Rule is a federal health information confidentiality regulation codified at
45 C.F.R. Part 164, Subpart E (‘“Privacy of Individually Identifiable Health Information”). See infra
Parts I and II for detailed discussions of the HIPAA Privacy Rule and the amendments made thereto
by the April 26, 2024, final rule.

27 HIPAA Privacy Rule to Support Reproductive Health Care Privacy, 89 Fed. Reg. at 32976.

28 Press Release, U.S. Dep’t of Health & Human Servs., The Biden-Harris Administration Issues
New Rule to Support Reproductive Health Care Privacy Under HIPAA (Apr. 22, 2024), https://www.
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final rule does not live up to its billing. Instead, it continues to subordinate pa-
tient confidentiality to law enforcement in several situations involving repro-
ductive health care.” This regulatory subordination undermines the physician-
patient relationship,*” discourages or delays individuals from seeking health
care from licensed health care providers,*' unduly burdens racial and ethnic
minorities, individuals with disabilities, individuals of low socioeconomic sta-
tus, and other marginalized individuals,** and places physicians in an impossi-
ble predicament.*® In particular, providers who perform life-preserving abor-
tions and provide other emergency care risk criminal prosecution when third
parties and complainants disagree regarding the necessity of the care and pro-

hhs.gov/about/news/2024/04/22/biden-harris-administration-issues-new-rule-support-reproductive-
health-care-privacy-under-hipaa.html [https://perma.cc/NXR8-X9LR].

2 See infra Part I for a thorough discussion of the limitations of the final rule.

30 See, e.g., HIPAA Privacy Rule to Support Reproductive Health Care Privacy, 89 Fed. Reg. at
32978 (“Th[e] changing legal landscape increases the likelihood that an individual’s PHI may be
disclosed in ways that cause harm to the interests that HIPAA seeks to protect, including the trust of
individuals in health care providers and the health care system. The threat that PHI will be disclosed
and used to conduct such an investigation against, or to impose liability upon, an individual or another
person is likely to chill an individual’s willingness to seek lawful health care treatment or to provide
full information to their health care providers when obtaining that treatment . . . .””) (citations omitted).

31 See id. at 32985 (“[An individual may be unwilling to seek treatment or share highly sensitive
PHI when they are concerned about the confidentiality and security of PHI provided to treating health
care providers.”) (citations omitted); TEX. DEP’T OF STATE HEALTH SERVS., TEXAS MATERNAL MOR-
TALITY AND MORBIDITY REVIEW COMMITTEE AND DEPARTMENT OF STATE HEALTH SERVICES JOINT
BIENNIAL REPORT 2022, tbl.D-2 (2022), https://www.dshs.texas.gov/sites/default/files/legislative/2022-
Reports/2022-MMMRC-DSHS-Joint-Biennial-Report.pdf [https://perma.cc/8ZNZ-G8JE] (reporting
that “delay or failure to seek care” is the fourth leading contributing factor to pregnancy-related
deaths).

32 See generally Dang Nguyen, Simar S. Bajaj, Danial Ahmed & Fatima Cody Stanford, Protect-
ing Marginalized Women'’s Mental Health in the Post-Dobbs Era, 119 PNAS 40 (2022) (stating
“[m]ost women who have abortions in the United States are racial and ethnic minorities or of low
socioeconomic status, so these [abortion] restrictions will most severely impact already marginalized
populations” and “The Dobbs decision will exact enduring damage to the health and well-being of all
women, especially marginalized women. Unprepared mothers will be forced to carry their pregnancies
to term, face immense financial stress via abortion access and mandatory motherhood, and be left
increasingly isolated and scrutinized under the veil of criminalization.”); Robyn Powell, Including
Disabled People in the Battle to Protect Abortion Rights: A Call to Action, 70 UCLA L. REV. 774,
77475 (2023) (“explor[ing] disabled people’s unique needs for abortion services and the myriad
ways they are disproportionately and adversely affected by restrictions on abortion rights”; and “sug-
gest[ing] normative and transformative legal and policy solutions for challenging the current assault
on abortion rights and its impact on disabled people”); HIPAA Privacy Rule to Support Reproductive
Health Care Privacy, 89 Fed. Reg. at 32988 (“[[Jmpingements on the privacy of health information
about reproductive health care are likely to have a disproportionately greater effect on women, indi-
viduals of reproductive age, and individuals from communities that have been historically under-
served, marginalized, or subject to discrimination or systemic disadvantage by virtue of their race,
disability, social or economic status, geographic location, or environment.”).

3 See, e.g., Aria Bendix, How Life-Threatening Must a Pregnancy Be to End It Legally?, NBC
NEWS (June 30, 2022), https://www.nbcnews.com/health/health-news/abortion-ban-exceptions-life-
threatening-pregnancy-rcna36026 [https://perma.cc/DHL2-MFD3] (reporting the stories of physicians
who are unwilling to provide necessary reproductive health care, cancer care, and other care due to
fear of criminal prosecution for violating a state abortion prohibition).
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vide evidence of such care, including through affidavits signed by the com-
plainants, to law enforcement.** In turn, the fear of criminal investigation and
prosecution leads providers to refuse to provide or delay in providing standard-
of-care health services, increasing the chance of patient injury and death.** The
HIPAA Privacy Rule must be re-written in a way that supports the health, safety,
and welfare of all individuals seeking reproductive health care and that protects
the medical decision making of treating physicians. This Article proposes and
justifies additional amendments to the HIPA A Privacy Rule and provides direc-
tion to HHS in implementing these amendments.*

This Article proceeds as follows: Part I provides background regarding
the HIPAA Privacy Rule as it was written before the final rule.’” Before the
final rule, covered entities were permitted to disclose reproductive health in-

34 See, e.g., Maggie Koerth & Amelia Thompson-DeVeaux, Even Exceptions to Abortion Bans Pit
a Mother’s Life Against Doctors’ Fears, FIVETHIRTYEIGHT (June 30, 2022), https://fivethirtyeight.
com/features/even-exceptions-to-abortion-bans-pit-a-mothers-life-against-doctors-fears/ [https://perma.
cc/K53P-Z2B9] (“Uncertainty breeds fear and stigma for doctors, who might delay treatment so they
can evaluate just how close a person is to dying . . . . [D]octors say they do know at least one thing:
Overturning Roe v. Wade will lead to more situations where the health and safety of a pregnant person
comes second to doctors’ own risks and fears.”); HIPAA Privacy Rule to Support Reproductive
Health Care Privacy, 89 Fed. Reg. at 33014 (providing a hypothetical involving an investigator who
requests information from a covered health plan about claims for coverage of certain reproductive
health care provided by a particular health care provider; explaining that the health plan may generally
presume that the reproductive health care provided was lawful, with the final rule therefore prohibit-
ing the disclosure; but further explaining that if the investigator presents the health plan with “affida-
vits supplied by complainants that contain the circumstances under which the reproductive health care
was provided” showing that it was unlawful, the presumption would be overcome and the health plan
may disclose the PHI assuming that all applicable conditions of the Privacy Rule were otherwise met).

3 See, e.g., Jeannie Baumann, Abortion Restrictions Weakening Cancer Care, Other Treatments,
BLOOMBERG L. NEWS (Aug. 14, 2023), https://news.bloomberglaw.com/pharma-and-life-sciences/
abortion-restrictions-weakening-cancer-care-other-treatments [https://perma.cc/C739-J9QL] (report-
ing a story involving a Kentucky-based physician who could not provide standard-of-care cervical
cancer care to her patient while the patient was pregnant; explaining that the patient had to deliver the
baby seven weeks early so the patient “could get standard-of-care cancer care after an 11-week de-
lay”); Selena Simmons-Duffin, For Doctors, Abortion Restrictions Create an ‘Impossible Choice’
When Providing Care, NPR (June 24, 2022), https://www.npr.org/sections/health-shots/2022/06/24/
110731671 1/doctors-ethical-bind-abortion [https://perma.cc/77UG-RWHY] (reporting that reproduc-
tive health care providers have an “impossible choice” between adhering to their ethical responsibili-
ties and obeying the law); Andrea MacDonald, Hayley B. Gershengorn & Deepshikha Charan Ashana,
The Challenge of Emergency Abortion Care Following the Dobbs Ruling, 328 JAMA 1691, 1691
(2022) (““Some women with high-risk infectious complications of pregnancy reportedly have been sent
home and developed sepsis before abortions were deemed legally permissible, and some hospitals
have stopped offering timely, evidence-based abortions for certain types of ectopic pregnancies.”);
Lauren Coleman-Lochner, Carly Wanna & Elaine Chen, Doctors Fearing Legal Blowback Are Deny-
ing Life-Saving Abortions, BLOOMBERG L. NEWS (July 12, 2022), https://news.bloomberglaw.com/
health-law-and-business/doctors-fearing-legal-blowback-are-denying-life-saving-abortions [https://
perma.cc/4VKT-5JCU] (providing examples of pharmacists who refuse to fill or who delay filling
certain prescriptions that could affect a pregnancy).

36 See infra Part IV.

37 See infra Part 1.
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formation to law enforcement officers without the prior authorization of the
patient who was the subject of the information pursuant to six different excep-
tions.*® These exceptions elevated law enforcement activities over patient con-
fidentiality in situations in which no unlawful activity had taken place.* In
particular, these exceptions allowed persons that lacked training in medicine
and law to speculate that an induced abortion, spontaneous miscarriage, or oth-
er pregnancy outcome was illegal when the opposite was true.* One result was
that the name and hometown of the patient was publicized—sometimes na-
tionally across multiple news outlets resulting in a complete loss of privacy for
the patient involved—before law enforcement quickly determined that no law
had been broken.*' Part I shows how these illegal and unauthorized infor-
mation disclosures uniquely burdened individuals who obtained or sought re-
productive health care by publicizing what should have been private health
care decision making.*

Part II of this Article carefully analyzes HHS’s April 26, 2024 final rule,
which seeks to restrict uses and disclosures of protected health information for
the purposes of investigating, imposing liability, or identifying a person in
connection with the person’s mere act of seeking, obtaining, providing, or fa-
cilitating lawful reproductive health care.* Part II applies the provisions of the
final rule to the five hypotheticals that open this Article, showing when the
final rule improves patient confidentiality and when it does not.*

Part III of this Article challenges HHS’s new final rule, arguing that it
continues to: (1) undermine the physician-patient relationship; (2) discourage
individuals from seeking health care from licensed health care providers; (3)
unduly burden racial and ethnic minorities, individuals with disabilities, indi-
viduals of low socioeconomic status, and other marginalized individuals; (4)
place physicians in an impossible situation where they are forced to choose
between potential criminal prosecution for lawful reproductive health care and
potential civil liability for delaying or refusing to provide standard-of-care
health services; (5) fail to protect patients against unauthorized uses and dis-
closures of their reproductive health information by non-covered entities such
as crisis pregnancy centers, mobile health applications, and internet search en-
gines; and (6) fail to provide reproductive health information with protections
that are equal to psychotherapy notes (PN) and substance use disorder (SUD)

38 See 45 C.F.R. § 164.512(H)(1)—(6) (2023).

39 See Dobbins, infia note 125 (explaining how hospital workers reported a woman who received
reproductive health care to police in Texas resulting in her being criminally charged for conduct that is
not a crime in Texas).

40 See infia Part 1.

4 See infra Part 1.

4 See infira Part L.

4 See infira Part 11.

4 See infra Part 11.
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treatment records when reproductive health information is equally, if not more,
sensitive than PN and SUD treatment records.*

Part IV re-writes the HIPAA Privacy Rule to better balance the interests
of patients in protecting their privacy and health information confidentiality
with the interests of law enforcement in investigating and prosecuting unlawful
behavior.*® If adopted by HHS, these amendments will improve the health,
safety, and welfare of individuals who seek or obtain reproductive health care
and will support the medical decision making of professionals who provide or
facilitate such care.*’

I. THE FORMER HIPAA PRIVACY RULE

This Part carefully analyzes exceptions set forth in the HIPAA Privacy
Rule prior to its amendment by the final rule. In particular, Sections A through
F examine the former crime on premises exception,*® emergency care excep-
tion,* decedent exception,™ required by law exception,’' identification and
location exception,* and crime victim exception,> respectively. Section G
explains why these exceptions were concerning from the perspectives of pa-
tients and providers.>*

As background, the HIPAA Privacy Rule (Privacy Rule) is a federal health
information confidentiality regulation promulgated by HHS>’ that strives to bal-

4 See infira Part 111.

46 See infra Part IV.

47 See infira Part IV.

48 See infia Part . A.

4 See infira Part 1.B.

50 See infira Part 1.C.

3! See infia Part 1.D.

32 See infira Part LE.

33 See infra Part LF.

54 See infira Part .G.

35 HIPAA is an acronym that stands for the Health Insurance Portability and Accountability Act of
1996. See Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191, 110 Stat.
1936 (codified in scattered sections of 18 U.S.C.,26 U.S.C.,29 U.S.C., 42 U.S.C.). Section 264(c)(1) of
HIPAA directed HHS to promulgate privacy regulations if Congress failed to enact privacy legislation
within three years of HIPAA’s enactment. Id. § 264(c)(1), 110 Stat. at 2033. When Congress failed to
enact privacy legislation by 1999, HHS incurred the obligation to promulgate privacy regulations
within six additional months. See INST. OF MED., BEYOND THE HIPAA PRIVACY RULE: ENHANCING
PRIVACY, IMPROVING HEALTH THROUGH RESEARCH 156 (Sharyl J. Nass et al. eds., 2009) (explain-
ing that despite the introduction of eight bills in 1999 alone, Congress was unable to pass privacy
legislation within the timeframe mandated by HIPAA). HHS responded by promulgating regulations,
which are referred to as the HIPAA Privacy Rule. See 45 C.F.R. pt. 164, subpt. E (2023) (promulgat-
ing the regulations in Subpart E, entitled “Privacy of Individually Identifiable Health Information”);
infra notes 153—183 and accompanying text (laying out additional history regarding the promulgation
of the Privacy Rule). With technical corrections and conforming amendments, the straightforward
discussion of covered entities and protected health information set forth in text accompanying infra
notes 56-75 is taken from the author’s many prior works addressing the HIPAA Privacy Rule. See,
e.g., Tovino, Confidentiality over Privacy, supra note 17 (analyzing the patchwork of federal and state
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ance the interest of individuals in maintaining the confidentiality of their health
information with the interest of society in obtaining, using, and disclosing
health information.>® As amended over time, the Privacy Rule now regulates
covered entities and business associates when they internally use or externally
disclose a class of information called protected health information (PHI).”” As
discussed in more detail below, the involvement of a covered entity or business
associate>® as well as the use or disclosure of PHI is necessary before the Pri-
vacy Rule applies.”

A covered entity is defined to include a health care provider® that trans-
mits health information in electronic form in connection with certain standard
transactions, including the health insurance claim transaction.®’ Physicians,
hospitals, and clinics (including abortion clinics) are expressly or impliedly
included within the Privacy Rule’s definition of a health care provider.®* Be-

health information confidentiality law in the context of reproductive health information); Stacey A.
Tovino, Not So Private, 71 DUKE L.J. 985 (2022) (analyzing the patchwork of federal and state health
information confidentiality law generally); Stacey A. Tovino, Going Rogue: Mobile Research Applica-
tions and the Right to Privacy, 95 NOTRE DAME L. REV. 155 (2019) [hereinafter Tovino, Going Rogue]
(providing background information regarding the Privacy Rule); Stacey A. Tovino, 4 Timely Right to
Privacy, 104 IoWA L. REV. 1361 (2019) [hereinafter Tovino, 4 Timely Right to Privacy] (same).

%6 See Standards for Privacy of Individually Identifiable Health Information, 65 Fed. Reg. 82461,
82464 (Dec. 28, 2000) (codified at 45 C.F.R. pts. 160, 164) (“The rule seeks to balance the needs of
the individual with the needs of the society.”); id. at 82468 (“The task of society and its government is
to create a balance in which the individual’s needs and rights are balanced against the needs and rights
of society as a whole.”); id. at 82472 (“The need to balance these competing interests—the necessity
of protecting privacy and the public interest in using identifiable health information for vital public
and private purposes—in a way that is also workable for the varied stakeholders causes much of the
complexity in the rule.”).

3745 C.F.R. § 164.500(a) (applying the HIPAA Privacy Rule to covered entities); id. § 164.502—
.514 (setting forth the use and disclosure requirements that apply to covered entities). The HIPAA
Privacy Rule also applies to business associates. /d. § 164.500(c).

% A business associate is a person who performs certain functions or activities for or on behalf of
a covered entity other than as a workforce member of the covered entity, and who requires access to
protected health information of the covered entity to perform such functions or activities. /d.
§ 160.103. Because business associates of covered entities are infrequently involved in the disclosure
of reproductive health information to law enforcement, this Article focuses solely on disclosures by
covered entities (not business associates) to law enforcement. See HIPAA Privacy Rule to Support
Reproductive Health Care Privacy, 88 Fed. Reg. 23506, 23543 (proposed Apr. 17,2023) (to be codi-
fied at 45 C.F.R. pts. 160, 164) (explaining that the proposed rule that preceded the April 26, 2024
final rule will have little effect on business associates because “the primary effect is on the covered
entities” served by the business associates). That said, many statements made in this Article about
covered entities (including what covered entities can and cannot do under the final rule) apply equally
to business associates and should not be read as applying only to covered entities.

%45 C.F.R. § 164.500(a) (applying the HIPAA Privacy Rule to covered entities).

0 Jd. § 160.103 (defining health care provider).

%! Id. (defining covered entity, noting that other covered entities include health plans and health
care clearinghouses).

62 Id. (defining health care provider to include a “provider of medical or other health services” un-
der Section 1861(s) of the Social Security Act); Social Security Act, 42 U.S.C. 1395x(s) (codifying
section 1861(s) of the Social Security Act, which identifies a physician as a “provider of medical or
other health services”); 45 C.F.R. § 160.103 (defining health care provider to include a “provider of
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cause most physicians, hospitals, and clinics transmit health information in
electronic form in connection with health claims sent to health insurers, most
physicians, hospitals, and clinics must comply with the HIPAA Privacy Rule
when using or disclosing PHI.  Indeed, both the Red River Women’s Clinic in
the first hypothetical and the Planned Parenthood clinics in the second and
fourth hypotheticals electronically transmit health information in connection
with health insurance claims.®* Therefore, these clinics must comply with the
Privacy Rule when using or disclosing PHI.®

That said, not every individual or entity that creates, receives, or maintains
reproductive health information must comply with the Privacy Rule. Crisis preg-
nancy centers (CPCs), for example, do not electronically transmit health infor-
mation in connection with health insurance claims and do not need to comply
with the Privacy Rule.® CPCs are religiously-based organizations that intercept
pregnant women who may be considering abortion and that promote adoption or
parenting instead.®” CPCs are not regulated by the HIPAA Privacy Rule even
though some pregnant individuals think CPCs are licensed health care clinics
and some pregnant individuals share significant reproductive health information
with CPC staff with the hope of obtaining an abortion or a referral for an abor-
tion.*® Many mobile health applications and internet search engines also do not

services” under section 1861(u) of the Social Security Act); Social Security Act, 42 U.S.C. § 1395x(u)
(codifying section 1861 (u) of the Social Security Act and identifying a hospital as a “provider of ser-
vices”); 45 C.F.R. § 160.103 [hereinafter catch-all definition] (explaining that any other person or
institution that furnishes, bills, or gets paid for providing health care in the normal course of business
is a health care provider for purposes of the HIPAA Privacy Rule). Clinics that furnish health care,
including abortion care, would meet the catch-all definition. See id. (providing that institutions that
bill or receive payment for care, as abortion clinics do, meet the catch-all definition).

63 See, e.g., Spokane Valley Health Center, supra note 7 (“We accept many private and public in-
surance plans.”).

% See id.; Financial Assistance, RED RIVER WOMEN’S CLINIC, https://www.redriverwomens
clinic.com/financial-assistance [https://perma.cc/ZVW2-6ESN] (“Patients who are covered on Minne-
sota Medical Assistance or Minnesota Care do not need to pay a fee—we will bill these programs for
you.”); Paying for Your Visit, PLANNED PARENTHOOD OF N. CAL., https://www.plannedparenthood.org/
planned-parenthood-northern-california/get-care/pricing-insurance [https://perma.cc/AUSR-FS85]
(stating that Planned Parenthood accepts Medicare, Medicaid, and “most [other] insurance plans”).

%545 C.F.R. § 164.500(a) (applying the HIPAA Privacy Rule to covered entities).

% Amy G. Bryant & Jonas J. Swartz, Why Crisis Pregnancy Centers Are Legal but Unethical, 20
AMA J. ETHICS 269,271 (2018) (“CPCs that are not licensed medical clinics cannot legally be held to
the privacy provisions of the Health Insurance Portability and Accountability Act (HIPAA), which
could lead to violations of client privacy. For example, client information might not be kept confiden-
tial, and information about pregnancy or abortion intentions might be shared with people outside the
clinic.”); Melissa N. Montoya, Colleen Judge-Golden & Jonas J. Swartz, The Problems with Crisis
Pregnancy Centers: Reviewing the Literature and Identifying New Directions for Future Research, 14
INT’L J. WOMEN’S HEALTH 757, 760 (2022) (“Because they are not medical facilities, CPCs are not
subject to [HIPAA] and many are collecting private client data, which could be used for a range of
purposes, from evangelizing to informing anti-abortion lawsuits for bounty in Texas.”).

7 Bryant & Swartz, supra note 66, at 269.

%8 Id. at 270 (“Women who visit CPCs typically do not realize that they are not in an abortion clin-
ic and are surprised to find that abortion is not considered an option at these centers.””); Montoya et al.,
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meet the definition of a covered entity or a business associate, even though they
collect significant reproductive health information and reproductive-related
search information from which health status can be inferred.® Part IV of this
Article corrects this limitation in the HIPAA Privacy Rule.”

Once a covered entity is involved, the Privacy Rule applies when the cov-
ered entity uses or discloses a class of information known as PHI.”' With four
exceptions, PHI is defined as individually identifiable health information
(ITHI).” In relevant part, ITHI is defined as information created by a health
care provider that relates to the past, present, or future health of an individual
and that identifies the individual.” Electronic or paper medical records that
reference a named patient’s past abortion, current pregnancy, or bleeding or
other symptoms that may indicate a future miscarriage would meet this defini-
tion and would need to be protected in accordance with the Privacy Rule.”* An
oral communication by a physician office worker, a hospital worker, or a clinic
worker about a named patient’s past, present, or future reproductive health
condition also would meet this definition and would need to be protected in
accordance with the Privacy Rule.”

Before using or disclosing an individual’s PHI, the Privacy Rule requires
a covered entity to obtain the prior written authorization of the individual who
is the subject of the PHI on a HIPA A-compliant authorization form unless an
exception applies.76 If the North Dakota, Idaho, Oklahoma, Texas, and Ken-

supra note 66, at 758 (explaining that CPCs collect significant reproductive health information from
pregnant women).

9 See, e.g., Tovino, Confidentiality over Privacy, supranote 17, at Parts 1.D and ILF (identifying
individuals and entities that collect or maintain reproductive health information but are not regulated
by the HIPAA Privacy Rule); Tovino, Going Rogue, supra note 55, at Part IL. A (explaining that the
HIPAA Privacy Rule does not regulate many mobile health applications because they either do not
meet the definition of a health care provider or, if they do, they do not transmit health information in
electronic form in connection with a standard transaction); Leah R. Fowler & Michael R. Ulrich,
Femtechnodystopia, 75 STAN. L. REV. 1233, 1281 (2023) (explaining that the HIPAA Privacy Rule
does not regulate many period and fertility tracker applications).

0 See infra Part IV.

I See, e.g., 45 C.F.R. § 164.500(a) (2023) (explaining that the HIPAA Privacy Rule applies to
covered entities “with respect to protected health information”).

2 Id. § 160.103. The four ITHI exceptions from PHI include: (1) education records protected by
the Family Educational Rights and Privacy Act (FERPA); (2) student treatment records excepted from
FERPA; (3) employment records held by a covered entity in its role as an employer; and (4) records
regarding persons who have been dead for more than fifty years. See id. (defining PHI). The author
closely examined two of these exceptions (the exceptions for education records and student treatment
records) in Stacey A. Tovino, Privacy for Student-Patients: A Call to Action, 73 EMORY L.J. 83
(2023). A discussion of these exceptions is not repeated here.

345 C.F.R. § 160.103 (defining ITHI).

" See id. (defining ITHI).

75 See id. (including oral communications as ITHI).

76 Id. § 164.508(a), (c)(1)(2) (setting forth the general rule that a covered entity may not use or
disclose a patient’s PHI without their prior written authorization and listing the core elements and
required statements that must be included in a HIPAA-compliant authorization form).
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tucky residents described in the opening of this Article signed HIPAA-
compliant forms authorizing the release of their abortion records to law en-
forcement, their abortion providers would be permitted to disclose their rec-
ords.”” That said, most individuals who have had abortions do not authorize the
subsequent use and disclosure of their abortion records.’”® As a result, abortion
providers generally must meet a law enforcement-related exception to the au-
thorization requirement before disclosing PHI to law enforcement.”

A. Crime on Premises Exception

Before the final rule, there were six exceptions that permitted a covered
entity to disclose PHI to law enforcement without the prior written authoriza-
tion of the individual who is the subject of that information.*® One exception—
known as the “crime on premises” exception—permitted a covered entity to dis-
close to law enforcement PHI “that the covered entity believes in good faith con-
stitutes evidence of criminal conduct that occurred on the premises of the cov-
ered entity.”®' The hypotheticals that opened this Article may be used to illus-
trate the application of this exception, including its unintended consequences.

Recall the third hypothetical, which involved a pregnant Oklahoman who
developed congestive heart failure during the second trimester and whose treat-
ing physician believed had an unlikely chance of surviving the pregnancy. The
physician believed that an abortion was necessary to preserve the patient’s life—
and this is the only situation in which abortion is permitted in Oklahoma®—but
a second physician who worked at the same hospital disagreed and wanted to
report the abortion to law enforcement. Because the crime on premises provision
allowed a workforce member of a covered entity, such as a physician on staff at
a hospital, to disclose PHI that the physician believed in good faith constituted
evidence of criminal conduct,* the patient’s right to confidentiality was subordi-
nated to the second physician’s belief that the abortion was unnecessary.®* This
was so even if the second physician had not personally examined the patient and
even if the second physician’s belief was not shared by the patient’s personal,

77 See id. (providing that a covered entity may disclose PHI pursuant to prior written authorization
of the patient).

"8 See infia note 141 and accompanying text (discussing social stigma around abortion).

7 See 45 C.F.R. § 164.512()(1)—(6) (setting out exceptions to the authorization requirement).

80 See id. (listing the six exceptions). These six exceptions are discussed in a substantively logical,
but not chronological, order. That is, they are discussed in the order of 45 C.F.R. § 164.512(f)(5), (6),
4, (1), (2), and (3).

81 1d. § 164.512(H)(5).

82 See OKLA. STAT. ANN. tit. 21, § 861 (West 2023) (“Every person who administers to any wom-
an, or who prescribes for any woman . . . with intent thereby to procure the miscarriage of such wom-
an, unless the same is necessary to preserve her life, shall be guilty of a felony . . . .”).

845 C.F.R. § 164.512(f)(5).

8 1d.
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attending physician who had taken care of the patient throughout the pregnancy
and had seen a material decline in the patient’s condition.®

The same result occurred in situations involving non-health care profes-
sionals who worked at covered entities.*® For example, a medical records cus-
todian or a person responsible for billing and coding at a hospital who had ac-
cess to a patient’s medical record was permitted by the HIPAA Privacy Rule to
report an induced abortion or a natural pregnancy outcome to law enforcement,
thus violating the patient’s right to confidentiality. This was so even though the
worker lacked the medical training necessary to determine whether an induced
abortion was life preserving or whether another pregnancy outcome was natu-
ral or induced."’

Note that the crime on premises exception would not have applied in the
first hypothetical that opened this Article. This is because the North Dakota
patient in the first hypothetical obtained a legal-in-Minnesota abortion inside a
Minnesota abortion clinic. Therefore, no crime occurred on the premises of the
Minnesota clinic.®® The crime-on-premises exception also would not have ap-
plied in the fourth hypothetical. This is because a patient who states that they
are considering getting an abortion or that they plan to get an abortion has not
committed a crime on the provider’s premises.® An individual’s consideration
of an abortion, or desire to obtain an abortion, is not a crime in Texas.”° Only
the provision of an abortion in Texas is a crime.

The crime on premises exception also would appear (at least at first glance)
not to apply in the second hypothetical. Recall that the second hypothetical in-
volved a non-parental adult who transported a minor Idahoan across the Idaho
state line, to Washington, to obtain a legal-in-Washington abortion. Because

85 Id. § 164.500(a) (regulating covered entities, including their workforce members).

8 See id.

87 See Jill Kalman & Stacey E. Rosen, Abortion Rights Get to the Heart of the Doctor-Patient Rela-
tionship, MEDPAGE TODAY (June 28, 2022), https://www.medpagetoday.com/opinion/second-opinions/
99479 [https://perma.cc/H3AW-5AJF] (arguing in line with American Medical Association guidance that
“clinical assessments, such as viability of the pregnancy and safety of the pregnant person, are determina-
tions to be made only by healthcare professionals with their patients,” not by medically untrained third
parties) (quoting AMA, Preserving Access to Reproductive Health Services D-5.999,Res. 711, A-23
(2023), https://policysearch.ama-assn.org/policyfinder/detail/clinical%20assessments,%20such%20as
%?20viability%200f%20the%20pregnancy%20and%?20safety%2001%20the%20pregnant%20person
uri=%2FAMADoc%?2Fdirectives.xml-D-5.999.xml [https://perma.cc/G63J-SFED]).

88 See 45 C.F.R. § 164.512(f)(5) (providing that a crime must have occurred on the premises of the
covered entity in order for the exception to apply).

8 See id. (providing that a crime must have occurred on the premises of the covered entity in order
for the exception to apply).

% See TEX. HEALTH & SAFETY CODE ANN. § 170A.002(a) (West 2023) (prohibiting providing an
abortion, inducing an abortion, or attempting to provide or induce an abortion, but not considering getting
an abortion); id. § 171.204(a) (prohibiting a physician from performing or inducing an abortion on a
pregnant woman); id. § 171.206(b) (“This subchapter may not be construed to . . . [aJuthorize the initia-
tion of a cause of action against or the prosecution of a woman on whom an abortion is performed or
induced or attempted to be performed or induced in violation of this subchapter.”).
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abortion is legal in Washington, the abortion that occurred on the premises of the
Washington clinic could not be the crime that triggered the crime on premises
exception.”’ Moreover, recall the Idaho Abortion Trafficking Law, which prohib-
its in-state (for example, within Idaho) travel that results in a person crossing an
Idaho border to obtain an abortion beyond the border. °* Because the within-
Idaho travel in the second hypothetical did not occur on the premises of the
Washington clinic from which Idaho law enforcement is demanding PHI, the
within-Idaho travel also could not be the crime that triggered the crime on prem-
ises exception. That said, also recall that the adult partner falsely claimed to be
the minor’s parent when the minor signed in at the Planned Parenthood Clinic in
Spokane. In addition to other possible crimes, the adult partner could have
committed criminal impersonation on the premises of the Washington clinic.”* In
this case, the crime on premises exception would have permitted the Washington
clinic to disclose to law enforcement PHI, such as the consent-to-abortion form
signed by the adult, that evidenced the criminal impersonation.*

B. Emergency Care Exception

In addition to the crime on premises exception, the former HIPAA Priva-
cy Rule contained additional exceptions that permitted covered entities to dis-
close PHI to law enforcement without the prior written authorization of the
individual who was the subject of the information.”” The second exception—
the “emergency care” exception—permitted a covered entity “providing emer-
gency health care in response to a medical emergency, other than such emer-
gency on the premises of the covered health care provider,” to disclose PHI to
a law enforcement officer if the disclosure was necessary to notify law en-
forcement of the commission and details of a criminal act, its location or loca-
tion of victims, or the “identity, description, and location of the perpetrator of

1 See WASH. REV. CODE § 9.02.100(2) (2023) (“it is the public policy of the state of Washington
that:. . . [e]very pregnant individual has the fundamental right to choose or refuse to have an abortion,
except as specifically limited”); id. § 9.02.110 (“The state may not deny or interfere with a pregnant
individual’s right to choose to have an abortion prior to viability of the fetus, or to protect the pregnant
individual’s life or health.”); 45 C.F.R. § 164.512(f)(5) (providing that a crime must have occurred on
the premises of the covered entity in order for the exception to apply).

92 See IDAHO CODE ANN. § 18-623(1) (West 2023) (“An adult who, with the intent to conceal an
abortion from the parents or guardian of a pregnant, unemancipated minor . . . procures an abortion . . .
by . . . transporting the pregnant minor within this state commits the crime of abortion trafficking.”).

93 See WASH. REV. CODE § 9A.60.040(1) (2023) (prohibiting criminal impersonation).

% See 45 C.F.R. § 164.512()(5) (providing that a crime must have occurred on the premises of the
covered entity in order for the exception to apply).

% Id. § 164.512(f)(6)(i) (“A covered health care provider providing emergency health care in re-
sponse to a medical emergency, other than such emergency on the premises of the covered health care
provider, may disclose protected health information to a law enforcement official if such disclosure
appears necessary to alert law enforcement to: (A) The commission and nature of a crime; (B) The
location of such crime or of the victim(s) of such crime; and (C) The identity, description, and loca-
tion of the perpetrator of such crime.”).
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the crime.”® This exception only applied, however, when the emergency
health care was being provided off the premises of the covered entity.”” For
example, the driver of a covered ambulance that was dispatched to an abortion
clinic or an individual’s home that was located off the premises of the ambu-
lance company would have been permitted to report to law enforcement evi-
dence of a suspected criminal abortion, even if the patient had not authorized
the disclosure.

Because most abortions do not require the provision of subsequent, emer-
gency care, the emergency care exception rarely applied in the abortion con-
text.”® That said, if a surgical abortion at a clinic, a medication abortion at an
individual’s home, or another abortion did require the provision of subsequent
emergency care, or the patient thought that emergency care was needed, the
driver of a covered ambulance would be permitted to report the name of the
patient who had the abortion, the name of the physician who performed the
abortion, and other information to law enforcement if the driver suspected that
the abortion was illegal.” This opened the door for ambulance personnel to
report legal abortions and natural pregnancy outcomes to law enforcement,
thus violating the patient’s right to confidentiality. For example, ambulance
personnel might have thought that a patient’s abortion was past the point of
viability in a state that allows pre-viability, but not post-viability, abortions. '
Similarly, ambulance personnel might have thought that a patient’s abortion
was unnecessary to preserve a patient’s life even though the attending physi-
cian, who may have completed a residency in obstetrics and gynecology and a
fellowship in maternal-fetal medicine, firmly believed the abortion was neces-
sary to save the patient’s life.'”' Along the same lines, ambulance personnel
might have incorrectly thought that an individual’s bleeding associated with

% Id.

97 See id. (establishing that the exception applies only when “providing emergency health care in
response to a medical emergency, other than such emergency on the premises of the covered health
care provider”).

%8 See, e.g., Ushma D. Upadhyay et al., Abortion-Related Emergency Department Visits in the
United States: An Analysis of a National Emergency Department Sample, 16 BMC MED. 88, 1 (2018)
(“Media depictions and laws passed in state legislatures regulating abortion suggest abortion-related
medical emergencies are common . . . . [However, almong all ED visits by women aged 1549, only
.01% [i.e., one hundredth of one percent] were abortion-related.”); Ushma D. Upadhyay et al., Inci-
dence of Emergency Department Visits and Complications After Abortion, 125 OBSTETRICS & GYNE-
COLOGY 175, 175 (2015) (“Among all abortions . . . only 1 of 115 (0.87% . . . ) resulted in an [emer-
gency department] visit for an abortion-related complication.”).

9 See 45 C.F.R. § 164.512(f)(6)(i) (setting out the emergency care exception).

100 See, e.g., WASH. REV. CODE § 9.02.110 (2023) (“The state may not deny or interfere with a
pregnant individual’s right to choose to have an abortion prior to viability of the fetus, or to protect the
pregnant individual’s life or health.”) (emphasis added).

101 See, e.g., OKLA. STAT. ANN. tit. 21, § 861 (West 2023) (“Every person who administers to any
woman, or who prescribes for any woman . . . with intent thereby to procure the miscarriage of such
woman, unless the same is necessary to preserve her life, shall be guilty of a felony . . . .””) (emphasis
added).
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spontaneous miscarriage was evidence of a criminal abortion. ' Finally, non-
legally trained ambulance personnel might have an incorrect understanding of
state criminal law and made a legally unfounded disclosure of PHI to law en-
forcement. For example, ambulance personnel might have reported a patient to
law enforcement even though the state’s abortion law only applied to physi-
cians who performed abortions but not to patients who had abortions.'®*

In summary, the former Privacy Rule’s emergency exception opened the
door to medically and/or legally mistaken emergency medical services (EMS)
personnel violating patient confidentiality. That medical or legal mistakes
could have been made in these situations is not hypothetical. In Texas, a health
care worker misunderstood Texas abortion law and reported a patient request-
ing emergency care to law enforcement. ' Only after law enforcement investi-
gated and charged the patient with murder (and only after the patient’s first and
last name and hometown were referenced in news reports, drawing significant
national attention to the woman’s plight and destroying her privacy) did the
district attorney realize the patient had not committed a crime and that the
health care worker’s report was legally unfounded.'®

C. Decedent Exception

In addition to the crime on premises and the emergency exception, the
former HIPA A Privacy Rule contained still other exceptions that permitted a
covered entity to disclose PHI to law enforcement without patient authoriza-
tion.'°® A third exception—known as the “decedent exception”—permitted a
covered entity to disclose PHI “about an individual who has died to a law en-

192 See, e.g., Henry Redman, Criminalized Abortion Will Lead to Cops Investigating Miscarriages,
Advocates Say, WIS. EXAM’R (July 5, 2022), https://wisconsinexaminer.com/2022/07/05/criminalized-
abortion-will-lead-to-cops-investigating-miscarriages-advocates-say/ [https://perma.cc/ZEC8-BUYC]
(reporting that a woman who miscarries and requires medical attention may be reported to the local
sheriff’s office or police chief; explaining that criminal investigations of miscarriage are a “horrifying
effect” of the Supreme Court’s decision to overturn Roe v. Wade).

103 See, e.g., id. (“[Noting that Wisconsin’s abortion ban] only allows for criminal charges to be
brought against the person who performs the abortion, not the mother.”); TEX. HEALTH & SAFETY
CODE ANN. § 171.206(b)(1) (West 2023) (referencing a Texas law that allows physicians to be prose-
cuted for providing abortions but shields women on whom abortions are performed from prosecution).

104 See, e.g., Jolie McCullough, After Pursuing an Indictment, Starr County District Attorney
Drops Murder Charge Over Self-Induced Abortion, TEX. TRIB. (Apr. 10, 2022), https://www.texas
tribune.org/2022/04/10/starr-county-murder-charge/ [https://perma.cc/4G95-FXWQ)] (reporting that
“[a]fter charging a woman with murder over a self-induced abortion, forcing her to spend three days
in jail and drawing national attention, Starr County officials announced Sunday they would change
course and move to dismiss the case” because “‘[i]n reviewing applicable Texas law, it is clear that
[the named patient] cannot and should not be prosecuted for the allegation against her;’” further ex-
plaining that Texas’s abortion law only applies to persons who perform abortions on others, not pa-
tients who have abortions).

105 See id. (stating the full name of the patient and detailing the charges against her).

106 See 45 C.F.R. § 164.512(f) (2023) (setting forth other exceptions).
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forcement official for the purpose of alerting law enforcement of the death of
the individual if the covered entity has a suspicion that such death may have
resulted from criminal conduct.”'’” An extraordinarily low number of individ-
uals who have abortions die from abortions.'® Pregnancy and childbirth are far
more dangerous than abortion.'” The hypotheticals that open this Article, none
of which involve patient death,''” were drafted to reflect this fact. That said, if
an individual did die from an abortion,'!" the former HIPAA Privacy Rule
permitted a covered entity to disclose PHI that evidenced the death to law en-
forcement, but only if the covered entity had a suspicion that the death resulted
from criminal conduct.'"?

As with the crime on premises exception and the emergency exception,
the decedent exception opened the door to patient confidentiality violations
being based on medically and legally incorrect foundations. A patient may
have died from a legal abortion, but a medically untrained individual might
incorrectly have thought that the abortion was beyond the point of viability'"
or was not life preserving''* in a state that regulated abortion in that way.
Likewise, a legally untrained individual might have reported a patient in a ju-
risdiction that makes only physician behavior (but not patient behavior) in the
abortion context illegal.''> Along the same lines, a factually misinformed per-

107 1d. § 164.512(f)(4).

108 See, e.g., Jaclyn Diaz, Koko Nakajima & Nick Underwood, 7 Persistent Claims About Abor-
tion, Fact-Checked, NPR (June 24, 2022), https://www.npr.org/2022/05/06/1096676197/7-persistent-
claims-about-abortion-fact-checked [https://perma.cc/WD8J-CYXK] (reporting CDC data showing
that the national case fatality rate for induced abortion is .41 deaths per 100,000 abortions compared to
17.4 pregnancy-related deaths per 100,000 live births).

19 Jd. In fact, pregnancy is approximately fourteen times more likely to result in death than an
abortion is. Bella Miller, Note: My Uterus, My Choice: Abortion Bans and Property Interests in the
Female Body, 64 B.C. L. REV. 2131, 2148 (2023).

110 See supra notes 2—16 and accompanying text (setting out the hypotheticals the Article examines).

W See, e.g., Teen Dies After Taking Abortion Pill, NBC NEWS (Sept. 22, 2003), https://www.nbc
news.com/id/wbna3088036 [https://perma.cc/2LVL-TZ59] (reporting the story of an eighteen-year-
old patient who died following a legal, medication abortion due to an infection caused by fragments of
the fetus that remained inside her uterus, leading to septic shock).

112 See 45 C.F.R. § 164.512()(4) (permitting disclosure under limited circumstances).

113 See, e.g., WASH. REV. CODE § 9.02.110 (2023) (“The state may not deny or interfere with a
pregnant individual’s right to choose to have an abortion prior to viability of the fetus . . . .”’) (empha-
sis added).

114 See, e.g., OKLA. STAT. ANN. tit. 21, § 861 (2023) (“Every person who administers to any woman,
or who prescribes for any woman . . . with intent thereby to procure the miscarriage of such woman,
unless the same is necessary to preserve her life, shall be guilty of a felony . . . .””) (emphasis added).

115 See, e.g., WISC. STAT. § 940.04(1) (West 2023) (“Any person, other than the mother, who in-
tentionally destroys the life of an unborn child is guilty of a Class H felony.”) (emphasis added); id.
§ 940.04(2) (“Any person, other than the mother, who does either of the following is guilty of a Class
E felony: (a) Intentionally destroys the life of an unborn quick child; or (b) Causes the death of the
mother by an act done with intent to destroy the life of an unborn child.”) (emphasis added).
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son might have reported a patient who died from an incomplete, spontaneous
miscarriage'' rather than an induced medication or surgical abortion.

D. Required by Law Exception

A fourth exception—the “required by law” exception—permitted a cov-
ered entity to disclose PHI as required by law, including in compliance with a
court order, grand jury subpoena, or administrative request.''” This exception
was potentially applicable to all five of the hypotheticals that opened this Arti-
cle. In particular, if the North Dakota, Idaho, Oklahoma, Texas, or Kentucky
law enforcement officers obtained a court order or grand jury subpoena, or ifa
state medical board issued an administrative request, the required by law ex-
ception allowed the health care providers referenced in the hypotheticals to
release their patient records''® even without the authorization of the patient
involved so long as state law did not forbid the disclosure.'" If the abortion
provider refused to release the records in a state that did not forbid the disclo-
sure, the provider could have been in contempt of court.'?

In the fourth hypothetical, recall the Texas patient who told their provider
that they were considering getting an abortion either at a Planned Parenthood
clinic located near extended family who live out of state, where pre-viability
abortions are legal, or by obtaining mailed medication from a telehealth pro-
vider located in an abortion-allowing state. The former HIPAA Privacy Rule’s
required by law exception would have allowed a health care provider in that
other state to release the patient’s abortion record in accordance with a Texas
court order, grand jury subpoena, or administrative request unless that other
state had an abortion shield law.'?' As background, some states have new abor-

116 See, e.g., Ashely Redinger & Hao Nguyen, Incomplete Abortions, STATPEARLS (Feb. 12,
2024), https://www.ncbi.nlm.nih.gov/books/NBK 559071/ [https://perma.cc/535A-LFXF] (reporting
complications associated with incomplete, spontaneous miscarriages, “including maternal death, ma-
jor surgery, or sterility” as well as “uterine rupture, uterine perforation, subsequent hysterectomy,
multisystem organ failure, pelvic infection, [and] cervical damage”; further stating that, “[a]fter 14
weeks of gestation, there is an even further increased risk of maternal death and serious complica-
tions”).

1745 C.F.R. § 164.512(f)(1).

us g

119 See, e.g., CAL. CIV. CODE § 56.108(a) (West 2023) (“[A] provider of health care . . . shall not
release medical information related to an individual seeking or obtaining an abortion in response to a
subpoena or request if that subpoena or request is based on . . . another state’s laws that interfere with
a person’s rights under the Reproductive Privacy Act.”).

120 See, e.g., WASH. REV. CODE § 7.21.010(1)(b), (d) (2023) (defining contempt of court to in-
clude “disobedience of any lawful . . . order” as well as “refusal, without lawful authority, to produce
arecord . . . [or] document”).

121 See, e.g., CAL. CIV. CODE § 56.108(a) (West 2023) (“[A] provider of health care . . . shall not
release medical information related to an individual seeking or obtaining an abortion in response to a
subpoena or request if that subpoena or request is based on . . . another state’s laws that interfere with
a person’s rights under the Reproductive Privacy Act.”).
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tion shield laws that, among other things, prohibit health care providers in the
state with the shield law from releasing abortion or other reproductive health
care records in response to an out-of-state subpoena or other foreign request. '*
California, for example, does have an abortion shield law, so if the patient went
to a California clinic, the disclosure to Texas law enforcement would be pro-
hibited by California law (but interestingly not the former HIPAA Privacy
Rule).'?* If California did not have an abortion shield law, the disclosure would
have been allowed under both federal and state law.'**

As with the crime on premises, emergency care, and decedent exceptions,
the former required by law exception opened the door for confidentiality to be
violated in cases involving no unlawful activity. In Starr County, Texas, for
example, a legally unfounded abortion report by a health care worker led to a
criminal investigation of a patient and a grand jury subpoena for her hospital
records.'? The grand jury and a judge subsequently agreed that the patient
should be indicted. ' The story, including the patient’s full name and the abor-
tion report, received national media attention, ruining the patient’s privacy.'?’
Shortly thereafter, the district attorney dropped the charges, admitting the pa-

122 See id. (preventing disclosure of abortion information in response to a subpoena based on the
laws of another state).

123 See id. (establishing the California shield law).

124 See generally Abortion Policy in the Absence of Roe, GUTTMACHER INST. (Apr. 24, 2023),
https://www.guttmacher.org/state-policy/explore/abortion-policy-absence-roe#:~:text=Once%20the%
20US%20Supreme%20Court,to%20be%20used%20for%20abortion [hereinafter Abortion Policy in
the Absence of Roe] [https://perma.cc/LUE2-DF2S] (reporting the number of states that have abortion
shield laws that protect abortion providers and, in some cases, individuals who support patients, from
the reach of out-of-state abortion restrictions and bans).

125 See, e.g., James Dobbins, Why Was a Texas Woman Charged with Murder for a ‘Self-Induced’
Abortion? Officials Won’t Say, TEX. OBSERVER (Apr. 15, 2022), https://www.texasobserver.org/why-
was-a-texas-woman-charged-with-murder-for-a-self-induced-abortion-officials-wont-say/ [https://
perma.cc/3UJ7-DAFM] (“In January, [the patient] went to a Starr County hospital for treatment. Staff
at the hospital contacted the Sherift’s Office after [she] reportedly said her symptoms were related to
an abortion. It is a mystery why the medical workers reported [her] to law enforcement, why
Ramirez’s office pursued a murder charge, and why a grand jury and a judge chose to agree with the
prosecution.”).

126 Eleanor Klibanoff, If Roe v. Wade Is Overturned, Texas District Attorney Offices Would Be-
come a New Battleground, TEX. TRIB. (Apr. 21, 2022), https://www.texastribune.org/2022/04/21/
abortion-texas-lizelle-herrera-prosecutors/#:~:text=If%20the%20court%20overturns%20Roe,criminal
%?20charges%20in%?20abortion%20cases. [https://perma.cc/WRL6-SNC6] (“[ T]he grand jury decided
there was reason to charge 26-year-old [patient’s name] with murder . . . . [The patient] was arrested
on a $500,000 bond and booked into the Starr County Jail even though Texas’ murder statute explicit-
ly prohibits bringing murder charges against a pregnant person in the ‘death of an unborn child.””)
(quoting TEX. PENAL CODE ANN. § 19.06 (West 2023)).

127 See, e.g., Mary Ziegler, Lizelle Herrera’s Texas Arrest Is a Warning, NBC NEWS (Apr 16,
2022), https://www.nbcnews.com/think/opinion/lizelle-herreras-texas-abortion-arrest-warning-rcna
24639 [https://perma.cc/BJP8-D25A] (containing the name of the patient who should have received
confidential emergency care in the headline of the article).
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tient never should have been prosecuted.'”® Even though charges were
dropped, the patient was saddled with a permanent loss of privacy and the cor-
responding emotional toll.'* The patient’s first and last name and the fact that
she had an abortion were forever memorialized in the national, printed news.'*

E. Identification and Location Exception

Three of the four former exceptions described above permitted a covered
entity to voluntarily initiate a disclosure of PHI to law enforcement without a
prior request from law enforcement, and the fourth permitted a disclosure as
required by law, such as upon receipt of a court order."*' Two additional excep-
tions existed for situations in which a law enforcement officer requested PHI
from a covered entity. In the first additional exception—known as the “identi-
fication and location” exception—a covered entity was permitted to “disclose
protected health information in response to a law enforcement official’s request
for such information for the purpose of identifying or locating a suspect, fugi-
tive, material witness, or missing person.”'*? Under this exception, the infor-
mation that was permitted to be disclosed included the patient’s name, address,
date of birth, place of birth, social security number, blood type and rh factor,
type of injury, date and time of treatment, as well as a description of distin-
guishing physical characteristics such as height, weight, gender, race, hair col-
or, eye color, facial hair, scars, and tattoos.'**

The identification and location exception would have allowed workforce
members of the Washington and Kentucky abortion providers described in the
second and fifth hypotheticals that open this Article to disclose to the Idaho

128 See Texas Prosecutor Drops Murder Charge Against Woman Arrested for Self-Induced Abor-
tion, CBSNEWS (Apr. 10, 2022), https://www.cbsnews.com/news/lizelle-herrera-abortion-texas-murder-
charge-dropped/ [https://perma.cc/2BLC-C94D] (quoting Starr County District Attorney Gocha Allen
Ramirez: “it is clear that [the patient] cannot and should not be prosecuted for the allegation against
her”).

129 See id. (quoting the Starr County District Attorney’s recognition that “the events leading up to
this indictment have taken a toll on [the patient] and her family” and that “[t]o ignore this fact would
be shortsighted”).

130 See, e.g., Carrie N. Baker, Texas Woman Lizelle Herrera’s Arrest Foreshadows Post-Roe Future,
MS. MAG. (Apr. 16, 2022), https://msmagazine.com/2022/04/16/texas-woman-lizelle-herrera-arrest-
murder-roe-v-wade-abortion/ [https://perma.cc/PG34-STRS] (using the name of the woman who was
wrongfully indicted after she sought emergency care in the title of the article published by a prominent
national magazine); see also Praveena Somasundaram, Texas Woman Charged with Murder After Hav-
ing Abortion Sues County, DA, WASH. POST (Apr. 2, 2024), https://www.washingtonpost.com/nation/
2024/04/02/texas-murder-charge-abortion-lawsuit/ [https://perma.cc/7THX-LVIOW] (reporting that the
patient is now suing Starr County and the District Attorney for over one million dollars in damages
and that the District Attorney was fined and is currently serving a probated suspension imposed by the
State Bar of Texas under which he may still practice law pursuant to agreed conditions).

131 See 45 C.F.R. § 164.512(f)(1), (4)—(6) (2023) (setting out the exceptions previously discussed).

B2 1d. § 164.512(H)(2)(1).

Id.
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and Kentucky law enforcement officers PHI that the officers stated was neces-
sary to identify or locate a suspect, fugitive, material witness, or missing per-
son.'** For example, the adult partner who drove the minor to (and across) the
Idaho state line in the second hypothetical could have been a suspect (for pur-
poses of the Idaho Abortion Trafficking Law or the Washington criminal im-
personation law) and the minor could have been either a material witness or a
missing person, depending on the facts.'** By further example, the Kentucky
physician who was not afraid to intentionally circumvent the law in the fifth
hypothetical could have been a suspect and the patient could have been a mate-
rial witness for purposes of Kentucky’s criminal abortion provision.'*® In the
Idaho and Kentucky cases, the minor’s adult partner and the Kentucky physi-
cian clearly broke relevant laws. That said, in other cases, where no law had
been broken, the identification and location exception allowed legally and
medically misinformed law enforcement officers to request PHI about individ-
uals who had legal abortions and natural pregnancy outcomes.

F. Crime Victim Exception

The sixth and final exception under the former HIPAA Privacy Rule per-
mitted a covered entity to disclose PHI “in response to a law enforcement offi-
cial’s request for such information about an individual who is or is suspected to
be a victim of a crime.”'*” The exception applied if either the individual agreed
to the disclosure or the covered entity could not obtain that agreement due to
an emergency or patient incapacity, but only if: (1) the law enforcement officer
represented that the information was needed to determine whether a violation
of law by a person other than the victim had occurred and the information
would not be used against the victim; (2) the law enforcement official repre-
sented that immediate law enforcement activity depended on the disclosure and
would be materially and adversely affected by waiting until the individual could
agree to the disclosure; and (3) the disclosure was in the best interests of the in-
dividual as determined by the covered entity, in the exercise of professional
judgment. "*® Importantly, the individual must have agreed to the disclosure if
not in an emergency or incapacitated situation; otherwise, all three criteria (that
is, the PHI cannot be used against the victim; immediate law enforcement ac-

134 See id. (permitting disclosure of PHI to identify suspects or witnesses).

135 See supra notes 5-8 and accompanying text.

136 See K. REV. STAT. ANN. § 311.772(3)(a), (b) (West 2023) (making it a class D felony for a
person to knowingly “[a]dminister to, prescribe for, procure for, or sell to any pregnant woman any
medicine, drug, or other substance with the specific intent of causing or abetting the termination of the
life of an unborn human being” or to “[u]se or employ any instrument or procedure upon a pregnant
woman with the specific intent of causing or abetting the termination of the life of an unborn human
being”).

13745 C.F.R. § 164.512(NH(3).

138 g
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tivity depends on the disclosure; and the disclosure is in the best interests of
the patient) must have been met before confidentiality could be violated.'*

This exception had very limited applicability in the abortion context for
two reasons. First, most individuals who have abortions do not agree to the
disclosure of their abortion information to law enforcement.'*® Abortion has
been heavily stigmatized and is even more so post-Dobbs v. Jackson Women's
Health Organization (Dobbs), and recent law enforcement blunders in criminal
abortion investigations have resulted in a loss of privacy—and unwanted na-
tional publicity—for the individuals who had the abortions."*' Second, for in-
dividuals who were incapacitated or in an emergency circumstance, a violation
of confidentiality would not have been in their best interests for the same rea-
sons as articulated above.'**

G. Summary

Before the final rule, covered entities were permitted to disclose PHI, in-
cluding identifiable abortion records and other pregnancy outcome infor-
mation, to law enforcement without patient authorization pursuant to a number
of regulatory exceptions.'** The first four exceptions were troublesome from a
confidentiality standpoint, because they allowed legally and medically misin-
formed people to report legal abortions and natural pregnancy outcomes to law
enforcement, sometimes leading to wrongful criminal investigations and pros-

139 See id. (providing the limitations on the crime victim exception).

140 See, e.g., M. Antonia Biggs, Katherine Brown & Diana Greene Foster, Perceived Abortion
Stigma and Psychological Well-Being Over Five Years After Receiving or Being Denied an Abortion,
15 PLOSONE 1, 2 (2020) (“Most people considering abortion perceive some abortion stigma, which
is associated with psychological distress years later.”).

141 See Dobbs v. Jackson Women’s Health Org., 142 S. Ct. 2228, 2242 (2022) (“The Constitution
makes no reference to abortion, and no such right is implicitly protected by any constitutional provi-
sion . ...”); Nguyen et al., supra note 32 at 2 (“[T]he criminalization of abortion [post-Dobbs] will
further stigmatize women who terminate their pregnancies and place them under constant fear of legal
repercussions.”); supra notes 125-129 (explaining how the name of one Texas woman who had an
abortion became national news after a health care worker violated her confidentiality); Texas Prosecu-
tor Drops Murder Charge Against Woman Arrested for Self-Induced Abortion, supra note 128 (noting
the emotional toll taken on the woman (and the family of the woman) whose confidentiality was vio-
lated).

142 See 45 C.F.R. § 164.512()(3)(ii)(C) (requiring the disclosure of the patient’s information to
law enforcement to be in the patient’s best interests (not law enforcement’s best interest)). Of course,
it is possible that an individual who has had an abortion may want to authorize the disclosure of their
abortion records to law enforcement if, for example, the individual felt forced, either by the physician
or by a partner, to have the abortion. In this case, the individual would be accusing the physician or
the partner of violating a law and would be voluntarily providing evidence of such violation to law
enforcement. Because the individual wants to disclose their abortion record to law enforcement, there
would be no confidentiality concerns associated with the disclosure. See id. § 164.512(f)(3) (not regu-
lating or restricting voluntary disclosures by victims themselves). Stated another way, the disclosure
would be a voluntary expression of the individual’s autonomy. This Article is concerned with involun-
tary (rather than voluntary) disclosures of reproductive health information.

143 See id. § 164.512(f)(1)—(6) (detailing the disclosure exceptions).
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ecutions.'* The fifth exception allowed legally and medically misinformed
law enforcement to request from covered entities health information that relat-
ed to a lawful activity or a natural occurrence.'* As discussed above, the sixth
exception rarely applied in the abortion context.'*® Given law enforcement’s
increased interest in reproductive health information post-Dobbs, '* the ques-
tion becomes whether and how the HIPA A Privacy Rule should be modified to
better protect patient privacy and health information confidentiality.

II. THE FINAL RULE

On April 26, 2024, HHS published a final rule titled “HIPAA Privacy
Rule to Support Reproductive Health Care Privacy” (final rule),'* the stated
goal of which is to better protect patient privacy and health information confi-
dentiality in the context of reproductive health care.'*’ This Part II carefully
analyzes HHS’s final rule. In particular, Section A reviews the final rule’s new
purpose-based disclosure prohibition,'* Section B examines the new attesta-
tion requirement,'*! and Section C applies the final rule to the five hypotheti-
cals that open this Article.'”? Some background information regarding the
regulatory history of the HIPAA Privacy Rule, including HHS’s ability to make
changes to the HIPAA Privacy Rule, will be helpful before proceeding.

When President Bill Clinton signed HIPAA into law in 1996, section 264
of the statute directed HHS to promulgate privacy regulations if Congress
failed to enact privacy legislation within three years.'>* When Congress failed

144 See Texas Prosecutor Drops Murder Charge Against Woman Arrested for Self-Induced Abor-
tion, supra note 128 (discussing a Texas patient’s wrongful indictment following disclosure of her
PHI by hospital workers to law enforcement).

14545 C.F.R. § 164.512(D(2)(1).

146 But see supra note 142 and accompanying text (explaining when the sixth exception could apply).

147 See Dobbs v. Jackson Women’s Health Org., 142 S. Ct. 2228, 2242 (2022) (“The Constitution
makes no reference to abortion, and no such right is implicitly protected by any constitutional provi-
sion . . ..”); Allison McCann & Amy Schoenfeld Walker, Tracking Abortion Bans Across the Coun-
try, N.Y. TIMES (July 1, 2024), https://www.nytimes.con/interactive/2022/us/abortion-laws-roe-v-wade.
html [https://perma.cc/DJ89-D596] (demonstrating law enforcement officers in many states are deal-
ing with new grounds for criminal investigation).

148 HIPAA Privacy Rule to Support Reproductive Health Care Privacy, 89 Fed. Reg. 32976,
32976 (Apr. 26, 2024) (to be codified at 45 C.F.R. pts. 160, 164).

149 See id. at 32978 (stating that the Privacy Rule “must be modified to limit the circumstances in
which provisions of the Privacy Rule permit the use or disclosure of an individual’s PHI about repro-
ductive health care for certain non-health care purposes, where such use or disclosure could be detri-
mental to privacy of the individual or another person or the individual’s trust in their health care pro-
viders”).

150 See infra Part ILA.

151 See infra Part 11.B.

152 See infra Part I1.C.

153 Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191, § 264(c)(1)
110 Stat. 1936, 2033 (1996) (“If legislation governing standards with respect to the privacy of indi-
vidually identifiable health information transmitted in connection with the transactions described in
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to enact timely privacy legislation, HHS incurred the obligation to promulgate
privacy regulations.'>* HHS responded in a timely manner.'>> On November 3,
1999'%% and December 28, 2000,"*” HHS issued its first set of proposed and
final privacy rules. On March 27, 2002,'*® and August 14, 2002,'** HHS issued
proposed and final modifications to the HIPAA Privacy Rule. With the excep-
tion of technical corrections and conforming amendments, these rules as rec-
onciled remained largely unchanged between 2002 and 2009.'%°

On February 17, 2009, President Barack Obama signed the American Re-
covery and Reinvestment Act (“ARRA”) into law.'®' Division A, Title XIII of
ARRA, better known as the Health Information Technology for Economic and
Clinical Health Act (“HITECH”), contained certain provisions requiring HHS to
expand the application of the HIPAA Privacy Rule to business associates,'®
modify certain use and disclosure requirements, '®> adopt new breach notification
rules,'® provide education regarding the Privacy Rule, '®® and improve enforce-

section 1173(a) of the Social Security Act (as added by section 262) is not enacted by the date that is
36 months after the date of the enactment of this Act, the Secretary of Health and Human Services
shall promulgate final regulations containing such standards.”).

154 See id. (obligating HHS to promulgate regulations).

155 See infra notes 156—157 and accompanying text (discussing promulgation of privacy regula-
tions).

156 Standards for Privacy of Individually Identifiable Health Information, 64 Fed. Reg. 59918
(proposed Nov. 3, 1999) (to be codified at 45 C.F.R. pts. 160—64).

157 Standards for Privacy of Individually Identifiable Health Information, 65 Fed. Reg. 82462
(Dec. 28, 2000) (codified at 45 C.F.R. pts. 160, 164).

158 Standards for Privacy of Individually Identifiable Health Information, 67 Fed. Reg. 14776
(proposed Mar. 27, 2002) (to be codified at 45 C.F.R. pts. 160, 164).

159 Standards for Privacy of Individually Identifiable Health Information, 67 Fed. Reg. 53182
(Aug. 14, 2002) (codified at 45 C.F.R. pts. 160, 164).

160 See, e.g., Standards for Privacy of Individually Identifiable Health Information, 66 Fed. Reg.
12434 (Feb. 26,2001) (codified at 45 C.F.R. pts. 160, 164) (“This action corrects the effective date of
the final rules adopting standards for privacy of individually identifiable health information published
on December 28, 2000, in the Federal Register (65 Fed. Reg. 82462), resulting in a new effective date
of April 14,2001.”) (emphasis omitted); Technical Corrections to the Standards for Privacy of Indi-
vidually Identifiable Health Information Published December 28, 2000, 65 Fed. Reg. 82944 (Dec. 29,
2000) (codified at 45 C.F.R. pts. 160, 164) (“These technical corrections address changes that inad-
vertently were excluded from the preamble of the Standards for Privacy of Individually Identifiable
Health Information published December 28, 2000.”).

161 See American Recovery and Reinvestment Act of 2009, Pub. L. No. 111-5, § 13001-13424,
123 Stat. 115, 226-79 (expanding the application of HIPAA to business associates).

162 See 42 U.S.C. § 17934 (applying the HIPAA Privacy Rule and its civil and criminal penalties
to business associates).

163 See id. § 17935 (providing “[r]estrictions on certain disclosures and sales of health infor-
mation”).

164 See id. § 17932 (requiring “[n]otification in the case of breach™).

165 See id. § 17933 (providing for education in a section titled “Education on health information
privacy”).
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ment of the HIPAA Privacy Rule.'*® HHS responded with proposed and final
rules on July 14,2010,"” and January 25, 2013, '*® implementing these changes.

HHS has made additional changes to the Privacy Rule since then. In
2014, for example, HHS published a final rulemaking, providing patients with
the right to access their laboratory test results directly from their testing labora-
tories rather than their treating physicians.'®® In this rulemaking, HHS wanted
to “demonstrate the supremacy of the individual’s right of access over the po-
tential burden imposed on others, in this case, the laboratory.”m In2016, HHS
published another final rulemaking, this time balancing patient privacy and
public safety in the context of firearm purchases.'”!

In all of these different rulemakings,'”> HHS has provided the same level
of confidentiality protections to all PHI—with one exception relating to psy-
chotherapy notes.'”> HHS gave psychotherapy notes, defined as the notes of a
mental health professional that document or analyze a counseling session and
that are maintained separate and apart from the rest of medical record,'”
heightened protection for three reasons. First, HHS wanted to ensure that a
patient would “feel comfortable freely and completely disclosing [during ther-
apy] very personal information essential to successful treatment.”'”® According
to HHS, “[e]ven ‘the mere possibility of disclosure may impede development

166 See id. § 17939 (providing for improved enforcement in a section titled “Improved enforce-

ment”).

167 See Modifications to the HIPAA Privacy, Security, and Enforcement Rules Under the Health
Information Technology for Economic and Clinical Health Act, 75 Fed. Reg. 40868 (proposed July
14, 2010) (to be codified at 45 C.F.R. pts. 160, 164) (setting out the proposed rules).

168 Modifications to the HIPAA Privacy, Security, Enforcement, and Breach Notification Rules
Under the Health Information Technology for Economic and Clinical Health Act and the Genetic
Information Nondiscrimination Act; Other Modifications to the HIPAA Rules, 78 Fed. Reg. 5566,
5688 (Jan. 25, 2013) [hereinafter Final HITECH Rules] (codified at 45 C.F.R. pts. 160, 164).

169 CLIA Program and HIPAA Privacy Rule; Patients’ Access to Test Reports, 67 Fed. Reg.
53209 (Feb. 6, 2014) (to be codified at 45 C.F.R. pt. 164).

170 HIPAA Privacy Rule to Support Reproductive Health Care Privacy, 88 Fed. Reg. 23506,
23518 (proposed Apr. 17,2023) (to be codified at 45 C.F.R. pts. 160, 164).

17! Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule and the National
Instant Criminal Background Check System (NICS), 81 Fed. Reg. 382, 386 (Jan. 6, 2016) (to be codi-
fied at 45 C.F.R. pt. 164).

172 See supra notes 156-171 and accompanying text (describing the different rulemakings).

173 See 45 C.F.R. § 164.508(a)(2) (2023) (giving psychotherapy notes heightened confidentiality
protections under the HIPAA Privacy Rule); HIPAA Privacy Rule to Support Reproductive Health
Care Privacy, 88 Fed. Reg. at 23509 (“In the past, [HHS] generally . . . applied the same privacy
standards to nearly all PHI, regardless of the type of health care at issue. But the Department has also
recognized that some forms of PHI may be particularly sensitive and thus may warrant heightened
protections. For example, the Department has accorded ‘special protections’ to psychotherapy notes
under the Privacy Rule, owing in part to the ‘particularly sensitive information’ those notes contain.”).

17445 C.F.R. § 164.501 (defining psychotherapy notes)