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1  Introduction

War impacts military personnel and civilians in many 
terrible ways, so where there is war, there is a need for 
crisis management (CM). Conflicts and crises can devas-
tate states, break societies and governmental structures, 
cause civilian victims and damage economic and human 
development (Hyttinen and Kallonen 2018). Many forms 
of humanitarian crises require a response. Especially in 
the context of modern warfare, there is a need to coordi-
nate between military and civilian CM organisations.

Violent conflicts seem to escalate in stages that 
range from stable, through unstable and open conflict 
to crisis, and even war; and de-escalating back through 
similar stages (Swanström and Weissmann 2005). 
Uppsala Conflict Data Program (UCDP) logged a total of 
189 conflicts worldwide in 2022, of these 49 incidents or 
conflicts were listed as one-sided, 84 as non-state and 56 
as state-based violence. The number of violent conflicts 
has increased over the past decade, with the number of 
violent conflicts recorded 82 in 2010 (Davies et al. 2023 
and Uppsala Universitet 2024). Conflicts between dates 
have increased significantly, even though the definition 
of violent conflict has not changed. All of these have pre-
sented some measure of need for CM, be it military, civilian 
or both. Disaster preparedness measures aim at enhanc-
ing life safety when a disaster occurs, including actions 
that enhance the ability to undertake emergency actions 
containing disaster damage, disruption and protection of 
property, and the ability to engage in post-disaster resto-
ration and early recovery activities (Sutton and Tierney 
2006).

There is growing potential for security threats and 
landscapes due to the impacts of conflict, crisis, radical-
isation, global geopolitical changes and interconnected-
ness. Improvement of conflict preparedness, response 
capabilities and effective use of resources can create long-
term impacts. Hyttinen et al. (2017) note that security chal-
lenges need to be addressed in a multi-disciplinary and 
comprehensive manner to provide a solid foundation for 
information and evidence-based research (Hyttinen et al. 
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2017), involving policy-makers, authorities, practitioners 
and academia (Ruoslahti and Hyttinen 2019). According 
to Jaques (2007), CM as an active process has four main 
phases with three sub-phases in each: crisis prepared-
ness (planning process, systems manuals, training simu-
lations), crisis prevention (early warning scanning, issue 
and risk management, emergency response), Crisis inci-
dent management (crisis recognition, system activation/
response, CM) and post-CM (recovery/business resump-
tion, post-crisis impacts, evaluation/modification).

Holohan (2019) notes that in each peacekeeping 
mission peacekeeping personnel from diverse organisa-
tions and nations must coordinate together. Communi-
cation and cooperation, vital to achieving peacekeeping 
mission goals, are made difficult due to the diversity of 
participating organisations (militaries, police forces, civil 
organisations) and the genders and cultures (national, 
ethnicity, religion) of the participating people (Holohan 
2019). However, national caveats which are (mostly clas-
sified) political instructions by officials of the civilian gov-
ernment, may greatly restrict what actions the deployed 
armed forces on operations can take during the conflict 
and on behalf of the nation in question (Auerswald and 
Saideman 2009). National caveats can be civilian or mili-
tary, and they do not permit humanitarian organisations 
or military commanders to deploy their assets according 
to their operation plans (Kingsley 2014).

Many modern crises occur in a state of non-warlike 
conditions. For example, in September 2021 Poland 
accused Belorussia of allowing large numbers of refugees 
to cross into Poland as a means of hybrid warfare (HW; 
Tidey 2021). This caused Poland to declare a state of 
emergency in the area, which cut access from not only 
reporters but also humanitarian aid to the area. Using 
migration as a hybrid weapon, such as between Belarus 
and Poland, remains a major challenge for the European 
Union (EU) and North Atlantic Treaty Organization (NATO), 
because immigrants of conflict-related migration may be 
vulnerable and numerous (Hall et al. 2021). The security 
of Finland’s eastern border is affected by the tensions in 
the security environment in Europe and its neighboring 
regions. The issue of migrants being instrumentalised has 
been a problem in Finland since autumn 2023. This is one 
of Russia’s tactics for influencing Finland’s national secu-
rity and internal order (Ministry of the Interior 2024).

From a CM perspective, it is possible to consider what 
this means for logistics, long-term operations, recovery, 
integration and migration management, as ‘weaponisa-
tion’ and ‘instrumentalisation’ are powerful terms, but 
appropriate descriptions when immigrants are used to 
forcing negative changes in a target country (Steger 2017; 
Galeotti 2021). Migrant refugees may flee security threats 

and be forced out of their home country as a means of 
hybrid influence or even hybrid war. Immigration pol-
icies and the use of migration as a hybrid influence to 
create an impact on other people are very different things. 
The intention to forcibly relocate immigrants to another 
country to create internal pressure is not linked to immi-
gration policy but is intended to undermine the security of 
the destination country.

The purpose of this research is to explore possible CM 
responses to hybrid threats (HTs) and HW, and present and 
define these concepts. The term HW appeared in Nemeth’s 
(2002) thesis ‘Future War and Chechnya: A Case for Hybrid 
Warfare’ at the US Naval Postgraduate School. The EU 
defines HW as a combination of military and non-military 
measures, deployed against the political, economic and 
social situation of the country under attack; targeting the 
EU, its partners, institutions and citizens of its Member 
States (European Parliament 2016). Both states and mul-
tiple non-state actors are capable of conducting HTs and 
warfare. Hoffman (2007) states that ‘Hybrid Wars incorpo-
rate a range of different modes of warfare, including con-
ventional capabilities, irregular tactics and formations, 
terrorist acts including indiscriminate violence and coer-
cion, and criminal disorder’ (Hoffman 2007, p. 14).

The United Nations uses the term asymmetric threats 
in the context of peace operations (Andersson and Tardy 
2015). In each CM mission, personnel from diverse organ-
isations and nations must coordinate together. Commu-
nication and cooperation, vital to achieving CM mission 
goals, can be made difficult due to the diversity of par-
ticipating organisations (militaries, police forces, civil 
organisations), and the genders and cultures (national, 
ethnicity, religion) of the participating people. HT and HW 
look for weaknesses and attack these elements.

The research questions of this study are:

RQ1: �How can cooperation for situational awareness 
help respond to HTs against CM operations?

RQ2: �How can collaboration for situational awareness 
help respond to HTs against CM operations?

2  Methodology
The data for this research are from scientific articles, 
research reports and selected educational programmes 
discussing the field of HTs and HW. The data collection 
method for this study is reading materials (Denzin and 
Lincoln 2011). Examples of educational programmes are 
the University of Jyväskylä course on changing secu-
rity environments and HTs, Capacity Building Interna-
tional and International Emergency Management Society 
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webinar series of International Models in Emergency Man-
agement and NATO CM and Disaster Response Course.

Yin 2009 states that qualitative data is commonly used 
as sources of evidence in case studies, and thus the study 
was conducted as a qualitative study. Denzin and Lincoln 
(2011) argue that observing interactions, conducting inter-
views or reviewing materials can be used to collect data. 
Data sources that are valuable include brochures, annual 
reports, memos, journal articles, regulations and official 
and unofficial documents (Patton 2002) and it is recom-
mended to use multiple sources of evidence (Yin 2009). 
Comprehensive and extensive phenomena require thor-
ough research, making case studies a useful tool (Dubé 
and Pare 2003), as the process of conducting qualitative 
research is based on knowledge requiring general theories 
or methods (Alasuutari 1996, 2003).

The eight pre-selected areas are based on a listing 
of critical functions of society (The Security Committee 
2017). These areas served as the basis for the data extrac-
tion to provide an approach to frame our understanding 
of how the sources deal with and would defend against 
HTs. These elements are discussed in relation to methods 
of hybrid influence against CM and hybrid influence coun-
termeasures. The eight relevant areas of interest within 
CM: (1) Leadership, (2) International and EU actions, (3) 
Defence capabilities, (4) Internal security, (5) Economy, 
(6) Security infrastructure and supply, (7) Capabilities of 
and services for the population and (8) Mental resilience 
(The Security Committee 2017, 2018).

A data extraction table (DET) was formed according 
to these eight critical functions of society, with a ninth 
classification as ‘Other’. Hybrid influence in CM situa-
tions with matching and relevant hybrid influence coun-
termeasures were then identified and extracted from the 
literature and selected trainings. The section of this paper 
Results is structured accordingly.

3  HTs and hybrid warfare

3.1  HTs

There are several views on what constitutes an HT, e.g. the 
US Army describes the HT as ‘The diverse and dynamic 
combination of regular forces, irregular forces, terrorist 
forces, or criminal elements unified to achieve mutually 
benefitting effects’ (Department of the Army 2021, p. 50). 
Also, HTs may refer to regular forces that disregard stand-
ard rules of warfare and use irregular forces in different 
battlefield domains (Kirk 2023).

According to The European Centre of Excellence for 
Countering HTs (Hybrid CoE) term HT is ‘… an action 
conducted by state or non-state actors, whose goal is to 
undermine or harm a target by combining overt and covert 
military and non-military means’ (Hybrid CoE 2021, p. 1).

The EU and NATO have separate definitions for HTs. 
The EU considers HTs to be hostile campaigns below 
the generally accepted level of warfare, given that HTs 
combine conventional and unconventional, military and 
non-military, open and covert operations (Aaronson et al. 
2011 and Andersson and Tardy 2015). Reports show that 
Russia has intensified its hybrid actions against Western 
countries. Its measures include attempts to interfere in 
electoral and democratic processes; political and eco-
nomic pressure and intimidation; extensive disinforma-
tion campaigns; harmful cyber functions; and letting 
cybercriminals, including those that target to disrupt crit-
ical infrastructure, operate on its territory (NATO 2021a).

HTs can be tackled through broad cooperation, 
common situational awareness and crisis resilience 
throughout society (European Commission 2018). Proper 
communication in hybrid cases requires open communi-
cation, good relationships, plans and flexibility between 
actors (Paturas et al. 2016). The tools for combating HTs 
are international cooperation and strong social crisis 
resilience and identifying common vulnerabilities and 
preparing for disruptions is key, especially in the area of 
critical infrastructures (European Commission 2018). HTs 
can be implemented by various actors who are founded, 
supported, sponsored or in some way inspired by the 
state. Implementers of HTs include military forces, crim-
inal networks, political organisations, religious groups, 
Non-government Organisations (NGOs) and Government 
Organised NGOs (GONGOs; NATO StratCom COE 2015). ‘An 
actor engaging in HW may use a wide range of military, 
political, economic, civilian and informational (MPECI) 
instruments of power aimed at the political, military, eco-
nomic, social, informational and infrastructure (PMESII) 
vulnerabilities of a target’ (MCDC 2019, p. 13). Hybrid tools 
increase pressure on the destination country, and fighting 
the HT requires policy coordination and, indeed, close 
cooperation. For instance, the EU and NATO strategic 
processes, the EU Strategic Compass and the new NATO 
strategy should help in the fight against HTs (European 
Commission 2020).

3.2  HW

While the cyber threat landscape is evolving fast, there 
are strong indications of state actors commissioning 
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cyber-attacks or digital underground services and tools 
from cyber criminals combining elements of cyber and 
terrorism and using cyber capabilities, e.g. cyber piracy 
in military hybrid operations; deepening the cyber dimen-
sions of HW (Ducaru 2016). The increase in hybrid risks 
tests the fragmented security systems of the EU, as HTs 
involve conventional and non-conventional means, which 
can be very difficult to detect and measure. Governments, 
companies, the public and other institutions can become 
victims of hybrid incidents and attacks (Demertzis and 
Wolff 2019).

EU Member States were targeted by cyber-attacks 
and disinformation campaigns in 2019: the Spanish 
and Lithuanian Ministries of Defence and the Finnish 
Ministry of Justice were the targets of cyber-attacks, and 
a cyber-attack that led to the theft of personal data of 5 
million citizens was carried out against the Bulgarian 
tax authorities. There was also a widespread fear that 
European elections would be the subject of disinformation 
campaigns aimed at casting voters in the EU Member 
States. So the EU took steps to impose ‘cyber sanctions’ for 
harmful attacks against the Union and its Member States 
(Fiott and Theodosopoulos 2020).

‘The blurring of modes of war, the blurring of who 
fights, and what technologies are brought to bear, pro-
duces a wide range of variety and complexity that we call 
HW’ (Hoffman 2007, p. 14). Ducaru (2016) defines HW as 
a shift away from a ‘traditional force-on-force models’ 
to approaches that combine non-military and military 
methods of deliberate and synchronised campaigns 
aiming to ‘destabilize and gain political leverage over an 
opponent’ (Ducaru 2016, p. 10). Military objectives can 
be achieved through deliberate actions in the cyber envi-
ronment and using a variety of military and non-military 
means of pressure to influence another state (Limnéll 
2020). Raitasalo (2017) suggests that HW as a concept 
becomes better understood when broken into more 
precise concepts such as: ‘coercion, extortion, bribery, 
lying, proxy wars, psychological manipulation, propa-
ganda, and others that have been the essence of statecraft 
over several millennia’ (Raitasalo 2017, p. 38).

The terms HW and terrorism are ambiguous and both 
can be defined in various ways and have even contradic-
tory interpretations (Gasztold and Gasztold 2020). The 
evolution of viewpoints regarding non-kinetic warfare 
(Lehto and Limnéll 2017) influences today’s definitions 
of HW, which in turn can be looked at as a continuum of 
viewpoints on competition and conflict between interna-
tional actors (MCDC 2019).

US Army expands the term ‘irregular warfare’ to 
‘HW’. In irregular warfare, both military and non-military 

capabilities are utilised in several domains, including 
overt, secret and covert. The use of other methods, includ-
ing military domination of the enemy, can lead to it by both 
state and non-state actors, either in conjunction with or 
separately from conventional warfare. Irregular warfare’s 
main objective changes depending on the political situa-
tion (Department of the Army 2022). The rise of so-called 
irregular challengers is a high probability. Terrorism, 
insurgency, unrestricted warfare and guerilla warfare 
are becoming more sophisticated and scaled, which pre-
sents challenges to US security interests worldwide. The 
purpose of these irregular challengers is to exploit tactical 
advantages at a time and place they choose (Mattis and 
Hoffman 2005; Hoffman 2009). The approaches can be 
incorporated into and precede HW in the form of individ-
ual HTs. Lehto and Limnéll (2017) contend that ‘HW has 
brought a state that may precede traditional warfare, to 
occur after the active phase of war, or without traditional 
warfare’ (Lehto and Limnéll 2017, p. 191). The tactics of HW 
use a mixture of conventional and irregular approaches to 
conflict rather than a single method to different hybrid 
forms of warfare. To succeed in a hybrid war, troops must 
become more adaptable and flexible to defeat their oppo-
nents (GAO 2010). Hybrid activities combine and blend 
recourses to dominate the battlefield both physically and 
mentally (Lasconjarias and Larsen 2015).

The Multinational Capability Development Campaign 
(MCDC) framework is based on three interdependent ele-
ments: (1) critical functions and vulnerabilities, (2) means 
of synchronisation (horizontal escalation) and (3) effects 
and non-linearity. The synchronised use of multiple 
power tools is tailored against specific vulnerabilities in 
a wide array of societal functions to achieve synergistic 
effects. (Cullen and Reichborn-Kjennerud 2017 and MCDC 
2019). MCDC claims that ‘Although the term HW is used to 
explain the overall concept, a hybrid attack may not nec-
essarily include the use of armed force’ (MCDC 2019, p. 17).

Hybrid approaches use information management, 
media and all possible other means to weaken the posi-
tion of the counterparty; this may also include the tradi-
tional use of military force, where both state and non-state 
actors (with or without state support) can conduct HW 
(Lasconjarias and Larsen 2015). The three components, 
detect, deter and respond, of the MCDC framework can 
be used as guiding phases when using appropriate 
thresholds to strategically combat hybrid aggressors and 
attacks. The Detect component first addresses the issue 
of the existence of HTs or attacks that require building 
situational awareness and understanding. HTs can be 
very difficult to detect, and traditional enemy-centred 
threat analysis may be insufficient to comprehend these 
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complicated situations. The Deter component seeks ways 
to limit the impact of HTs and the actions of hybrid aggres-
sors. The Respond component discusses how to respond 
to hybrid attacks. Vulnerability identification and other 
appropriate actions and measures and thresholds should 
be addressed in all three phases. Strategic countermeas-
ures can be attacking suppression with counteractions to 
prevent and disrupt attacks (Cîrdei 2016; MCDC 2019).

HW may precede traditional warfare (Lehto and 
Limnéll 2017) and it may include a combination of elements 
such as coercion, extortion, bribery, lying, proxy wars, psy-
chological manipulation and propaganda (Raitasalo 2017). 
A HW campaign is designed to gain political influence over 
an adversary through deliberate and synchronised tactics 
(Treverton et al. 2018). A hybrid attack may not necessarily 
include the use of armed force (MCDC 2019).

3.3  Situation awareness of HTs and warfare

A situation picture is formed when information relevant to 
one's sector becomes extracted from the data. A common 
understanding of the situation can be established when 
conclusions are drawn together in real-time. Common 
understanding can be understood as 1) recently detected 
or obtained 2) the latest confirmed inquired true observa-
tion 3) the best continuity estimate at the time of decision 
making or 4) the best forecast at the time influencing the 
decision. (Hyytiäinen, 2021).

Tikanmäki and Ruoslahti (2019) combine definitions 
of situation awareness to include ‘knowing and under-
standing of what is happening, and an understanding 
of possible future changes or problems, predictions of 
future situations and making decisions on these bases’ 
(Tikanmäki and Ruoslahti 2019, p. 424). Ongoing data 
development processes are required to collect, analyse, 
store and share information in order to build a commonly 
shared comprehension between political, civilian and 
military organisations and among systems and actors in 
the operating environment (Thiele 2015).

A situation picture can be called a summary of the 
information related to a specific situation; situation 
understanding is how decision-makers and their assis-
tants understand the situation, what has happened and 
the circumstances that affect them, the goals of all differ-
ent parties and possible options of how the events may 
develop, all elements that are needed to make decisions 
on a particular issue or subject such as hybrid attacks 
(Tikanmäki and Ruoslahti 2019).

The question of legal jurisdiction and ethics con-
cerning effective HT management should be addressed, 
because of the unclear distinction between politics 
and war (Mälksoo 2018). The ambiguous qualities 
of modern HTs present great difficulties for coun-
ter-terrorist awareness (Mumford 2016). ‘The crucial 
problem, however, is the correct assessment of a mul-
titude of information and drawing timely conclusions. 
Knowledge development needs to provide indications 
and warning of an emerging hybrid security problem’ 
(Thiele 2015, p. 11).

HW can be seen as a mixture of soft- and hard-power 
measures, and to counteract such a challenge requires 
integrated security-management systems for states to be 
prepared against both conventional and attacks that are 
carried out in cyberspace (Gasztold and Gasztold 2020). 
As HTs may emerge from both state and non-state sources, 
intelligence functions and effective deterrence become 
difficult (Mumford 2016).

The development of security related to the operating 
environment of international crises requires a common 
picture of the situation from the authorities and the 
sharing and utilisation of up-to-date information. The 
difficulty of operational activities is the lack of a common 
concept in terms of the situation and understanding of 
the situation. The common language and concepts are 
especially emphasised in situations where there is col-
laboration/cooperation between several authorities and a 
common understanding of the situation is sought.

Cooperation among the authorities should be rein-
forced. For instance, national and European security 
databases are important for enhancing public security 
in response to hybrid influence and threats. ‘Rapid and 
up-to-date exchange of information between security 
authorities is needed to maintain situational awareness’. 
Tikanmäki and Ruoslahti (2021, p. 429). The importance 
of situational awareness created and shared by security 
stakeholders relies on updated information and assess-
ments. The wider the common ground there is between 
a common understanding of the situation and the stake-
holders who share it, the better the result will be. Security 
actors implementing situational awareness in CM opera-
tions carry out foresight work from very different starting 
points and with different objectives. However, the differ-
entiation of systems causes competition between systems, 
which takes attention away from the core and content, 
solutions for overall security. Capacity should be strength-
ened by a culture of cooperation based on essential skills 
needed to counter hybrid influence.
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3.4  CM

In recent decades, the EU and its Member States have 
faced challenges in building appropriate capacities to 
respond to new situations and HTs (Aaronson et al. 2011; 
Andersson and Tardy 2015). CM mechanisms need to react 
quickly to different situations because lives can be on the 
line and minutes may count. Responding to cyber-attacks 
and other forms of HW call for responses that require 
flexibility in individuals and organisations, as well as 
cross-training to become more aware of the elements of 
hybrid influence, and to be better prepared to deter and 
respond to it and its effects (European Parliament 2021).

Hyttinen et al. (2017) on Common Security and Defence 
Policy (CSDP) find that ‘the rationale for focusing the study 
on civil-military aspects of CSDP lies in partly the changing 
security landscape in which CSDP missions and operations 
are (to be) deployed, requiring an increasing the need for 
more integrated civil-military CM operations. Terrorism, 
HTs, cyber security, energy security and organized crime 
are just some of the complex modern threats that require 
for multidimensional approach’ (Hyttinen et al. 2017, p. 54). 
Conventional and unconventional forms of conflict have 
increased with HW (Lasconjarias and Larsen 2015) and 
CM is needed to help people and the state in crisis areas to 
manage the impact of natural disasters, political disorder, 
war, etc. (Hyttinen and Kallonen 2018).

In most cases, there is a need for humanitarian aid. 
CM operations are mostly either civilian in nature or 
combine military and civilian elements. Building dialogue 
with the surrounding civil society can benefit from a 
strong civil-military response to novel, unexpected secu-
rity challenges during conflicts and crises (Hyttinen and 
Kallonen 2018). Increasing understanding among the 
diverse personnel of both international and local organ-
isations (e.g. police forces) increases in understanding, 
communication and cooperation to enhance the efficiency 
of the CM operation (Holohan 2019).

Solidarity between member states has been enhanced 
by joint threat assessment, collective decision-making, 
processes and collaboration within the CSDP Framework 
(Tardy 2015). In the new security environment, interop-
erability challenges are likely to increase. Hyttinen et al. 
(2017) offer ‘closer civil-military co-operation (CIMIC), 
greater participation of 3rd states and future integrated/
hybrid/joint missions.’ and closer integration of military 
and civilian elements ‘through, for example, provisions 
of security, logistics, strategic planning. Integration can 
thus support both civilian and military actors in achieving 
their objectives as well as strengthen pooling and sharing’ 
(Hyttinen et al. 2017, p. 60).

Hybrid influencing may contain kinetic and non-
kinetic elements that have objective physical, informa-
tion or psychological impact (Ducheine 2016). Due to the 
growing role of digital solutions, HTs gradually include 
cyber threats and disinformation. The targets of these can 
be military, civilian administration, critical infrastructure, 
business, local government and citizens (as groups and 
individuals; Cederberg and Eronen 2015). Because there 
are so many potential aspects of hybrid effects, they can 
be difficult to detect and even more difficult to counter 
without well-coordinated responses. Sharing of informa-
tion and cooperation have been shown to be important in 
the fight against hybrid influence and warfare (Cîrdei and 
Ispas 2017).

NATO and CM have a history where security and 
humanitarian interests intersect in complex and fast-evolv-
ing contexts, which has increased the role of NATO in emer-
gency management (NATO 2020). One complex aspect of 
disaster relief is the interaction between civilian actors and 
military authorities (Tardy 2015), who participate simul-
taneously in disaster relief operations, and cooperation 
between them can be difficult; planning must consider 
the needs of both civilian and military parties involved, 
particularly as military authorities become more and more 
participating in non-military missions (Weijers 2015).

To facilitate cooperation and to improve relation-
ships between civilian and military actors, the CIMIC will 
assist in ‘coordination and cooperation in support of the 
operation’ between military and civilian actors, ‘includ-
ing national populations and local authorities, as well as 
international, national and non-governmental organiza-
tions and agencies’ (NATO 2003, pp. 9–10). Most CM oper-
ations unite the two aspects of civilian and military, and 
this has become one of its key features in CM (Tardy 2015).

The NATO crisis response system (NCRS) is composed 
of five parts: preventive options, crisis response measures, 
counter-surprise, counter-aggression and alert states. ‘CM 
is one of NATO’s core tasks for which it employs an appro-
priate mix of political and military tools to manage a crisis 
in an increasingly complex security environment: (a) 
increasing connectivity of key services, (b) critical civilian 
structures and (c) national resilience’ (NATO 2020, p. 1). 
‘In its military dimension, CM implies the deployment of 
troops in contexts that differ from traditional war-fighting 
or openly coercive operations in several respects’ (Tardy 
2015, p. 10). The use of military resources in disaster sit-
uations includes immediate search and rescue (SAR), 
preserving relief operations by delivering aid to prevent 
the situation from deteriorating, and rehabilitation and 
reconstruction (SIPRI 2008), and e.g. ‘The Euro-Atlan-
tic Disaster Response Coordination Centre (EADRCC) is 
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NATO’s principal civil emergency response mechanism 
in the Euro-Atlantic area’ (Atlantic Council 2020; NATO 
2021b, p. 1).

The European Security Strategy shows a change in 
the security environment and highlights cyber security, 
critical infrastructure security, combating illegal content 
and preventing terrorism. Although there is no common 
defence or CM in the EU, the Commission is considering 
making proposals for an overall CM system (European 
Commission 2020).

Communication and networking are major challenges 
in CM, and efficient communication among civil and mil-
itary operations is important (Daniels 2012). The coopera-
tion, innovation and development of many stakeholders 
can create strong CM expertise that creates new solutions 
for international operations. In the international field of 
CM expertise, practical solutions may be lacking (OCHA 
Services 2016). NATO and the EU are designed for military 
and economic alliances, not for CM, and so they now strive 
to find ways in which to provide comprehensive CM. One 
of the biggest challenges for the EU in CM is the varying 
levels of engagement between EU members and partners. 
NATO’s consensus-based decision-making, in turn, will 
lead to a stronger commitment from member countries 
(Gross 2010; NATO 2011).

Our societies are becoming more connected in regard 
to CM, the United Nations, EU, NATO and many others in 
the global community, for example, work towards joint 
goals; coordination of disaster relief on just the European 
level can better ensure that assistance is tailored to the 
needs of victims (Kaspersen and Sending 2005; Gross 
2010; Tardy 2015). NATO provides opportunities for its 
members to negotiate and cooperate on defence and 
security issues in problem-solving, confidence-building 
and conflict prevention (NATO 2010). These opportuni-
ties increase CM capacities, and thus, coordination across 
organisations (EU, UN, NATO, etc.) is important in CM. 
In the EU, Member States are primarily responsible for 
responding to HTs, and they ‘must cover the full spectrum 
of action from early detection, analysis, awareness, build-
ing resilience and prevention through to crisis response 
and consequence management’ (European Commission 
2020, p. 14).

4  �Counter measures to hybrid 
influence

Potential targets must recognise hybrid actions that target 
them to successfully counter hybrid strategies; targets 

need to be able to react quickly and efficiently by having 
the flexibility to counter these hybrid actions, being pre-
pared to counter them, and having processes for rapid 
assessment and decision-making, along with the ability 
to respond effectively (Jungwirth et al. 2023).

Prevention represents the best possible means of 
countering HW; ‘The concept of security sector reform 
(SSR), embedded in United Nations Security Council 
(UNSC) Resolution 2151 offers an indispensable tool to 
tackle the challenges of HW. SSR aims to strengthen a 
state’s ability to provide public safety and secure the 
rule of law, while embracing transparency and account-
ability’ (Pindják 2014, p. 3). According to Raitasalo (2017) 
‘globalization has progressed based on technological 
development—particularly in the field of information 
technologies—and political decisions’ (Raitasalo 2017, p. 
25). Thiele (2015) notes that opponents will exploit hybrid 
opportunities because they are effective, as HW targets 
people and affects decision-makers and key policies with 
subversive clandestine actions (Thiele 2015).

NATO should ensure that its Allies prepare to 
counter hybrid attacks, deter hybrid attacks on the Alli-
ance and, when necessary, defend the Allies concerned, 
where hybrid scenarios escalate towards military con-
flict (Ducaru 2016). Strong social resilience to crisis and 
international cooperation are key conditions for combat-
ing HTs (Radulescu 2015). One way to prepare against 
hybrid and other possible threats is to take resilience into 
account in the design of CM systems and operations with 
what innovative solutions and technologies are available 
(Thoma et al. 2016). The EU has a three-part approach to 
increase resilience: regulations and standards, prepared-
ness and testing, and governance (Demertzis and Wolff 
2019). Cyber-terrorism and cyberespionage by hostile enti-
ties are serious threats, which call for proactive policies 
to detect and protect operations in the cyber-sphere, both 
organisations and states that are increasingly reliant on 
cyberspace need to seek new approaches to build needed 
levels of IT resilience (Gasztold and Gasztold 2020).

Resilience is ‘The ability of individuals and commu-
nities to maintain their performance in changing circum-
stances, the readiness to face disruptions and crises and 
the ability to recover from them. The term resilience is par-
tially used to mean the same as crisis resilience’ (Finnish 
Government 2021, p. 80). The ability to create generic capa-
bilities in complex and technical systems, with the help of 
solutions from the engineering sciences, enables them to 
withstand, survive and adapt to disruptions. Thoma et al. 
(2016) offer resilience engineering (RE), which in the mil-
itary context is also known as broad utility, as a concept 
to provide society ‘with means, methods and technologies 
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to overcome unexampled events with as less harm as pos-
sible and to come out even stronger and better prepared 
afterwards’ (Thoma et al. 2016, p. 3). Responding requires 
coherent governmental and intergovernmental security 
policies, together with appropriate legal instruments and 
organisational structures that coordinate counter-terror-
ism activities and strengthen law enforcement capabilities 
(Gasztold and Gasztold 2020).

Building countermeasures to HW can benefit from the 
breakdown approach by Raitasalo (2017), where appropri-
ate proactive countermeasures can be planned and built 
against each identified sub-threat (e.g. coercion, extortion, 
bribery, lying, proxy wars, psychological manipulation, 
propaganda; Raitasalo 2017). According to Hämäläinen 
and Vataja (2020), resilience refers to the ability to adapt, 
regenerate and recover: originally, the concept has been 
used in psychology and science to relate to an individu-
al’s ability to cope and recover from traumatic events or 
the ability of organisms to cope with extreme variations in 
environmental conditions (Hämäläinen and Vataja 2020).

The seven Baseline Requirements of resilience defined 
by NATO are (1) Continuity of Government and critical 
government services; (2) Resilient Energy Supplies; (3) 
Ability to deal effectively with the uncontrolled movement 
of people; (4) Resilient Food and Water Resources; (5) 
Ability to deal with Mass Casualties; (6) Resilient Commu-
nication Systems; and (7) Resilient Civilian Transportation 
Systems (Shea 2016). Mumford (2016) suggests developing 
a common definition of ‘HW’ with categories within its 
key constituent activities (including terrorism) to enable 
a stronger NATO counter-terrorism response in hybrid war 
situations (Mumford 2016).

Providing catalogues of good practices, new solutions 
and approaches helps enhance the CM capabilities of the 
EU (Hyttinen and Kallonen 2018) while responding to 
hybrid attacks requires combining a wide array of national 
instruments, and even information sharing and assistance 
from other friendly nations and a wider international 
community (Ducaru 2016). Networking knowledge helps 
organisations prepare, strengthen situational aware-
ness and support collaborative planning to determine 
how to best operate together against hybrid challenges; 
more comprehensive and adaptive perspectives based on 
shared trust help the systematic capture of knowledge 
to support leaders and organisations (Thiele 2015). Con-
structing flexible enough legal rules may allow govern-
ments to protect their societies against HTs (Gasztold and 
Gasztold 2020). Hyttinen and Kallonen (2018) note how 
large security threats by radicalised individuals and trans-
national criminality complicate the security landscape for 
EU CSDP missions and operations (Hyttinen and Kallonen 

2018). Complex, dynamic, interrelated threats in conflict/
region call for combined and tailor-made responses, with 
an intensified focus and attention on interoperability, 
including efficient CIMIC, with appropriate harmonisa-
tion and standards (Hyttinen et al. 2017).

Combating HTs can be achieved through societal coop-
eration, common situational awareness and crisis resil-
ience across society, and close international interaction, 
with regular preparedness exercises and political debate, 
as well as the integration of EU security into critical infra-
structure (Radulescu 2015). Gasztold and Gasztold (2020) 
note the need for international-level anti-terrorism policies, 
an example of which they offer the emphasis on key areas 
(awareness, capabilities and engagement) by the NATO 
Policy Guidelines on Counter-Terrorism (Gasztold and 
Gasztold 2020). Military systems need to adapt military 
training, defence planning, force equipment and training 
programmess to future threats and challenges. Conditions 
for success in military operations, including HW, are created 
by flexible and adaptive command and control structures 
(Radulescu 2015). In changing operating environments, 
decision-makers and organisations can effectively improve 
their ability to handle disturbing and unexpected events 
with CM exercises (Got 2020).

Understanding the historical context in contempo-
rary acts of terrorism as hybrid war scenarios (e.g. Russia 
and Syria) may help to identify key challenges for NATO 
to counter terrorism in hybrid conflicts, develop a for-
ward-looking assessment of future counter-terrorism 
trends and efficiently apply counter-terrorism strategies 
(Mumford 2016). Openness in society is good in the fight 
against HTs. That is why openness and honesty are also 
good in the language of security policy. False misinfor-
mation and intentional disinformation must be combated 
and the authorities must be active in providing citizens 
with correct information (Mälksoo 2018, p. 25). However, 
the emerging institutions and counter practices against 
HW, highlight a paradox, where defence against HTs may 
become detrimental to the core principles of democracy 
(Ducaru 2016). Timely detection of the hybrid actions 
is crucial, although there are difficulties in balancing 
the deterrent tool to avoid provocations that can trigger 
unnecessary conflict (Mälksoo 2018).

5  Conclusions
The literature examined clearly raises the importance 
of Situation awareness in detecting HTs and counter-
ing hybrid attacks. These aspects are seen in the differ-
ent approaches, e.g. EU and NATO. Situation awareness 
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builds on the Situation picture, which is creating relevant 
information from data collected from multiple sources. 
Making sense of this information will enable seeing the 
‘big picture’ of how the CM actors, organisations and 
mission may be influenced by hybrid attacks and warfare. 
By adding further layers of understanding, of deci-
sion-makers and people involved, about the events and 
circumstances, goals, parties, and possible development 
options needed to make appropriate decisions and to deter 
and respond to deliberate actions of hybrid warfare by the 
aggressor. Training the staff in CM actor organisations to 
build situation picture, awareness and understanding is 
recommended.

People, systems and operations need to increase 
their resilience. HW takes many forms and uses a multi-
tude of simultaneous attacks that focus on what vulner-
abilities are subject to threats and aggression. Measures 
to build resilience are increasing individuals’ awareness 
of threats and abilities to properly protect from and react 
to once encountering them. Navigating the maze of data 
to build information for a relevant situation picture and 
situation awareness that are needed to build an under-
standing situation calls for relevant technical, situational 
awareness, problem-solving and sector-specific skills for 
individuals and organisations alike. Training relevant 
skills increases the abilities to detect and address HTs, 
and to counter (deter and respond) to hybrid aggression 
and attacks.

The three-part approach to increase resilience 
(regulations and standards, preparedness and testing, 
governance) provides a common framework for the 
identification of common vulnerabilities in CM and critical 
infrastructures, as disaster preparedness is a strong 
focus for the EU. Resilience promotes organisational and 
systemic abilities to withstand and cope with crises and 
flexibly work in disturbances, rapidly recover from them 
and develop by learning from the crisis. Emerging threats, 
such as attacks on civilians by weapons or in case of 
natural disasters, pose a risk to civilians and civilian infra-
structure. The above means that ensuring the resilience 
of the civilian administration, infrastructure systems and 
the civilian population is an integral part of collective 
defence. Research is recommended to better understand 
how to promote overall resilience through a combination 
of individual, organisational and societal resilience.

Due to the complexity and surprise of HTs to security, 
it must be accepted that it is not always possible to predict 
them accurately. However, it is precisely for this reason that 
the importance of resilience and multifaceted cooperation 
between security actors in the production of security 
is also emphasised in CM. In complex environments, it 

becomes especially important for international organi-
sations to be effective, efficient and adaptable. Instead 
of individual actors or instruments, a holistic perspective 
and cooperation can ensure that actions are based on a 
common situation picture and analysis and are coordi-
nated into situation understanding.

Civil preparedness is an important element for several 
reasons, the population can be seen as a resource, plan-
ning for the worst is essential, and baseline resilience 
requirements are needed. Many stakeholders are involved 
in building resilience and thus, civilian preparedness pro-
tects against a wide range of threats and vulnerabilities. 
The principle of mutual assistance is useful in helping 
the network, strengthening points of tension and creating 
opportunities for cross-curricular learning, mutual learn-
ing, skills development and further training. That is to say, 
the principle of mutual assistance supports flexibility.

Countering disinformation with public information 
campaigns can support civilian and military CM oper-
ations. The purpose of these campaigns is to combat 
aggressive propaganda and disinformation efforts and to 
maintain initiative and public confidence. Information 
sharing and collaboration are shown to be important ele-
ments in fighting against hybrid influencing and warfare. 
This is one area where further study and actions are rec-
ommended to better understand the mechanisms behind 
polarisation that is fed for disinformation and hybrid 
influence. Events to inform and counter disinformation 
campaigns in social media are one recommended way 
forward.
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