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ABSTRACT

Online social media has seen a significant increase in usage over the last decade,
enabling people to communicate more easily. The vast amount of data generated by these
platforms is mostly uncontrolled and unmanageable. This has also provided opportunities for
individuals to engage in hate speech and offensive language on these platforms. To address this
issue, this research aims to conduct extensive experiments using machine learning models and
handcrafted feature extraction in the low-resource language Albanian. We utilized several
machine-learning algorithms, including Support Vector Machine (SVM), Naive Bayes (NB),
Random Forest (RF), and Logistic Regression (LR), and extracted a considerable number of
handcrafted features. To improve accuracy, we carefully performed feature selection to identify
the most relevant features for detecting hate speech in the Albanian language. The results show
that LR performed best in terms of accuracy, with an F1 score of 76.77. Using Random Forest
feature ranking and SHAP analysis revealed that many comments on Albanian social media
exhibit unique characteristics, resulting in a large feature set. This suggests that there is no clear
pattern for the machine learning models to accurately flag the comments, indicating that
Albanian is linguistically challenging to analyze.

80


https://creativecommons.org/licenses/by/4.0/
mailto:ef30456@seeu.edu.mk
mailto:m.hamiti@seeu.edu.mk
mailto:xh.zenuni@seeu.edu.mk
mailto:arsim.susuri@uni-prizren.com

SEEU Review Volume 19 Issue 2, 2024

Key words: Hate speech detection, Machine learning, handcrafted features, Albanian,
social media.

INTRODUCTION

In recent years, the significant development of information technologies has altered the
way people communicate. In particular, the rise of online social media has exponentially
increased the number of users who use these portals daily to express their opinions and engage
in debates. While this growth appears positive, it has led to a surge of unregulated data, often
lacking proper tools for management. This has allowed threat actors to engage in harmful
behavior on these platforms (Del Vigna et al., 2017). Hate speech and offensive language have
been increasing in many countries, and this rise has been associated with various related crimes.

The rise in uncontrolled content has prompted researchers to develop automated
systems for detecting harmful speech (Turki & Roy, 2022). Recent progress in natural language
processing (NLP) and machine learning has demonstrated potential in overcoming these
obstacles (Ayo et al., 2020; Beyhan et al., 2022; Khairy et al., 2021). The wide variety of terms
used in hate speech, from slang and emojis to linguistic deviations that frequently contradict
basic grammar rules, makes hate speech detection a challenging task. This has shown especially
to be a challenge in languages which are limited in NLP tools. Even though there is limited
work done on developing tools and extracting handcrafted features for Albanian (Canhasi et
al., 2022; Fetahi et al., 2024; Misini et al., 2024), such features can enhance machine learning
performance by capturing contextual details specific to Albanian language.

Several studies have demonstrated promising, highly accurate hate speech detection
systems in high resourced languages like English (Alharthi et al., 2023; Mozafari et al., 2020),
or Spanish (Alvarez-Carmona et al., 2018).

However, limited research has been conducted on hate speech detection in the Albanian
language. (Ajdari et al., 2017) took initial steps in developing an automated hate speech
classifier for Albanian texts using the SVM algorithm. Initial results are promising, with an F1
score of 0.58, but they highlight the need for a richer hate speech corpus and more advanced
language processing features for Albanian to improve performance. In another study, (Nurce
et al., 2021) investigate both classical machine learning and deep learning models using their
established Albanian dataset for offensive speech detection. They provide a public dataset for
this purpose, and their experiments with the BERT transformer model achieved an accuracy of
0.77.

Machine learning and deep learning models have demonstrated remarkable efficacy in
hate speech detection, particularly through their ability to learn complex patterns from large
datasets (Fortuna & Nunes, 2019). These models performance can be further improved by
incorporating handcrafted features (Reddy, 2024).

The research describes how combining handcrafted features with machine learning
models can improve the accuracy of hate speech classification, especially in complicated social
media settings where language usage is extremely context-dependent and varied (Nascimento
etal., 2023).

The main objective of this research is to investigate how hate speech detection

systems can be strengthened by combining machine learning methods with a comprehensive
set of handcrafted features, including diverse linguistic attributes and contextual information
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specifically tailored to data scraped from real-world platforms. The work presents an
effective solution for identifying and mitigating hate speech on Albanian online platforms,
offering results as a baseline for future NLP improvements.

This research follows a logical and experimental flow, beginning with a thorough data
collection and annotation process. Expert annotators labeled each comment, and majority
voting was used to determine the final labels. Furthermore, a considerable number of
handcrafted features were manually extracted and analyzed for the feature selection process.
Finally, extensive machine learning model training was conducted using the selected feature
subsets, and the results are thoroughly analyzed and discussed.

DATA COLLECTION

The dataset and its quality are fundamental for machine learning models to function
properly (Fetahi et al., 2023). A high-quality dataset will enhance the model in automating the
process in a proper manner. In this section, we describe the details of our dataset, which is
currently under development. The dataset we use in this research paper and for its experiments
is human-annotated and represents a real-world utilization case. We have automatically scraped
Facebook comments from Albanian social media. The identification of the posts was manually
done through different keywords and pages that have many subscribers and where people tend
to comment frequently. In order to obtain as many hate comments as possible, we were
influenced to select provocative posts, which would trigger the audience to comment. This was
done because most public datasets, even in high-resource languages, lack a balance of hate
speech and non-hate speech documents. The dataset underwent several phases:

e Raw comments were scraped from different public Facebook pages to obtain a
considerable number of comments.

e The comments were further cleaned to remove names, which were replaced with
the token user, and URLs were converted into a single token.

e Each comment was annotated by three expert annotators to ensure a high-quality
dataset.

e The annotations and their labels were further validated by the inter-annotator
Fleiss Kappa agreement, resulting in a 0.63 value, indicating substantial
agreement and good annotation.

e We used majority voting to determine the final label.

e Upon completion of the dataset, we proceeded with coding the methods for
automatically extracting features for each comment, resulting in a matrix.

e We experimented with feature selection methods to interpret and find the best-
performing model under these circumstances.

e Each model was further trained with the features we extracted and were
evaluated in terms of accuracy.

e The results were interpreted and discussed.

The dataset consists of 15,947 comments in total, and its distribution is shown in Table
1. Figure 1 illustrates that most comments are short in length, with the majority containing up
to 40 words per comment. Additionally, the most frequent words are displayed in Figure 2.

Table 1. Annotated Dataset size

Non-Hate speech Hate speech

Number of comments 9,000 6,947
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Number of words 110,627 124,477

Distribution of Comment Lengths
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Figure 1. Distribution of comments lengths based on number of words
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Figure 2. Most frequent words on the dataset

MACHINE LEARNING MODELS

To obtain high accuracy and interpretability in hate speech detection, we intend to apply
handcrafted features in combination with different ML models. Each of the models was
executed on a Python environment using scikit library (Hackeling, 2014). We experimented on
four distinct ML algorithms:

e SVM (Support Vector Machine)
e Random Forest (RF)
e Naive Bayes (NB)
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e Logistic Regression (LR)

To ensure a reasonable and fair comparison of their performance on unseen data, all of
these models were trained and tested using an identical train/test split. As is common, we used
a 75% training and 25% testing split to ensure that we have enough data for both training and
testing, which allows us to do thorough evaluations. Using the same random seed for data
splitting allows us to keep things consistent and repeatable across studies. We did employ the
default hyper parameters for the models.

HANDCRAFTED FEATURE EXTRACTION

In order to achieve good experimental results, we did extract a considerable number of
features for each comment. We did manually code each of the functions using a Python
environment. The final number of features extracted for each comment is 834 features.
However, this has not come without its challenges. Since this research is focused on the
Albanian language, it is highly lacking in NLP (Natural Language Processing) tools. Even so,
for some of the methods, we manually curated lists where we thought it was possible, such as
a stop word list, positive and negative word lists, conjunctions, prepositions lists, etc. We
acknowledge that these are not official and can be further extended in the future by professional
linguists. A summary of the features we have extracted is shown in Table 2.

Table 2. Handcrafted feature list

Feature Category Features Descriptions

Word and character counts, sentence structure, readability, and lexical
diversity

Frequency and types of punctuation marks, special characters, and
their usage patterns

Textual Metrics

Punctuation and Symbols

Capitalization Patterns Distribution of uppercase, lowercase, and capitalized words
Vocabulary Diversity Variety of unique words, lexical richness, and word complexity
Repetition Metrics Instances of repeated characters, words, and punctuation

Frequency and average lengths of unigrams, bigrams, trigrams, and
character-based n-grams

Phonetic Characteristics Syllable counts, consonant and vowel ratios

Document structure including lines, paragraphs, and formatting
elements

Types and lengths of sentences, including declarative, interrogative,
and exclamatory

N-gram Analysis

Structural Layout

Sentence Structure

Sentiment Indicators Counts of positive and negative terms

User Engagement Metrics Interaction statistics such as replies, likes, and user activity patterns
Emoji and Hashtag Usage Presence and diversity of emojis and hashtags

URL Presence Inclusion and frequency of URLs within the text

Controversial Content Placement and frequency of potentially sensitive or controversial
Indicators terms

Language Dynamics Detection of language switching or code-mixing within the text

Similarity scores comparing text to predefined sets of offensive and
positive content

Total Features extracted: 834

Semantic Similarity Measures

FEATURE SELECTION AND METHODS

When it comes to how well machine learning models perform, not all extracted features
have equal significance. We must separate and retain the most significant features if our hate
speech detection algorithm is to work as efficiently as possible.
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We opted to use the RF model as our feature selection strategy because of its tree-based
architecture, which makes it ideal for ranking the relevance of features. The feature selection
process involves the use of three approaches:

1. Whole Feature Set — In this approach we evaluate the machine learning models
using every feature we have extracted. It is a solid starting point, giving us a baseline
to compare against other feature selection techniques. This shows the impact of
throwing every feature in the training process, even them that may be irrelevant or
insignificant. Its value lies in revealing how the model performs when all possible
features are considered, helping us understand the influence of adding even the less
important ones.

2. Feature Selection Based on Feature Importance with Ranking Threshold -
Random Forest's natural structure in which it is developed, makes prioritize features
based on their relevance. At each split, the Random Forest's decision trees prioritize
features according to how effectively they decrease impurity. We can reduce the
size of the feature set by using a threshold, in which in our case, we used a 0.001
threshold, which could lead to better model performance and easier interpretability,
also removing the features with no impact. This method is popular since it
eliminates extra information or features that don't provide any value.

3. Recursive Feature Elimination (RFE) — A widely recognized method that works
by iteratively removing the least important features, aiming to identify the subset of
features that contribute most to the model’s performance (Ramezan, 2022). Using
this approach, not only can we increase accuracy, but it also helps reduce overfitting
and remove redundant features, which can enhance the model’s ability to detect
hate speech. In our experiments, due to hardware constraints, we used a step size of
50 for selecting features incrementally. As a result, we show the number of features
and their importance using the above methods.

The RF model was chosen for feature analysis due to its ability to effectively rank and
interpret feature importance, particularly by prioritizing features with higher interpretability,
even though some other algorithms may perform better in terms of accuracy (Bénard et al.,
2022; Orlenko & Moore, 2021).

EVALUATION METRICS AND INTERPRETABILITY

In order to thoroughly evaluate our models, we use measures like Accuracy, F1 score,
Precision, and Recall. With these measures, we can see how well we are doing at detecting hate
speech while also keeping the number of false positives and negatives to a minimum.

We also use SHAP (SHapley Additive exPlanations) for visualizations and prioritize
the features to make them easier to understand. SHAP is a method to explain the results
produced by ML models (Chen et al., 2022). According to Shapley values, which are derived
from game theory, each feature or feature value should be given credit for the model's
prediction (Lundberg & Lee, 2017). With this method, the decision-making process may be
better understood by seeing how each feature affects the model's predictions.

EXPERIMENTAL RESULTS AND DISCUSSION

In this chapter, we present the results of the hate speech detection experiments
conducted using the methods described in the previous chapters. The findings are organized
with the performance metrics and comparative model evaluations. The results are displayed in
Table 3.
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The experimental results show that when utilizing the full set of features, the Random
Forest model performs the best, achieving an F1 score of 76.51. Additionally, its precision and
recall are well balanced. It is further followed by LR with an F1 score of 70.54, however, RF
still outperforms LR. In contrast, NB and SVM exhibit lower performance.

When applying the feature ranking with thresholding technique, there is a considerable
improvement in the case of Naive Bayes, with a 5% increase in F1 score. However, RF and LR
experience minor drop in performance, suggesting that these models are better suited to
handling a larger feature set. Feature reduction through ranking appears to have a slightly
negative impact on their effectiveness, while SVM performance remains nearly unchanged.

The results for Recursive Feature Selection reveal that LR benefited the most from this
method, resulting as the best-performing model across all experiments, with an F1 score of
76.77. This suggests that LR succeeds on a more concise and relevant subset of features. RF
also showed a slight improvement, while NB experienced a drop in performance, likely due to
its sensitivity to feature independence assumptions. SVM in this subset of features also
continued to perform poorly, demonstrating no improvement across any of the feature selection
methods.

Overall, RF and LR resulted as the most promising models for hate speech detection in
this task, particularly when paired with the appropriate feature selection techniques.

Table 3. Experimental results for the ML models on different feature sets

Feature Selection Model Precision Recall F1-Score Accuracy
Method (%) (%) (%) (%)
Naive Bayes 74.30 66.11 64.97 66.11
Whole set of SVM 63.06 63.56 62.90 63.56
Features
Random Forest 76.49 76.52 76.51 76.52
Logistic Regression 71.25 70.40 70.54 70.40
. Naive Bayes 72.40 71.66 70.46 71.66
Ranking Feature
with Thresholding SVM 63.08 63.58 62.92 63.58
Technique
Random Forest 76.31 76.40 76.32 76.40
Logistic Regression 71.18 70.60 70.73 70.60
Naive Bayes 69.28 67.62 67.74 67.62
Recursive Feature SVM 63.08 63.58 62.92 63.58
Selection Random Forest 76.53 76.57 76.54 76.57
Logistic Regression 76.91 76.98 76.77 76.98
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Evaluation of RandomForestClassifier model
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Figure 3. RFE using Random Forest and step size = 50

Figure 3 shows the F1-score evaluation of the RF classifier model as a function of the
number of features used. With an increase of features, the model’s performance increases
gradually and reaches its highest at 400 features, with an F1-score of 0.7654. This suggests that
to fully capture the complexity found in social media comments written in Albanian, more
features may be necessary.

It also shows us that individuals often post comments in a variety of ways, using
complex word and expression patterns that make it challenging for the model to detect hate
speech based on a smaller feature set or identifying a clear pattern for the detection. It appears
that adding more features does not always make the model any better at identifying hate speech,
since the model’s performance reaches an upper limit and then starts to reduce after 400
features.

The difficulties in processing comments in Albanian are highlighted by this finding, as
there are few distinct linguistic patterns, and the model needs a lot of features to handle the
linguistic nuances.
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Figure 4. SHAP summary plot using Random Forest Classifier and RFE feature set

The SHAP plot in Figure 4. shows the most important features that affect the RF model
results in detecting hate speech on Albanian social media. The most significant feature is cosine
similarity with a document containing 300 offensive comments. A higher similarity level
makes it more likely that hate speech will be found, which shows that the cosine similarity with
that document affects the ability to detect HS. Low similarity with documents with positive
comments is another way to use its effect to detect hate speech. On the other hand, a high
negative word count is strongly linked to harmful comments. The number of words used, and
the amount of capital letters aid the predictions furthermore. This shows that short, content-
packed language and heavy capitalization often indicate hostile speech. The model is affected
by character-level n-grams, punctuation patterns, and linguistic factors such as the number of

88



SEEU Review Volume 19 Issue 2, 2024

consonants. This shows how complicated Albanian language patterns are. The fact that user-
specific terms are present also indicates that the way individuals address other people by
tagging them in comments plays a role in detecting hate and offensive language.

The feature ranking generated by RF shown in Table 4., demonstrates the difficulty of
identifying hate speech as no single element stands out as being the most important, having
equal importance spread across features. Important factors like negative word count, lexical
density, n-gram length, capital letter frequency, and cosine similarity with offensive and
positive terms score highly. This shows that semantic content and stylistic elements are
significant. Since no single pattern can adequately capture the wide variety of hate speech
expressions, especially in the Albanian language, hate speech detection requires a broad and
nuanced approach. This is evidenced by the diversity of features that have identical feature
values across all features.

Table 4. Feature ranking and value generated by RF

Feature Feature
Rank Feature name Value Rank Feature name Value
1 negative_word_count 0.0274 11 alphanumeric_count 0.0125
cosine_similarity_with_ 12 total_consonant_count 0.0121

2 offensive_300 0.0233
cosine_similarity_with_ 13 avg_unigram_length 0.0119

3 positive_300 0.0195
4 lexical_density 0.0190 14 text_length_bytes 0.0118
cosine_similarity_with_ 15 consonant_to_vowel_ratio 0.0115

5 - 0.0179

top_positive_100
6 capital_letter_frequency 0.0169 16 var_word_length 0.0112
7 unique_word_count 0.0143 17 std_dev_word_length 0.0112
avg_word_length_varia 18 cosine_similarity_with_top_of | 0.0111
8 o 0.0132 ;
bility fensive_100

9 avg_bigram_length 0.0126 19 vowel_ratio 0.0109
10 avg_trigram_length 0.0125 20 avg_word_length 0.0106

CONCLUSION

In this study, we developed and evaluated different machine learning models in
combination with handcrafted features to provide insights into automatic hate speech detection
which happens in Albanian social media portals. Our study demonstrates that detecting hate
speech in Albanian is a complex task, requiring a significant number of features for accurate
detection. We employed a diverse set of 834 handcrafted features across different machine
learning models such as Random Forest, Logistic Regression, Support Vector Machine, and
Naive Bayes. While we used the entire feature set, we also carefully performed feature
selection, creating two subsets, one by using Recursive Feature Elimination and the other by
Feature Selection Based on Feature Importance with Ranking Threshold. With the full feature
set, the best-performing model was RF; however, when using RFE, the subset of features
worked better in LR, achieving the highest F1 score of 76.77%. Feature ranking of RF and
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SHAP analysis revealed that no single feature dominates, showing that each comment in
Albanian social media has its own unique characteristics and user behavior towards hate
speech, which requires a large number of features for achieving the best F1 score. This
conclusion is further strengthened by the feature ranking of RF, which shows that each feature
has a nearly equal effect on the model’s performance Moreover, a combination of content,
form, and context contributes to accurate classification. For future work, we propose exploring
the use of transfer learning models, such as transformer architectures, and further developing
advanced NLP tools, as Albanian lacks resources, to extract richer features.
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