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Abstract: As artificial intelligence (Al) advances, differentiating between actual
and Al-generated images has become an increasingly difficult task. The present explor-
atory research looks at the capacity of two leading Al models, ChatGPT and Gemini, to
correctly classify genuine vs. synthetic photographs in a variety of categories, includ-
ing wildlife, portraiture, and abstract art. The present research evaluates the accuracy,
mistake rates, and handling of complex visual content of both models, shedding light
on their strengths and limits and providing significant insights into their possible uses
in combatting visual falsehood.
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Research questions

* How accurately can Al models like ChatGPT and Gemini distinguish be-
tween real and Al-generated images?

*  What is the error rate in identifying Al-generated images versus real stock
photographs?

* Are there specific types of images or manipulation techniques that Al
models struggle to identify accurately?

*  How do the performance and accuracy of ChatGPT compare to Gemini in
identifying real versus Al-generated images?

Essay summary

e ChatGPT outperformed Gemini with 54 correct predictions out of 60
(90% accuracy), excelling in identifying both Al-generated and real pho-
tographs. In contrast, Gemini had only 26 correct predictions out of 50
(52% accuracy), struggling particularly with real photographs, where it
frequently misclassified them as Al-generated.
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*  Both models performed well in distinguishing images with clear realism,
such as wildlife and still life, but struggled with abstract categories like
food photography and landscapes, where Al-generated content closely
mimicked reality.

*  Gemini showed a tendency to make confident yet inaccurate predictions,
especially with Al-generated images, indicating an overestimation of its
capabilities. In contrast, ChatGPT demonstrated greater reliability, even
when making high-confidence judgments.

* These findings suggest ChatGPT’s potential as a more effective tool for
image authenticity verification, while Gemini may need further refine-
ment to handle complex, abstract, or highly stylized images.

Implications

The rise of generative Al models, such as ChatGPT and Stable Diffusion, has
transformed the landscape of visual disinformation, bringing significant challenges
in detecting and mitigating misinformation. As mentioned by DiResta and Goldstein
(2024), Al-generated images are used by scammers to increase engagement on Face-
book pages and to perform complex deceptive scams and spam aimed at misleading
the user. These advanced technologies have made it easier for malicious actors to
create convincing disinformation across multiple modalities, including images, texts,
audios, and videos, thereby complicating traditional detection methods (Shoaib,
Wang, Ahvanooey, & Zhao, 2023; Xu, Fan, & Kankanhalli, 2023). The proliferation
and sophistication of Al-generated content (AIGC) have raised substantial concerns,
particularly regarding the rapid generation of large volumes of targeted disinforma-
tion. This includes realistic images and fabricated testimonials, which pose serious
risks to public health and safety (Menz et al., 2023). As the quality of Al-generated
content becomes increasingly convincing, it is becoming more difficult for humans
to distinguish between real and synthetic information, further amplifying the threat of
disinformation (Karinshak & Jin, 2023; Spitale, Biller-Andormo, & Germani, 2023).

Traditional machine learning techniques, which primarily focus on automatic
classification and feature extraction, have been central to combating disinforma-
tion. However, their practical application outside research settings remains limited
due to a reliance on narrow datasets. This limitation underscores the need for fu-
ture efforts to develop more reliable Al-based systems that can assist humans in the
early detection of disinformation, rather than depending solely on fully automated
solutions (Montoro-Montarroso et al., 2023). The evolution of visual disinforma-
tion, driven by the increasing sophistication and volume of Al-generated content,
poses significant challenges for existing detection methods. In response, there is
a critical need for advanced defense mechanisms, robust Al vigilance, and orga-
nizational preparedness to effectively counter the risks associated with Al-driven
disinformation. Collaborative efforts, combining technological innovation with
regulatory oversight, are essential to safeguard against the pervasive effects of
generative Al-enabled disinformation campaigns.
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Research indicates that human accuracy in detecting deepfake images is only
marginally better than chance, with a detection rate of 62%. Moreover, confidence
in these judgments does not align with accuracy, showing that people often over-
estimate their ability to identify manipulated content (Bray, Johnson, & Kleinberg,
2022). This underscores the risks of relying solely on human judgment to detect
visual disinformation. Additionally, Al models, especially those utilizing deep
learning, have outperformed humans in image classification tasks. For example,
Al achieved a 97% accuracy rate in determining sex from fundus photographs, a
task in which human performance lags significantly (Sakamoto, 2020). This high-
lights AI’s ability to exceed human performance in complex visual tasks. More-
over, Al systems that replicate human visual detection show strong correlations
with human performance. These models can predict human detection patterns and
interpret images in ways that resonate with human intuition, making Al a valuable
asset in complementing human judgment for image analysis (DeKraker, 2022).

Practical recommendations for users

Amid scammers and malicious actors using artificial intelligence (Al) to gen-
erate credible images, the phenomenon of misinformation has taken on a new di-
mension. This paper proposes an accessible and efficient way of working with
images, where audiences can learn to verify and evaluate the visual authenticity of
visual content. Given that both ChatGPT and Gemini platforms are available on a
freemium basis, this makes them accessible to numerous users. This is essential as
it democratizes access to cutting-edge technology, giving ordinary users a power-
ful tool set to assess and combat misleading content.

Accessibility of freemium platforms: Users can access these language mod-
els at little or no cost, allowing them to learn how to enter suspicious images and
get detailed answers about their authenticity. For example, they can upload an im-
age to a system such as ChatGPT or Gemini and receive an analysis that highlights
possible signs of forgery (such as unnatural distortions, lighting inconsistencies,
or unnatural textures).

Self-directed learning and independent verification: A major advantage
of these platforms is the possibility for people to learn to verify their information
sources themselves. By interacting with these Al models, users can develop criti-
cal thinking skills and learn to identify the methods and techniques used by scam-
mers to produce misleading content. In this way, users become better equipped
to distinguish between real and artificially generated images, reducing the risk of
being fooled by fake news or disinformation campaigns.

User-friendliness and Al efficiency: Both ChatGPT and Gemini are designed
to be intuitive and easy to use, even for those without advanced technical knowl-
edge. This makes them a practical tool in the hands of everyday users. They can
quickly verify the authenticity of an image without calling in experts or complex
programs. This capability can change the way people interact with information
online, giving them a shield against visual misinformation.
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Findings

Finding 1: The first finding reveals that ChatGPT outperformed Gemini in im-
age classification, making 54 correct predictions out of 60 images, while Gemini
correctly identified only 26 out of 50 images.

The present finding from Table 1 evaluates the comparative performance
of two large language models (LLMs), ChatGPT-4 and Gemini, in distinguish-
ing between Al-generated and real images across six distinct categories: wildlife,
still life, portrait, landscape, food photography, and abstract art. Each category
comprised an equal number of real and Al-generated images, with 10 images per
category—>5 real and 5 generated by Al. The primary finding reveals that Chat-
GPT-4 consistently outperformed Gemini in accurately identifying both real and
Al-generated images. ChatGPT correctly classified 54 out of 60 images, achieving
near-perfect accuracy across all categories. In contrast, Gemini correctly identified
26 out of 50 images, exhibiting significantly lower accuracy, particularly in more
complex categories such as food photography and abstract art. For instance, in
the food photography category, Gemini made six incorrect classifications, while
ChatGPT made only three errors. Notably, in the portrait category, Gemini was ex-
cluded due to its inability to analyze human images, leaving ChatGPT as the sole
model tested. In this category, ChatGPT demonstrated flawless performance, accu-
rately identifying all 10 images. Across all categories, Gemini’s performance was
weaker, as evidenced by 24 incorrect classifications out of 50 images, compared to
ChatGPT’s six errors out of 60. These findings underscore ChatGPT-4’s superior
ability to detect Al-generated images across diverse visual categories, positioning
it as a more reliable tool for image authenticity verification. In contrast, Gemini’s
lower accuracy, particularly in ambiguous image types, suggests the need for fur-
ther enhancement to achieve performance parity.

Table 1 This table presents a crosstabulation of image predictions (correct vs.
wrong) across different categories (wildlife, still life, portrait, landscape, food photog-
raphy, and abstract art) for two large language models, ChatGPT and Gemini.
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Image prediction

Count
o LLM Used
Image prediction — Total
ChatGPT Gemini
Wildlife 10 5 15
Still life 10 6 16
Image Portrait 10 0 10
Correct category  Landscape 7 5 12
Food photography 7 4 11
Abstract art 10 6 16
Total 54 26 80
Wildlife 0 5 5
Still life 0 4 4
Image Landscape 3 5 8
Wrong category
Food photography 3 6 9
Abstract art 0 4 4
Total 6 24 30
Wildlife 10 10 20
Still life 10 10 20
Image Portrait 10 0 10
Total category  Landscape 10 10 20
Food photography 10 10 20
Abstract art 10 10 20
Total 60 50 110

Finding 2: ChatGPT outperformed Gemini in accurately distinguishing be-
tween real and Al-generated images, particularly at higher confidence levels,
while Gemini exhibited more frequent overconfidence and errors.

The crosstabulation data from Table 2 reflects the performance of ChatGPT-4
and Gemini in distinguishing between real and Al-generated images, with their
confidence levels also factored into the analysis. The findings suggest notable dif-
ferences in accuracy and confidence between the two models. When both models
correctly identified images, the majority of responses were concentrated at confi-
dence levels of 8 and 9, with ChatGPT showing greater accuracy at higher confi-
dence levels. For instance, 28 out of 54 correct responses from ChatGPT occurred
at a confidence level of 9, compared to Gemini’s 13. Similarly, at a confidence
level of 8, ChatGPT had 16 correct identifications, while Gemini had only 6. This
indicates that when ChatGPT had high confidence, it was more likely to be ac-
curate compared to Gemini, which had a lower rate of accuracy, especially in the
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mid-confidence ranges. The highest confidence level (10) was relatively rare, but
still reflected more accuracy for Gemini (7 correct) than ChatGPT (4 correct).

However, the wrong predictions offer another layer of insight. Gemini ex-
hibited more incorrect predictions at higher confidence levels, particularly at a
confidence level of 8, where 15 out of 24 wrong assessments were made. In con-
trast, ChatGPT had fewer incorrect responses overall, with only 6 wrong predic-
tions, of which 2 occurred at a confidence level of 9. This suggests that Gemini
was overconfident in several cases, especially when distinguishing Al-generated
images. The data reveals that ChatGPT is generally more reliable and cautious
in its assessments, with fewer errors at higher confidence levels. Gemini, on the
other hand, showed a tendency to produce incorrect assessments despite higher
confidence, indicating a potential overestimation of its capabilities. This disparity
highlights ChatGPT’s superior accuracy in distinguishing real from Al-generated
images in this study.

Table 2 Crosstabulation of large language models (LLMs) ChatGPT and Gemini's image
prediction accuracy, categorized by confidence levels ranging from 7 to 10. The table is struc-
tured into two main sections: correct and incorrect predictions.

How confident are you in your assessment of this image’s origin (Al or
real)?

LLM Used
Image prediction ChatGPT Gemini Total
Correct How confident are you 7 6 0 6
in your assessment of I 16 6 22
this image’s origin (AI 9 8 13 41
or real)? Provide a con-
fidence level from 1to 10 4 / 1
10, and explain your
reasoning.
Total 54 26 80
Wrong  How confident are you 7 1 4 5
in your assessment of I 2 15 17
this image’s origin (Al 2 1
or real)? Provide a con-
10 1 4

fidence level from 1 to
10, and explain your
reasoning.

Total 6 24 30
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Total How confident are you 7 7 4 11
in your assessment of 8 18 21 39
this image’s origin (Al 9 30 14 44

or real)? Provide a con-

fidence level from 1 to 10 5 11 16

10, and explain your

reasoning.

Total 60 50 110
Finding 3:

The final data from Table 3 reveals significant insights into how accurately
the LLMs evaluated the realism of images across different categories. A clear pat-
tern emerges, showing that some image types were more easily identified as real
or Al-generated, while others, particularly more abstract or interpretive catego-
ries, presented substantial challenges. In terms of realism, portrait and wildlife
categories stood out, with models demonstrating a strong ability to distinguish real
from Al-generated images. In the portrait category, ChatGPT-4 alone achieved a
perfect accuracy, correctly identifying all images. This suggests that realism in
portraits—where subtle details such as facial expressions, lighting, and human
features are crucial—was easier for the model to assess. Similarly, the wildlife
category showed strong performance, with only a few misclassifications, indicat-
ing that the models were generally effective at detecting natural elements like fur
textures, animal shapes, and environments as realistic or Al-generated.

On the other hand, categories like food photography and landscape revealed
substantial difficulties in judging realism. In food photography, there was a nota-
bly high error rate, with 9 out of 20 images misclassified. This suggests that Al-
generated food images achieved a high degree of realism, making it challenging
for the LLMs to detect subtle inconsistencies, such as the way light interacts with
textures or the finer details of food presentation. Similarly, landscape images saw
8 misclassifications, indicating that the models struggled to differentiate realistic
scenery from Al-generated environments, likely due to the convincing replication
of natural lighting and geographic features by the Al

In the abstract art category, realism was harder to evaluate, with more errors
occurring in mid-range scores (6—7). This is likely due to the subjective nature of
abstract art, where realism is not necessarily tied to clear visual cues, making it
difficult for the models to distinguish between authentic and Al-created works.
Overall, the LLMs excelled in categories with more concrete realism cues, such
as human faces and wildlife, but struggled with more abstract or highly stylized
images. This suggests that while Al can replicate many realistic features convinc-
ingly, particularly in categories where authenticity is less subjective, it still poses
challenges in evaluating more complex or artistically interpretive visuals.
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Table 3 Crosstabulation of image categories and realism ratings, including correct and
incorrect predictions

Image realism

Count
On a scale fr.orr.l 1 to 10, how would you rate the Image prediction Total
realism of this image? Correct Wrong
4 Image category  Abstract art 3 3
Total 3 3
5 Image category  Abstract art 2 2
Total 2 2
Image category Wildlife 1 1
6 Abstract art 2 2
Total 3 3
Wildlife 2 0 2
Still life 2 0 2
7 Image category  Landscape 2 0 2
Food photography 1 0 1
Abstract art 1 4 5
Total 8 4 12
Wildlife 2 4 6
Still life 8 0 8
Portrait 4 0 4
8 Image category Landscape 5 5 10
Food photography 3 7 10
Abstract art 5 0 5
Total 27 16 43
Wildlife 10 1 11
Still life 3 4 7
Image category Portrait 3 0 3
9 Landscape 3 2 5
Food photography 3 1 4
Abstract art 3 0 3
Total 25 8 33
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Still life 3 0 3
Image category Portrait 3 0 3
10 Landscape 2 1 3
Food photography 4 1 5
Total 12 2 14
Wildlife 15 5 20
Still life 16 4 20
Portrait 10 0 10
Image category
Total Landscape 12 8 20
Food photography 11 9 20
Abstract art 16 4 20
Total 80 30 110

Methods

The present exploratory study examines the capability of large language mod-
els (LLMs) in discerning between real and Al-generated images. A key objective
was to evaluate whether Al tools can assist users in determining the authenticity
of visual content. To achieve this, a dual-phased method was designed, consisting
of image selection, Al replication, and the subsequent analysis of images by two
prominent LLMs, ChatGPT-4 and Gemini.

Image selection and categorization

The first step involved curating a diverse set of images from a publicly acces-
sible source. Six distinct categories were established to ensure a comprehensive
range of visual styles. These categories included landscape photography, still life,
abstract art, food photography, portrait, and wildlife covering both concrete and
more interpretive subjects. From the free stock photography website Unsplash,
five representative images were selected for each category, resulting in a total of
n=30 images. This variety was crucial for testing the robustness of the LLMs in
detecting subtle differences between real and Al-generated imagery. Factors such
as lighting, texture, and composition were considered to ensure that the selected
images provided a suitable challenge for Al analysis.
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Figure 1 Side-by-side comparison between a real photograph (Unsplash) and a generated
image (Midjourney v6.1)

Al Image replication

Once the real images were selected, they were replicated using the Al tool
MidJourney. This software was employed to generate artificial versions of the
original images using the “describe” function, which creates text prompts based
on the visual content of the original photograph. These prompts were then used to
generate Al versions of the images, with the goal of producing images that closely
mimic the original photographs in terms of composition and visual quality. The
replication process aimed to create Al-generated images that could potentially de-
ceive human viewers. MidJourney’s advanced image synthesis capabilities were
utilized to ensure that the artificial images maintained a high level of visual realism
while still potentially incorporating subtle inconsistencies or artifacts characteris-
tic of Al-generated content. The resulting dataset comprised two sets of images for
each category: one consisting of real photographs, and one of their Al-generated
counterparts (N=60)

Evaluation by Large Language Models

The next phase of the study involved assessing the images using two widely
accessible LLMs, ChatGPT-4 and Gemini. These models were chosen due to their
user accessibility. A standardized evaluation guide was developed to direct the
models’ analysis, consisting of a series of questions that targeted different aspects
of the images, including authenticity, realism, and technical characteristics.
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General Identification:

asses the following image based on the criteria below:

« Al-Generated or Real Photograph? Based on the visual evidence presented, |
ification:
cannot definitively state whether this image is Al-generated or a real photograph.
image Al-generated or a real photograph?

The image exhibits a high level of detail and realism, making it difficult to

distinguish from a genuine photograph.
Detail Analysis:

in this image that suggest it might * Elements Suggesting Al Generation: While the image appears highly realistic,
which ones?" there are a few subtle elements that might raise concerns about its authenticity.

o Texture and Fur: The texture of the fox's fur, particularly around its face,
seems slightly over-enhanced, lacking the natural variation and depth one
might expect in a real photograph

o Background Blur: The background blur appears quite uniform and lacks the

Quality and Realisi

subtle variations in bokeh that are often seen in real-world photography.
. “On e from 1 to 10, how would you rate the realism of this

image?

Figure 2 Side-by-Side comparison of ChatGPT-4 and Gemini in image veracity assessment
This table presents a comparative analysis of the performance of two large language models
(ChatGPT-4 and Gemini) in assessing the veracity of images.

Analytical approach

The responses from ChatGPT-4 and Gemini were analyzed in terms of accu-
racy, consistency, and reasoning. Special attention was given to the models’ ability
to detect specific indicators of artificial generation, such as unnatural lighting, in-
consistent textures, or distortions in proportions. Furthermore, the confidence lev-
els provided by the models were cross-referenced with their assessments to deter-
mine any correlation between certainty and accuracy. This structured methodology
provided a comprehensive framework for assessing the capabilities of Al models
in visual analysis. The approach not only tested the technical proficiency of LLMs
in distinguishing between real and Al-generated content but also explored the ex-
tent to which these models can assist users in making informed judgments about
the authenticity of visual media.
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