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ABSTRACT 
This quantitative investigation addresses the application of artificial intelligence 

(AI) models for predicting cyberattacks and detecting anomalies in network traffic, aiming 
to strengthen cybersecurity defenses. As cyber threats grow in complexity, AI provides 
significant opportunities for predictive and responsive protection. This study compares 
three AI models ‒ Ensemble Methods, Isolation Forest, and ARIMA ‒ using datasets 
aggregated on daily, weekly, and monthly levels. The methodology covers advanced data 
preprocessing, statistical analysis, and evaluation metrics such as RMSE, R², Precision, 
Recall, and F1-Score. Ensemble Methods demonstrated outstanding accuracy and 
reliability, achieving high R² values and minimal errors. Isolation Forest was effective in 
identifying anomalies and detecting outliers, despite its limitations in explaining broader 
data variability. ARIMA showed potential in time-series analysis but required optimization 
to improve precision and reduce false positives. These findings emphasize the importance 
of combining ensemble techniques with other approaches to improve the accuracy and 
adaptability of AI models in dynamic cybersecurity environments. 

KEYWORDS: anomaly detection, artificial intelligence, cyber attack prediction, 
cybersecurity, machine learning models 

1. Introduction and Background
The exponential growth in cyber threats

necessitates advanced solutions beyond 
conventional defenses (Ghosemajumder, 

2020). AI provides transformative capabilities 
for cybersecurity, with applications in anomaly 
detection and predictive defenses (Parisi, 
2019). This study focuses on Ensemble 
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Methods, Isolation Forest, and ARIMA, 
exploring their adaptability and 
effectiveness in mitigating cyber threats. 
The increasing complexity of cyber threats 
demands adaptive AI-driven solutions 
(Parisi, 2019). Ensemble Methods, Isolation 
Forest, and ARIMA enhance cybersecurity 
by improving anomaly detection and 
predictive defenses. Isolation Forest 
effectively detects real-time botnet 
infections (Quezada et al., 2023), while 
Ensemble Methods boost accuracy by 
integrating multiple algorithms, as 
demonstrated by Castillo et al. (2022) using 
Noise Denoising Autoencoders (NDAE) for 
system log anomaly detection. These 
methods demonstrated superior 
performance, achieving an F1-score of 0.99 
and surpassing traditional techniques. 
ARIMA enhances cybersecurity by 
forecasting attack trends, though scalability 
and optimization remain challenges. This 
study evaluates the strengths and limitations 
of these models, emphasizing their 
adaptability to evolving cyber threats. 

2. Successes and Limitations of AI
Models in Cybersecurity  

AI models enhance anomaly detection, 
with deep autoencoders achieving an 
F1-score of 0.99 in system log analysis, 
outperforming traditional methods (Castillo et 
al., 2022). Ensemble Methods improve 
detection accuracy by integrating multiple 
algorithms. Isolation Forest effectively 
identifies outliers but requires careful 
threshold tuning to address data imbalance. 
ARIMA analyzes attack trends but faces 
scalability challenges. This study examines 
these models' strengths and adaptability in 
dynamic cybersecurity environments. 

3. Research Gap and Methodology
Despite AI advancements, 

comparative studies on diverse models 
across aggregated and temporally 
segmented datasets remain scarce (Aktar & 
Nur, 2023). This study addresses that gap 

by evaluating Ensemble Methods, Isolation 
Forest, and ARIMA. Ensemble Methods 
improve accuracy by reducing variance 
(bagging) and bias (boosting) (Breiman, 
1996; Freund & Schapire, 1999). Isolation 
Forest rapidly detects anomalies via 
recursive partitioning (Liu et al., 2008). 
ARIMA forecasts attack trends in seasonal 
and non-stationary data (Box et al., 2015). 
This research assesses their strengths in 
anomaly detection, trend forecasting, and 
cybersecurity adaptability. 

This quantitative study employs 
Jupyter Notebook and Python to analyze 
Ensemble Methods, Isolation Forest, and 
ARIMA. Pandas facilitates data 
preprocessing, while Matplotlib and Seaborn 
provide visual insights (Hunter, 2007). 
Scikit-learn supports anomaly detection and 
statistical modeling (Pedregosa, 2011). To 
ensure reliability, metadata standardization 
and statistical analyses (mean, median, 
standard deviation) were conducted. This 
systematic approach enables a robust 
evaluation of AI models in cybersecurity 
anomaly detection and trend forecasting. 

3.1. Analysis Methods and Tools 
This study utilizes Jupyter Notebook 

and Python to evaluate Ensemble Methods, 
Isolation Forest, and ARIMA in 
cybersecurity analysis. Pandas enables 
efficient data manipulation, while 
Matplotlib and Seaborn provide 
comprehensive visualizations (Hunter, 
2007). Scikit-learn facilitates machine 
learning and statistical modeling, ensuring 
robust assessment of anomaly detection and 
predictive analytics (Pedregosa, 2011). 

3.2. Data Description, Anonymization 
and Usage 

The research team standardized and 
validated metadata to detect anomalies that 
could impact the analysis. Various 
statistical calculations for central tendency 
and dispersion, including means, medians, 
modes, standard deviations, and extreme 
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values, were applied. These metrics 
provided a comprehensive understanding of 
data distribution and potential irregularities. 

All data were fully anonymized by 
removing or masking personally 
identifiable information (PII) and sensitive 
metadata. This process ensured compliance 
with legal and ethical requirements while 
preserving the integrity of the research. The 
anonymized datasets were exclusively used 
for cybersecurity analysis, maintaining a 
balance between privacy and data utility. 

Datasets of daily, weekly, and monthly 
records were analyzed to extract diverse 
temporal insights. Data preprocessing 
involved removing duplicates, normalizing 
features, and splitting the dataset into 80% for 
training and 20% for testing. Daily data 
supported time-series analysis, weekly data 
captured periodic attacks and internal versus 
external threats, while monthly data revealed 
long-term trends.  

3.3. Dataset Details 
Cyberattack data was segmented into 

daily, weekly, and monthly datasets to 
support short-term anomaly detection, 
medium-term trend analysis, and long-term 
attack predictions. Over 200 days, 
196,494,832 attacks were recorded, with 
12.86% originating from Bulgarian IPs. 
This segmentation facilitated time-series 
modeling, improving attack prediction, 
anomaly detection, and geographic-based 
threat differentiation. This information is 
highly valuable for models that use time-
series analysis to predict potential attacks 
and detect anomalies in network traffic. The 
comparison between Bulgarian and foreign 
IPs helped the models differentiate attacks 
based on geographic origin and develop 
more precise detection mechanisms. 

 File: Weekly Data Description
Over 87 weeks, 196,494,832

cyberattacks were recorded, with 12.86% 
originating from Bulgarian IPs. On average, 
113,006 attacks occurred daily, with foreign 
attacks outnumbering Bulgarian ones by 

6.78 times. This dataset supports trend 
analysis, forecasting, and anomaly 
detection, helping distinguish between 
internal and external threats and enhancing 
cybersecurity prevention strategies. The 
models distinguished between internal and 
external threats by comparing foreign and 
Bulgarian IP attacks. This data also served 
as a foundation for training anomaly 
detection models that use historical trends 
to identify unusual events. 

 File: Months Data Description
Over 10 months, 352,376,021

cyberattacks were recorded, with 7.38% 
(26,004,126 attacks) from Bulgarian IPs. On 
average, 35.2 million attacks occurred daily, 
identifying 4,783 unique Bulgarian IPs. This 
dataset supports long-term attack prediction, 
geographic (local and global) trend analysis, 
and classification, aiding AI models in 
differentiating attack types and IP origins. 

4. Software Tools for Analysis
This quantitative study utilized Python

for data preprocessing, machine learning, and 
analysis, with Pandas for data manipulation 
(McKinney, 2021), Matplotlib and Seaborn 
for visualization (Hunter, 2007; Waskom & 
Seaborn Development Team, 2021), and 
Scikit-learn for AI model implementation 
(Pedregosa et al., 2011). Jupyter Notebook 
facilitated workflow documentation and 
iterative analysis (Kluyver et al., 2021), 
ensuring accuracy, reproducibility, and 
efficient cyberattack pattern evaluation. 
These tools collectively enabled a systematic 
and scalable approach to understanding 
cyberattack patterns and assessing the 
performance of various AI models. 

Pandas: Pandas facilitated data 
loading, cleaning, and preprocessing, 
including removing missing values, 
handling duplicates, and normalizing 
features for machine learning compatibility. 
It also supported dataset splitting for 
training/testing and enabled exploratory 
analysis to identify trends and anomalies 
(McKinney, 2010). 
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Matplotlib and Seaborn: Matplotlib 
and Seaborn were used for data 
visualization to analyze and interpret 
results. Matplotlib created scatterplots and 
boxplots to visualize distributions and 
outliers, while Seaborn enhanced analysis 
with heatmaps and KDE plots for 
identifying correlations and trends in 
network traffic (Hunter, 2007). These tools 
supported anomaly detection model 
selection and provided critical insights into 
AI model performance. 

Scikit-learn: Scikit-learn facilitated 
anomaly detection using Isolation Forest, 
One-Class SVM, and Local Outlier Factor 
(Liu et al., 2008; Schölkopf et al., 2001). It 
automated precision, recall, F1-score, and 
RMSE calculations, ensuring robust 
performance assessment. Additionally, 
GridSearchCV enabled cross-validation and 
hyperparameter tuning, improving model 
reliability (Pedregosa et al., 2011). 

Jupyter Notebook: Jupyter Notebook 
served as an interactive platform for 
executing, documenting, and visualizing 
data analysis. It structured research into 
modular cells, enabling iterative testing, 
optimization, and reproducibility. The 
integration of graphs and tables enhanced 
model interpretability and streamlined 
parameter tuning (Kluyver et al., 2016). 

5. Comparison of Methods
This study evaluates Ensemble

Methods, Isolation Forest, and ARIMA for 
cyberattack prediction and anomaly 
detection. Each model was trained and 
tested on identical datasets for consistency, 
with performance assessed using key 
predictive and classification metrics (see 
Metrics section). 

5.1. Metrics 
The effectiveness of AI models was 

evaluated through key performance metrics, 

including Root Mean Square Error 
(RMSE), R² (Coefficient of Determination), 
Precision, Recall, and F1-Score. These 
metrics measure the accuracy of regression 
and classification models, ensuring a 
comprehensive assessment of predictive 
performance. Residual Analysis and 
ROC-AUC were also utilized to evaluate 
model deviations and classification quality, 
particularly for imbalanced datasets. 

5.2. Validation Steps 
Cross-validation ensured model 

robustness by conducting repeated tests on 
different data subsets, minimizing 
overfitting and enhancing reliability. 

6. Discussion, Results, and Analysis
of the Models 

Sections 6.1 to 6.3 examine the 
effectiveness of Ensemble Methods, 
Isolation Forest, and ARIMA in 
cybersecurity. These models were assessed 
using key metrics to evaluate their 
performance in anomaly detection and 
attack prediction. The findings emphasize 
the importance of model selection, 
optimization, and alignment with 
cybersecurity needs. 

6.1. Analysis of Ensemble Methods 
Combining multiple models improves 

prediction stability and reliability by 
leveraging diverse learning techniques. 
Isolation Forests and neural networks 
enhance anomaly detection, while ensemble 
methods such as boosting and bagging 
refine accuracy by aggregating model 
predictions. These approaches significantly 
enhance cyberattack detection by reducing 
errors and improving predictive 
performance (Breiman, 1996; Freund & 
Schapire, 1999).  
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Precision of 1.0 means that all predicted 
attacks were actual attacks, with no false 
positives. Similarly, Recall of 1.0 shows 
that every real cyberattack was successfully 
detected, leaving no false negatives. The 
F1-Score, which balances Precision and 
Recall, also being 1.0, confirms optimal 
classification performance. While these 
results demonstrate exceptional accuracy, 
they also raise concerns about potential 
overfitting, lack of test dataset variability, 
or data leakage (Ch Priyanka, 2023). 

 General Conclusion:
Ensemble methods have proven to be

highly effective in predictive and 
classification tasks, as demonstrated by their 
exceptional performance across various 
metrics. The low RMSE and high R² indicate 
that the model generates accurate predictions, 
which is crucial for fields requiring high 
precision, such as cybersecurity, finance, and 
healthcare (Breiman, 1996; Freund & 
Schapire, 1999). Additionally, the perfect 
classification scores highlight the model’s 
ability to minimize false positives and false 
negatives, ensuring accurate threat detection. 

Their ability to process complex data 
and provide accurate predictions makes 
ensemble methods a preferred choice for a 
variety of applications, particularly those 
requiring precise and reliable results. 
This makes them particularly suitable for 
high-stakes areas, including finance and 
healthcare (Ch Priyanka, 2023). However, 
to further improve generalization and 
robustness, future research should explore 
stacking, adaptive boosting, and data 
augmentation to ensure sustainable 
performance across diverse datasets.  

6.2. Analysis Isolation Forest Model 
of the Anomaly Detection  

Anomaly detection algorithms are 
crucial tools for identifying unusual spikes 
in activity that could indicate cyber attacks. 
These algorithms are essential for detecting 
potential cybersecurity threats at an early 
stage. See Table no. 2 for metrics and 
values. Review Figure no. 2 for anomalies 
detected by Isolation Forest.  

Table no. 2 
Test results of anomaly detection 

Metric Value
Test RMSE 0.179 
Test R² 0.299 
Precision 0.60
Recall 1.00
F1 Score 0.98 

(Source: Stefanov, 2024) 

6.2.1. Evaluation of Model 
Performance 

The anomaly detection model 
presents mixed results in terms of its 
predictive performance: 

The RMSE value of 0.179 suggests a 
low level of prediction error, which is a 
positive indicator that the model has good 
accuracy in anomaly detection. The R² 
(Coefficient of Determination) value of 0.299 
is relatively low, which raises questions about 
the model’s ability to explain the variability 

within the data. This information indicates 
that while the model is capable of identifying 
anomalies, it may not effectively capture all 
the underlying factors that contribute to these 
anomalies. With a Precision value of 0.60, the 
model shows that there is a moderate level of 
false positives, meaning it sometimes 
incorrectly flags normal observations as 
anomalies. This is important for cybersecurity 
applications, as false alarms can cause 
unnecessary actions or disruptions. The high 
Recall value of 1.00 indicates that the model 
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These data serve to verify the model’s 
ability to detect anomalies in new, unseen 
data. During this period, no anomalies were 
detected, meaning that the model 
considered the behavior in the test data as 
consistent with normal patterns. 

The red points on the graph show the 
two detected anomalies, which are within 
the training dataset range. The absence of 
red points in the test dataset range suggests 
that no unusual behavior was found in the 
test data. These anomalies represent 
specific days with unusually high or low 
attack counts that significantly deviate from 
the normal data patterns. 

Detecting anomalies is a key aspect of 
identifying potential cyber attacks, as it helps 
with early detection of unusual behavioral 
patterns that do not follow typical trends. This 
approach is particularly valuable in the 
development of warning systems and 
improving incident response in cybersecurity 
(DigitalOcean Community, 2023). 

6.2.3. Tools and Steps for Anomaly 
Detection 

To effectively apply the Isolation 
Forest method, the following tools and 
steps were used: 

 Tools: Python (with the scikit-learn
library for machine learning algorithms and 
Matplotlib for visualization). 

 Steps:
1. Data Normalization, if Necessary:

Normalization was applied to ensure 
consistent data ranges, which helps improve 
the model’s accuracy. 

2. Training the Anomaly Detection
Model: The Isolation Forest algorithm was 
trained using normalized data to learn 
normal behavior patterns. The model was 
trained to isolate observations that are far 
from the dense areas of the data. 

3. Identifying Potential Anomalies:
The trained model was used to detect 
anomalies in training and test datasets. 
During training, the model created multiple 
trees through which it identified anomalies 
based on the depth of these trees. 

4. Analysis and Validation of Results:
The detected anomalies were visualized and 
analyzed to confirm their validity. Cross-
validation was also performed to ensure the 
consistency of the model’s performance 
across different data subsets. 

6.3. Time Series and ARIMA Models 
ARIMA (AutoRegressive Integrated 

Moving Average) is a powerful time series 
model for predicting cyberattacks by 
analyzing historical data and detecting 
trends and seasonal fluctuations (Box et al., 
2015). It is adaptable to stationary and non-
stationary datasets, making it ideal for 
forecasting attack cycles and resource 
allocation in cybersecurity (Hyndman & 
Athanasopoulos, 2021). However, 
confidence intervals highlight uncertainty, 
suggesting that additional data and more 
complex models may improve accuracy. 
See Table no. 3 for performance metrics. 

Table no. 3 
Test results of ARIMA models 

Metric Value

Test RMSE 971683.3817647491 

Test R² 0.9740815872229946 

Precision 0.016129032258064516

Recall 1.0

F1 Score 0.031746031746031744 

(Source: Stefanov, 2024) 
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● Need for Advanced Models:
Variability in predictions suggests that 
alternative methods or more complex 
models may enhance precision and 
reliability. 

7.2. Analysis and Conclusions from 
the Application of the ARIMA Model to 
Time Series 

The ARIMA model offers a powerful 
approach for analyzing and forecasting 

cyberattack data. With a high R² value and 
significant predictive power, ARIMA 
demonstrates its ability to model time series 
data effectively. However, the model also 
shows weaknesses, particularly in precision 
and the tendency to generate false positives. 
This information highlights the importance 
of careful model tuning, especially in cases 
where the cost of misclassification is high, 
as is often the case in cybersecurity. 

8. Conclusion
Table no. 4 

Results of the different AI models 
AI Model RMSE R² Precision Recall F-score

Ensemble Methods 592,866,145 0.990 1.0 1.0 1.0 

Isolation Forest 0.179 0.299 0.60 1.00 0.98

ARIMA 971,683,381 0.974 0.016 1.0 0.031

*The ranking presents the models from highest to lowest performance on these metrics
(Source: Stefanov, 2024) 

This table presents a comparative 
analysis of different AI models, including 
statistics such as root mean square error 
(RMSE), coefficient of determination (R²), 
precision (Precision), range (Recall) and 
F-score, which allows evaluation of the
effectiveness of each model.

The analysis of the results presented 
in the preceding table reveals significant 
differences in the performance of the 
different AI models in the context of the 
prediction or classification task within the 
studied data. 

Ensemble Methods: Ensemble 
methods show very promising results with 
RMSE of 592,866.145 and R² of 0.990. 
This information shows that combining 
different models can improve the predictive 
ability, as described by (Zhou, 2012) in the 
study of ensemble approaches. 

Anomaly Detection: The Anomaly 
Detection model shows a lower R² than 
0.299, suggesting that the model may not be 
appropriate for the data or that anomalies in 
the data are difficult to detect. However, the 
high Recall (1.00) and F-score (0.98) 

suggest that when the model identifies an 
anomaly, it does so with high accuracy. 

The Anomaly Detection model shows 
a lower R² than 0.299, suggesting that the 
model may not be appropriate for the data 
or that anomalies in the data are difficult to 
detect. However, the high Recall (1.00) and 
F-score (0.98) suggest that when the model
identifies an anomaly, it does so with high
accuracy, as described by Sørbø and
Ruocco (2023).

ARIMA: The ARIMA model, which 
is traditionally used for time series, shows a 
relatively high RMSE (971,683.381) and R² 
(0.974), which may be due to the non-
stationarity of the data or other similar 
factors pointed out by (Box et al., 2015).  

Summarizing, the results of the table 
highlight the importance of choosing an 
appropriate model depending on the 
characteristics of the data and the specific 
task. It is important to note that while some 
models show high precision and reliability, 
others may require further tuning or 
reworking to improve their predictive 
abilities.  
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Based on the analysis of the various AI 
models the Ensemble Methods emerge as 
leader in the field, showing exceptional 
accuracy and reliability in all metrics. This 
model offers the highest quality in prediction 
and classification, making them an ideal 
choice for applications requiring a high 
degree of accuracy and reliability. The model 
feature maximum Precision, Recall and 
F-score values, as well as minimum RMSE 
and maximum R² values, highlighting his 
ability to predict and classify data with a high 
degree of accuracy.  

Isolation Forest (Anomaly detection) 
and ARIMA models show mixed results 
and can be useful in specific scenarios. 
They require careful selection and tuning of 
parameters, as well as careful interpretation 
of results, to be used effectively. Although 
they can be useful in certain areas, they 
require more attention and specific 
knowledge for optimal application. 

In general, the Ensemble Methods is 
the best choice for complex analysis and 
prediction, offering high accuracy and 
reliability in all aspects of their application. 
This model provides reliable and accurate 
solutions for a wide range of tasks in the 
field of machine learning and artificial 

intelligence. Based on the analysis of the 
presented AI models, we can classify and 
evaluate their effectiveness according to 
various criteria: accuracy of predictions 
(RMSE), ability to explain the variation in 
the data (R²), as well as the quality of the 
classification (Precision, Recall, F -score).  

In this new research, different 
machine learning models were analyzed, 
focusing on their predictive and 
classification abilities. The Ensemble 
methods demonstrated results with high R² 
values and near-perfect Precision, Recall, 
and F-score values. The ARIMA model had 
good predictive ability with an RMSE of 
971,683.381 and an R² of 0.974, despite the 
potential for false positives due to the low 
Precision value. The Isolation Forest - 
Anomaly detection models showed limited 
performance with significant differences in 
prediction accuracy and low or zero 
Precision, Recall and F-score values, 
highlighting their classification limitations. 
These studies present a detailed overview of 
the potential and limitations of different 
machine learning methodologies, 
emphasizing the need to select an 
appropriate model according to the specific 
task and data. 
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