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Abstract: Plant diseases are considered as the major bottleneck for the farmers to monitor and diagnosis 

with the super intelligent methods.  With the onset of Artificial Intelligence, Internet of Things(IoT) , 

predicting the plant diseases in early stages has given the bright light of hope to farmers for boosting the 

productivity of agriculture in which increases the country’s economy. But the current advances in the IoT-

AI-driven data gathers data from the agricultural fields and integrates the strong communication system for 

the early prediction and diagnosis process. Though these intelligent drive systems have several advantages, 

these procedure have been suffering from the varied security challenges which accelerates an outcry for a 

cognitive systems in the form of data breaches and privacy problems. The protection of patient data remains 

a significant concern due to the sensitivity and value of healthcare information, especially when transmitted 

over the Internet. This has heightened the demand for secure systems to safeguard against data breaches 

and privacy issues. Similarly, in agriculture, security challenges have been addressed using Web 3.0 and 

Blockchain technologies, which are favored for their immutable and decentralized features. This research 

proposes an advanced Web 3.0 Ensemble hybrid blockchain framework to enhance authentication security 

within the agricultural sector. To improve the authentication process further, chaotic maps are used to 

generate highly dynamic hashes during the creation of genesis blocks, ensuring that all data is securely 

stored in the recommended approach. The framework was tested on the Ethereum blockchain using Web 

3.0, with Python 3.19 as the primary programming language for developing various interfaces. The security 

strength of the framework was thoroughly assessed using NIST standard tests, and its robustness was 

compared with other blockchain models. The results demonstrate that the proposed framework provides 

stronger defenses against various attacks and surpasses varied approaches in terms of complexity and 

robustness. 
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1. Introduction  

Human race has  revolved around the agriculture and even survived, developed and existed as 

the agriculture is the major source of their day to day food. Agriculture continues to be a key 

contributor to the GDP of nations, accounting for nearly 50% of employment in many countries 

[1]. Several factors, including climate change, the overuse of synthetic fertilizers, and a shortage of 

labor, have already impacted agricultural productivity worldwide and remain difficult to manage. 

Among these challenges, plant diseases are particularly detrimental, causing significant economic 

losses by damaging both food quality and crop yield [2]. 

Various methods and techniques are employed to diagnose plant diseases. While some farmers 

are fortunate enough to have access to labs and expert guidance, the majority cannot afford such 

resources to identify plant diseases early on and prevent their spread. Additionally, to diagnose a 

plant's illness, farmers often have to take samples to specific labs. The cost and resources required 

to establish these labs are not financially feasible, and those resources could be better allocated to 

other investments that would enhance crop yield [3]. To reduce such disease, the complex and 

cognitive  agricultural ecosystems are required for continuous monitoring  for an early prediction 

of such threats.[4] 

As the use of these technologies expands, storing plant disease data presents significant security 

risks and privacy concerns. This underscores the need for a robust authentication system that not 

only defends against potential attacks but is also easily implementable within plant disease 

detection systems. While numerous authentication protocols exist to safeguard user data, many of 

them are cost-effective to deploy but fail to adequately protect against the increasing range of cyber 

threats[5-8]. 

1.1 Block Chain Technology  For Plant Disease Detection Systems 

To fix this limitations,  blockchain technology [9-11] presents a promising solution to secure 

the storage of patient clinical data. It acts as a distributed ledger that meticulously records every 

transaction between users. It operates without a central authority, much like the systems used by 

banks [12-14]. Once information is entered into the ledger, it cannot be erased or altered, making 

it cryptographically robust and immutable. This technology relies on a consensus mechanism, 

where all nodes validate transactions before they are added to the ledger, ensuring uniform 

agreement on the data. As a result, blockchain offers a reliable solution to security concerns [15]. 

Due to its dynamic features, blockchain is increasingly adopted in the healthcare sector, particularly 

for the secure transmission of medical images. It has the potential to revolutionize healthcare 

systems by providing enhanced security across communication networks. 

1.2  Motivation  

Blockchain has emerged as a promising technology to ensure the security and privacy of 

agricultural data. However, it still faces several issues, like slow adoption [16], vulnerability to 

attacks [17], lack of intelligent security algorithms [18], poor robustness [19], and insufficient 

transparency [20]. These issues make residing secure architectures susceptible to various attacks, 

raising concerns about the security and trustworthiness of healthcare data stored in digital chains. 

To mention these concerns, this research proposes a secure and intelligent framework that integrates 

Web 3.0 with the blockchain framework. This integration is enhanced by hybrid chaotic encryption 

techniques for hashes, keys, and stored data, which facilitates secure information exchange. The 
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key contributions of this paper pursues: 

a. The paper proposes the Web3.0 enabled Blockchain robust architecture for a securing  and 

storing the plant disease data for the further analysis. 

b. The paper reccommends integrating hybrid chaotic encryption techniques into blockchain 

technology to attain optimal security against various types of cyberattacks. 

c. An optimized chaotic encryption approach for storing plant disease data is introduced, 

enhancing the blockchain's resilience while minimizing computational overhead, making it 

ideal for IoT-based ecosystems. 

d. The recommended approach is deployed in Etherum blockchain using Influra and Ganache 

API which is then compared with the other existing blockchain architectures.  Additionally, 

encryption strength of the proposed model is also analyzed and assessed with the varied 

state-of-art learning models. Experimentation outcomes clearly depicts that the 

recommended approach outperforms the other models. 

The rest of the paper is structured as pursues: Section 2 clearly depicts the  reviews from the 

different authors. The recommended approach is demonstrated in the Section-3. Section4 and 

Section-5 presents the implementation module, experimentation outcomes with the comparative 

analysis. Finally, the paper is concluded with the future scope in Section-6 

 

2. Literature Review 

Kuricheti et al. [21] proposed a classification system for turmeric leaf diseases. After 

preparation, the K-means method was utilized to conduct edge detection on the input image. After 

that, the GLCM technique was used to extract features, after which the SVM technique was trained 

to do the leaves categorization. Although this approach produces superior plant disease 

identification findings, it is unable to perform better on samples with large brightness variations. 

Arguesoa et al. [22] developed a DL-based system for detecting and classifying fungal 

infection called Few-Shot Learning (FSL). To begin, the important points were calculated using 

the Inception V3 framework. The collected features were then fed into a multiclass support vector 

machine (SVM). This approach is resistant to crop disease categorization; nonetheless, the results 

are displayed on a short dataset and must be validated on a broad and diverse corpus. To localize 

and categorizes the tomatoes crop illness, Agarwal et al. [16] developed a CNN-based architecture. 

To extract the essential points from the input samples and categorizes them, this method used three 

convolutions and max-pooling layers. This technique has a higher accuracy in classifying tomato 

diseases, but it suffers from the problem of over-fitting over a small number of classes. 

Richey et al. [23] introduced a method for identifying and categorizing maize crop diseases 

through a mobile application. This approach utilized a deep learning model called "ResNet50," 

which was trained on the ImageNet dataset, to calculate key deep points from the input images and 

organize them into different categories. While the technique provides a mobile-based solution for 

crop disease classification, it is resource-intensive, making it unsuitable for smartphones due to 

limitations in memory, processing power, and battery life. In contrast, Zhang et al.  developed a 

novel deep learning classification system for identifying tomato crop diseases. They proposed a 

custom Faster-RCNN model that leveraged a deep residual network for automatic feature 

extraction, instead of using the VGG16 model. Additionally, the edge pixels were clustered using 

the k-means method. Although this approach delivers more accurate disease diagnosis for tomato 

crops, it comes with higher costs. 

Batool et al. [24] proposed an approach for the early identification and categorization of tomato 

leaf diseases. In the initial phase, the "AlexNet" approach was employed to extract deep feature 

points from the input images, which were subsequently used to train a "KNN" classifier to 
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distinguish between healthy and diseased leaves. While this method enhances the prediction 

accuracy, KNN remains a relatively slow and resource-intensive technique. A deep learning-based 

method for detecting tomato leaf diseases was presented by Karthik et al. In this approach, deep 

features from the input images were extracted using a residual network, and a CNN model was then 

trained to classify the leaves as either healthy or affected. This method has a higher accuracy in 

classifying leaf diseases, but it is inefficient in terms of cost. 

Turkoglu et al. proposed an ensemble approach where the deep keypoints of various plant 

species were extracted using several deep learning models, such as “AlexNet, GoogleNet, 

DenseNet201, ResNet50, and ResNet101” architectures [25]. These extracted features were 

subsequently employed for training a support vector machine (SVM) to classify different plant 

diseases. Despite offering enhanced accuracy in plant leaf classification, this method comes at the 

cost of higher computational overhead for feature extraction. 

In [26], Shradha Verma et al. investigated the use of capsule networks for identifying 

disinfected plants. The authors employed the conventional capsule network, which proves to be 

highly effective in agriculture by accurately capturing attributes like "texture, orientation, and 

pose," outperforming traditional deep learning models. The capsule network's structure groups 

related features into capsules, forming a cohesive network. While the capsule network 

demonstrated improved accuracy over CNN models, its performance was not validated using 

segmented or real-time datasets.  

Loise Wanjiru et al. explored the use of capsule networks for plant disease classification in 

[27]. They proposed a novel model that combined CapsNet with a support vector machine 

(CapsNet-SVM) for classifying tomato leaf diseases. In this approach, the SVM served as a reliable 

classifier, while the capsule network was fine-tuned for feature extraction. The results demonstrated 

that the CapsNet-SVM model could independently extract features from raw images and perform 

the final classification effectively. 

Gökhan et al. introduced a novel approach using the "CapsNET architecture" to assess its 

effectiveness in detecting plant leaf diseases. These diseases are prevalent and pose significant 

threats to agricultural productivity. The CapsNET model offers the ability to perform detailed 

analysis, even identifying subtle blemishes that could influence the timing and duration of seed 

dressing. The proposed "CapsNET" system aimed to explore various feature learning strategies for 

bell pepper plants and enhance the learning potential of deep learning models. The CapsNET was 

trained using images of both healthy and diseased leaves [28]. 

In their study, Patrick Mensah et al. [29] suggest employing a combination of Gabor filters and 

Capsule Networks to identify blurred, distorted, and previously unobserved images of tomato and 

citrus diseases. The Gabor layer is incorporated as a convolutional layer, with the filters specifically 

designed to adhere to the Gabor function. This approach introduces significantly more complexity 

to the architecture when compared to a traditional CNN model. 

To the best of our understanding, blockchain-based plant disease detection systems, which are 

designed to address multiple security threats while maintaining low computational costs, continue 

to pose a significant challenge for researchers. 

 

3. Proposed Methodology   

The recommended approach uses varied modules and systems to manage the block enabled 

security systems. In Figure 1, the recommended approach depicts the four components such as 

Image processing and Acquisition Module(IPAM), Encryption Process(EP) and Integration 

Phase(IP). 
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Figure 1: Web.3.0- Block Chain Frameworks for Secured Plant Disease Detection 

3.1 Image Processing And Acquisition Process  

In our proposed study, we introduce an innovative methodology that integrates plant image 

analysis and data collection through image sensors, providing a fresh perspective on this domain. 

Raspberry Pi Model B+  is used as the major CPU for collecting the plant diseases from the 

agricultural fields. These systems runs the encryption engine for encrypting the plant diseases and 

leverages Blockchain technology can be employed to guarantee an unalterable and clear record of 

each transaction and data point recorded throughout the agricultural workflow. This ensures 

transparency and security in the entire process. Figure 2 presents the sample plant diseases captured 

from the Image Acquisition Systems. 
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Figure 2: Sample Plant Disease Captured from the Image Acquisition Systems  

 

3.2 Image Encryption Process  

For securing the plant disease images, Scroll based Advanced Encryption (SBES) System has 

been proposed in which scroll attractors are used to encrypt the images which is then stored in the 

Blockchain for further processing. The proposed model overcomes all the drawbacks of traditional 

authentication systems which are then defined for the IoT based imaging system 

3.2.1 Multi-Scroll Chaotic Attractors: 

Dynamical systems that exhibit multiscroll attractors can display more intricate behaviours. 

Chaotic system is expressed as follows.  
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Chaotic attractor is obtained when � = 2, � = 6, � = 6, 
 = 3, � = 3, � = 1, �� = 1, � =

2and the chosen initial conditions are [��(0), �	(0), �
(0)] = [0.1,0.1,0.6].  

3.2.2 Advantages of Multi-Scroll attractors  

The following pros of the recommended scroll attractors utilized for encryption is mentioned 

below 

This system requires less memory to generate the same number of scrolls, as it uses fewer 

components for the generation process [30-32s]. This makes it more suitable for IoT-based data 

collection systems. 

Random scrolls can be produced by altering any component in any direction. 

The randomness of scroll maps is not dependent on the number of scrolls, unlike other methods 

where randomness is closely tied to the initial values. 

3.3 Encryption Process  

To simplify the use of matrices in encryption techniques, inter –pixels of the images are 

encrypted by the scroll based encryption process. The intermediate outputs are then used to encrypt 
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the intra-pixels of the plant images. The permutations and diffusion process has been employed to 

obtain the high secured encrypted images. Algorithm -1 presents the complete encryption cycle for 

the plant disease images. 

 

Steps Algorithm-1 // Encryption Process Involved For the Complete Images 

1 Input :  Plant Images 

2 Output :  Encrypted Images 

3 While n=1 to Max_iterations 

4         X=  Scrolls_Maps Creation using Equation(1),(2) and(3) 

5          Rescale the X into 256  

6           Y1=  X Permutated I1// Intermediate Key Generation Process 

7            Y2 =Y1 Permutated I2// Intermediate Encrypted Results  

8            Y3=  Y1 ^  Y2  

9 End  

 

As mentioned in Algorithm-1, two intermediate process of key generation is adopted which the 

scroll maps are formed to form the keys using the inter-pixels(I1) and Intra-pixels(I2) . These two 

secured keys are permutated to form the encrypted images which are then used to store in the 

Blockchain layers  using Web3.0 techniques. 

3.4 Block Chain Technology  

For implementing in an IoT System, Etherum BlockChain technology is implemented. A node 

can initiate a transaction, which serves as the fundamental unit within the blockchain. These 

operations are bundled to form a block, which is then appended to the blockchain after being 

validated by miners or endorsing nodes. Various sets of protocols are defined by the system 

administrator to manage blockchain activities. 

In this system, administrator can configure the endorser and non-endorser peers. Since  the IoT 

devices  are battery powered and requires the larger power to run the mining algorithms, internal 

IoT nodes act as the validator  nodes. A node or peer significant place in processing transaction and 

it sustains in the replica of a blockchain. 

A new structure has been designed to direct the encrypted image transactions among users and 

servers/clouds. After receiving certification from the miner, an ethical transaction is generated. The 

transaction’s input consists of chaotic encrypted image features, while the output provides a fixed 

IP address, facilitating the image download process. This proposed transaction structure has three 

layers: the retrieval layer, transaction layer, and timestamp layer. The User ID is a unique identifier 

for each user, which is utilized for uploading encrypted images. The original image URL is 

provided to improve the searchability and downloadability based on the query result. Lastly, the 

Image Label describes the device type and uses chaotic hashes to represent the unique hash of the 

image. 

3.5 Web3.0 Technology  

Web3.0, built on decentralized control, offers immutability, enhanced security, and robust 

query capabilities, along with integrated asset management. It is primarily devised for machine-to-

machine communication and outperforms traditional web technologies (Web2.0) in managing 



JSIoT, VOL .2024, No. 2, 173 

 

[173] 

 

blockchain networks. Interfaces for Web3.0 can be developed using programming languages like 

Java, Python, and JavaScript. These transactions are executed within a real-time database. The first 

type, the CREATE transaction, allows users to establish new records in the database. The second, 

SEND transaction, enables the transfer of record ownership to another user within the blockchain 

ecosystem. Infura API is utilized to connect IoT devices to the blockchain. 

 

4. Results and Discussions 

This section discusses about the implementation process, results discussion and comparative 

analysis in the performance of the recommended approach and its performance is assessed with the 

state-of-art learning algorithms  

4.1 Implementation Details  

The recommended approach was created using Web3.0 Python libraries, enabling its 

evaluation within an Ethereum blockchain setting. Distributed applications were developed, and 

Infura APIs were utilized to establish a connection with the Ethereum network. The diagram below 

shows the deployment phase of the proposed framework. 

 

4.2  Encrypted Results of Plant Images  

 

Sl.No Input Images Encrypted Images 

1 

 
 

 

2 

 

 

 

 

3 

 
 

 

 

 

 



JSIoT, VOL .2024, No. 2, 174 

 

[174] 

 

4.3 Performance Evaluation   

The performance assessment of the recommended framework is utilized by analyzing the 

security robustness of the keys and performing a computational analysis of the Blockchain 

implementation. A comprehensive examination of the recommended approach is presented below 

4.3.1 Randomness of the Keys  

To evaluate the randomness of the output bits, the National Institute of Standards and 

Technology (NIST) test suite was employed. All test outcomes met the NIST standards, 

demonstrating the robustness of the randomness and ensuring high security capable of preventing 

breaches. Table 1 illustrates the comprehensive NIST evaluation results of the proposed approach. 

As mentioned in [36], and to highlight the algorithm's strong resistance to numerous threats, the 

randomness value P is computed as pursues. 

                                                   (�) >0.01  for ‘n’ iterations                          (12) 

The randomness values are roughly assessed according to Equation (12), and the keys produced 

at each stage are examined based on the previously mentioned criteria. The generated keys meet all 

the NIST standard tests, as they comply with the conditions outlined in Equation (12). As can be 

seem , proposed keys has sustain the much defensive nature against the multiple attacks. 

 

Table 1: NIST Performance of the Recommended Key generation 

Sl.No NIST Test Specification Status of test 

1 DFT Test PASS 

2 RunTest PASS 

3 Long Run Test PASS 

4 Frequency Test PASS 

5 Block Frequency Test PASS 

6 Frequency MonoTest PASS 

7 Matrix Rank Test PASS 

8 Lempel-ZIV Compression Test PASS 

9 Random Excursion Test PASS 

10 Universal Statistical Test PASS 

 

The performance analysis of the recommended approach focuses on evaluating the 

computational cost infused with signing and verifying operations as the number of transactions 

expands. The analysis is represented graphically in Figure 3. Results shows that the latency linearly 

increases as the number of transaction increases. 
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Figure 3: Transaction Time Analysis for the Recommended approach  

 

4.4 Comparative Analysis : 

To prove the supremacy of the recommended model, approaches in [33-36] are used for 

experimentation. Figure 3 shows the comparative analysis among the proposed blockchain 

framework with the varying transactions. From the figure 4 and 5, it is evident that the 

recommended approach shown the less latency examined with varied residing approaches. 

 

Figure 4: Analysis Average of 100 Transactions with residing approaches. 
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Figure 5: Analysis Average of 200 Transactions with residing approaches. 

 

 

5. Conclusion 

Agriculture is considered as one of the hot fields after the infusion of advanced and disruptive 

technologies like IoT and AI. But the adoption of these technologies in residing health care systems 

leads to several issues like data breaches, privacy and non-ethical hacking of plant data. Current 

systems also suffers vulnerable to new breeches that have been put to mitigate against the new born 

multiple attacks. To solve the issue, this study introduces a secure mutual authentication framework 

for plant image transmission, leveraging blockchain technology and a hybrid of lightweight chaotic 

protocols. To begin, Web 3.0 interfaces are utilized for the storage of patient health records. 

Secondly, proposed blockchain enabled architectures used Infura API to prevent the data from the 

several challenges that are prevalent in existing systems. Finally the mutual authentication protocol 

based Choatic double encryption principles for data security and privacy preserving mechanism. 

The extensive experimentation is carried out using NIST and it is deployed in Etherum Blockchain. 

To prove its light weight and efficiency, performance of the recommended approach is examined 

with the other techniques. Results demonstrates that recommended approach has outperformed the 

varied residing approaches in terms of security and time complexity. Moreover, the recommended 

method can be further enhanced by incorporating a DL-based encryption technique to bolster 

security against emerging threats. 
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