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Abstract 

Research purpose. The primary objective is to create a proposal for a project on the implementation of GDPR 

into the process management of an organization. The secondary goals include an assessment of compliance with 

obligations under GDPR for the benefit of the analysed institution, as well as the identification of individual 

processes involving personal data processing across the organization. 

Design / Methodology / Approach. In the theoretical-methodological part of the paper, literary research was 

done through a comparison of expert texts by both domestic and foreign authors, including legal regulations, 

directives, internal resources, and data, etc. Empirical data and results were obtained from internal sources per 

the formulation of research questions and objectives, as well as applied scientific research analyses. In the 

analytical part, the qualitative and quantitative research methods, semi-structured interviews, questionnaire 

surveys, analysis of internal documents, data and results comparison, synthesis and deduction method, data audit, 

and GAP analysis were used. The significance and contribution of GAP analysis enabled the delineation of 

project scope and prediction of individual project activities for implementation of the project proposal. 

Findings. The semi-structured interview highlighted shortcomings in meeting requirements under GDPR. This 

finding was confirmed by analysis of internal documents and their comparison with information obtained in the 

theoretical part of the paper, which confirmed the absence of internal regulations for personal data protection and 

employee training. A questionnaire survey among employees revealed gaps in security and legal processes. 

Through data auditing and GAP analysis, weak points were identified between the planned and actual state of 

GDPR compliance within the organization´s established processes. The weaknesses revealed incomplete records 

of personal data processing activities, absence of data processing agreements, employee training, establishment 

of internal data protection processes, low level of implementation of legal and legislative regulations, and 

inadequate performance of the role of Data Protection Officer. The scope of the project proposal for achieving 

GDPR compliance was defined in 16 activities, including ensuring an adequate Data Protection Officer, avoiding 

excessive collection of unlawful and unnecessary personal data, and reviewing internal regulations. The project 

duration was planned for 72 days, or 52 working days in a calendar year, with a total cost of 1933,33 EUR. Based 

on obtained results, it can be concluded that the project is feasible, and the objective of the project was achieved.  

Originality / Value / Practical implications. In conclusion, it is ascertained that the objective of the paper has 

been achieved: the project proposal has been implemented into the internal regulations of the organization. This 

ensures that the Data Protection Officer is adequately positioned and that processes and internal regulations for 

the security and protection of personal data are in place. The economic added value of the project is a return on 

invested costs of training, while social value is in societal benefits for people, and efficiency of spent resources 

is ensured by the sustainability of the project beyond established processes, allowing for new inputs in future. 

The potential of the paper lies in focusing on the effectiveness of costs allocated to the project and the 

effectiveness of established processes in terms of resource use in personal data processing. 

Keywords: system process management; General Data Protection Regulation; personal data; data audit; GAP 

analysis. 
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Introduction 

Personal data protection concerns any individual, natural, or legal persons and organizations all over the 

world, as it is part of human rights and freedoms, with the primary aim of protecting and preventing 

misuse. Personal data is provided to various institutions, e.g., when opening a customer loyalty card in 

a brick-and-mortar store, collecting a shipment from a carrier, sending a resume to a posted job offer, or 

filling in a complaint form for a purchased product.  

Personal data includes basic identification and contact data of individuals, including photographs and 

audiovisual records, IP addresses, information on political opinions, as well as genetic and biometric 

data (Purificato et al., 2021). Some data can be sensitive to such an extent that its misuse may harm 

individuals in public and is thus protected by legislation. Personal data protection is integrated with the 

General Data Protection Regulation (GDPR) with effect from May 2018 for all EU Member states. One 

of the reasons for GDPR is human rights advocacy in event of unauthorized handling of personal data, 

with reference to Charter of Fundamental Rights and Freedoms and Act No. 101/2000 Coll., on personal 

data protection, which enables public and private organizations to process personal data beyond a set 

limit, provided that legal regulations and conditions for processing personal data are complied with and 

with consent of authorized person (Bellringer, 2022; Migeon & Bobbert, 2022). With the update of 

GDPR, the list of obligations has been extended; the change has resulted in the threat of non-compliance 

with the protection of legal regulations (Kunnapas, 2021). The added value of procedural management 

is the provision of a data protection officer with a record of processing activities. To comply with GDPR, 

organizations must accept and adhere to principles that arise from regulations, i.e., the data controller is 

only allowed to process selected personal data for a defined period (Pedrosa et al., 2020).  

If the volume of personal data to process is too large and diverse, organizations do not have to deal with 

GDPR issues themselves. An example can be educational institutions processing the personal data of 

their employees, students/pupils, or legal representatives. As an extended service in the provision of 

advisory and consultancy services, such institutions offer the possibility to delegate (outsource) some of 

their responsibilities to  (in compliance with GDPR) external entities (Barati & Rana, 2021; Cambronero 

et al., 2022). Some organizations may unintentionally violate GDPR by underestimating the importance 

of regulation, having a low portfolio of available knowledge, or insufficient monitoring of the scope of 

their obligations. 

Literature Review 

The constant development of technologies processing personal data may be a source of risk arising from 

a potential lack of security and misuse of data. An example is an intrusion into a school´s internal system 

to change data (Eva et al., 2022; Qin & Jiang, 2023). Regular assessment of management systemization 

and process improvement in line with GDPR and ESG principles is gaining importance and synergy in 

the potential benefits of shared processes (Peyrone & Wichadakul, 2023). 

System process management  

As mentioned by Bohmer (2023), any information on identified or non-identified natural person 

represents personal data, basic marking of which are e.g., names, surnames, date of birth, birth numbers, 

etc. Diamantopoulou et al. (2020) state that disclosure of birth numbers contradicts identification of 

persons, as it is considered specific data listed in Act No. 133/2000 Coll. and takes precedence in the 

processing of birth numbers; however, it does not exclude limited treatment of data in accordance with 

legislation. According to Beresecka et al. (2023), in some cases, the data controller does not consider 

the data they are processing, e.g., phone number, email or IP address, etc. as it is not purposed to raise 

doubts about the acquisition of the data. Hermanto et al. (2024) extended the list of personal data by 

other data, such as permanent address, contact address, bank account number, payment record, as well 

as data on previous purchases. Both Beresecka et al. (2023) and Hermanto et al. (2024) point to the 

category of special personal data, as its processing affects the privacy of the person concerned and thus 

requires more attention (Harper et al., 2022). An example of data processing can be found in the 
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education sector, which processes a considerable volume of personal data of pupils/students, their legal 

representatives, employees, and other persons in accordance with Act No. 561/2004 Coll. Educational 

institutions/schools are controllers designated by law, processing personal data themselves or through a 

processor, e.g., in the case of creating an external archive, payroll accounting, or security.       

Personal data of entrepreneurs – natural persons are considered records subject to GDPR protection 

(Ketmaneechairat et al., 2024). Personal data processing is an act, or a set of operations or sub-activities 

performed systematically by a controller to retrieve, collect, record, organize, store, consult, use, 

disseminate, combine, align, restrict, erase, and shred it. Lachaud (2020) argues that the EU has created 

a public data protection system based on Directive No. 95/46/EC of the European Parliament and of the 

Council on protection of individuals concerning processing of personal data and on free movement of 

data (hereinafter referred to as “Directive No. 95/46/EC), as the EU responded to increasing number of 

data generated about individuals who did not have access to information (Lapwattanaworakul et al., 

2023).     

GDPR is not the only document associated with personal data protection, as stipulated in Act No. 

110/2019 Coll., On Processing of Personal Data and Act No. 89/2012 Coll. of Civil Code, § 84 - § 90 

(Vanickova & Bilek, 2021). Compliance with GDPR in the Czech Republic is ensured by the Office for 

Personal Data Protection (OPDP) (Yuan et al., 2021). Article 58 of GDPR specifies remedial powers of 

supervisory authority beyond administrative fines with a warning of violation of regulation or issuance 

of a warning without sanctions (Lisiak-Felicka et al., 2020). According to Article 83 of GDPR, the EU 

member states can set their own rules for imposing administrative fines on public authorities and public 

bodies per Section 62 of Act No. 110/2019 Coll. on Processing of Personal Data. According to Kurtz et 

al. (2018) and Sanz (2019), GDPR has contributed to making even laypersons become aware of the fact 

that handling of personal data cannot be arbitrary and therefore, it is necessary to introduce measures to 

prevent public handling and processing (Fieiras-Ceide et al., 2023). The right to information states that 

a data subject has the right to be informed of the processing of personal data at the time of their collection 

by the controller within a reasonable period depending on circumstances (Menges et al., 2021). The 

fulfilment of obligations is mostly implemented through notifications, mostly on organizations’ websites 

(Gumilar et al., 2023). Exceptions when it is not necessary to inform the data subject of disclosure are 

specified in legislation (Garg et al., 2019). The right to the erasure of data cannot be considered an 

absolute right. Article 17 of GDPR defines strict conditions and exceptions under which this right can 

be exercised or denied even though the processing of personal data is suspended, i.e., the controller is 

allowed to handle personal data but not to process it (Pandit, 2023). The restriction of personal data lasts 

until particularity, overriding interest, or impossibility of further use by the data subject is assessed. The 

issue of erasure is not further specified; most often, personal data is anonymised in automated data 

processing (Di Cerbo et al., 2019; Fantoni et al., 2021). If the outcome affects an individual´s decision-

making, it is not an automated decision. For example, in the case of schools and educational institutions, 

the automated decision is not required (Slawicki, 2020). Data subject reports imply obligations for 

entities, or personal data controllers, which they must incorporate into their internal processes to ensure 

that conditions are also in place for electronic submission of requests to identify individuals. The 

obligations imposed on data controllers by GDPR must be implemented in processes of value-creation 

activities, the management of which is most often carried out through project activities (Matulevicius et 

al., 2020).                                                         

Implementation of GDPR into system process management 

The first step before implementing GDPR obligations into systemic process management is a risk 

analysis conducted to identify bottlenecks. Although it is not directly imposed by GDPR, Article 32 of 

GDPR considers the assessment of project risks´ effect on the effectiveness of sub-processes to be 

essential. Machova et al. (2022) suggest processes should be mapped beyond legally required 

documentation of contracts with suppliers. Other researchers such as Hatzivasilis et al. (2019) 

recommend applying a GAP analysis of personal data protection along with process mapping. The tools 

specified below are recommended for personal data processing in accordance with GDPR implemented 
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in business processes with data subject risks reflecting proportionality principles (Barati & Rana, 2021; 

Merlec et al., 2021). 

Data audit and GAP analysis 

As reported by Rosmawati et al. (2023), compliance audit and GAP analysis enable entities to set up 

methodological procedures and guidelines so that they consider data security (Orescanin et al., 2024). 

The synergistic effect occurs in saving time and reducing the amount of money invested in internal 

processes of value-creating activities, with emphasis on eliminating resource wasting, node analysis, 

data flows, personal data collection, input forms and contractual links with verifying data security in 

paper and digital form in integration with analysis of internal regulations and GAP analysis. In process 

mapping, Shabalina et al. (2020) suggest finding answers to questions “Who, What, Why, Who, Whom, 

When, and Where, how to collect personal data so that access is structurally identified and contractually 

secured to third parties including incident management?”. The optimal output is to prepare an inventory 

of personal data for each activity linked to obligations and policies in accordance with GDPR and project 

risk (Goncalves et al., 2020). Project risk evaluation is addressed by Bloemendal (2022), who 

recommends identifying risks in GAP analysis with the aim of proposing standards, methodologies, and 

guidelines referring to research gaps and inconsistencies in the expected and planned state of project 

management. 

Data protection impact assessment (DPIA) 

Bellringer (2022) and Dewangan & Chandrakar (2023) argue that the necessity to assess Data Protection 

Impact Assessment (hereinafter referred to as “DPIA”) arises with assumptions of high risk to rights 

and freedoms of natural persons, e.g., in systematic monitoring of public spaces in schools and 

educational institutions. During an inspection, the supervisory authority may request a justification as 

to why the identified risk has been evaluated as low or medium, and in case of a reduced validity value 

or biased classification, any difference can be evaluated as a breach of GDPR (Lubis et al., 2024). The 

Guidelines on Data Protection Impact Assessment outlines the application of DPIA by dividing it into 

individual stages, i.e., collecting information on the processing of personal data with DPIA analysis in 

monitoring compliance with principles and measures of GDPR with periodic review of data (Georgiou 

& Lambrinoudakis, 2021; Vazao et al., 2023). To determine whether DPIA is necessary, a list of types 

of data processing operations is created. The DPIA process monitors data coming in and out of subjects 

with the identification of risks and proposing possible solutions (Portillo-Dominguez & Ayala-Rivera, 

2019; Raycheva et al., 2023; Veinhardt et al., 2023). Gobniece & Titko (2024) recommend primarily to 

perform DPIA in compliance with WP248 guidelines with the aim of verifying the relevance of data. 

Other authors state that if even one significant risk is identified, the controller is obliged to consult 

OPDP on the severity of findings and in accordance with the Prevention of Major Accidents (PMA) 

method, to assess consequences with the opinions of assessors (Georgiou & Lambrinoudakis, 2023; 

Hariyani et al., 2024;). Analysis of risk resources and assessment of accident risk aimed at preventing 

major accidents have a synergistic effect in the systemisation of management of the assessment process 

with a view to the future. The resulting score highlights the severity of the risk and appeals for urgency 

in taking rationalisation measures to eliminate risks and research gaps. Per the DPIA regulation that 

came into effect on 1 April 2023, assessment of consequences in the adoption of legislation is not 

mandatory, if it has already been assessed (Vanickova & Bilek, 2022). 

Proportionality balancing test 

Zieni & Heckel (2021) recommend using a proportionality balancing test in cases where the controller 

is authorised to process legal requirements. Rawindaran et al. (2021) refer to the application of a 

proportionality balancing test when using CCTV cameras in schools and suggest creating internal 

documents that will provide information on the retention period of CCTV footage and authorised access 

to footage. In relation to CCTV footage, Li (2024) advises that any viewing of footage should be 

regarding information obligation through information signs that warn about CCTV footage, e.g., who 

the data controller and processor are, what purpose of monitoring, what are subjects´ rights concerning 

disclosure of data to third parties, how long is retention period, etc. A debated topic in public is the 
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retention period of CCTV footage. Molina et al. (2023) believe that a reasonable retention period is three 

days, i.e., 72 hours. This is confirmed by Ahmed et al. (2020), who add that the retention period can be 

even longer if the organization has a compelling reason. Logachev et al. (2022) emphasize the archiving 

of written documentation as well as the marking of monitored areas. Other authors such as Di Sabato & 

Kozakova (2023) point to the necessity of integrating GDPR into operational activities, work processes, 

and guidelines, as well as business and technological changes throughout organizations while complying 

with GDPR (Merzeh et al., 2022). Lyulyov et al. (2024) admit that changing established processes and 

project activities of non-value-creating character are related to change management. If processes are to 

be managed more effectively, they need to be mapped so that sub-activities with a higher added value 

best meet corporate objectives and social benefits and contribute to business sustainability and 

accountability (Chochia et al., 2023).  

Added value of systemic process management 

Process management is an activity building on knowledge, skills, methods, practices, and tools of 

management identification and improvement (Capodieci & Mainetti, 2019). Establishing roles and 

responsibilities, process flow management, process efficiency evaluation, and identification of problems 

and causes are aimed at improving and supporting systemic management and application of 

communication tools and social channels for transmitting information and data and document 

digitalization and archiving.  

The adaptation to constantly changing conditions influencing the development of the business while 

eliminating errors and risks, as well as identification of innovation opportunities meeting the 

requirements of stakeholders, creates values in systemic process management, the development potential 

of which has a positive impact on efficiency, which can then be measured, evaluated, and improved 

(Anywar et al., 2022). 

Appropriately set established processes with monitoring, control audit, and specific changes in the 

company´s strategy appealing to increase in operational and financial performance are the motto of 

systemic improvement of a process-managed organization responding to market dynamics and growth 

rate, as well as to the development of substitutes and entry of new technologies with the transformation 

of organizational structure and changes in corporate culture and legislative restrictions in the field of 

resources (Barati et al., 2020; Sadigov, 2020).  

Research Methodology 

The primary goal of the paper is to create a project design for GDPR implementation into systemic 

process management. The secondary goals include the assessment of the current state of compliance 

with GDPR obligations in selected entities and the identification of personal data processing activities. 

To achieve goals, the following research questions were formulated:  

− Is compliance with GDPR obligations transparent? 

− Is the use of an external Data Protection Officer (DPO) more effective compared to delegating 

this task to a permanent employee? 

− What is the relationship between data systems and employee attitudes towards personal data 

protection? 

− Do employees have relevant information to ensure personal data protection and data security? 

− Is personal data systemically protected from misuse by unauthorised persons?  

− Is it necessary to revise all data in the personal data protection system?  

Based on theoretical background and research findings, the following scientific assumptions were 

pronounced:  
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− If an organization does not carry out regular audits of outsourced services, it cannot ensure 

through compliance with GDPR obligations. 

− In case of non-compliance with GDPR obligations, the organization lacks the capacity to 

independently ensure remediation. 

The theoretical and methodological part of the paper builds on literary research, a comparison of 

domestic and foreign authors and legal regulations, legislation and directives, internal resources, and 

data analysis integrated with research questions and scientific assumptions. Due to the sensitivity of the 

data, an affidavit of confidentiality was signed, concerning misuse of personal data and information 

acquired by consulting internal documentation in the presence of an authorised person from 

management. The analytical part of the research includes qualitative research, semi-structured 

interviews, questionnaire survey, internal document analysis, comparison of data and results, methods 

of synthesis and deduction, data audit, and GAP analysis. The benefits, effects, and potential of GAP 

analysis enabled specifying the extent and quality of selected project activities with higher added value 

of project management applicable soon. 

The primary step was conducting semi-structured interviews with a manager of the institution under 

study. The selected form of interview enabled a flexible response to information obtained during the 

interview. The analysis of internal documents allowed for the identification of GDPR obligations (see 

response to research question 1: “Is compliance with GDPR obligations transparent?” Based on the 

results acquired, a control checklist was prepared to assess compliance with GDPR requirements in 

terms of identifying matches, similarities, and differences. The semi-structured interview identified 

shortcomings in internal processes and analysis of internal documentation enabled specifying individual 

activities of the entity addressed. The control checklist included the basic obligations of an educational 

institution, for which assessment of the extent and quality of personal data obtained was necessary for 

the purpose of data processing, with emphasis on risk management and legislative measures. The 

research also showed non-compliance with GDPR obligations. The results confirm the first scientific 

assumption “If an organization does not carry out regular audits of outsourced services, it cannot ensure 

through compliance with GDPR obligations.”   

The second research question was formulated as follows: “Is the use of an external Data Protection 

Officer (DPO) more effective compared to delegating this task to a permanent employee?” The question 

was answered by comparing results in accordance with the scoring method. The obtained results showed 

whether it is more advantageous for an educational institution to use external or internal employees as 

a data protection officer. The identified advantages and disadvantages were scored in the interval 1 – 5 

and ranked in order of importance. The highest score for advantages was 5, while in the case of 

disadvantages, it was 1. After the product of score values and the sum of cumulative advantage and 

disadvantage values, the weighting of criteria was set, the contribution of which consisted in independent 

assessment of eligibility of choice of alternative solutions. The findings from the semi-structured 

interview were used for the specification of a questionnaire survey among employees of the entity 

analysed for the purpose of personal data protection and data security. The respondents were asked 12 

questions aimed at identifying the extent and quality of awareness of data protection and security. The 

questionnaire survey was distributed online (docs.google.com) between 24 April 2023 and 5 May 2023, 

with the participation of 83 % of employees. The results obtained were topics of responses to research 

questions 3a and 3b: “Do employees have relevant information to ensure personal data protection and 

security?”, “Is personal data protected systematically against unauthorised misuse by outsiders?” As 

part of the so-called clean desk policy, an internal audit of handling personal data was performed on 5 

May 2023 after working hours in cooperation with the management of educational institutions aimed at 

identifying risks and shortcomings. The audit confirmed a responsible approach of employees towards 

personal data protection. A secondary objective was an evaluation of the current state of compliance 

with GDPR obligations. To identify discrepancies between the planned and desired state, a GAP analysis 

was performed, preceded by a data audit. By analysing data, personal data collection nodes were created 

with the support of the management of the institution under study and authorised persons were assigned 
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to them. The data audit assessed selected activities carried out within data processing, with the definition 

of accesses, internal systems, contractual relationships, and security measures. Selected employees were 

tasked with detailed mapping of 51 activities in which personal data processing is conducted, in the 

period between 1 March 2023 and 31 March 2023. The output of the data audit was an analysis of 

personal data collection and a comparison of data resulting from GDPR. The GAP analysis identified 

gaps in the planned and future state of resulting values. Based on the interpretation of GAP analysis and 

data audit results, recommendations for changes integrated with rationalisation measures were proposed 

to systematically eliminate risks and strategically manage, measure, evaluate and develop processes in 

the setting of supporting activities and preventive measures in 18 selected areas, the development 

potential of which has higher added value. By answering 4th research question: “Is it necessary to revise 

all data listed in the data protection system?”, it was possible to formulate recommendations presented 

to the management of the institution under study with the aim of improving the current state and 

supporting the development of the future state in systemization of management processes integrated 

with GDPR.  

Based on the results of the GAP analysis, it was possible to specify the extent and quality of 16 selected 

activities. For determining the significance of sub-activities, formulating methodological procedures, 

and time options, the Critical Path Method was applied to the network diagram through chains and nodes 

integrated with the date of project finalization, i.e., the shortest possible duration of the project and Gantt 

chart. The duration of the project was set at 52 working days in a calendar year. Risk analysis and method 

of Prevention of Serious Accidents (PSA) were used to determine risks and severity of consequences in 

conjunction with assessors´ opinions. Evaluation of project design with cost calculation, including 

selected project activities and real project duration, concludes the analytical part of the paper. The 

formulation of the overall conclusion and sub-conclusions based on the theoretical background, 

empirical data and scientific assumptions were carried out using the method of deduction.  

The application of qualitative methods and practical results helped to fulfil the primary objective of the 

paper, i.e., creating the design of a project on the transformation of GDPR in internal processes, see the 

second scientific assumption “In case of non-compliance with GDPR obligations, the organization lacks 

the capacity to independently ensure remediation.”  

Research Results 

At the beginning of the analytical part of the paper, a selected organization is introduced, which remains 

anonymous due to data sensitivity. The first part is aimed at evaluating the real state of GDPR 

implemented in the process management of the selected entity. The obtained results represent the basis 

for creating the design of the project on the transformation of management in the systemization of 

processes within value-creating activities, potential and contribution of which is primary.  

GDPR in system process management  

To ensure a holistic approach in the assessment of personal data protection and data security, internal 

documents, expert, and practical studies, as well as domestic and foreign published papers, were applied. 

To ensure data anonymisation, the identity of the analysed entity, which is a contributory organisation 

with up to 50 employees operating in education, was concealed. Therefore, the appointment of a data 

protection officer is a legal obligation (see Fig. 1).  

 

  

Management 

 

Non-teaching staff 

Financial department 

Building administration 

Teaching staff         School canteen 

Fig. 1. Organization structure of selected educational institution (Source: Created by the author, 2024) 
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As seen in Figure 1, the management of the analysed entity is divided into two categories, teaching, and 

non-teaching staff, according to the specialization of individual departments dealing with economic, 

administration, and other activities. The building administration and school canteen staff have direct 

access to personal data, although to a limited extent. 

 

Table 1. Evaluation of planned and performed activities (Source: Created by the author, 2024) 

Ranking Responsibilities Ensured by Value 

1. Data protection officer Third-party company √/x 

2. Records of processing activities Third-party company x 

3. Verification of contract processor No record kept x 

4. Reporting of personal data breach No record kept - 

5. Internal processes and documentation Third-party company √ 

 

The data protection officer performs the function of sourcing data and information published on the 

websites of analysed organisations and provides consultancy. As confirmed by the head of the 

interviewed entity (through a semi-structured interview) and documented in internal materials, the 

function is performed only partially, not comprehensively (see formulated research questions and 

scientific assumptions). 

Records of processing activities are managed by a third-party company collecting information on 

training, OHS, accounting, and HR. The selected education institution states that it performs other 

activities beyond core and supporting activities, such as school canteen meals provided to staff and the 

public concerning social responsibility. 

In contract processor verification, there is no record of personal data processors undergoing a process 

of verification of their competence in control and audit activities before signing a contract, as no record 

of processing contracts is available. Due to detected misconduct, contracts with external accounting and 

IT systems management companies were consulted, as revealed by a semi-structured interview with the 

Head, who stated that none of the contracts contained provisions for processing personal data.  

The report on the breach of personal data security does not contain any record of incidents, as there was 

no incident in the monitored period. The internal data protection directive requires staff to report any 

breach of personal data security to the Data Protection Officer and report serious offences to the Office 

for Personal Data Protection (OPDP).  

For purposes of mapping the current state of fulfilling GDP obligations, the above facts were considered 

(see Table 1). Employee training on personal data protection was not carried out, as confirmed in an 

interview with the director of the institution under study and by questionnaire survey. Although it is the 

responsibility of an external company to organize training for employees and managers under a 

mediation agreement, findings showed that the actual situation is different. 

The process of submitting requests by data subjects shall be specified in the Information Memorandum, 

which, however, is not available. Data controllers are obliged to facilitate the exercise of rights of data 

subjects, e.g., through creating accessible forms to share consultative advice with DPOs and OPDP, 

producing a record of complaints and requests with the exercise of rights and consent to processing of 

personal data and submission of a list of internal regulations on processing of personal data and a list of 

personal data transmitted and processed by processors, concerning fact that management of analysed 

organization recommends, not mandates, written evidence of implementation of each activity. 

Although the function of the Data Protection Officer is ensured, its performance is not effective, as the 

external company does not provide a comprehensive set of services resulting from the mediation 
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agreement. Incompleteness in records of activities concerning GDPR-compliant information under the 

responsibility of the data controller of the analysed entity can be considered serious misconduct. 

Based on the results obtained, empirical data and conclusiveness of partial findings, it was possible to 

make a managerial decision on approaching an external or internal DPO in accordance with the 

application of a comparative method assessing the advantages and disadvantages of working with an 

external or internal DPO, see Table 2.  

 

Table 2. Advantages and disadvantages of external and internal DPO (Source: Created by the author, 2024) 

Advantages External DPO bi Internal DPO bi 

Continuous service 3 (0,14) Direct presence in 

organization 

5 (0,24) 

Knowledge of issue 

obtained in 

multiple 

organizations 

4 (0,19) Knowledge of 

environment 

3 (0,14) 

Elimination of 

conflict of interests 

2 (0,10) Potentially lower 

costs for 

organization 

4 (0,19) 

Summary of advantages 

Disadvantages Office outside 

organization 

3 (0,16) Paid holidays, 

sickness leave 

3 (0,16) 

Lack of knowledge 

about organization 

2 (0,11) Training required 4 (0,21) 

Higher costs 5 (0,26) Risk of conflict of 

interests 

2 (0,11) 

Summary of disadvantages 

 

In the context of managerial decision-making, the advantages, and disadvantages of having an external 

or internal DPO were rated according to bi <1 and 5> score interval and significance. The highest score 

in terms of advantages was 5, while in case of disadvantages, it was 1. Based on previous experience of 

cooperating with an external company ensuring GDPR in incomplete compliance, direct contact with a 

DPO is essential; therefore, the location of the office directly in the organization is evaluated with 5 

points compared to 3 points allocated to an office outside the organization. The work experience of a 

DPO in the same or similar field means a potential to develop knowledge capital (evaluated with up to 

4 points). In terms of the time availability of DPO, the initial exercise of GDPR rights and obligations 

is particularly advantageous in terms of the availability of an internal employee. In the case of an external 

DPO, possible conflict of interest is almost eliminated, which is advantageous in terms of no direct 

contact. However, in the case of an internal DPO communicating with at least 3 competent persons, this 

appears to be a disadvantage, along with the costs of training an internal DPO. Nevertheless, in the long 

run, a return on investment is expected quantified in lower upfront costs. For an external DPO, an 

increase in labour costs represents a burden for the analysed entity (score up to 5 points). In terms of 

comparing advantages and disadvantages, the management of the analysed entity evaluated increases in 

costs for advisory and consultancy activities, e.g., in the form of preparing written documentation 

beyond the scope of the job, keeping records of new employees, training, etc. as disadvantageous. Based 

on the aggregate score for internal DPO, the result was favourable, which means that the analysed 

organization preferred an internal employee over an external one when selecting a DPO.  
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Data audit 

The implementation of GDPR obligations into internal processes was not performed properly since the 

actual state does not correspond with the reported one. To implement remediation, the core and 

supporting processes of the entity under study need to be transformed to provide a detailed overview of 

sub-activities. 

Based on the analysis and data collection, GAP analysis was applied to internal processes, which enabled 

the identification of gaps. The process of data audit is described in the following steps: 

Step 1: Identification of personal data collection nodes 

A total of 10 main personal data collection nodes were identified, with each node describing an area in 

which one or more activities related to personal data processing take place; each of the areas has its own 

responsible person). Figure 2 provides an overview of four nodes, i.e., four key activities within the 

internal processes of selected institutions. 

 

 

Fig. 2. Core processes – identification of nodes (Source: Created by the author, 2024) 

 

The first row of nodes is related to the primary (core) activities of the analysed entity. The second row 

consists of supporting activities related to core processes. The third row presents other activities 

representing additional activities to internal processes. The additional services can be used by both 

students and employees beyond the primary target group. 

Step 2: Identification of personal data processing activities 

In each of the main nodes, multiple activities related to data processing can take place at the same time. 

The identification of individual functions was conducted using a questionnaire addressed to managers 

of selected areas in the analysed institution. Within 10 main nodes, a total of 51 activities related to 

operations within personal data processing were identified (see Fig. 3). 
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Fig. 3. Core processes with a number of activities related to personal data processing (Source: Created by 

the author, 2024) 

 

For selected activities, the questionnaire survey primarily verified the purpose of personal data 

processing, retention period of documents, etc. Only 4 out of 10 nodes were complete. 3 out of 51 

activities were identified as redundant, such as requesting the name of the health insurance company, 

ID card number, personal identification number, and permanent address. In 6 out of 51 activities, there 

was no sharing of subjects´ data that were processed and distributed. Another 10 activities out of 51 

identified were not included in Filing and Shredding Rules and Procedures, there was no insertion in 

another selected document with an indication of the deadline for archiving and shredding. For none of 

the 51 activities, information on security incident management was published, which means that in the 

event of a breach of regulation, the system of incident reporting is operational. Given the GDPR 

directive, which refers to the obligation to report security incidents, it can be confirmed that employees 

of the selected institution analysed are not familiar with internal regulations and do not have knowledge 

applicable to managing processes of sub-activities related to GDPR.  

The obtained results were compared with internal records on activities related to personal data 

processing performed by an external company. The objective assessment showed that for 6 out of 10 

nodes, no record is kept, and in some cases, sub-activities specification in selected areas, such as school 

canteen (4 activities) and other activities performed by the study administration department and archive 

is missing.  

The last activity in Step 2 was risk assessment. In two cases, it was specified that taking of CCTV 

footage and shredding of documents are activities related to personal data processing in a high-risk 

manner. The documentation provided by the external company did not include proportionality balancing 

tests or a Data Protection Impact Assessment (DPIA). The process of risk assessment was not started in 

the analysed institution. Risk identification and assessment including proposals for risk elimination 

measures in data protection and data security systems were absent. According to DPIA guidelines called 

WP248, it is necessary to set up a functional DPIA that would consider the security of the system.  

Step 3 – specification of data flows 

Step 3 deals with mapping IT systems and data flows dealing with the processing of personal data 

available to external employees.  

Each of the identified nodes is extended by information on individual activities. For nodes with multiple 

activities, a sub-activity is given in selected job positions. The yellow arrows show the 

interconnectedness of internal employee activities. Regarding the performance of obligations, the 

management of the analysed institution has access to all processed data, while DPOs only have access 



210 

 
 

to selected activities related to the performance of their work position. The key activities and data flows 

are specified below:  

− Secondary education and school activities – a total of 15 activities in the “Bakaláři” system, 

with teachers or class teachers only having access to 13 of them. Data in the internal system are 

accessible to selected persons only. The remaining two activities are related to the creation of 

websites, where 1 activity deals with the transfer of footage from the CCTV system to the 

internal system. The collected data are only accessible to internal representatives of the IT 

department and external IT company that manages the “Bakaláři” system, including building 

management.  

− HR activities – payment system used in 1 activity. Data are distributed to an external accounting 

company and representatives of the analysed subject verbally in terms of management of the 

attendance system and access to system management. Other data in a printed form are processed 

by the HR officer (no further data transfer is performed).  

− Accounting – an accounting program is used for selected activities, accessible by internal 

accountants and representatives of specific subjects. A bank account is available for all activities 

and is operated by the internal accountant and the school management.  

− Study administration department and Archive – the study administration department clerk is 

responsible for selected activities. For 3 out of 8 activities, information is accessible also to class 

teachers. In 4 cases, processors who hold personal data are addressed, in 2 of which they 

communicate with representatives of the “Bakaláři” system, e.g., representatives of Alive, a 

shredding company that provides ISIC cards through the National Cancer Database (NCDB) 

portal. Written documentation is physically transported using special security boxes designed 

for shredding. Through a shared drive, data are mediated between the study administration 

department clerk and the management of the analysed institution.  

− OHS – authorisation for documentation related to OHS is the responsibility of an HR officer in 

charge of keeping records of accidents and training and related documentation. The building 

manager acts as an internal employee responsible for OHS, as they have access to training 

materials. In the event of an accident, the accident is reported to the health insurance company 

via email in accordance with Section 29 of the School Act.  

− School canteen – a total of 3 activities are linked to the diners´ portal managed by the manager 

of the school canteen and internal accountant. The shredding process takes place at the end of 

each working day.  

− Activity 1 – selected activities are performed in the Alpha internal portal operated by a study 

administration department clerk and selected teachers. The data are accessible both by Alpha 

representatives and data processors.  

− Activity 2 – implemented under the guidance of a selected teacher. In some cases, upon request 

of the subject, personal data can be shared via email, although it is not a standard. The data are 

kept in a printed form and stored in the school office (no further data transfer takes place).  

− Activity 3 – is performed in cooperation with selected teachers and management. Data 

processing is performed in the Beta system and data are accessible to portal representatives, 

system managers, and processors.  

− Activity 4 – The GAMA portal is used for 2 out of 3 activities, as it has extended accessibility 

to study administration department officers, selected teachers, and external representatives of 

GAMA. Access to the website to make changes and updates to data is accessible to study 

administration department clerks, internal IT representatives, and external an IT company.  

Since the external IT company manages several internal systems simultaneously, a contractual 

commitment accepting the importance and benefit of data audit is primary.  
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Step 4 – determination of compliance with contractual obligations 

As seen from the graphical illustration (see Fig. 4), 11 contractual obligations were identified, for which 

the effectiveness of the contract related to data protection was verified. The contract with GAMA in the 

“Bakaláři” program, aimed at the catering sector, can be considered optimal. The company that provides 

document shredding service based on an order system is confidential due to anonymisation, although a 

contract for receipt and disposal of documents to be shredded based on protocol issued fulfils GDPR 

requirements in the activity of eliminating data carriers. In the case of a company providing accounting 

software for a fee, the contract did not contain provisions relating to the processor´s authorization to 

subcontract without prior notification to the controller. In the case of external accounting and IT 

companies, contracts did not contain obligations relating to data protection and data security. Similarly, 

in the case of an external company operating a payment system in which employee personal data are 

processed, a cooperation agreement is lacking. The contracts with the above organizations were audited 

or verified in terms of contractual obligations concerning personal data protection and security. In 3 

cases, it was confirmed that contractual conditions are set in accordance with GDPR, with minor 

misconduct.  

Regarding the provision of personal data to an external accounting company and interdependence of 

personal data systems operated by an external IT company, feedback on the absence of the above clauses 

appears to be alarming, as the analysed institution is exposed to risk consequences which can have 

undesirable impacts on the whole organization. A proposed partial solution is to take immediate 

remediation or termination of contractual relationships with partner organizations.  

Step 5 – data security specification 

Processed data are archived in a printed or electronic form on the premises of the given institution. 

Printed documents are available in a limited number only, in individual departments, mostly in the 

Financial Department in lockers. Handling of documents is allowed for selected authorized persons. 

Data processed electronically are managed by an internal IT employee, while an external IT company 

provides software support for applications in website management. Servers and backup sources are in 

the server room, i.e., in a separate lockable room with limited access for data management and 

maintenance. Access security is ensured using passwords including numbers and characters containing 

upper and lower-case letters, which do not change, i.e., remain unchanged for unlimited time. At the 

same time, antivirus protection and automatic data updates are set.  

Archiving and disposal of data in a paper form is governed by internal filing and shredding rules. Rules 

for archiving and disposal of email communication are not fixed. In case of termination of graduate 

status, students do not have access to the internal system. There is no disposal of personal data posted 

on the website of the institution. The installation and control of CCTV are performed by an external IT 

company, management of the analysed institution, and building administration. A total of 33 security 

cameras are installed on the premises of the institution to monitor all entrances, halls, and passages 

outside the building. The camera footage is without sound; the retention period is four days, considering 

public holidays and days off. In case of petty thefts, movement of unauthorized persons on the premises 

of the institution, their unauthorised entrance into the building, etc., no record is kept that could prove 

the application of the proportionality balancing test in the operation of CCTV recording. 

The analysis of data security showed shortcomings in data archiving and disposal. The system is not 

updated regularly through changing passwords, there is no balancing test of camera footings, and the 

contribution of information boards is minor. Personal data protection and data security systems require 

in-depth data analysis and review.  

Step 6 – summary of GAP analysis  

Summarizing results of GAP analysis and specification of non-compliance with GDPR in the 

formulation of rationalization proposals were made with the aim of removing gaps. To ensure 

compliance with GDPR, it was necessary to make corrections in: 
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− Inadequate performance of job duties on the side of DPO: to recruit a new DPO from internal 

staff. 

− Incomplete records of data processing activities: to identify incomplete or lacking activities of 

the school canteen (Activity 1–4), including activities performed by the study administration 

department related to archiving records of data processing activities. 

− Failure to verify processors and contractual clauses: setting up processes for verifying 

processors before signing the contract and creating a standardized personal data protection 

addendum to be signed for all processing contracts (4).  

− Prevention of unlawful data processing: immediately suspending data processing activities, e.g., 

in an indication of the name of the health insurance company, ID card number, etc.; informing 

concerned persons of change in the processing of personal data with additional consent for 

processing. 

− Redundant personal data processing: ceasing performance of redundant activities; informing 

selected persons of changes in processing and taking corrective measures.  

− Requiring consent: do not request evidence of redundant or inaccurate consent; create a form 

for obtaining the consent of students or their legal representatives concerning personal data 

processing confirmed by the signature of the persons concerned. 

− Non-compliance with information obligations for selected activities (6): ensuring that subjects 

are informed of the processing of personal data by setting up processes to monitor compliance 

with information obligations.  

− Absence of a retention period for personal data (10 activities): updating filing and shredding 

rules in accordance with retention policy, completion of missing data.  

− Limitation in security incident management: obligation to report security incidents to DPO and 

develop a security incident management response plan. 

− Inadequacies of risk analysis process: setting up processes of regular risk assessment, adding 

information signs on premises of the analysed institution.  

− Absenting proportionality balancing test: application of balance tests on the use of CCTV.  

− Absenting Data Protection Impact Assessment (DPIA): ensuring DPIA is in line with DPIA 

guidelines according to WP248. 

− Incomplete wording of internal guidelines: completing organisational measures related to 

Activities 2 - 4. About the insufficient number of lockers, proposing which documents need to 

be archived. Accepting rules on the exercise of rights of subjects, informing employees of 

changes in accordance with internal regulation referring to data protection regulation. Ensuring 

data transparency. 

− Lack of staff training on internal regulations: training of staff on protection of personal data and 

data security, adherence to work procedures and guidelines. 

− Incomplete documentation reviewing complaints and consents with personal data processing 

with the exercise of the subject´s rights, security incidents, and CCTV footage. Handing over 

records to the Data Protection Officer.  

− Impossibility of setting up a system of exercise of subject´s rights: providing subjects with 

standardized forms to facilitate the exercise of rights and obligations under GDPR.  

− Implementation of inspections and control mechanisms: setting up regular inspections on the 

protection of personal data and data security for processors. 
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A total of 17 areas were mapped in which shortcomings were identified. Based on the results of the GAP 

analysis and data audit, recommendations for systemic changes were formulated in the internal processes 

of the analysed institution. The recommended measures in fulfilling GDPR obligations have a 

synergistic effect on the systemization of management of value-creating activities since continuous 

improvement and development of key activity potential is the motto of an economically sustainable and 

socially responsible business. Based on a comprehensive summary of GAP analysis with the definition 

of partial corrections, the management of the analysed institution made a managerial decision to develop 

a new version of the proposal of the project for transformation of process management integrated with 

GDPR.  

Systemization of value-creation activities 

The main objective of the paper is to create a proposal for a project to implement GDPR into the 

management of value-creating activity processes while eliminating gaps identified using GAP analysis. 

The intention of the project is to remedy the current situation and create a new version of a more valuable 

output to develop the potential of key activities within internal processes. The management of the 

analysed institution formulated several criteria that are crucial for the acceptance of innovative project 

proposals. In terms of duration, the project will be launched on 1 September 2024, which is the latest 

possible date in view of the beginning of the new school year. The total cost of the project is EUR 

2020,20. The staff participating in the implementation of the project will be paid a remuneration of EUR 

5,66/hour, with working hours being 4 hours a day for four staff members.  

The aim of the project is to remedy inconsistencies with GDPR in internal processes by eliminating gaps 

so that project activities are continuous, not overlapping, and set up in accordance with GDPR. Table 3 

specifies project activities by their scope and duration.  

 

Table 3. Project activities (Source: Created by the author, 2024) 

Activities Specification of project activities Duration/days Preceding 

activities 

A Ensure a new DPO and record-keeping activities 5 - 

B Revision of records on data processing activities 3 A 

C Setting up process of verification of processors´ 

authorization  

Creation of standardized addendums to existing contracts 

6 A, B 

D Elimination of redundant or unlawful personal data 

processing, taking relevant measures 

2 A, B 

E Revision of consent forms for personal data processing, 

taking relevant measures 

5 A, B 

F Ensuring information obligation concerning personal 

data processing for selected activities 

1 A, B, C, D, E 

G Revision of filing and shredding rules 1 A, B, F 

H Management of security incident reporting, 

implementation plan 

3 A, B, C, D 

I Initiation of risk analysing process 4 A, B, H 

J Revision of information signs about the CCTV system 1 A 

K Application of balancing tests of CCTV system 3 A, B, J 

L Ensuring DPIA in accordance with WP248 guidelines 1 A, B, I, K 
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M Creation of forms for the exercise of data subjects´ rights 1 A 

N Revision of internal regulations 2 A, C-L, N 

O Employee training on personal data protection and data 

security, information of changes and setting up of 

training plan 

2 A, C-L, N 

P Application of control mechanisms 2 H, I, L, N, O 

 

Table 3 shows that the project includes 16 activities (GAP analysis identified 17 areas, with some of 

them being consolidated, e.g., in ensuring a new DPO, revision of records of personal data processing 

activities, review of internal guidelines, and setting up control mechanisms including staff training).  

The primary project activity is ensuing a new DPO, overseeing management of the complaint process, 

specification of data subjects´ rights, monitoring consents with personal data processing, and employee 

training. The status of compliance with GDPR obligations is set along with the specification of tasks of 

the new DPO, who will undergo GDPR training on confidentiality and signing of an addendum to the 

contract. The primary task of the new DPO is the termination of the contract with the external company 

due to non-compliance with contractual obligations and commitments, revision of records on data 

processing activities, data audit, and questionnaire survey with reference to legislative regulations. The 

revised records are forwarded to responsible persons in individual departments of the analysed 

institution aiming at familiarizing them with changes and updates in written documentation. The process 

of verifying processors and the creation of standardized and additional documents is the responsibility 

of managers of relevant departments. Elimination of redundant or unsolicited personal data is the 

responsibility of the data computerization officer and includes e.g. prevention of 2 data leaks in IT 

systems, 2 text edits in manually processed documents converted into electronic form, 1 edit on an online 

form, etc. Removing data that has been recorded without legal authorisation is a necessary act of 

transforming the management of internal processes. Redundantly required consent must be removed 

from forms no later than at the beginning of the new school year, regardless of the duration of the project. 

A key activity is setting up processes of processing obtained consents concerning, e.g., publication of 

photographs according to guidance and information obligations on personal data processing for 6 project 

activities. The model for data collection and analysis is information notices, e.g., Activity 1, where 

obligation is fulfilled. The necessary information is obtained from records on processing activities, 

which will ensure fulfilment of information obligation concerning disclosure of individual 

communications to data subjects in case of new processes and inspection of filing and shredding rules 

that will be supplemented by 10 absenting items, e.g., establishing procedure of archiving and disposal 

of data in email communication and on websites. The management of the security incident reporting 

process is the responsibility of IT staff. In the set process, incident reporting steps are defined together 

with the assignment of partial responsibilities.  

The reporting of personal data security breaches to data subjects is carried out in line with currently 

applicable legislation, procedural risk identification and revision of information signs informing about 

the CCTV system on the premises of the analysed institution. The proportionality balancing test of the 

CCTV system, which is subject to WP248 guidelines, will facilitate the exercise of subjects´ rights by 

creating a standardized form. The form shall contain data subjects´ identification, date, and signature 

with the justification of the request. Based on the review of internal guidelines, it is appropriate to add 

measures related to Activities 2 – 4 regarding archiving documents stored in lockers. An information 

memorandum has been drawn up to specify the exercise of data subjects´ rights and an information 

memorandum has been drawn, in which the above elements are listed and supplemented by information 

on newly introduced forms. Employee training on personal data protection and data security, 

information on changes and legislative provisions confirm the importance and benefits of selected 

activities within the internal process. The creation of a training plan, which includes dates of training 
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and the process of familiarising staff with changes, new regulations, and measures, will better monitor 

compliance with GDPR rights and obligations. 

The empirical data presented in Table 3 were used to create a node-oriented network diagram (see Fig. 

4), which shows the shortest possible duration of the project with a defined critical path. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4. Network diagram of project activities (Source: Created by the author, 2024) 

 

As seen in the network diagram (see Fig. 4), the shortest possible duration time is 21 days. The critical 

path is highlighted in red. In these activities, there is no time buffer, which means that any delay in the 

start or extension of duration of the project has an undesirable impact on its completion. A Gantt chart 

in Table 4 shows resources and time buffers in the project. 

 

Table 4: Gantt chart of project activities with resources and time buffer (Source: Created by the author, 2024). 

Legend: beginning of project, task, project duration, beginning, termination, data specification, supervisor, IT specialist, 

administrative worker, manager  
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For purposes of project assessment in relation to the implementation of GDPR in process management 

of value-creating activities, risk analysis was performed as well as calculation of costs with identification 

of risk severity, resources, and time buffers aimed at setting up security measures, see Table 5. 

 

Table 5. Risk analysis (Source: Created by the author, 2024) 

GDPR Source  

of risk 

Danger of risk 

emergence 

Risk severity evaluation (PMA) Security measures 

P Z H Level of risk  

Delay Faulty 

processing of 

personal data 

2 3 3 18 Scheduling 

Erroneous 

input data 

Poor 

identification 

with GDPR 

3 4 4 48 Specification and checking 

of project input data, 

setting up processes and 

control mechanisms in 

accordance with GDPR 

Lack of 

employee 

training 

Leakage of 

personal data 

3 4 4 48 Implementation of training 

Incomplete 

transformati

on 

Error in 

understanding 

GDPR 

obligations 

3 4 4 48 Familiarization with 

GDPR and relevant 

documentation 

Insufficient 

information 

on changes 

Failure to adopt 

change 

management by 

employees 

3 3 3 27 Appropriately selected 

project communication to 

employees 

 

The Prevention of Major Accidents (PMA) was selected for risk analysis calculation. PMA rates 3 risk 

components on a scale from 1 to 5. The risk analysis (see Table 5) identified 5 risks (the highest value 

of risk level reached a score of 48 for 3 risks out of 5). The first identified risk with a value of 48 is 

failure to detect compliance with GDPR obligations. Setting up internal processes and control 

mechanisms for continuous monitoring of GDPR compliance is necessary. Personal data leakage 

resulting from lacking employee training is another risk (48). Insufficient or faulty compliance with 

GDPR obligation is a cause of process management transformation; therefore, a thorough study of 

legislation and legislative regulations is primary.  

The project was designed with a view to calculate the costs of change management considering the scope 

and quality of the project. Two permanent employees were selected for implementing project activities, 

with another employee involved in 2 tasks, and another one was assigned the role of supervisor). The 

project timeline is set with an implementation period in July and August 2024 due to a lower volume of 

work activities distributed in a ratio of 50 % of permanent employees´ time and 50 % of working on 

project activities. By contracting a new DPO, their training, and reimbursement of travel costs, total 

costs were estimated at 1,93 EUR, i.e. (1 EUR = 24,75 CZK, status as of 05/20/2024), see Table 6.  
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Table 6. Calculation of change management cost (Source: Created by the author, 2024) 

Cost items Duration/hours Total costs/EUR 

Working on project/Employee 1 96 543,03 

Working on project /Employee 2 52 294,14 

Working on project /Employee 3 20 105,05 

Working on project /supervisor 57 322,42 

Training time 16 90,51 

Training of a new DPO - 537,77 

Travel costs - 40,40 

Total - 1933,32 

 

The total cost of the project is calculated at 1933,32 EUR including staff remuneration, travel costs, and 

training/1 employee. The total remuneration amount is 1355 EUR; the cost of meals is set at 20,20 

EUR/day. 

The cost calculation does not include a specific cost within the project, namely remuneration for 

employees in the position of DPO. Compared to the project budget, which was estimated at EUR 

2020,20 by the management of the analysed institution, calculated costs are at an optimal level, with a 

slight reserve. The overall costs did not include remuneration for employees in the position of DPO, as 

it does not represent additional cost, but a more cost-effective alternative of valuing the performance of 

staff members compared to a lump sum payment to an external employee. 

Based on the results obtained, empirical data, rational findings, and sophisticated solutions proposed, 

the project can be evaluated as economically feasible and socially responsible. The remuneration at the 

amount of EUR 60,61 per month paid to DPO should be increased after a probation period of 3 months 

after obtaining a certificate of competence preliminary approved by the management of the analysed 

institution. The increase in remuneration will be determined later. 

Discussion 

Based on qualitative research implemented in the form of a semi-structured interview with a director of 

the analysed institution and analysis of internal documentation, it was possible to answer the first 

research question: “Is compliance with GDPR obligations transparent?” 

The selected institution uses an external company to ensure GDPR obligations. According to the 

contractual arrangement, the external company should manage the performance of responsibilities of 

the DPO and provide consultancy, preventive security inspections at least 1 a year, training of managers, 

and management of documents related to personal data protection. If needed, the external company 

provides standardized forms, e.g., for consent with personal data processing or addendums to employee 

contracts. In terms of ensuring GDPR obligations, the analysed institution relies on contractual 

arrangements with external companies; therefore, no regular audits are performed. Transparency is not 

ensured.  

Through theoretical background, interpretation of results of semi-structured interviews and partial 

findings including an analysis of internal documents, it was possible to confirm scientific assumption 5: 

“If an organization does not carry out regular audits of outsources services, it cannot ensure thorough 

compliance with GDPR obligations”. 
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Using a comparative analysis in conjunction with a scoring method, it was possible to research question 

2: “Is the use of an external Data Protection Officer (DPO) more effective compared to delegating this 

task to a permanent employee?” 

In response to the research question above is the statement that the use of an external DPO is not more 

effective. A proposed solution is to entrust this position to a permanent employee of the institution. The 

findings obtained through semi-structured interviews are used to formulate questions for a questionnaire 

survey distributed to employees, which provides an answer to the first and second part of research 

question 3: “What is the relationship between data system and employee approach to data protection?”  

A total of 83 % of employees participated in a questionnaire survey containing 12 questions. The results 

confirmed the non-existence of employee training on personal data protection and data security. 

Moreover, findings confirmed the interest of employees in this type of training in an online form (56 % 

of respondents and face-to-face training (44 %). The questionnaire was compiled so that it evaluates 

employees´ knowledge of GDPR issues including explanation of acronyms and matching terminology 

with definitions of terms. Shortcomings were found in the recording of personal data, e.g., photographs, 

CCTV footage, or disclosure of email addresses containing the name and surname of contact persons, 

business phone numbers, etc. Shortcomings were also found in failure to secure personal data (as stated 

by 76 % of respondents). The respondents were also asked about security measures set and adhered to 

in the analysed institution. 52 % of respondents answered that they consider switching off 

PCs/notebooks when leaving the workplace to be a proper duty of every employee. According to the 

results, 24 % of respondents lock documents with personal data in lockers. Most respondents consider 

GDPR obligations important; however, according to 12 %, it is redundant. The respondents included 

representatives of the financial department (16 %), teaching staff (56 %), and other non-teaching staff 

(28 %). Despite a lack of employee training on personal data protection and data security, employees 

have a basic awareness of this issue. The results confirm the existence of knowledge gaps in reporting 

security incidents, which need to be prevented.  

The inspection of workplaces concerning the so-called clean desk policy was conducted in the context 

of internal rules and regulations concerning personal data handling, according to which written 

documentation containing employee and student personal data should be stored in lockers in lockable 

offices. As for electronic records, employees must not leave their computers switched on when leaving 

their offices. Employees commit to the above from the start of their employment by signing a 

Confidential Information Agreement, according to which they must lock their desks and offices and 

prevent access to information in PCs and laptops to other persons.  

An unannounced inspection took place in the afternoon, on a working day, after working hours. It aimed 

to find out whether employees adhere to established rules of personal data protection and data security, 

specifically, whether documentation containing employee and student personal data were freely 

available in offices, whether computers were switched off and data were stored and secured. A total of 

3 offices, 4 teachers´ offices, and 4 classrooms. The inspection found that there were freely accessible 

documents with names and addresses of natural persons, including a list of students in individual classes 

and a list of lockers with numbers and attendance in relevant calendar months. Despite this, no evidence 

was provided to confirm the severity of the potential misuse of personal data. The management of the 

analysed institution commented on the name list of students available in individual classrooms as a 

reminder of classroom service. The numbers on personal lockers are a reminder of students´ duties, as 

stated by the director of the analysed institution. Considering the objectivity of information 

communicated and the factual reasoning of the management of the institution, it shall be stated that 

classrooms are also visited by other students from and outside the institution, as they regularly attend 

school for extracurricular and educational activities. The management of the institution stated that some 

rooms in the institution do not have enough lockers for storing documents containing personal data. 

Although inspection found documents containing personal data freely accessible in some rooms, the 

conclusion is that employees are concerned about data protection and security, although certain 

shortcomings were identified. The corrective actions taken with the aim of ensuring compliance with 
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GDPR standards and risk elimination have a positive impact whose scope will be determined in the 

future. 

Based on the results of GAP analysis and data audit, it was possible to fourth research question “Is it 

necessary to revise all data listed in the data protection system” The results highlighted insufficient 

compliance with GDPR obligations by DPO, incomplete record-keeping on activities concerning data 

processing, and absence of a process for verifying data protection addendums in processing contracts. 

The findings confirmed unlawful processing in the case of two persons´ personal data and redundancy 

in administrative actions concerning requested consents for 3 activities. Non-compliance with 

information obligations was identified in 6 activities. The absence of a retention period for personal data 

was confirmed in 10 activities. There are no competent person in charge of the security incident 

reporting process; no procedures for reporting and handling incidents, including the identification of 

data subjects were found. The process of risk management is not set up, the proportionality balancing 

test on the use of the CCTV system is not applied, and the contribution of information signs is minor. 

Internal regulations do not include organizational arrangements for handling personal data. The rights 

of data subjects, complaints, security incidents, and conditions for the exercise of data subjects´ rights 

are not optimally addressed. Employees lack training on the issue of GDPR; therefore, they are not 

aware of internal regulations and legislative measures on this issue. The scientific assumption 6: “In 

case of non-compliance with GDPR obligations, the organization lacks the capacity to independently 

ensure remediation” was not confirmed, as the selected institution updated the DPR transformation 

project proposal in line with the systemization of management of value-creating processes 

independently in form of corrective measures. 

The partial analyses indicate that outsourced services must be operated on a regular basis, as 

administrators cannot rely on comprehensive performance without verifying facts. If the analysed 

institution decides to choose an external or internal DPO, it is advisable to independently assess 

minimalist, realistic, and pessimistic scenarios of sophisticated solutions, as a choice between variables 

does not guarantee operational and financial efficiency and social benefits. As confirmed by results, the 

analysed institution can draw a GDPR transformation project proposal implemented in internal 

processes independently, provided that at least one employee (preferably a permanent employee) 

possesses knowledge of key issues at least at a basic level.  

Conclusions 

Benefits and opportunities 

The paper has benefits for the analysed institution as well as other public institutions and non-

governmental organizations operating in the same or similar sector. Through a data audit, the 

effectiveness of processes in the organization was verified with a concrete example. With the support of 

a comparative method, managerial decisions were made on using services of either an external or 

internal DPO in accordance with GDPR. The selected option was an internal DPO, for which a positive 

impact on wage and other costs and liability was confirmed.  

The need for expertise in GDPR at least at the minimum level has a synergistic effect in identifying gaps 

in shared processes and sub-activities in planning and performing GDPR obligations that are a priority.  

The creation of guidelines and proposals for rationalization measures has added value to research and 

innovation activities, the contribution of which is verified, tested, and evaluated as an important input 

capital of development projects of professional organizations listed in monitoring and research reports 

with an emphasis on Environmental, Social, Governance (ESG) at international and national level of 

bilateral cooperation.   

The theoretical part of the paper can be applied to the design of professional education programs at 

universities, with a focus on economic, managerial, and socio-legal disciplines, e.g., in study programs 

like Sustainable business, Process management, Public Administration and records management, where 

the issue of GDPR transformation into process management has development potential. 
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According to the author of the paper, the benefit of the paper is in deepening professional knowledge 

and practical experience with the aim of a detailed understanding of the transformation process. The 

application of findings obtained and partial analyses with verification of theoretical knowledge, research 

questions and scientific assumptions connect the theoretical part of the paper with application one to 

achieve systemization of process-managed organization with acquisition of procedures applicable in 

practice.  

Impacts and limitations 

The essential impact is seen in anonymous data protecting the identity of the analysed organisation. 

Other organizations cooperating with the same external company have not been alerted to non-

compliance with GDPR. The design of the project of transformation of GDPR into process management 

of educational institutions was limited by human resources, time, and resources. Recommendations for 

changes related to legislation have an impact on the transformation of internal processes, which need to 

be regularly monitored, systematically managed, evaluated, and strategically developed. The 

development of digital technologies across all industries that use machine learning and artificial 

intelligence brings a large volume of data, whose contribution and impact are the subject of discussions 

and debates on the use of CCTV systems with granting of consent with personal data processing.  

The implementation of GDPR in internal processes is a methodological tool to address sub-problems 

comprehensively and systematically in conjunction with data auditing. Responsibility for processes 

across organizational structure requires the setting up of a matrix management system, which is hindered 

by a linear approach that requires transformation.  

It is necessary to follow process management guidelines considering data digitalization and resource 

sharing, the added value of which has a potential for the future.  

Potential of systemization of value-creating activities 

The transformation of managerial tools in the public sector enables the streamlining of administrative 

activities by improving services provided and cost-effective use of funds considering the principles of 

ESG. In synergy with the return of investments in employee training, the project has both economic and 

social benefits in the development of employee training by deepening know-how.   

The improvement of internal processes in the medium and long term and efficient and effective use of 

funds in the project is significant in a systemic concept, since comparison of employee performance 

management with the ability to identify gaps or critical points with the aim of ensuring remedy in terms 

of effectiveness and productivity of work, while considering decentralization of powers and 

responsibilities is added value of a process-managed organization. The competency responsibilities of 

current and future management systems in providing digital services are key from a factual and 

technological point of view, about purpose, goal, and external incentives in integrating management 

quality and process performance according to Data Quality Analysis, Data Lineage, machine learning, 

and automated decision-making.  

The use of ChatGPT technologies in a real environment with an impact on the effectiveness of work 

performance management, customer satisfaction with the help of artificial intelligence in the 

communication of queries related to problems and shared alternatives of individual solutions to 

problems and causes, automation of tasks and analysis of text data is evidence of development of digital 

technologies and e-platforms providing online services, whose offer is related to backup of personal 

data and data storage from legal, ethical, and security point of view. Limitations can be seen in 

understanding complex tasks and work operations that require the presence of a rational person who is 

able to objectively assess the current situation and predict future states to make sophisticated decisions 

on the development of key activities with the aim of increasing the added value of production and 

operation processes within business, investment, strategic, and work activities. The sustainability of 

standardized designs and key actions in improvement, refinement, simplification, acceleration, waste 

reduction, adaptability, flexibility, agility, and other reengineering activities represent the development 

potential of expected results in corporate sustainability and accountability. 
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Methods, practices, systems, and tools for continuous improvement of corporate and inter-company 

processes integrated with strategies and objectives are subject to activities that have a positive impact 

on eliminating redundant or faulty activities within supporting processes of shared services, optimization 

of performance, and labour efficiency with a higher added value of transformed processes. 

Systemization of process management of internal activities has the potential to achieve the value of 

planned results considering continuous improvement of operational and economic efficiency more 

easily in saving costs, time, and resources with verification of effectiveness of set processes and sub-

activities of a socially responsible organization.  
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