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Abstract
In healthcare, the need for machine learning (ML) analysis in tailored 
cancer therapy is more pronounced than ever. The escalating volume 
and complexity of patient data and the growing understanding of 
diverse cancer subtypes demand sophisticated tools for precise 
decision-making. ML’s ability to sift through immense datasets 
rapidly and identify nuanced patterns addresses this need, enabling 
oncologists to deliver personalized treatments considering a patient’s 
unique genetic makeup and evolving health status. As healthcare 
systems strive for efficiency and cost-effectiveness, the integration 
of ML improves patient outcomes. It supports resource optimization, 
making it an indispensable asset in the contemporary fight against 
cancer. This review critically examines the integration of ML in 
healthcare, emphasizing its significance across diverse domains. 
It explores personalized medicine, where ML tailor’s treatments to 
individual genetic profiles, and precision medicine, optimizing drug 
efficiency. The review focuses on the role of advanced algorithms in 
clinical decision support systems (CDSS) for enhancing healthcare 
decision-making. It addresses the various cancer-related issues 
in different applications, discussing ML’s role in toxicity detection, 
predicting treatment responses, and ultimately contributing to 
more effective and tailored cancer therapies. This comprehensive 
exploration focuses on the pivotal impact of ML in shaping modern 
healthcare and improving patient treatment outcomes.
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I.  Introduction

The process of designing cancer treatment trials 
becomes progressively harder due to various chal-
lenges. The expected patient benefits from emerg-
ing therapies exist only for selected groups, while 
their tumor influencers act irregularly and they show 
unpredictable technology interactions with testing 
tools, including basic approaches to advanced meth-
ods. All analysis methods for treatment mechanism 
discovery require patient samples so that scientists 

can improve clinical trial designs and reduce both trial 
sizes and treatment expenses [1,2]. Traditional thera-
peutic trials approve patient eligibility based on clinical 
characteristics combined with tumor type as well as 
disease stage along with treatment history [3,4]. The 
identification of patients who would benefit optimally 
from therapy becomes possible by adding molecular 
information from both tumors and patients. Studies 
analyzing tumor enzyme expression levels have 
established a connection between diagnostic find-
ings and treatment responses, thus demonstrating 
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that early diagnosis coupled with precise prognostic 
exams produce improved treatment results together 
with reduced medical complications and economical 
healthcare delivery [5, 6, 7].

Generally, machine learning (ML) is a subset of 
artificial intelligence (AI). ML applications in oncol-
ogy became possible through the data explosion 
produced by professional cancer assessments and 
innate clinical records. Through examining extensive 
cancer databases and patient profile data, ML finds 
previously unknown connections among features of 
patients and their treatments and medical results. 
Supervised learning methods create these models 
through data training that accepts past data for result 
prediction purposes when new cases need analysis 
[7–10]. Cancer-related research applications of ML 
algorithms produce disease projections while improv-
ing treatment procedures and creating better patient 
healthcare by extracting vital predictive information 
[11]. Deep learning (DL) technology has dramatically 
impacted image and speech recognition along with 
automated translation and healthcare improvement 
through recent advances in algorithm development 
data storage capabilities and Internet speed and 
processing strength. AI-powered ML platforms help 
oncologists by examining radiological images and 
pathology slides to diagnose cancer more accurately 

and forecast treatment outcomes to improve ther-
apeutic decisions. The technology demonstrates 
promising potential because cancer affects large 
numbers of patients internationally [10].

Figure 1 shows the PRISMA flowchart that was 
used to identify the studies through various data-
bases and registers. Generally, it has three major cat-
egories such as identification, screening, and inclu-
sion. Here, it starts with the identification of various 
documents through various databases and registers; 
the end of the identification process and the duplicate 
documents are removed. For example, from a total 
of 250 documents, 100 duplicate documents were 
removed, which means that the remaining 150 docu-
ments are to be screened for further processes.

The screening process is done by checking the 
quality design, comparator, letter, non-availability 
of full text, and non-usage of English in documents. 
Next, it identifies 87 documents among the 150 doc-
uments to the included phase. Finally, 87 review arti-
cles are considered for inclusion and consideration.

The major contributions of the paper are listed as 
below:

(i)	  � Critically examined the integration of ML in health-
care, emphasizing its significance across diverse 
domains.

Graphical Abstract
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(ii)	  � Explored the personalized medicine in which ML 
tailor’s treatments to individual genetic profiles, 
precision medicine, and optimizing the efficiency 
of drugs.

(iii)	  �Focuses on the role of advanced algorithms in 
clinical decision support systems (CDSSs) for 
enhancing healthcare decision-making.

(iv)	  �Addresses the various cancer-related issues in 
different applications, discussing ML’s role in tox-
icity detection, predicting treatment responses, 
and ultimately contributing to more effective and 
tailored cancer therapies.

(v)	  � Conducted comparative analysis based on the 

performance evaluation metrics and suggested 
the suitable models.

The remainder of the paper is organized as fol-
lows: Section II discusses personalized medicine. 
Section III explains the basics of precision medicine. 
Section IV explains the process of predicting the drug 
efficiency. Section V explains CDSSs in detail with 
necessary examples. Section VI describes the role of 
ML in the cancer toxicity detection process. Section 
VII explains the role of ML in treatment responses. 
Section VIII concludes the review by highlighting the 
contributions and suggestions.

Documents identified through 
database searches 
Embase: 50, Science Direct: 50 
PubMed: 25, Scopus: 25, WOS: 25 
(n = 250) 

Duplicate records removed
(n = 100)

  
 

Full-text articles excluded, along with the 
following reasons (n = 63) 

 
Wrong study design (10) 
Wrong Comparator or control (8) 
Letter to Editor (7) 
No full text available (19) 
Non-English (12) 
Full-text articles assessed for ineligibility: (7) 
 

Total Number of articles included 
in the review (n = 87) 

Identification of studies via databases and registers 
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Documents after removal of  
duplicates (n = 150) 
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text articles (n = 87) 

Figure 1: PRISMA flowchart. WOS, Web of Science.
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II.  Personalized Medicine

The implementation of personalized medicine resem-
bles the process of developing drugs and health 
devices, with each component requiring distinct 
expertise and offering opportunities for ML collabora-
tion with AI tools and scientists. Effective information 
transmission and transitions between components is 
critical. ML plays a significant role in identifying ther-
apeutic targets, particularly in contexts where vast 
data from assays need sophisticated statistical analy-
sis to reveal meaningful patterns [12,13]. ML has been 
instrumental in analyzing molecular pathology imag-
ing techniques and DNA sequence data to identify 
such patterns for potential therapies [14].

Furthermore, ML-based analyses greatly assist 
in genetic diagnosis by mining DNA sequence infor-
mation and diagnosing diseases like cancer through 
AI-based analyses of blood analytes. Alongside the 
development of learning systems, numerous initia-
tives aim to aggregate patient data and materials for 
ML-based analysis, especially in cancer research. 
Doctor–patient relations will be profoundly impacted 
by the integration of ML-driven goods, such as deci-
sion assistance tools in Electronic Medical Records 
(EMRs) and educational systems [15]. Extensive 
national initiatives, supported by the government, 
are underway to analyze data using AI from individ-
uals regarding healthcare-related trends, potentially 
benefiting future clinical and public health strat-
egies and enhancing ML algorithm improvement 
[16]. Translating personalized medicine into prac-
tice shares numerous similarities with the devel-
opment workflow of drugs and health products. A 
crucial similarity lies in the necessity for smooth and 
effective transitions between each workflow stage. 
Achieving this may be difficult as different technol-
ogies and skills are needed at different stages and 
are often sought separately. As a result, the ideal set-
ting for customized medicine and healthcare entails 
smoothly combining each patient’s diagnosis, course 
of treatment, and continuous monitoring into a single 
process and coordinating changes across pertinent 
tasks or sub-tasks. The patient’s tumor can be pro-
filed using immunotherapeutic approaches to can-
cer, which include cell replacement treatments to 
find particular “neo-antigens” or mutations that may 
cause the host’s immune system to attack cells hav-
ing those mutations [17].

If these neo-antigens are found, the patient’s cells 
(autologous transplantation) or those of a donor are 
harvested and the patient’s cells are subsequently 
sensitized to identify the neo-antigens [18]. The use 

of AI in ML in personalized medicine encounters 
numerous constraints. These include challenges 
in discerning patterns within an individual’s health 
data that may signify changes in their health status, 
especially as more data are amassed from various 
individuals [12].

Consequently, predictions regarding an individu-
al’s health trajectory tend to rely increasingly on their 
historical data rather than on broader population 
data. Thus, it becomes imperative to assess the effi-
cacy of healthcare products leveraging AI technolo-
gies [19,20]. This imperative stems from the variability 
in outcomes witnessed with certain healthcare solu-
tions powered by AI or big data, as shown by the une-
ven performance of IBM’s Watson treatment decision 
support system (DSS) [21]. AI decision support solu-
tions for ML use complex neural networks and DL 
methods. When trained on extensive datasets, these 
algorithms yield highly accurate predictions; thus, 
comprehending the intricate relationships between 
input data and resulting predictions can be challeng-
ing. The opacity of many AI tools poses a “Black Box” 
dilemma, potentially undermining confidence and 
generating apprehension depending on these fore-
casts when people’s lives are in jeopardy [22].

When assessing certain types of malignancy, 
fine-needle aspiration (FNA) is the main preop-
erative evaluation method [23,24]. The catego-
ry-based Bethesda System for Reporting Thyroid 
Cytopathology (TBSRTC) is a modern tool that helps 
physicians make decisions for thyroid cancer. Six 
diagnostic criteria that indicate the estimated risk 
of malignancy (ROM) are included in the TBSRTC 
[25]. According to recent studies, cytologists and 
ML models agree well when predicting malignancy, 
revealing notably lower ROM values for TBSRTC 
III when determined by ML models compared with 
manual classification [26]. Consequently, as ther-
apeutic standards provide more flexibility in such 
patients, the probability of lobectomy or repeat FNA 
may be explored [27].

Furthermore, molecular testing is a precise and 
non-invasive way to reduce diagnostic and clinical 
uncertainty. Next-generation sequencing (NGS) pro-
duces billions of molecular fragments by enabling the 
quick study of many genes at once in a single oper-
ation [28]. With its large datasets, quick sequenc-
ing speed, and precise outputs, NGS has become 
a paramount component of big data analytics [29]. 
Such large and complex datasets are excessive for 
traditional information systems to manage. In this 
setting, AI manifests as a powerful big data algo-
rithm combining multi-omic data for various learning 
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tasks, allowing high-level traits to be automatically ML 
detected or classified [30].

Communication between elements of the 
immune-inflammatory responses, such as mac-
rophages, neutrophils, and lymphocytes and the cel-
lular makeup of the tumor, such as epithelial cancer 
cells, fibroblasts, and endothelial cells, is facilitated 
by the complex web of molecular patterns within 
the tumor microenvironment, including cytokines, 
chemokines, and adipocytokines [31]. Combining 
morphological analysis, molecular markers, AI, and 
ML will provide more thorough insights into cancer 
treatment at the individual patient level [32]. In spite 
of these developments, customized medicine faces 
several obstacles, such as uneven rating perfor-
mance, imprecise cytopathological diagnosis, chal-
lenges in differentiating between follicular lesions, 
and imprecise prognostication [33]. AI and ML have 
enhanced the efficiency and accuracy of diagnos-
ing and treating various types of tumors, underscor-
ing their potential in the medical field. AI technology 
enables the extraction and analysis of a burgeoning 
volume of medical data, promising vast opportunities 
for enhanced medical understanding and decision-
making for ML. The initial success of AI with ML in 
image recognition has led to the emergence of 
radiogenomics. Radiogenomics, a pioneering field in 
personalized medicine research, aims to link cancer 
imaging traits with gene expression to forecast the 
likelihood of patients experiencing toxicity after radi-
ation treatment. Radiogenomic links between several 
malignancies, including liver cancer [34], colorectal 
cancer, and breast cancer, have been found in large 
part due to AI. However, a major obstacle to AI in 
radiogenomics is the lack of data.

III.  Precision Medicine

Precision medicine in cancer utilizes specific tumor 
information to aid in diagnosis, treatment planning, 
assessing treatment efficacy, and forecasting prog-
nosis. Techniques in precision medicine discern 
patient phenotypes exhibiting atypical treatment 
responses or distinct healthcare requirements. AI 
harnesses advanced computational capabilities to 
derive insights, facilitating reasoning, learning, and 
enhancing clinical decision-making through aug-
mented intelligence [35]. Progress in precision med-
icine yields tangible advantages like early disease 
detection and the increasing prevalence of personal-
ized treatment design via ML in healthcare. Various 
data collecting and analytics tools enable precision 
medicine to customize treatment. Precision medicine 

involves customizing ML treatment for individual 
patients, aiming to categorize them into groups with 
varying disease prognoses or treatment responses. 
This approach enables targeted interventions for 
those who would benefit while avoiding unnecessary 
expenses and side effects for others. DL algorithms 
are essential for automatically collecting character-
istics from medical data when building ML models 
that can precisely predict tumor recurrence risk and 
patient reactions to therapies [36].

These forecasts enable doctors or healthcare 
personnel to provide more accurate and suita-
ble care. Biomarkers of the immunogenic tumor 
microenvironment, such as Programmed Death-
Ligand 1 (PD-L1) expression, tumor mutation burden 
(TMB), Microsatellite Instability (MSI), and somatic 
copy number changes, are now used to predict ML 
responses to immunotherapies. While informative, 
the biomarker data obtained through biopsy presents 
challenges due to its invasive nature, longitudinal dif-
ficulty, and confinement to a singular tumor region 
[37,38]. In pursuit of precision medicine objectives 
for ML, using data from radiomics and pathomics, 
many researchers have created deep ML models to 
predict patient biomarkers related to immunotherapy 
[39]. In addition, ML has made it possible to dynami-
cally modify medication doses for individual patients, 
either for single or combination treatments, based 
on continuous gathering of patient-specific data, in 
addition to its ability to predict patient therapeutic 
responses [40].

Important variables affecting tumor aggressive-
ness and influencing clinical decision-making and 
outcomes include the time of cancer discovery, the 
precision of cancer diagnosis, and staging. This 
important area of oncology can perform on par with 
human specialists while providing advantages in terms 
of automation and scalability. DL algorithms that cor-
rectly diagnose cancer and identify cancer subtypes 
from histopathologic and other medical pictures have 
been extensively described [41]. When given enough 
processing capacity, deep neural networks (DNNs) 
of ML are powerful algorithms that can analyze huge 
pictures, such as W/S images of tissue from surgical 
resections or biopsies stained with hematoxylin and 
eosin. Another crucial step in the diagnostic proce-
dure is grading and staging the malignancy, which 
establishes the disease’s aggressiveness and pro-
gression. The choice between aggressive treatment 
combining radiation, surgery, and chemotherapy and 
cautious wait is significantly influenced by staging. 
The “Gleason score” is used to stage prostate cancer 
and entails determining the frequency of tumor cells 
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in two distinct places on a slide [42]. Non-imaging 
data such as genetic profiles are included in staging 
and diagnostic procedures in addition to conventional 
techniques like the Gleason score.

Since the early 2000s, ML has been used to diag-
nose and stage cancer using molecular data. During 
that time, microarray-based expression profiles were 
used to diagnose cancer and identify subtypes using 
ML approaches, including clustering, support vec-
tor machines (SVMs), and artificial neural networks 
(ANNs). However, it may be difficult to find genetic 
variations and mutations in NGS data, even with the 
availability of several computational techniques. This 
is possible in situations with less coverage or com-
plicated, repeat-rich genome sections. Researchers 
have examined reframing mutation detection as an 
ML problem to overcome these challenges [43].

Furthermore, AI has shown promise in directly 
detecting some mutations from histopathology 
pictures, especially those clinically significant as 
response indicators for targeted treatments contrib-
uting to the development of ML [44]. “Deep Path” 
detects six important mutations linked to lung cancer 
in addition to classifying The Cancer Genome Atlas 
(TCGA) lung cancer subtypes [45]. Determining the 
origin of tumor cells can guide targeted therapies tai-
lored to specific sites for ML and have demonstrated 
higher efficacy than broad systemic chemothera-
pies [46]. While these therapies may not fully replace 
molecular pathology assessments, they can offer 
insights into cellular mechanisms linked to mutations 
and facilitate screening numerous patients and tum-
ors for subtypes with distinct mutational profiles for 
ML algorithms [47].

ML with AI is increasingly utilized to comprehend 
the functional consequences of mutations, such 
as predicting the effects of non-coding mutations 
on gene expression and disease susceptibility [48]. 
ML algorithms can differentiate between various 
diseases, but they often need more interpretable 
explanations for their classification decisions, unlike 
trained pathologists who rely on established image 
features and extensive experience to evaluate tissue 
samples [49]. AI holds promise in automating and 
streamlining routine tasks, potentially reducing the 
time burden on pathologists. Furthermore, ML has 
been leveraged to create medication molecules with 
the intended effects and target specificity in silico. 
However, traditional AI approaches primarily focus 
on binary classification and need help with com-
plex objectives, such as generating novel molecules 
computationally [50].

Big data technology encompasses data analy-
sis, mining, and sharing, potentially revolutionizing 
cancer diagnosis, treatment, prevention, and prog-
nosis [51,52]. However, data translation into action-
able patient benefit information needs to grow. This 
technology can discern visible and hidden features 
in medical images, extracting and refining these fea-
tures to ascertain pertinent information regarding 
diagnosis, treatment, and prognosis [53]. Moreover, 
it can scrutinize patients’ demographic and clinical 
data alongside outcome information to anticipate fac-
tors impacting cancer patient prognosis [54]. Despite 
the underutilization of big data reanalysis thus far, 
its potential cannot be disregarded. By exploring 
into existing databases, it can yield novel insights. 
Integration of omics and non-omics data presents a 
pathway to surmount the challenges in cancer diag-
nosis, treatment, and monitoring [55].

ML is crucial for examining complex and diverse 
high-dimensional datasets, particularly in multi-omics 
and intergroup methods, aiding data integration to 
unveil cancer molecular mechanisms [56]. This aids in 
the precision identification of novel dynamic diagnos-
tic and prognostic biomarkers, enhancing precision 
in cancer care [57]. Genomics, which analyzes data 
based on nucleotide sequences, has increasingly 
intertwined with clinical applications [58]. Spatial and 
single-cell genomics can reconstruct tumorigenesis 
processes, better comprehend tumors, clarify human 
pathogenesis, and facilitate targeted drug develop-
ment [59]. The fusion of ML and genomics enables 
the identification of cancer subtypes, novel mark-
ers, and drug targets, enhancing the understanding 
of cancer-driving genes and facilitating personal-
ized patient treatment [60]. Transcriptomics bridges 
genomics and proteomics, employing techniques like 
quantitative reverse transcription-polymerase chain 
reaction, RNA sequencing, and microarrays (NGS). 
ML-driven transcriptomics aids in acute myeloid leu-
kemia diagnosis and calculates triple-negative breast 
cancer subtypes, surmounting heterogeneity chal-
lenges in disease treatment [61]. Figure 2 shows the 
role of ML in precision medicine.

The various factors influenced through ML 
in precision medicine include omics data, high-
dimensional data, biomarkers, tumor microenviron-
ment, radiomics and pathomics, mutation detection, 
big data, and molecular pathology; in addition to this 
are non-imaging data, molecular data, medication 
dose modification, clinical decision-making, Gleason 
score, somatic copy number changes, microsatellite, 
and tumor mutational burden.
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Figure 2: Factors influencing ML in precision medicine. ML, machine learning; 
NGS, next-generation sequencing; TMB, tumor mutation burden.

IV.  Predicting Drug Efficiency

ML techniques have been utilized to forecast drug 
effectiveness by analyzing molecular characteris-
tics. This research has become significant due to the 
accessibility of extensive datasets on cancer drug 
effectiveness, derived from experiments conducted 
on cell lines. Cell lines are not ideal models because 
of genetic variances or contamination, but they pro-
vide AI models with an enormous of data to work 
with. As is typical with any dataset, pretreatment pro-
cedures, such as confirming cell lines’ authenticity or 
validating in vivo data, are often required to minimize 
any influence. Quinlan et al. assessed 1,001 cancer 
cell line responses to 265 different anticancer drugs 
in research. Based on these discoveries, they created 
several elastic net models to analyze genomic fea-
tures, such as gene expression levels and mutations 
and the efficacy of medications [62].

Compared with other ML techniques, the 
“Random forests” algorithm has been shown to have 
higher overall accuracy when used as a medication 
response prediction tool [63]. Drug response pre-
diction is increasingly done using DL in addition to 
conventional ML. Almomani et al. trained three DNNs 
using data from TCGA and the Cancer Cell Line 
Encyclopedia: one DNN was trained to encode muta-
tion information, another to encode expression infor-
mation, and a third DNN integrated the results of the 

first two DNNs to predict drug response. However, 
DL techniques have certain limitations such as diffi-
culty in understanding the underlying biological sys-
tems that influence the predictions. To guarantee that 
the neural network’s hierarchical structure mirrored 
the established biological processes, an interpretable 
DL model using a “visible neural network” (VNN) was 
created to alienate this problem [64]. Furthermore, 
crowd-sourcing several models targeted at forecast-
ing medication synergy in certain cancer cell types 
was a feature of the most recent challenge.

V.  CDSSs

CDSS is an information system aiding various sectors 
like business, medicine, education, or organizational 
decision-making processes. These systems integrate 
human expertise with technology to enhance deci-
sion-making efficiency and influence ML. CDSSs are 
extensively applied in numerous medical domains to 
enhance healthcare service quality, optimize decision 
timelines, and enhance patients’ health-related qual-
ity of life [65]. They contribute to cost reduction and 
decrease medical error rates. CDSSs hold the poten-
tial to enhance patient safety via ML by minimizing 
adverse events, suggesting personalized prescrip-
tions, and facilitating efficient test and medication 
orders. Moreover, they can enhance healthcare deliv-
ery efficiency, curbing expenses through reduced 
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Table 1: Current and best methods used in cancer detection using ML

Method Description Advantages Limitations Reference

ML and DL 
algorithms

Used for analyzing large 
datasets, including imaging, 
genetic, and histopathological 
data. Helps in predicting 
tumor recurrence risk 
and patient responses to 
therapies.

High accuracy in 
pattern recognition, 
automation, and 
scalability. Can analyze 
massive datasets 
efficiently.

Requires large, 
high-quality 
datasets. Limited 
interpretability 
(“Black Box” 
problem).

[22, 36, 41]

NGS Enables rapid sequencing of 
multiple genes, producing 
vast molecular data for cancer 
detection.

High throughput, 
precise genetic 
mutation detection, 
and potential for early 
diagnosis.

High costs, data 
complexity, and 
need for specialized 
expertise.

[28, 29, 43]

Radiogenomics Combines imaging data with 
genomic data to identify 
cancer subtypes and predict 
treatment outcomes.

Non-invasive, links 
imaging traits with 
gene expression, and 
predicts radiation 
therapy response.

Limited by the 
availability of 
high-quality 
datasets.

[34]

Molecular testing Uses genetic markers such 
as PD-L1, TMB, MSI, and 
somatic copy number 
variations to predict therapy 
response.

High precision, aids in 
personalized medicine, 
and helps in selecting 
targeted therapies.

Invasive biopsy 
requirement, limited 
by tumor region 
sampling.

[37, 38]

Histopathology 
with AI

AI-powered analysis of stained 
tissue slides to detect cancer 
and classify subtypes.

High accuracy, 
automation, and 
reduced workload for 
pathologists.

Requires large 
labeled datasets for 
training.

[41, 44, 45]

FNA) and 
cytopathology 
(TBSRTC)

FNA is a minimally invasive 
preoperative evaluation, and 
TBSRTC categorizes thyroid 
cancer risk.

Quick, minimally 
invasive, and widely 
used in clinical settings.

Subjective 
interpretation can 
lead to inconsistent 
results.

[23–26]

Transcriptomics 
(RNA 
sequencing, 
microarrays)

ML-driven analysis of gene 
expression to classify cancer 
subtypes and improve 
diagnosis.

High precision in 
detecting gene 
expression differences.

Data complexity and 
requires advanced 
computational tools.

[61]

Big data and AI 
integration

AI extracts insights from 
demographic, clinical, and 
imaging data to predict 
prognosis.

Improves decision-
making, enhances 
early detection, and 
enables better patient 
stratification.

Underutilized 
potential and 
challenges in data 
integration.

[51–54]

ML-based 
biomarker 
discovery

ML helps identify predictive 
biomarkers, such as PD-L1 
expression and TMB, to guide 
immunotherapy decisions.

Identified the predictive 
biomarkers

Not considered the 
suitability level. 

[39]

Molecular and 
omics-based 
analysis

AI integrates genomic, 
transcriptomic, and proteomic 
data to improve cancer 
classification and prognosis.

Performed the effective 
classification and 
enriched the cancer 
diagnosis accuracy.

Not highlighted the 
false alarm rate and 
error rate analysis.

[56, 58]

AI, artificial intelligence; DL, deep learning; FNA, fine-needle aspiration; ML, Machine learning; NGS, next-generation 
sequencing; TBSRTC, The category-based Bethesda System for Reporting Thyroid Cytopathology; TMB, tumor 
mutation burden.
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test duplication, decreased adverse events, and pref-
erence for cost-effective generic alternatives. Despite 
being accessible for clinical oncology for more than 
10 years, awareness regarding CDSS varieties and 
their application in breast cancer treatment remains 
limited. Table 1 criticisms have emerged regarding the 
suitability of CDSS in personalized cancer treatment 
decisions, with perceptions that these systems are 
better suited to cater to the needs of the “average” 
patient rather than offering personalized treatment for 
individual patients. Furthermore, aside from the intri-
cate nature of managing cancer clinically, there is a 
growing burden of the disease, largely driven by an 
aging demographic [66].

This escalation in cancer cases and associated 
costs significantly affects clinical requirements and 
the overall delivery of care. Health information tech-
nology (HIT) is often highlighted as a key facilitator in 
addressing these challenges. HIT is crucial in leverag-
ing vast amounts of data, commonly known as “big 
data,” enabling the healthcare system to learn from 
each patient’s experience, enhance predictive capa-
bilities for treatment options, and, ultimately, enhance 
the quality of care provided [67]. With the exponential 
growth in data volumes accessible through electronic 
health records (EHR) and the technology available 
to analyze and interpret these data into actionable 
predictive models, the concept of a rapidly learn-
ing health system for cancer care is more achieva-
ble than ever. CDSS represents one HIT tool that 
utilizes patient-specific data through predetermined 
algorithms to offer clinicians data-driven recom-
mendations, thereby supporting decision-making at 
the point of care via ML. Electronic and automated 
CDSS were later devised to address these obstacles. 
Successful integration and interoperability with EHR 
significantly enhance the efficacy of CDSS imple-
mentation. Nevertheless, the advantages of CDSS 
in cancer management settings, particularly in offer-
ing decision support for disease-specific treatment 
or supportive care, remain unclear. CDSS holds the 
potential to facilitate appropriate, evidence-based 
care, thereby potentially enhancing patient outcomes 
in cancer treatment Table 1. The presence and appli-
cation of effective decision-making support play a 
crucial role in guaranteeing top-notch cancer care 
results for favorable patient experiences and out-
comes [68].

Shared decision-making (SDM) via ML involves 
the active participation of healthcare profession-
als and patients in a well-informed decision-making 
process. It is essential for both parties to base their 
decisions on the most reliable evidence available 

garnered using ML algorithms while also taking into 
account different possibilities based on the values of 
the patients. Interactive technologies, which define 
DSS, enable and encourage informed SDM between 
patients and practitioners. Through patient-spe-
cific data and assessments, DSS helps healthcare 
practitioners make tailored choices that they usually 
carry out. These choices affect cancer care’s diag-
nosis, therapy, monitoring, and follow-up phases. 
Through the integration of patient data, pertinent 
health information, and specialized clinical knowl-
edge into medical decision-making processes, CDSS 
seeks to improve healthcare quality. A CDSS typ-
ically comprises software designed to support phy-
sicians throughout their decision-making processes 
actively. It compares each patient’s unique features 
with an electronic clinical knowledge base, produc-
ing patient-specific assessments or recommenda-
tions for the physician to consider. At present, CDSS 
is mostly used via ML at the point of care, allowing 
physicians to combine their knowledge with the data 
or suggestions provided by the ML system.

With the advent of CDSS, information and obser-
vations that are unavailable or difficult for people 
to understand may be used. The data source is still 
necessary for CDSSs that do not rely on known infor-
mation. Instead of being exclusively designed to fol-
low expert medical knowledge, the decision-making 
process uses AI, ML, or statistical pattern recognition. 
Although gaining acceptance in the medical industry, 
non-knowledge-based CDSSs still face several obsta-
cles, including the inability to understand AI’s reason-
ing to make recommendations (often known as “black 
boxes”) and problems with data availability.

VI.  ML in Cancer Toxicity Detection

Determining toxicity is a difficult procedure as in vivo 
systems are intricate. As a result, throughout the pre-
clinical or clinical stages, medication safety is among 
the main reasons for drug withdrawals [69]. To pre-
dict drug toxicity and promiscuity computationally, 
quantitative structure-activity relationship (QSAR) 
models were traditionally used [70] Table 2. These 
models establish a relationship between the functional 
groups of each molecule and their biological features. 
While models provide a clear mechanical descrip-
tion of the predictions, generating them from differ-
ent and random information is challenging. ML algo-
rithms for predicting the toxicity of small compounds 
have gained popularity in recent years because of 
the establishment of toxicity databases [71]. These 
approaches rely on their predictions on a model and 
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use a statistical methodology. A crucial step in com-
putational toxicity prediction involves choosing the 
appropriate molecular representation, which depends 
on the specific problem [72]. Various methods can 
depict molecular structures, such as labeled graphs 
Mobile Genetic Elements (MGE), numerical charac-
teristics derived from physicochemical properties, or 
molecular descriptors [73] Table 3. There are a variety 
of molecular representations and ML algorithms for 
toxicity prediction. These include the 12 Tox21 Data 
Challenge endpoints and models for acute oral toxic-
ity (AOT), hepatotoxicity, cardiotoxicity, and endocrine 
disruption [74]. Classification models are generally 
used when toxicity is proposed as an active/inactive 
inquiry based on the endpoint data. The performance 
of ML approaches varies depending on the dataset 
because of variations in their complexity, class dis-
tributions, or chemical space coverage [75]. This 

diversity makes it difficult to evaluate algorithm perfor-
mance across many hazardous endpoints. Different 
assessment measures, mostly based on the ML tech-
nique and the database used, further complicate the 
comparison. Finding mechanistic insights or explana-
tions for reported hazardous effects is one of the main 
challenges facing computational toxicology today. 
Although ML techniques, especially DL models, are 
often considered as “black boxes” that can handle 
complicated problems effectively, their predictions 
usually lack dependability and reproducibility. Recent 
models are attempting to incorporate various tools to 
enhance interpretability.

Radiation-induced toxicity is a significant con-
cern in cancer treatments, particularly regarding the 
potential for radiomics and ML to predict and assess 
these toxicities [76]. This approach can aid in tailor-
ing radiation treatment for individual patients. While 

Figure 3: Factors influencing CDSS. CDSS, clinical decision support system; EHR, electronic 
health records.

Table 2: Current challenges in cancer detection using ML

Aspect Challenges Description Reference

Cancer 
detection

Lack of high-quality 
training data

AI models require large, well-annotated datasets, which are 
often limited for certain cancer subtypes.

[34]

Model interpretability 
(“Black Box” problem)

Complex DL models lack transparency, making clinical 
validation and trust difficult.

[22]

Heterogeneity in cancer 
subtypes

Genetic and molecular variations between patients make it 
difficult to generalize AI predictions.

[57]

Ethical and privacy 
concerns

Handling patient genomic data poses ethical and legal 
challenges regarding data security and bias.

[20]

AI, artificial intelligence; DL, deep learning; ML, machine learning.
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radiotherapy is crucial for personalized treatment, 
high rates of severe acute and late toxicity are often 
linked. The past 20 years have seen a trend toward 
quantitative imaging, which might be crucial for cap-
turing tumor heterogeneity and gene expression pro-
filing [77]. Technological developments in medical 
image processing have made it possible to extract 
quantitative characteristics on a never-before-seen 
scale. In radionics, digitized pictures are transformed 
into high-dimensional data, mined to aid in clinical 
decision-making via ML [78]. Over the past 5 years, 
several studies have shown that radiomics and ML 
are used for accurate prediction and provide prog-
nostic information for different forms of cancer [79]. 
However, regarding their capacity to forecast results 
and evaluate treatment-related toxicity, both disci-
plines are still in their infancy Table 4.

Patients with head and neck cancer have a con-
siderable reduction in quality of life due to radia-
tion-induced xerostomia. To anticipate this side effect, 
the construction of Normal Tissue Complication 
Probability (NTCP) models was designed, which 
mainly depended on baseline patient-reported 

xerostomia levels and dose–volume character-
istics [80]. Predicting disease response and sur-
vival involves using radiomic parameters, such as 
form, intensity, and textural characteristics, which 
are extracted from medical pictures. Acute and late 
symptoms of xerostomia are intimately linked to 
structural alterations in the parotid glands, namely, 
volume shrinking following radiation treatment. To 
use tailored replanning techniques, such as adaptive 
radiotherapy, which try to protect healthy parotid tis-
sue from high-dose areas, it is essential to predict the 
volume loss. A common indicator of AOT is the LD50. 
This metric represents the fatal dosage of a chem-
ical that results in a 50% death rate in test animals 
following oral intake. Regression and classification 
methods are two types of ML models that have sur-
faced recently for AOT prediction. In MGE-based DL 
models, basic chemical information from molecular 
graphs is used as input, allowing DL algorithms to 
learn certain representations independently through 
graph convolutions. This removes the need for man-
ual computation of numerical descriptors or finger-
prints. The Toxicity Database Estimation Software 

Table 4: Current challenges in cancer treatment using ML

Aspect Challenges Description Reference

Cancer 
treatment

Variability in AI 
performance

AI-based DSSs have shown inconsistent results in 
real-world applications, such as IBM Watson.

[21]

Computational and 
resource constraints

Training advanced ML models requires high-performance 
computing and large datasets.

[50]

Resistance to AI 
Adoption in oncology

Many oncologists remain skeptical about fully integrating 
AI-driven decision-making into clinical practice.

[66]

AI, artificial intelligence; DSSs, decision support systems; IBM, International Business Machines Corporation; ML, 
machine learning.

Table 3: Current trends in cancer treatment using ML

Aspect Current trends Description Reference

Cancer 
treatment

AI-driven personalized 
therapy

AI models predict individual patient responses to 
treatments, improving precision medicine.

[35, 40]

ML in drug discovery AI accelerates drug development by predicting the efficacy 
and toxicity of new compounds.

[50]

CDSS AI-powered tools assist oncologists in optimizing treatment 
strategies based on patient-specific data.

[65]

Dynamic dose 
adjustment with ML

ML models personalize drug dosages based on continuous 
monitoring of patient responses.

[40]

AI, artificial intelligence; CDSS, clinical decision support systems; ML, machine learning.
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Tool (TEST) was the last ML test set used for com-
parison with earlier research [81]. The Estimated 
Toxicity Scores (ESTDs), which achieved a value of 
0.788, showed results comparable to state-of-the-art 
R2 predictions for quantitative toxicity datasets using 
physicochemical descriptors and the Multi-Task Deep 
Neural Network (MT-DNN) architecture. 

Drug-induced liver damage (DILI) is a major cause 
of clinical trial failures and drug withdrawals from the 
market, as it stands out as a very critical toxicolog-
ical endpoint [82]. More than 700 medications have 
been connected to hepatotoxicity in recent years. 
ML models that can cross-validate various data-
sets, including recognized pharmaceuticals, poten-
tially dangerous substances, natural products, and 
synthesized bioactive compounds, that are used by 
the eToxPred algorithm. [83] A large toxicity dataset 
assembled from Food and Drug Administration (FDA)-
approved medications and the Kyoto Encyclopedia of 
Genes and Genomes was used to train and evalu-
ate these k-NN, k-Nearest Neighbors; LDA, Linear 
Discriminant Analysis; models. An important field of 
research is mutagenicity, or the capacity of chemicals 
to cause harm to DNA. A medication candidate may 
be rejected if an in vitro genetic toxicology screening 

yields even one positive result. Carcinogenicity 
directly correlates with the degree of DNA damage, 
including strand breaks, chromosomal abnormalities, 
mutations, and DNA adducts. The Ames test is an 
ML assay for bacterial gene mutations that mimics 
the metabolism of mammals and is very sensitive to 
finding substances that can potentially cause genetic 
harm. However, like other toxicity assessments, 
identifying mutagenicity through experimentation is 
resource-intensive, time-consuming, and needs per-
fect reproducibility, making it efficient for meaningful 
results. Creating predictive models for toxicity neces-
sitates access to dependable extensive datasets for 
evaluating different chemical substances. The US 
Tox21 algorithm initiative has crafted numerous in 
vitro assays employing quantitative high-throughput 
screening to produce a vast array of toxicity data for 
thousands of chemical compounds. Leveraging the 
extensive Tox21 dataset, multiple machine-learning 
models have been devised to forecast toxicity within 
the framework of the Tox21 challenge [84].

Table 5 shows a comparative analysis between 
the various techniques or models available for can-
cer toxicity detection by considering the description, 
advantages, and limitations.

Table 5: Cancer toxicity detection methods

Reference Description Advantages Limitations

[70] Silico toxicology models present themselves 
as an alternative to computationally analyze, 
simulate, and predict the toxicity of novel 
drugs/compounds. 

Obtained the 
cost-efficiency and 
Speedy of data. 

Not considered the 
performance-based 
analysis. 

[71] This analysis presented a new model to 
simulate complex chemical toxicology data 
sets and compared with the ML methods 
such as ANN, LDA, SVM, k-NN and NB.

Comparative analysis 
between the ML 
models over the drug 
toxicity.

Not considered the 
standard evaluation metrics.

[74] Discussed the advances, challenges, and 
future perspectives of the drug toxicity 
prediction process using AI. 

The various challenges 
are identified in the 
process of toxicity 
prediction.

Future perspective analysis 
can be enhanced further 
by considering the latest 
technology.

[81] This review article discussed in detail about 
the necessary databases and software that 
are working based on robust computational 
assessments and toxicity prediction.

This review provides 
the analysis of existing 
databases and 
software methods.

Not done the robust 
computational assessments 
and robust toxicity 
prediction processes. 

[82] Proposed the question about whether 
clinical trials could be modified/improved for 
providing the data with better solutions for 
outstanding issues. 

The various issues are 
discussed by providing 
the solutions. 

The advanced technologies 
are not considered in the 
solutions.

AI, artificial Intelligence; ANN, artificial neural network; k-NN, k-Nearest Neighbors; LDA, Linear Discriminant Analysis; 
ML, machine learning; NB, Naïve Bayes; SVM, support vector machine.
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Table 5 shows the performance of the various 
cancer toxicity detection methods and highlights the 
better and worst detection method with respect to 
the detection accuracy. Generally, we will choose the 
best model that obtains best detection accuracy.

VII.  ML in Treatment Response

Determining the relationships between predictor and 
responder variables is the aim of predictive modeling 
for therapeutic response. Based on predictor fac-
tors, these models anticipate a patient’s response 
to therapy. Predictor factors include a range of clin-
ical and molecular patient characteristics, including 
age, gender, ethnicity, demography, severity of the 
first illness, and history of therapy. Measures such 
as time to treatment failure (e.g., detection of minimal 
residual disease, changes in blood markers, tumor 
recurrence, metastasis, cancer-related mortality) or 
evaluating treatment efficacy within a specific time-
frame are response variables that reflect aspects of 
disease progression in response to treatment. High-
throughput technology developments have signif-
icantly expanded the clinical and genetic data for 
researching cancer therapy responses. However, the 
interpretation and comparability of different in vitro 
and in vivo models with human data remains a contin-
uous problem, especially in their capacity to capture 
the genomic and transcriptome features of patients’ 
primary malignancies. The main goal of using ML 
in therapeutic predictive modeling is to identify the 
characteristics associated with therapy response. 
This knowledge is then used to predict future therapy 
responses for new patients using supervised learning 
approaches. Although unsupervised learning tech-
niques have been widely used in cancer research, 
their main function is to find correlations between 
input variables; these correlations do not directly pre-
dict outputs. In this case, supervised learning tech-
niques include regression-based ML models such as 
random forests and SVMs [85].

The procedure entails comprehending the relation-
ships between input and output variables and utilizing 
outputs as a reference point. This allows the final ML 
model to forecast additional inputs, like new patients, 
in the future. Three key steps are involved in supervised 
learning tailored for predicting treatment response in 
clinical settings: training, parameter estimation from 
training data using condition list or frequentist meth-
ods, and binary classification tasks utilizing SVMs. The 
flexibility with which SVMs can accommodate misclas-
sified data and non-linear class borders and their ability 
to handle multi-class settings make them very popular.

ANNs are widely utilized for pattern recognition 
and image processing tasks. ML is becoming a criti-
cal tool for therapy response prediction as more and 
more cancer patient data, both clinical and molecu-
lar, are accessible for computer analysis. Big Data’s 
vastness makes investigating the complex processes 
influencing treatment response easier. However, 
the sheer number of individual determinants might 
overload the system when used as features in ML, 
resulting in overfitting. Several strategies—including 
wrapper methods—have been proposed and used 
for feature selection. High-throughput approaches 
are very beneficial for understanding cancer growth 
and treatment response; nevertheless, they are not 
impervious to experimental noise or missing results. 
Although certain ML methods, such as random for-
ests, can withstand noise and incomplete data, oth-
ers may experience a decline in model performance 
under such conditions. Although these advance-
ments have greatly enhanced the examination of 
treatment responses, numerous obstacles persist in 
therapeutic monitoring that warrant comprehensive 
attention. The accessibility of molecular data in the 
public domain presents notable hurdles, particularly 
when swift predictions or result reproductions are 
necessary. With therapeutic monitoring increasingly 
accessible and molecular datasets expanding, we 
anticipate a greater reliance on advanced ML tech-
niques. However, these techniques require sufficient 
samples to achieve optimal performance.

Figure 4 is helpful for understanding the critical fac-
tors of influencing ML in the process of responding to 
cancer disease treatments. Here, the high-throughput 
aware factors dominate in the treatment and are also 
useful for developing the various supervised learning 
techniques as models. This review article discusses 
the role of ML in the process of decision-making in 
the field of medicine. Comparative analyses are also 
done by considering the available works and suggest 
the suitable best method to detect the cancer toxicity 
and precision medicine.

VIII.  Conclusion and Future Work

In conclusion, integrating ML into tailored cancer 
therapy is paramount. As patient data grows in vol-
ume and complexity, sophisticated tools are essen-
tial for precise decision-making. ML rapidly navigates 
vast datasets, identifying nuanced patterns and 
enabling personalized treatments based on genetic 
makeup and health status. This integration improves 
patient outcomes and optimizes resource allocation, 
enhancing efficiency and cost-effectiveness. Critically 
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examining ML’s role across domains like personalized 
and precision medicine improves its transformative 
impact. By enhancing CDSS and facilitating tailored 
therapies, ML reshapes contemporary healthcare, 
continually advancing cancer care and patient treat-
ment outcomes. This review has done a critical 
investigation on the role of ML in various emerging 
applications including healthcare, emphasizing its 
significance across diverse domains. Moreover, it 
discusses about the personalized medicine that uses 
ML algorithms for maintaining the individual genetic 
profiles, and precision medicine and the efficiency 
of drugs. In addition, this review article focused on 
the usage of advanced algorithms over CDSSs to 
enrich the healthcare decisions. Finally, this paper 
addressed cancer disease issues over the various 
medical applications.

a.  Limitations

The limitations of this study include not considering 
the role of neural networks and reinforcement learn-
ing, and no comparative analysis done with respect 
to all the necessary evaluation metrics.

b.  Future work

This work can be enhanced further by discussing the 
role of DL algorithms and optimization techniques 
over the decision-making process in various health-
care applications.
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