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Abstract

With the rapid technological advancement, the convergence of the
Internet of Things (loT), blockchain, and machine learning (ML) has
a significant revolution across industries, driving them in areas like
Industry 4.0, smart cities, and advanced transportation systems. This
study presents a comprehensive review of the integration of the loT,
blockchain, and ML technologies, highlighting their transformative
impact on diverse industries. It addresses the challenges of
scalability, security, and data management posed by the growth of
interconnected loT devices, proposing solutions through advanced
algorithms and the integration of blockchain for data security and
immutability. By examining real-world applications and reviewing
existing literature, this study underscores the potential benefits and
complexities of merging these technologies, while also identifying
research challenges and future directions. Overall, it offers insights
into the innovative constructive collaboration of IoT, blockchain, and
ML, which has become the most important of modern technological
advances.
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l. Introduction

1.1 Significance of blockchain, loT,
and ML technologies

Over the past 10 years, the combination of the
Internet of Things (loT), blockchain, and machine
learning (ML) has brought about significant changes
in various industries. This convergence has led to
groundbreaking advances in industries, such as
Industry 4.0, smart cities, smart tourism, and trans-
portation systems. However, the extensive usage of
loT devices has also posed significant challenges
in terms of scalability, security, privacy, and data
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management, due to the ever-growing number of
interconnected devices. This ongoing proliferation of
networked devices contributes to complexity, as each
element has networking capabilities that enable the
exchange and collection of information both locally
and remotely over the Internet. As loT systems com-
municate primarily over the Internet, their inherent vul-
nerability to a wide range of security risks becomes
increasingly apparent [1]. This underscores the need
for robust security measures to protect the integrity
and confidentiality of data within these interconnected
systems. To meet this requirement, it is necessary
to deploy advanced algorithms, ML models, and
data analysis tools to efficiently navigate and extract
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valuable information from an ever-changing data envi-
ronment. Thus, the integration becomes imperative to
guarantee the all-important aspects of data security,
transparency, and immutability. Blockchain’s decen-
tralized and tamper-proof nature offers a solution to
the security challenges inherent in traditional central-
ized systems, providing a secure foundation for the
exchange and management of sensitive data within
the rapidly expanding loT ecosystem.

In the context of loT applications, ML has evolved
as a formidable tool for understanding models and
facilitating real-time decision-making. Nonetheless,
the security and privacy concerns linked to central-
ized ML frameworks have instigated an exploration of
decentralized frameworks, with blockchain technology
(BCT) assuming a critical role in this paradigm shift.

The incorporation of BCT enables not only the
resolution of complex security and confidentiality
challenges associated with automatic learning but
also the improvement of the global performance of
automatic learning algorithms by providing a relia-
ble and secure database [2]. This mutually benefi-
cial relationship between blockchain and ML has the
potential to have a revolutionary impact on the global
economy by introducing transformative changes in
how data are handled, secured, and used to make
strategic decisions. Aside from its capabilities in the
resolution of security issues, blockchain establishes
a sturdy framework that is invaluable for storing
complete records of various activities and decisions
in the field of loT applications. This combined func-
tionality enhances both data exchange efficiency
and reliability while fostering continuous innovation
in loT. The confluence of blockchain and automatic
learning strengthens not only the foundations of
secure data practices but also propels a wave of
innovation and development in the interconnected
loT environment.

As detailed in several reviews [2-8], the combi-
nation of loT, blockchain, and ML technology offers
considerable potential for improving algorithm per-
formance and guaranteeing prediction accuracy.
Indeed, data stored on a blockchain network is invul-
nerable to manipulation and error, reducing the risk of
introducing errors or biases into ML models.

This study aims to comprehensively analyze the
complex integration of loT, blockchain, and ML tech-
nologies across various fields, exploring their poten-
tial applications and emphasizing the transformative
power of their combined synergy. It also examines
real-world scenarios and applications, revealing the
complexities of integrating these technologies and
illustrating how they can work together to assist
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industries, such as Industry 4.0, smart factories,
smart tourism, and advanced transportation systems.
Furthermore, it delves into the challenges associated
with merging these disparate technologies, focusing
on security, privacy, and data management issues.
Simultaneously, the study identifies and explores the
numerous opportunities presented by their seamless
integration, offering a forward-looking perspective on
potential innovations and improvements in a rapidly
evolving technology landscape.

Compared to existing reviews, this study provides
a valuable roadmap for understanding the oppor-
tunities and challenges related to loT integration,
blockchain, and ML. It combines a comprehensive
review of existing research with real-world applica-
tions, including case studies from supply chain man-
agement, healthcare, smart cities, and renewable
energy, demonstrating the practical impact of these
technologies. This study also identifies crucial areas
for future research, focusing on challenges such as
data complexity, scalability, security, explainability,
and regulatory frameworks, highlighting priorities for
future development to fully realize the potential of
these technologies.

1.2 Review method

To ensure a comprehensive and accurate analysis,
an efficient review process has been imple-
mented, as illustrated in Figure 1. Initially, a search
was conducted using relevant keywords such
as “Al)” “loT,” and “blockchain,” which resulted
in a collection of 130 articles. This initial pool of
articles covered a broad spectrum of research
within these fields.

The next step involved removing duplicate entries,
which refined the set to 74 unique research papers.
This crucial step ensured that each piece of research
considered in the analysis was distinct and contrib-
uted uniquely to the understanding of the intersection
of Artificial Intelligence (Al), loT, and blockchain.

Subsequently, the abstracts of these 74 papers
were meticulously reviewed. This review process was
essential for determining the relevance of each article
to the specific intersection of Al, IoT, and blockchain
technologies. Articles that did not directly address the
integration or application of these three technologies
were excluded from further consideration. This care-
ful curation resulted in a final selection of 64 research
publications that were deemed most relevant for an
in-depth review.

Figure 2 provides a detailed breakdown of the
selected articles by topic, further highlighting the focus
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Figure 1: Research methodology.

areas of the research. This systematic categorization
of articles ensured a clear understanding of the spe-
cific domains within Al, loT, and blockchain where sig-
nificant research contributions have been made. For
instance, some articles focused on the application of
blockchain to enhance security in loT networks, while
others explored the use of Al for predictive mainte-
nance in loT devices.

This systematic approach not only ensured the
inclusion of the most relevant and recent research
but also facilitated a comprehensive understanding of
how these technologies are being integrated across
diverse fields. Through critical selection and organi-
zation of research, we provided a nuanced view of
current advancements, identified emerging trends,
and pinpointed areas for further exploration. This
methodical process underscores the importance of a
rigorous review in synthesizing a vast body of litera-
ture into coherent and insightful findings.

1.3 Organizations of the survey

The survey is structured as follows. Section 2 pro-
vides an overview of existing survey articles, empha-
sizing the unique contributions and distinctions of
this study. Section 3 introduces foundational con-
cepts related to ML, loT, and blockchain. Subsequent
sections explore blockchain applications in loT
frameworks (Section 4), loT and Al applications
(Section 5), blockchain and Al integration (Section 6),
and the combined applications of blockchain and Al
with loT architectures (Section 7). Section 8 identifies
crucial research challenges for future exploration,
while Section 9 concludes by summarizing the key
findings and offering insights into the potential of this
convergence for developing intelligent and secure
loT systems.

The overall structure of this study is illustrated in
Figure 3.
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To ensure clarity and consistency, Table 1
presents a comprehensive list of notations and their
definitions used throughout this article.

Il Literature review
I1.1 Related work

Several reviews have been conducted to explore
the integration of lol, blockchain, and ML to
enhance the security, scalability, and intelligence of
loT-based models. For example, a previous study
[4] provides a comprehensive overview of various
loT, blockchain, and ML applications in the con-
struction industry. The authors address challenges

Table 1: List of acronyms used in this

article
Acronym Explanation
loT Internet of Things
BCT Blockchain Technology
ML Machine Learning
Al Artificial Intelligence
SVM Support Vector Machines
ANN Artificial Neural Networks
loMT Internet of Medical Things
DL Deep Learning
ANN Artificial Neural Networks
DCDM Decentralized I0T Collectability Data
Marketplace
IDM loT Data Marketplace
P2pP Peer-To-Peer Model
PKI Public Key Infrastructure
BIoMTAKE Blockchain-based loMT
Authenticated Key Exchange
IDS Intrusion Detection Systems
GA Genetic Algorithm
DA Decision Tree Algorithm
LWAMCNet Lightweight Automatic Modulation
Classification Network
CKD Chronic kidney disease
NormaChain  Blockchain-based normalized
autonomous transaction settlement
system
MTBF Mean Time Between Failure
KPIs Key Performance Indicators

in productivity, time management, effectiveness,
and quality and attribute these issues to lim-
ited awareness of contemporary technologies
prevalent in other disciplines. Likewise, another
study on the field of smart healthcare provides
insights into the challenges and opportunities of
integrating these technologies into healthcare [8].
Additionally, research [2] analyzes using BCT as a
framework for storing records of various activities
and decisions in the context of loT. Furthermore,
existing research discusses the integration of loT
with BCT and Al technologies and highlights the
potential synergies and impacts of such integra-
tion [3]. Based on this context, Table 2 provides
an overview of the related review works in several
fields, offering a comprehensive examination on
how the integration of |oT, blockchain, and Al has
been explored and analyzed in existing literature.

II.2 Comparative analysis and
motivational insights

Our review presents several distinctive strengths in
comparison with existing works in the field of IoT, block-
chain, and Al integration. While some research, such
as the one on blockchain and Al integration in loT [3],
explores the potential benefits and challenges of this
combination, our study goes further by providing a
detailed analysis of specific synergies and proposing
concrete solutions to overcome the identified chal-
lenges. Furthermore, while some studies (e.g., [9]) focus
on security challenges using ML, Al, and BCT technol-
ogies, our contribution stands out by an in-depth anal-
ysis of standardized security protocols and advanced
cryptographic methods.

Furthermore, our research differentiates itself by
an in-depth analysis of interoperability aspects, pro-
posing frameworks for smoother integration between
these technologies, unlike a previous study [7] that
focuses on overall technical challenges. Furthermore,
our study proposes practical solutions to overcome
the limitations of scalability and scalable blockchain
architectures specific to loT.

While the review [11] offers a comprehensive tax-
onomy and analysis of the challenges and opportu-
nities in integrating blockchain and decentralized Al
for cybersecurity, our study proposes concrete solu-
tions for scalability and security challenges, as well as
policy recommendations for responsible deployment
of these technologies.

We do not limit ourselves to a single specific
domain, but extend our analysis to various sectors.
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Table 2: List of related review works

Reference Year

(3l

[

[7]

(10]

(11]

(12]

(13]

(4]

(14]

2023

2020

2024

2024

2024

2024

2024

2023

2024

Topic of review

Integration of blockchain and
Al'in the loT

Security challenges and
solutions in 10T: A review of ML,
Al, and blockchain integration

Convergence of loT with
blockchain and ML: Overview
and challenges

Integration of edge computing
and blockchain into loT:
Challenges and opportunities

Integration of blockchain
with decentralized Al for
cybersecurity: A systematic
literature review

Integration of Al,

loT, Blockchain, and
Nanotechnology in Colorectal
Cancer Diagnosis and
Treatment

Application of Blockchain,
loT, and Al in Logistics and
Transportation

Challenges and Solutions for
Implementing Al, loT, and
Blockchain in Construction

Blockchain-Federated Learning
for Enhancing loT Security

Contribution

Explores how blockchain and Al can be used to improve
the performance of loT systems.

Focuses on the potential benefits, limitations,
challenges, and future research directions in this
emerging field.

Addresses security challenges in loT through systematic
study of ML, Al, and BCT technologies.

Provides a comprehensive overview of the convergence
of loT with blockchain and ML algorithms, addressing
technical challenges such as architecture, hardware,
privacy and security, scalability, interoperability, and
heterogeneity issues.

Conducts a review of the integration of edge computing
and blockchain into loT systems, covering aspects of
system architectures, categories of blockchain-based
edge deployment, security requirements, and potential
applications.

Discusses challenges and insights into the future
directions of blockchain-based edge loT systems.

Offers a systematic literature review on the integration
of BCT with decentralized Al within cybersecurity,
providing a comprehensive taxonomy, analyzing the
challenges and opportunities, and discussing real-world
applications and future research directions.

Discusses the potential of integrating advanced
technologies to improve diagnostic accuracy
and treatment efficacy in colorectal cancer care,
emphasizing the importance of a multidisciplinary
approach in healthcare innovations.

Reviews how these technologies can enhance
efficiency, transparency, and security in logistics
operations, providing insights into their collaborative
potential for optimizing supply chain management.

Identifies key barriers to the adoption of these
technologies in the construction sector and proposes
strategic solutions to facilitate their integration, thereby
enhancing project management and operational
efficiency.

Discusses the innovative approach of using federated
learning combined with blockchain to bolster security
measures in 0T systems, addressing vulnerabilities
while ensuring data privacy and integrity.

Al, Artificial Intelligence; BCT, Blockchain Technology; loT, Internet of things; ML, machine learning.
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Unlike reviews focused solely on one sector such as
logistics [13], construction [4], and colorectal can-
cer treatment [12], our research proposes integrated
and standardized frameworks applicable to multiple
industries. We identify specific challenges in scalabil-
ity and data management, and propose solutions to
overcome these obstacles.

Furthermore, we go beyond current reviews (e.g.,
[14]) by proposing policy recommendations and con-
crete solutions for scalability and security, integrating
advanced cryptographic methods and data privacy
frameworks. This approach ensures responsible and
innovative development of IoT, blockchain, and Al
technologies.

11.3 Our contributions

This survey is proposed based on existing relevant
research to better understand the challenges and
opportunities related to the integration of BCTs and Al
in loT systems.

Specific contributions to this study include:

We review related studies on the use of block-
chain and Al in loT. To highlight the improvements
and enhancements achieved through the integra-
tion of these technologies, we divide the discussion
into three principal areas: the integration of loT with
BCT, loT with Al, Al with BCT, and the comprehen-
sive integration of loT with both blockchain and Al.
This detailed examination allows us to understand
the unique contributions and benefits of each type of
integration.

The survey highlights the strengths and weak-
nesses of existing research on integrating loT with
blockchain and Al. Many crucial factors, such as
decentralization, security, privacy, confidentiality,
authentication, performance, and resilience, are
examined. By analyzing these parameters, we aim
to provide a balanced view of the advantages and
disadvantages of the current approaches in order to
identify areas that require further improvement.

Additionally, we identify various research chal-
lenges and future areas for designing effective loT
frameworks that integrate BCT and Al. This discus-
sion aims to enable efficient 10T models with signifi-
cantly improved application performance. We explore
the obstacles, such as data complexity, scalabil-
ity, and security, which need to be addressed, and
suggest potential research directions to face these
challenges and exploit the full potential of these
technologies.

Key points of our study include a comprehensive
review that synthesizes the current state of research

on blockchain, Al, and loT integration, providing a
valuable resource for researchers and practitioners.
We systematically categorize different types of inte-
grations and highlight their unique benefits and chal-
lenges. By analyzing critical factors such as security,
scalability, and interoperability, we identify gaps in
existing research and propose future directions.
These points provide a clear overview of the current
landscape and guide future research efforts.

Our contributions are multifaceted. First, we
provide an in-depth analysis of the strengths and
weaknesses of existing research, providing a
balanced view of current approaches. Second,
we identify key research challenges and suggest
potential solutions to address them, paving the way
for more effective loT frameworks. Third, we highlight
the importance of developing standardized protocols,
scalable blockchain architectures, and advanced
cryptographic methods to improve data security and
privacy. Finally, we propose practical applications
and policy-related recommendations to ensure the
responsible development and deployment of these
technologies. Our study serves as a basis for future
explorations and offers insights that could lead to sig-
nificant advances in the field.

The flowchart shown in Figure 4 summarizes and
illustrates the contribution of this work by highlighting
the key stages of the analysis, starting with a review
of existing studies and culminating in the identification
of challenges and future directions for research.

lll Background

I11.1 Blockchain basics

3.1.1 Overview of blockchain

BCT was initially introduced as a digital ledger for the
cryptocurrency Bitcoin [15], but later it has evolved
into a revolutionary concept with vast potential appli-
cations beyond finance. lts ability to securely store
data, provide transparency, and create a decen-
tralized network has opened many possibilities for
innovation.

The evolution of BCT started with the creation of
Bitcoin in 2009, where blockchain was used to record
transactions on a public ledger [15]. Since then, BCT
has evolved significantly, with new iterations improv-
ing upon the original design. The second generation
of BCT technology, referred to as Ethereum, brought
forth smart contracts [16]. These are self-executing
agreements that automatically enforce the terms and
conditions without requiring intermediaries.
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Figure 4: Flow diagram of the contributions. Al, Artificial Intelligence; 10T, Internet of things.

BCT leverages distributed consensus, immutabil-
ity, and transparency to create a secure and reliable
record of activities and decisions [2]. It offers tangible
benefits in redefining established standards in secu-
rity, transparency, and data management, making it
a crucial component of decentralized systems [17].
The potential applications of BCT are vast and varied,
ranging from finance to healthcare to supply chain
management. For instance, BCT offers functionalities
like data integrity, security, immutability, and verifiabil-
ity, potentially improving the resistance to breaches of
sensitive medical information [17].

Additionally, BCT offers the opportunity to estab-
lish a decentralized infrastructure that facilitates
secure and direct connections between service
providers and customers. This innovative approach
eliminates the need for intermediaries, fundamentally
transforming the way transactions and interactions
occur. This decentralized framework not only mini-
mizes transaction costs but also mitigates the risks
associated with third-party involvement. Ultimately,
the implementation of blockchain in this context fos-
ters a more efficient, cost-effective, and trustworthy
ecosystem for service transactions.

3.1.2 Components of blockchain

BCT operates on the principle of using blocks
linked together in a chain through a cryptographic
hash function. As illustrated in Figure 5, the struc-
ture of a block consists of various key compo-
nents: a Node, which represents a computer within
the blockchain framework and serves as the foun-
dational element of the network; a Transaction,
which is the smallest building unit of the block-
chain, encompassing records and information that
fulfill the blockchain’s purpose; Blocks, which are
information structures used to store a collection of
transactions and are distributed across all nodes
in the network, containing elements such as ver-
sion number, previous hash value, timestamp, and
Merkle root; a Chain, which refers to the sequence
of blocks arranged in a specific order, forming the
backbone of the blockchain; Miners, who are spe-
cialized nodes tasked with authenticating these
blocks before they are appended to the blockchain
structure, ensuring the integrity and security of
the data; and Consensus, which is a set of pro-
tocols and standards that govern the execution of
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blockchain operations, ensuring that all nodes in
the network agree on the validity of transactions
and the overall state of the blockchain. This inter-
connected system ensures the robustness, secu-
rity, and reliability of BCT [18].

In a broader context, blockchain systems can be
classified into three main types: public, private, and
consortium, based on access control. Public block-
chains are open to all for participation and data
viewing [18]. Private blockchains restrict access
to authorized members within an organization.
Consortium blockchains, a hybrid approach, involve
a pre-selected group governing a semi-decentralized
network, offering controlled participation with some
public blockchain benefits [18].

3.1.3 Features of blockchain and
limitation

BCT offers several features that make it an attrac-
tive solution for various applications. These features
include decentralization, security, transparency, and
immutability [19]. Decentralization eliminates the
need for intermediaries, allowing direct connections
between service providers and customers. Security
is enhanced, minimizing the risks associated with
third-party involvement. Transparency is achieved
by allowing all participants to access and verify the
information on the network. The inherent immutabil-
ity of BCT guarantees that data remain unaltered and
undeletable after recording, which safeguards the
integrity of the information.

While BCT offers significant potential benefits,
it also faces several limitations and challenges (e.g.,
[20]). One major limitation is scalability, as the dis-
tributed nature of the blockchain can limit transac-
tion throughput and processing speed. Blockchain

TRANSACTION

The basic building block
of a blockchain. It
represents a record of a
transfer of value or data
between two parties.

Represents a computer
or device participating in
the blockchain network

Figure 5: Blockchain components.

A collection of
transactions grouped
together and verified,

forming a unit within the
blockchain.

networks also have high energy consumption, par-
ticularly those using proof-of-work consensus mech-
anisms, which has raised concerns about their
environmental impact. There are still regulatory uncer-
tainties around blockchain and cryptocurrencies, cre-
ating challenges for adoption. Widespread adoption
may be hindered by factors like technical complex-
ity, user education, and integration with existing sys-
tems. Privacy is another concern; while blockchain
provides a degree of anonymity, there are still risks
of de-anonymization and misuse of transaction data.
Researchers have identified incompatibilities between
the characteristics of public blockchains and general
traceability requirements in supply chains, limiting
their usefulness. Overall, while blockchain is a prom-
ising technology, its limitations must be addressed in
order to reach its full potential across industries.

While security is one of the main benefits of block-
chain, it also poses major challenges as outlined in
an earlier study [21]. These challenges include 51%
attacks, forking issues, eclipse attacks, address
attacks, and limited scalability.

In case of 51% attacks, a community of attackers
takes control of more than 50% of the computing
power of the network, allowing them to manipulate
the transaction and transaction history to double
spend. This raises the issue of trust in technology.

Forking problems are another major concern.
A fork can occur accidentally due to discrepancies in
block validation rules or intentionally during protocol
updates, which can create divisions in the network.
This can confuse users and undermine the unity of
the system.

In addition, eclipse attacks illustrate another flaw in
the security of decentralized networks. These attacks
target specific users by isolating their nodes from the
rest of the network, leaving them vulnerable to manip-
ulation. Added to this are application bugs, which is

CONSENSUS

The mechanism that
ensures all participating
nodes agree on the state

of the blockchain,
guaranteeing its integrity
and security

Nodes responsible for
verifying and adding new
blocks to the chain
through a process called
mining.
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often the result of human error in code development.
These flaws can create entry points for cyberattacks
or functional failures.

Other challenges include shortened address
attacks, where incomplete data allow an attacker to
exploit weaknesses in the Ethereum Virtual Machine
(EVM) to manipulate smart contracts. In addition, the
dependency on timestamps represents a vulnerabil-
ity that malicious miners can exploit by slightly alter-
ing transaction times to maximize their rewards or
manipulate blocks.

Structurally, limited scalability remains a major
challenge. Blockchain networks, particularly public
networks such as Bitcoin and Ethereum, are often
slow because of the consensus validation process,
which can slow down their large-scale adoption,
particularly in businesses. Complex regulatory con-
straints are also a major barrier. The lack of harmo-
nized legislative frameworks and central bank policies
makes it difficult to adopt blockchain in sensitive sec-
tors such as finance or healthcare.

While blockchain offers unrivaled security, these
challenges underline the need for technical and
organizational solutions to ensure its effectiveness
and resilience in the face of growing threats.

I11.2 loT basics

loT is a network of physical devices, vehicles, struc-
tures, and other objects that are equipped with
sensors, software, and communication capabili-
ties to enable data gathering and sharing [22]. It has
recently gained popularity because of its potential for
advancement in important industries such as trans-
portation, healthcare, and manufacturing. The key
component of loT is the smooth exchange of sensor
data generated by loT devices via connections to an
loT gateway. This gateway serves as a hub stream-
lining massive data transfer from several loT devices
[23]. This integrated infrastructure ensures quick and
continuous data interchange and analysis, allow-
ing businesses to increase operational efficiency,
streamline decision-making processes, and stimulate
innovation.

The data can also be sent to an edge device
where it is analyzed locally, reducing the volume of
data sent to the cloud and minimizing bandwidth con-
sumption. Furthermore, loT applications use ML algo-
rithms to analyze vast amounts of data from sensors
connected to the cloud, which results in real-time IoT
dashboards and alerts that provide visibility into key
performance indicators (KPls), average time between
failures, and other data. Even though IoT has many
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benefits, it also has drawbacks such as cost, com-
plexity, and evolution.

To optimize network bandwidth and minimize
data storage in the cloud, some IoT applications can
pre-process data at the edge. This involves sending
data to local devices for initial analysis, reducing the
amount of data sent to the cloud. Meanwhile, in the
cloud, powerful ML algorithms can analyze massive
datasets from connected sensors. This creates real-
time dashboards and alerts with valuable information,
including KPIs, mean time between failure (MTBF)
statistics, etc. Despite its benefits, implementing loT
solutions comes with challenges such as cost, scala-
bility, and system complexity.

3.2.1 Features of loT system

loT applications and services share certain common
characteristics, each playing a crucial role in shaping
the efficiency and effectiveness of loT ecosystems:

»> Interoperability: At the core of loT functionality is
the ability for devices and systems to communicate
seamlessly with one another, irrespective of their
underlying technologies or manufacturers. This
interoperability fosters a cohesive and intercon-
nected network, allowing disparate devices to col-
laborate and share data effortlessly. Whether it is a
smart thermostat interacting with a home security
camera or a fleet management system coordinat-
ing with vehicle sensors, interoperability ensures
the smooth operation of IoT environments [24].

» Scalability: The dynamic nature of loT demands
systems that can adapt and grow with the
expanding network of connected devices and
the ever-increasing flow of data. Scalability in
loT architecture enables seamless expansion
to accommodate new devices and handle the
escalating volume of data generated by loT
networks. By employing scalable infrastructure
and protocols, loT deployments can efficiently
manage resources, optimize performance, and
support the evolving needs of businesses and
consumers alike [24].

» Security measures: As the number of con-
nected devices increases, the risk of security
breaches and vulnerabilities also increases.
Robust security measures are paramount to
safeguard |oT devices, networks, and the sen-
sitive data they manage. Multiple layers of
security, including encryption, authentication
mechanisms, secure firmware updates, and
intrusion detection systems (IDS), are employed
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to mitigate risks posed by unauthorized access,
hacking attempts, and data breaches. By prior-
itizing security, 0T stakeholders can instill trust
and confidence in their deployments, ensuring
the integrity and confidentiality of data transmit-
ted and processed within loT ecosystems [25].
Data analytics capabilities: The vast amounts
of data generated by |oT devices present both
challenges and opportunities. loT applications
leverage advanced data analytics techniques to
collect, process, and derive actionable insights
from diverse data sources. By harnessing the
power of ML algorithms, predictive analytics,
and real-time processing, lolT solutions can
unlock valuable insights, optimize operations,
and drive innovation across a myriad of sectors.
From predictive maintenance in manufacturing
plants to personalized healthcare interventions
based on wearable device data, robust data
analytics capabilities enable informed deci-
sion-making and drive tangible business out-
comes in loT deployments [26].

Dynamism: Devices can be added, removed,
connected, or disconnected from a network
at any time, making loT environments highly
dynamic. Devices, software, and networks can
become faulty or compromised, making device
volatility very common in IoT environments [27].
Portability: Certain devices have a high degree
of mobility by design, such as cellphones and
devices built into cars. This means that they may
be subject to many administrative domains during
their lifetime.

These common characteristics form the basis of
successful loT applications and services, enabling
organizations to exploit the full potential of connected
devices and data-driven information in the digital age.
However, they also pose several security and privacy
challenges, necessitating stringent loT  security
requirements.

I11.3 ML basics

ML is an important field of Al that enables machines
to perform specific tasks using learning methods.
Over time, ML models have demonstrated extraordi-
nary skills, outperforming humans in a variety of dis-
ciplines by utilizing previous experiences to complete
assigned tasks [28].

3.3.1 The ML approaches

ML algorithms are classified into several key
categories, each representing a distinct approach
to learning. Figure 6, a visual representation of
these paradigms, illustrates their core principles and
relationships:

Supervised learning is a widely used ML paradigm
where the algorithm is provided with labeled train-
ing data, and it learns to predict the output for new
inputs [29]. Supervised learning techniques include
classification (predicting discrete labels) and regres-
sion (predicting continuous values). Some common
supervised learning algorithms support SVMs [30].

Semi-supervised learning bridges the gap
between supervised and unsupervised learning by

Machine Learning

—

I —

Supervised Learning Semi-supervised Learning

Unsupervised Learning Reinforcement Learning

v y

v 4

Labeled Data Labeled & Unlabeled Data

Unlabeled Data

Agent interacts with Environment

\ 4 y

v 4

Prediction Learn from Larger Dataset

Discover Patterns Feedback Rewards and Penalties

v

Classification/Regression

v 4

Clustering

Maximize Cumulative Rewards

Figure 6: ML algorithms. ML, machine learning.
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exploiting both labeled and unlabeled data. This
approach is particularly useful when labeled data is
scarce or expensive to acquire, as it allows models to
learn from a larger amount of information while bene-
fiting from the guidance of labeled examples.

Unsupervised learning involves discovering hidden
patterns and structures in unlabeled data, often
through methods like clustering. This is in contrast to
the labeled data used in supervised learning [29].

Reinforcement learning is a learning paradigm
where an algorithm learns by interacting with a
dynamic environment and receiving feedback in the
form of rewards or penalties. The goal is to learn
an optimal sequence of actions to maximize the
cumulative reward [31].

3.3.2 ML processes

Generally, building a new ML model generally
consists of two main stages: training and testing,
which are required for tasks such as prediction,
classification, and clustering on fresh datasets
(Figure 7). Data are emerging as a significant asset
in ML, playing a key role in both preprocessing and
training models. Initially, the ML model is trained on
a specific dataset, with the effectiveness of the ML
classifier increasing as the training data size grows.
Following training, the model’s prediction accuracy
is evaluated using a new dataset, leading to deploy-
ment if accuracy fulfills the criteria; otherwise, more
training is performed. Recent improvements have
seen DL emerge as a significant ML subgroup aim-
ing to mimic human cognitive processes. Rooted
in cognitive theories, DL structures are inspired by
neural networks, with applications ranging from
object identification to facial recognition and traffic
flow prediction, demonstrating the range of its
influence.

ML algorithms have proven useful in a variety
of industries, including transportation, image pro-
cessing, and the banking sector [32]. A broad
range of models exist in the field of ML to handle
various issue types, with SVM, artificial neural net-
works (ANN), and decision trees among the most
commonly used [33].

IV Blockchain in loT framework
applications

The growth of IoT presents a complex set of chal-
lenges in many areas. These challenges encompass
issues such as resource constraints, central server
overload, and the potential worry of unauthorized
data access. Addressing these challenges requires
a multifaceted approach that involves optimizing
resource utilization, improving server scalability, and
implementing robust security measures to protect
sensitive data. By proactively addressing these chal-
lenges, the full potential of loT technologies can be
realized, while ensuring the integrity, confidentiality,
and efficiency of loT systems across a wide range of
applications and industries.

BCT is an innovative solution that offers significant
advantages in meeting these challenges. Blockchain
provides a decentralized system where peer-to-peer
(P2P) consensus can be achieved without the need
for a central authority, mitigating the risks associated
with overloading central servers and unauthorized
access. Thanks to P2P communication facilitated
by blockchain, IoT devices can interact securely,
exchange data, and verify transactions, improving
the overall efficiency and reliability of 10T networks. In
addition, the transparency and immutability inherent
in blockchain reinforce trust between stakeholders
without relying on a trusted third party, addressing
concerns about data integrity and confidentiality. In
addition, smart contracts, a feature of BCT, enable
transactions to be controlled by predefined
conditions and functions, providing a mechanism
for enforcing agreements and automating processes
within loT ecosystems. By leveraging the block-
chain’'s consensus mechanism, P2P communica-
tions, trust-building capabilities, and smart contract
functionality, loT systems can effectively overcome
the challenges posed by resource constraints, server
overload, and security threats, ensuring the seamless
operation and reliability of loT applications in a wide
range of sectors.

When comparing the flow of information between
loT and blockchain technologies, several key differ-
ences emerge. In terms of confidentiality, 10T systems

Data

Preprocessin
Source P &

Training

Model
DM

Accuracy

Testing Evaluation

Deployment

Figure 7: Building ML model steps. ML, machine learning.
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often face a lack of privacy due to centralized data
storage, whereas blockchain guarantees the con-
fidentiality of participating nodes through decen-
tralized consensus mechanisms. Bandwidth usage
varies, with loT devices constrained by limited band-
width and resources, while blockchain transactions
generally require higher bandwidth consumption.
System structure also diverges, with loT tending
to be centralized, while blockchain operates on a
decentralized network. Scalability is an issue for loT
networks, especially with a large number of devices,
while blockchain’s scalability is limited, especially
with extended networks. Resource allocation differs,
with loT being resource-constrained and blockchain
being resource-intensive. Latency requirements are
low for loT, but blockchain faces time-consuming
block extraction processes. Finally, security issues
are common in loT, whereas blockchain offers bet-
ter security measures thanks to its decentralized and
immutable nature.

Table 3 illustrates the comparison between loT
and blockchain discussed earlier.

The combination of lIoT and BCT has the potential
to revolutionize various application domains, includ-
ing intelligent traffic systems, e-commerce, and smart
cities, as described in Table 4, which we will elabo-
rate on with specific examples.

In the context of intelligent traffic systems [36],
blockchain can facilitate decentralized communica-
tion between vehicles, eliminating the need for a cen-
tral computing node and enhancing energy efficiency.
By integrating blockchain with loT-based smart city
applications, cybersecurity issues can be addressed,
and a sustainable smart city vision can be achieved.

For instance, in the e-commerce domain,
NormaChain has been proposed to manage lol-
based transactions [35]. This system aims to ensure

Table 3: Comparison between IoT and BCT

Items loT

Privacy Lack of privacy

Bandwidth loT devices have limited bandwidth and resources
System Structure Centralized

Scalability loT contains a large number of devices
Resources Resource restricted

Latency Demands low latency

Security Security is an issue

BCT, blockchain technology; IoT, Internet of Thin

autonomy, lightness, and legitimacy in transaction
management, eliminating the dependence on a central
authority and achieving fully decentralized governance.

In the smart city ecosystem, BCT can enhance
and optimize loT-based intelligent traffic systems
by allowing vehicles to collaborate without relying
on a central computing node. This decentralized
approach can lead to energy savings, reduced net-
work throughput, and the potential for expansion to
introduce new monitoring and execution processes in
the existing blockchain-based system.

Moreover, blockchain can improve the protection
of personal data collected in smart cities, making it
easier for solar-powered households to trade surplus
electricity automatically. It can also facilitate direct
communication between government departments
and the public, enhancing accountability and ensur-
ing data integrity.

In summary, the integration of blockchain and
loT technologies offers significant potential for
various application domains, including intelligent
traffic systems, e-commerce, and smart cities.
By addressing cybersecurity concerns, enabling
decentralized communication, and enhancing data
protection, this combination can lead to more efficient,
secure, and sustainable systems.

V loT and Al Applications

Al and IoT integration has the potential to revolutionize
various industries, improving efficiency, decision-
making, security, and personalization. This symbiotic
relationship between Al and IoT can address
challenges, including data management privacy,
connectivity, energy usage, and cost-effectiveness.
The vast volume of data generated by loT devices
can be managed and processed efficiently by Al

Blockchain

Ensures the privacy of the
participating nodes

High bandwidth consumption
Decentralized

Scales poorly with a large network
Resource consuming

Block mining is time-consuming
Has better security
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algorithms, enabling smarter decisions and real-time
actions. However, it is crucial to process and preserve
these data so that Al systems can access them eas-
ily. Another important issue is security, as |oT devices
in many cases are installed in unprotected spaces,
exposing them to cyberattacks. To guarantee data
and system integrity, strict security measures need
to be implemented. Integrating Al algorithms into loT
devices can be difficult, as companies often use dif-
ferent protocols and standards for their development.
Successful Al integration requires the development of
standardized norms and protocols for [oT devices. As
loT devices often run on batteries, energy efficiency is
a key element in their conception algorithms have the
potential to be very demanding in terms of computa-
tion and energy consumption. Therefore, one of the
key factors in integrating Al into loT is the creation of
low-power Al algorithms. Implementing Al in loT can
be prohibitively expensive, particularly for small- and
medium-sized enterprises. It is therefore essential to
find affordable ways to properly combine Al and IoT.

With the help of Al, large amounts of data gener-
ated by IoT devices can be processed, leading to both
making more intelligent decisions and taking actions
in real time. Al algorithms can discern patterns, cor-
relations, and anomalies in data, providing valuable
insights and enabling informed decisions, predictions,
and automated responses. ML algorithms, a subset
of Al, are often used in loT systems as part of the data
processing stage. Different ML paradigms, such as
supervised learning, unsupervised learning, and rein-
forcement learning, can be used to discern patterns,
correlations, and anomalies in the data. For example,
in a smart home scenario, ML can predict user pref-
erences based on historical usage patterns, adjusting
lighting, temperature, or security settings accordingly.
Anomaly detection algorithms can identify irregular-
ities in sensor data, alerting users to potential prob-
lems or security threats.

The combination of Al and loT offers many ben-
efits, including increased automation, predictive
insights, and adaptability. These benefits can opti-
mize operations, improve resource efficiency, and
enhance user experiences in a variety of industries
or domains. However, challenges can arise, such as
managing and storing substantial amounts of data,
ensuring security, solving interoperability issues, opti-
mizing energy consumption, and controlling costs. As
a result, organizations can apply Al to enhance the
effectiveness and overall performance of loT devices
by addressing these obstacles.

Table 5 provides an overview of several works in
the fields of Al and loT, and their applications across

different domains, showcasing their objectives, meth-
odologies, key findings, strengths, weaknesses, and
application domains.

V.1 Challenges of ML and DL integration
with loT

The integration of ML and DL techniques with loT
is a promising direction to address the security
challenges posed by the scale, heterogeneity,
and real-time nature of loT networks. Continued
research in this area is crucial to develop robust,
scalable, and privacy-preserving security solutions
for the loT ecosystem. Table 6 outlines several stud-
ies that focus on these aspects, providing insights
into their challenges and proposed solutions.

VI Blockchain and Al

V1.1 Benefits of combining blockchain
with Al

The combination of BCT and Al presents a powerful
synergy that offers numerous benefits across various
industries. Blockchain’s decentralized and immuta-
ble ledger provides a secure environment for storing
and sharing data, which is crucial for Al systems
that require vast amounts of reliable data to function
effectively. This integration ensures data integrity, pre-
venting tampering and unauthorized access, while
also allowing for verifiable and traceable Al decision-
making processes, fostering trust among stakehold-
ers. Furthermore, blockchain can facilitate the sharing
of high-quality, verified data across different entities,
which can then be used by Al algorithms to generate
more accurate and insightful predictions, particularly
valuable in the fields like healthcare. The integration
of blockchain and Al can also enable decentralized Al
models, where multiple parties can contribute to and
benefit from Al advancements without the need for a
central authority, promoting innovation and collabo-
ration. Finally, the combination of these technologies
can enhance automation and efficiency in various pro-
cesses, such as using smart contracts powered by
blockchain to automate transactions and agreements
based on Al-generated conditions and insights,
reducing the need for intermediaries and accelerating
operations across diverse applications.

V1.2 Blockchain and Al use case

The use of combined BCT and Al has proven
their efficiency in several domains by improving
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Healthcare, particularly in
predicting and managing
chronic diseases like heart
and kidney diseases.

Application domain

Weaknesses
May require
further validation
with larger and
more diverse
datasets.

High accuracy and
low miss rate in
predicting chronic
and Al effectively for
healthcare.

Strengths
94% accuracy with diseases. Utilizes loT

Achieves 93.5%
accuracy with the
CKD dataset and
the HD dataset.
Low miss rate in
classification.

Methodology Key findings

Sensors collect
patient data,
which are
transmitted to
the cloud. The
EO-LWAMCNet
model classifies
the data using
CKD and HD
datasets.
Performance
was evaluated
with accuracy,
MCGC, F1-score,
and miss rate.

to predict chronic health
conditions (kidney or
heart disease) using loT

EO-LWAMCNet model
data.

Objective
Proposes the

Table 5: Continued
Reference

[46]
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security, efficiency, and transparency. This
synergy is particularly impactful in domains like
healthcare, where it enhances data manage-
ment and transaction authentication, ensuring
the integrity of patient records. In transporta-
tion, the integration of BCT and Al boosts oper-
ational trustworthiness and efficiency, providing
innovative solutions to persistent challenges.
These advancements demonstrate the significant
potential of BCT and Al to address critical issues
and elevate performance across various sectors
described in Table 7:

V1.3 Blockchain and Al challenges

The integration of blockchain and Al has the poten-
tial to revolutionize various industries by enhancing
security, efficiency, and transparency. However, this
integration is not without its challenges that must be
addressed to ensure seamless operation. Primary
challenges are given as follows.

e Data complexity and interoperability

Data complexity and interoperability are two major
challenges in integrating blockchain and Al. BCT is
based on decentralized and distributed data storage,
which makes it difficult to integrate with Al systems
that require structured and standardized data. This
is because blockchain uses distributed data storage,
which can make it difficult to access and manipulate
data for Al systems that require organized and stand-
ardized data.

According to research detailed in a comprehen-
sive review of the confluence of Al and blockchain
technologies [54], the lack of interoperability between
different blockchain platforms and Al systems can
significantly hinder the smooth exchange of data.
This review [54] has highlighted that the synergistic
combination of these technologies, while beneficial
in improving the performance and efficiency of exist-
ing information and communication technology (ICT)
systems, is still in its infancy and subject to ongoing
exploration.

Furthermore, the effectiveness of ML models
depends on both the volume and quality of the data.
According to a previous research [55], Al-based solu-
tions to blockchain-related problems are often faced
with limited or unreliable datasets. The lack of refer-
ence datasets that are free from mislabeling and have
high diversity is evident.

The main data challenges in integrating block-
chain and Al are as follows:

Al, Artificial Intelligence; CKD, chronic kidney disease; DT, Decision Tree; GA, genetic algorithm; HD, Heart Disease dataset; loT, Internet of things;

LWAMCNeEet, Lightweight Automatic Modulation Classification Network; MCC, Matthews Correlation Coefficient.

19



Integration of loT, blockchain, and ML technologies: Aounzou et al.

Table 6: Challenges addressed by ML and loT

Reference Challenge

[47] e Heterogeneity of loT devices

[41,42] * Need for real-time data
processing for security

[47] e Scalability and confidentiality
issues

[48] e Edge device limitations for ML/
DL models

[41,43] e |mproves loT security and
optimization

[47] e Enhances loT security and
optimization

[47 e Adaptive security policies for
DDoS attacks

[48] e Generates synthetic data for

ML-based security

Solution

Federated learning approaches enable collaborative learning
while preserving privacy

Combining edge computing with deep learning to enable
efficient security analytics close to the data sources

Federated learning approaches enable collaborative learning
across loT devices while preserving privacy

Hardware-assisted ML techniques to enable efficient ML on
resource-constrained edge devices

Applying supervised learning for authentication, attack
detection, and malware analysis using algorithms like SVM,
KNN, and neural networks

Using unsupervised learning for anomaly and intrusion
detection with techniques like clustering (e.g., k-means) and
density estimation

Reinforcement learning approaches

GANs

DDoS, Distributed Denial of Service; KNN, K-Nearest Neighbors; GANs, Generative adversarial networks;

loT, Internet of things; ML, machine learning.

Table 7: BCT and Al use cases

ltem Contribution Strength Weakness Application
domain
[50] Gives an overview - Checks whether - Ledgers are only Healthcare
of how combining the user initiating appendices. The
blockchain and ML or requesting a transaction cannot be
technology can help in transaction is a modified once it has
healthcare sectors. legitimate user. been recorded. Details
- - Ensures that the will be manually entered
user has the right and human error will
to request the large always be possible.
characters of the Care should be taken
transaction they are or additional privileges
carrying out. should be granted to an
authority.
- BCT keeps a record
of each transaction,
including a copy of
the history. The size
of the database would
increase, which could
make it more complex
to manage in the future.
(Continued)
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Table 7: Continued

Item Contribution

[51] Explores the synergy -
between blockchain and

Al

Examines their

applications in various
industries, particularly in

transportation. -

[52] - Enhances blockchain

security with Al

- Automates processes
and reduces
intermediaries

- Analyzes data for

insights

53] - Detects and prevents

food safety hazards.

- Maintains track of
perishable food with -
an immutable ledger.

- Streamlines supply -
chain, connecting
farmers directly with
customers.

- Enhances efficiency,
transparency, and
sustainability in the
food chain.
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Strength

Blockchain and

Al technology
convergence with
significant advantages
in the transportation
industry.

Blockchain could
enhance Al
applications in terms
of trustworthiness,
decentralized
computing,
effectiveness,
transparency, and
lower entry market
barriers.

The Al applications
could improve the
blockchain in several
aspects, including
energy consumption,
scalability, security,
privacy, efficiency,
hardware, and data
gates.

Improves security,
automation,
transparency,
efficiency, and
predictive maintenance

Rapid and precise
contamination
detection.

Increased trust in the
food supply chain.
Detailed bibliometric
analysis and
visualization.

Weakness

Storage capacity and
scalability

Security and privacy
Limited data access
Domain identification

Energy consumption
associated with
blockchain.

Potential vulnerabilities
Data privacy concerns
Scalability

Reliance on a single
bibliometric tool limits
analysis depth.
Limited applications in
other smart agriculture
areas.

Potential data privacy
issues.

Limitations in data
collection methods.

Al, Artificial Intelligence; BCT, blockchain technology; ML, machine learning.

Application
domain

Transportation
systems

Industry 4.0

Food safety,
smart agriculture,
supply chain
management
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» The complexity of data on blockchain, which
is often unstructured and distributed, makes it
difficult for Al systems to use.

» The lack of interoperability between different
blockchain platforms and Al systems hinders the
smooth exchange of data.

» The limited volume and quality of datasets are
available to effectively train Al models, in particular
the lack of high-quality reference datasets.

e Scalability and replicability

Another significant challenge is the scalability and
performance of blockchain and Al systems. Al
systems require substantial amounts of data to
function effectively, making the scalability of block-
chain platforms a critical issue. The current limitations
of BCT in terms of transaction processing capacity
and data storage can hinder the efficient integration
of Al systems, leading to delays and inefficiencies.
This problem has also been highlighted in several
studies. One such study [55] details why scalability
is considered a major issue in systems that combine
blockchain and Al. According to the study, the limited
transaction throughput and the high latency of current
blockchain platforms can significantly impair the per-
formance of Al applications that rely on real-time data
processing. Additionally, the immense data storage
requirements of Al models can overwhelm blockchain
networks, causing further performance bottlenecks
and reducing overall system efficiency.

Regarding reproducibility in ML, which is crucial
for the credibility of results, a major challenge arises
when applying it to blockchain. Ensuring consistent
results is crucial to developing reliable Al-enhanced
blockchain systems [55]. However, several factors
hinder this achievement, including the scarcity of
standardized datasets, rapid advances in Al and
blockchain, and complex interactions between
algorithms and blockchain structures. The lack of
reproducibility can hinder the adoption of Al-based
solutions in blockchain, making resolving this issue
indispensable for the successful integration of Al and
blockchain technologies.

e Security and privacy

One of the most important challenges in merging
BCT and Al technologies lies in ensuring security and
privacy [56]. This integration introduces complexities
that necessitate careful attention to safeguarding
sensitive data and preventing unauthorized access.
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According to a detailed examination of Al and block-
chain convergence, the amalgamation of these tech-
nologies brings forth intricate security implications
that demand thorough consideration.

Al systems rely heavily on extensive datasets for
effective operation [56]. However, this reliance also
amplifies the risks associated with data breaches and
unauthorized access. The fusion of Al and blockchain
exacerbates these concerns, as blockchain networks
serve as repositories for sensitive transactional data
that may become targets for malicious entities. This
interconnectedness expands the potential attack sur-
face, heightening the risk of data compromise.

Furthermore, leveraging Al within blockchain
ecosystems introduces novel vulnerabilities [57].
Sophisticated Al algorithms can be exploited to
launch intricate attacks on blockchain networks,
utilizing their analytical capabilities to pinpoint and
exploit system weaknesses. These Al-driven threats
may target consensus mechanisms, manipulate
transactional data, or circumvent security protocols,
posing substantial risks to the integrity and stability of
blockchain networks.

e Explainability and transparency

The integration of blockchain and Al also raises
concerns about explainability and transparency. Al
systems are often opaque and difficult to understand,
which can make it challenging to identify and address
biases and errors. The use of BCT can provide some
transparency, but it is essential to ensure that the
Al systems used in conjunction with blockchain are
transparent and explainable.

e Regulatory frameworks

The integration of blockchain and Al also requires
a clear regulatory framework. As Al systems are
increasingly used in various industries, there is a need
for regulatory bodies to develop guidelines and regu-
lations that address the unique challenges and risks
associated with Al-powered blockchain systems.
In conclusion, the integration of blockchain and Al
is a complex and challenging task. Addressing the
data complexity, scalability, security, explainability,
and regulatory challenges will be crucial to ensur-
ing a seamless integration of these technologies. By
understanding these challenges, we can work toward
developing more efficient, secure, and transparent
Al-powered blockchain systems that can revolution-
ize various industries.
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VIl Blockchain and Al with loT
architecture applications

VII.1 Benefits of combining blockchain,
loT, and Al

Several studies have examined the combination of
blockchain, loT, and Al technologies and identified a
range of transformative benefits [5, 58, 59]. This com-
bination offers disruptive benefits such as increased
security, efficiency, and intelligence in data manage-
ment systems. A detailed overview of key benefits is
listed in Table 8:

e Enhanced data security

The rapid adoption of IoT comes with inherent security
risks, particularly due to the limited processing power
and vulnerability of connected devices. BCT offers a
promising solution by leveraging its decentralized and
immutable ledger, which ensures the integrity of data
generated by loT devices [9]. This inherent security
feature safeguards against unauthorized access and
tampering, allowing Al algorithms to safely analyze
sensitive data without compromising privacy [9]. This
enhanced data security is crucial for building trust
in loT ecosystems, allowing for the safe and secure
deployment of these technologies in diverse applica-
tions. As highlighted in Table 9, blockchain excels in
securing data by offering features like data encryp-
tion, hashing, authentication, and integrity, which
are often limited or absent in traditional loT and Al
systems.

¢ Improved decision-making

The convergence of Al and BCT revolutionizes
decision-making within loT. Blockchain’s immutable
ledger ensures data integrity and authenticity,
providing a foundation of trust for Al algorithms.
This enables Al to generate more reliable insights
from real-time data streams, facilitating predictive
analytics, anomaly detection, and personalized rec-
ommendations [60]. For instance, in smart transpor-
tation, Al can analyze traffic patterns, weather data,
and vehicle sensor readings to optimize traffic flow
and improve safety. Blockchain can ensure the integ-
rity of these data sources, making the Al's insights
more trustworthy and actionable, leading to better
decision-making. This synergy enhances trust in loT
systems by guaranteeing data security, transpar-
ency, and accountability, leading to more informed,
efficient, and trustworthy actions across diverse loT
applications.

¢ Increased efficiency

The automation capabilities of Al, when fueled by real-
time data from loT devices and secured by blockchain,
significantly enhance operational efficiency. Al can
automate routine tasks, predict maintenance needs,
and optimize processes, reducing manual interven-
tion and accelerating response times. Blockchain
ensures that the data driving these automations is
accurate and tamper-proof [60]. For example, in a
manufacturing setting, Al could analyze sensor data
from machines to predict potential failures, allowing

Table 8: Key benefits of integrating BCT, loT, and Al

Benefit Description Technologies involved
Blockchain loT Al

Enhanced data Blockchain ensures data integrity and security, while Al v v

security analyzes it without compromising privacy.

Improved Al processes real-time loT data accurately, aided by the v v v

decision-making trustworthiness provided by blockchain.

Increased efficiency Al-driven automation with loT data, secured and verified v v v
by blockchain.

Traceability Blockchain’s immutable records ensure full traceability of v v v
loT data and Al-optimized processes.

Cost reduction Optimization of processes through Al and loT, with v v v

reduced intermediary costs via blockchain.

Al, Artificial Intelligence; BCT, blockchain technology; 10T, Internet of things.

23



Integration of loT, blockchain, and ML technologies: Aounzou et al.

Table 9: Comparison of data security features

Feature Blockchain loT Al Blockchain + loT + Al
Data encryption v Limited v v
Data hashing v X X v
Data authentication v Limited X v
Data confidentiality v Limited v v
Data integrity v Limited X v

Al, Artificial Intelligence; loT, Internet of things.

for proactive maintenance and minimizing downtime.
Blockchain could then provide an immutable record
of these predictions and maintenance actions, ensur-
ing transparency and accountability in the process.
This combination of Al and blockchain empowers
organizations to streamline operations, optimize
resource allocation, and improve overall productivity
within their loT ecosystems.

¢ Traceability

The convergence of blockchain, 10T, and Al creates
a powerful ecosystem that ensures unparalleled
traceability within complex systems, transforming
industries where data integrity and transparency
are critical. By seamlessly integrating these tech-
nologies, we gain the ability to track the origin,
movement, and transformation of data across loT
networks with unprecedented accuracy and relia-
bility [7].

In supply chain management [7], sensors embed-
ded within goods constantly transmit data about
their location, condition, and handling to a block-
chain-based platform. Al algorithms can then analyze
these data in real time, identifying potential risks
or anomalies and triggering preventative actions.
Blockchain ensures that every data point is immuta-
bly recorded, creating a transparent and auditable
trail that can be accessed by all stakeholders. This
eliminates the possibility of tampering or manipulation,
fostering trust and accountability within the supply
chain.

Similarly, in healthcare [7], this convergence can
revolutionize patient data management. Sensors
embedded within medical devices can constantly
transmit patient vitals and medical information to a
secure blockchain platform. Al algorithms can ana-
lyze these data, identifying potential health risks and
suggesting personalized treatment plans. Blockchain
guarantees the immutability and security of these

24

data, enabling secure and transparent data shar-
ing between healthcare providers while safeguarding
patient privacy.

This powerful combination of blockchain, loT, and
Al not only ensures traceability but also empowers
stakeholders with actionable insights, enabling them
to make more informed and efficient decisions. This
transformative approach promises to reshape diverse
industries, from supply chain management to health-
care, fostering greater trust, transparency, and inno-
vation within the loT ecosystem.

e Cost reduction

The combined use of Al, loT, and blockchain can lead
to significant cost reductions. Al and IoT optimize
operational processes, reducing waste and ineffi-
ciencies. Blockchain reduces the need for intermedi-
aries by providing a secure and transparent system
for transactions and data exchanges. Together, these
technologies lower operational costs and enhance
the overall efficiency of business processes [7].

We can also streamline this combination as shown
in Figure 8.

» loT data generation: The IoT devices are the
data sources, which constantly collect informa-
tion from the real world (e.g., sensors monitoring
energy usage, weather conditions, or even traffic
patterns).

» Blockchain data security and integrity: Block-
chain acts as a secure and tamper-proof ledger
for the data generated by the IoT devices. It
ensures that the data are trustworthy, accurate,
and protected from manipulation.

» Al data analysis and decision: Al algorithms
analyze the secure and reliable data stored on
the blockchain. This analysis can lead to valua-
ble insights and predictions, allowing for informed
decision-making.
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Real-time Data Processing

! !

!

IoT Data Generation

Blockchain Data
Security and Integrity

N

Al Data Analysis and
Decision

J

Figure 8: Combination of IoT, BC, and Al processes. Al, Artificial Intelligence; 10T, Internet of

things.

Table 10: Applications of BCT, loT, and Al convergence

Industry Application

Supply chain Traceability and counterfeiting
management

Healthcare Secure data sharing and privacy
Smart cities Resource management and

optimization

Renewable energy Tracking and transparency

Insurance

Risk assessment and fraud detection

Key benefits
Enhances security, transparency, and trust

Secures data management, privacy protection, and
efficient access

Improves efficiency, sustainability, and quality of life

Increases transparency, incentivized production,
and efficient distribution

Reduces risk, improves accuracy, and streamlines
processes

Al, Artificial Intelligence; BCT, blockchain technology; IoT, Internet of things.

» Real-time data processing: The system empha-
sizes real-time data processing, enabling swift
responses and proactive adjustments based on
the insights gleaned from the data.

VII.2 Applications and case studies

Several sectors are transforming because of the
convergence of blockchain, loT, and Al, which is
opening new opportunities for accountability, effi-
ciency, and transparency. The transforming potential
of this combination is demonstrated by the fascinating
case studies and examples of applications detailed in
Table 10.

e Supply chain management
Traceability and counterfeiting: Blockchain’s

immutable ledger provides a tamper-proof record
of the journey of goods from their origin to the end

consumer. loT sensors embedded in products con-
stantly transmit data about their location, condition,
and handling to the blockchain, enabling real-time
tracking and verification. Al algorithms can analyze
these data, identifying potential risks or anomalies
and triggering preventative actions. This creates
a highly secure and transparent system that can
prevent counterfeiting, ensure product quality, and
enhance consumer trust. Table 11 gives a detailed
overview of the contributions of loT, blockchain,
and Al across various supply chains and industrial
applications.

e Healthcare

Secure data sharing and privacy: Blockchain
offers a secure and transparent platform for storing
and sharing patient data, protecting individual pri-
vacy while enabling efficient data access for research
and treatment. IoT sensors embedded in medical
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Table 11: Contributions of 10T, blockchain, and Al in various supply chains and
industrial applications

Case Challenge Blockchain loT contribution Al contribution
study contribution contribution
[61] Food safety and Tracks food product Monitors temperature, Identifies risks and alerts
traceability movement humidity, etc. stakeholders
[62] Counterfeiting and Secures transactions Monitors drug Analyzes data for risk
drug tampering and data storage conditions and assessment and process
location optimization
[59] - Vaccine quality Ensures trust among Ensures real-time Predicts vaccine demand and
- Demand stakeholders monitoring of vaccine  conducts sentiment analysis
forecasting status on vaccine reviews
- Trust among
stakeholders
[63] - Predictive Provides decentralized  Edge devices Edge Al algorithms analyze
maintenance trust management and  generate and transmit  data and enable self-healing
- Automated data integrity data actions
response

Al, Artificial Intelligence; loT, Internet of things.

Table 12: Contributions of BCT, loT, and Al in enhancing security and privacy in

healthcare

Case Challenge Blockchain loT contribution Al contribution
study addressed contribution

[64] Secures patient data ~ Manages and secures Monitors patient Personalizes treatment

management and
privacy

patient medical records

vitals and medical
information

plans and identifies health
risks

[65] Abnormal traffic Secures interactive Monitors network Analyzes traffic patterns

detection and security  environment for loMT traffic and device and identifies anomalies
activity

[66] Secures Provides a secure Transmits medical Uses KNN algorithm
authentication and framework for loMT data from devices for dynamic time attack
dynamic attack authentication detection and authentication
detection

[67] Secures privacy- Provides decentralized Collects data from Trains ML models on

preserving data
sharing

data sharing, access
control, and model
aggregation

various sources

decentralized data

Al, Artificial Intelligence; BCT, blockchain technology; IoMT, Internet of medical things; 0T, Internet of things;
ML, machine learning.

devices can continuously monitor patient health,
transmitting data to a blockchain-based platform. Al
algorithms can then analyze these data to identify

e Smart cities

Resource

management

and  optimization:

potential health risks, personalize treatment plans,
and improve patient outcomes. An in-depth overview
at how blockchain, IoT, and Al address various chal-
lenges is given in Table 12.

Blockchain, 10T, and Al can work together to opti-
mize resource management and improve efficiency
in smart cities. Sensors embedded in traffic lights,
waste bins, and energy grids can transmit data to a
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Table 13: Contributions of BCT, loT, and Al in resource optimization and security for

loT contribution

Monitors traffic,

Al contribution

Optimizes resource

allocation and
efficiency

energy, and waste

Collects data from
various sensors in
the city

Analyzes data to
optimize resource
allocation, traffic
flow, and energy
consumption

Collects data from
sensors, devices,
and networks

Collects data from
sensors, devices,
and networks

smart cities
Case study Challenge Blockchain
addressed contribution
[68] Resource optimization Manages city
and city management infrastructure data
[6] Resource management  Provides secure and
and optimization decentralized data
management for smart
city services
[69] Security, privacy, Manages security in
and trustworthiness smart city infrastructure
5] Sustainable smart city Provides secure and

development

transparent data
sharing, decentralized
control, and trust

Collects data from
various sensors and
devices in the city

Analyzes data to
optimize resource
allocation, improve
traffic management,
and enhance security

Al, Artificial Intelligence; BCT, blockchain technology; IoT, Internet of things.

blockchain-based platform. Al algorithms can ana-
lyze these data to optimize traffic flow, predict waste
collection needs, and manage energy consumption
more efficiently. This creates a more sustainable and
efficient urban environment. A comprehensive sum-
mary is given in Table 13.

e Renewable energy

Tracking and transparency: Blockchain can be
used to track the origin and flow of renewable energy,
ensuring transparency and incentivizing its produc-
tion and consumption. loT sensors can monitor the
output of solar panels, wind turbines, and other
renewable energy sources. Al algorithms can analyze
these data to optimize energy production and distri-
bution, ensuring greater efficiency and maximizing
the use of renewable resources.

The integration of blockchain and Al in energy
cloud management (ECM) is a crucial step toward
a more sustainable and efficient energy future,
particularly for facilitating the widespread adoption of
renewable energy sources. Research (e.g., [70Q]) high-
lights the significant role of this integration. It under-
scores the potential of blockchain to create a secure
and transparent environment for P2P energy trading,
where prosumers can sell excess energy from their
renewable sources (e.g., solar and wind) directly to
neighbors, incentivizing renewable energy adoption.

Al algorithms, in turn, can optimize energy production
and distribution by accurately predicting demand from
renewable sources and facilitating better integration
into the grid. This research also emphasizes the need
for robust security measures to protect data in block-
chain-based energy systems, addressing concerns
about data breaches and ensuring the trust and pri-
vacy of consumers. Overall, this research contributes
to the development of a more secure, transparent,
and efficient energy ecosystem that encourages the
greater use of renewable energy sources.

VIII Discussion and future search
directions

The integration of IoT, blockchain, and Al offers
substantial benefits, such as enhanced security,
improved decision-making, increased efficiency,
increased traceability, and cost reduction. Specific
examples from case studies illustrate these benefits
clearly. In supply chain management, this technol-
ogy combination ensures product authenticity and
traceability, reducing fraud and increasing stake-
holder trust. Healthcare can benefit from secure and
accurate patient data, leading to better diagnostics
and personalized treatment plans. Smart cities can
enhance infrastructure management and service
delivery, while renewable energy sectors can optimize
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energy usage and improve grid management through
real-time data and predictive maintenance. These
applications demonstrate the potential of integrating
loT, blockchain, and Al to address specific challenges
and drive efficiency across various sectors.

However, several challenges must be addressed to
fully realize the potential of integrating IoT, blockchain,
and Al. Data complexity and interoperability issues
arise from integrating blockchain’s decentralized data
structure with Al systems that require structured and
standardized data. Scalability is another significant
challenge, as blockchain platforms currently struggle
with handling the vast amounts of data needed for Al
systems. The limited transaction processing capac-
ity and data storage capabilities of existing BCT
pose barriers, necessitating research into scalable
blockchain architectures and efficient data manage-
ment strategies. Security and privacy concerns also
emerge from the integration of Al and blockchain,
highlighting the need for secure Al algorithms, robust
cryptography techniques, and privacy-preserving
data analysis approaches. Additionally, transparency
and explainability in Al systems are crucial, especially
when combined with blockchain, to ensure that Al
models are auditable and understandable.

Establishing clear regulatory frameworks is
crucial for governing the building and implementa-
tion of Al-powered blockchain systems. Guidelines
for data privacy, security, and responsible Al usage
are necessary to ensure that these technologies are
developed and implemented ethically and safely.
Policymakers, researchers, and industry experts
must collaborate to create regulations that foster
innovation while protecting public interests. Despite
the challenges, the future of this technological inte-
gration is promising, with continuous advance-
ments expected to address current limitations.
Encouraging further research and development
in areas like data complexity, scalability, security,
transparency, and regulatory frameworks is crucial.
Collaboration among stakeholders will drive innova-
tion and effectively address societal challenges, fully
realizing the transformative potential of loT, block-
chain, and Al integration.

However, several limitations of this study must be
acknowledged to provide a balanced perspective.
First, the rapid evolution of IoT, blockchain, and Al
technologies means that some of the solutions and
challenges discussed may become obsolete or less
relevant over time. Furthermore, the scope of the
survey may not cover all possible applications and
sectors where these technologies intersect, poten-
tially missing important contexts and developments.
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Another limitation is the variability in the maturity and
adoption rates of these technologies across different
regions and industries, which may affect the gener-
alizability of the results. Furthermore, the study relies
heavily on existing literature and case studies, which
may introduce biases or gaps if certain aspects of
technology integration have not been widely explored
or reported. Finally, practical implementation aspects,
such as cost, resource availability, and the readiness
of existing infrastructure, are not analyzed in depth,
which could impact the feasibility of the proposed
solutions in real-world scenarios. Addressing these
limitations in future research will be essential to fully
exploit the potential benefits of integrating loT, block-
chain, and Al technologies.

To provide a more structured roadmap for future
research, it is essential to detail specific technical,
application, and policy areas that require attention.
From a technical point of view, it is also very impor-
tant to establish standardized protocols for exchang-
ing data between blockchain and Al systems to
resolve issues of complexity and interoperability.
Existing blockchain platforms suffer from the sheer
volume of information needed by their Als because
of the decentralized structure and this is an impor-
tant area for development. Furthermore, the inves-
tigation of new blockchain environments capable of
processing and storing the massive quantities of data
produced by Al applications is also desirable. Such
frameworks should aim at increasing both the trans-
action rate processing and data storage capacity of
BCT, either by using new approaches like sharding or
layered ones. Additionally, cryptographic innovation
to enhance data protection and privacy in embed-
ded systems is essential. This also encompasses
the design of optimized cryptographic algorithms to
secure Al models and their associated data while
providing high efficiency and performance.

On the application side, it is important to develop
case studies and pilot projects in key sectors to
demonstrate practical benefits and guide future
implementations. For example, in supply chain
management, creating pilot projects integrating of,
blockchain, and Al can provide concrete evidence
of improved product authenticity, improved tracea-
bility, and reduced fraud. In healthcare, developing
secure and interoperable platforms for patient data
management can leverage blockchain for data integ-
rity and Al for diagnostic support, leading to better
patient outcomes. Also, in the smart city infrastruc-
ture context, it can be advantageous to investigate Al
and blockchain technologies to help optimize infra-
structure management, service provision, and civic



INTERNATIONAL JOURNAL ON SMART SENSING AND INTELLIGENT SYSTEMS

engagement by leveraging enhanced data analytics
and automation.

Concerning a policy standpoint, it is crucial to put
in place integrative legislation covering data privacy,
security, and ethical application of Al. These rules
need to guarantee responsible and ethical develop-
ment and implementation of such technologies that
protect public interests and encourage innovation.
Efforts to encourage partnerships between policy-
makers, industry practitioners, and scientists are
crucial for developing policies that encourage tech-
nological innovation but are also relevant to social
issues. Although this collaboration can support an ini-
tial set of best practices and guidelines for the trans-
parency and explainability of Al systems, particularly
in the context of BCT where Al models are verifiable
and understandable, not all stakeholders necessarily
support this effort. Addressing these technical, appli-
cation-oriented, and policy-related issues, this sys-
tematic roadmap is intended to address the present
challenges and deliver in full its promise regarding the
co-integration of loT, blockchain, and Al in different
fields and contribute to innovation and societal value.

IX Conclusion

The integration of loT, blockchain, and Al holds
immense potential to transform various sectors,
enhancing security, efficiency, and transparency in
data management and decision-making. This con-
vergence creates a robust ecosystem with significant
benefits, including enhanced data security, improved
decision-making, increased efficiency, increased
traceability, and cost reduction. This study highlights
real-world applications across supply chain manage-
ment, healthcare, smart cities, and renewable energy,
demonstrating the practical benefits of this integration.

However, challenges, such as data complexity,
scalability, security, explainability, and regulatory frame-
works, require further research and development.
Addressing these challenges is crucial for ensuring
the successful adoption and implementation of these
technologies. Collaboration between researchers,
industry experts, and policymakers is vital for devel-
oping solutions that promote innovation and protect
public interests. The future of this integration is prom-
ising, with continuous advancements expected in
the technologies, particularly in addressing scalability
and security concerns. As research and development
continue, the convergence of IoT, blockchain, and
Al will play a pivotal role in shaping a more efficient,
secure, and sustainable future.
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