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Abstract

Authentication by key is successfully applied in many cases.

However, this simple approach raises several problems during

*E-mails: tomasz.krokosz@
ue.poznan.pl, rykowski@kti.
ue.poznan.pl

Received for publication
March 02, 2022.

contextual authentication, when the final decision depends not only
on the knowledge of the key but also on some other independent
parameters such as time, distance, values fetched from nearby
internet of things (loT) devices, etc. Such contextual parameters are
usually considered an independent phase of the whole authentication

process. In this paper, we propose a new method of extended
authentication because, instead of using just keys, we also applied
some mathematical formulas describing the context to be evaluated
as a single cryptographic process.
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l. Introduction

The target and final form of the authentication method
follow from organizational and communication pos-
sibilities. For example, concerning paper docu-
ments, handwritten signatures, stamps, or notarial
certificates are used. For electronic documents,
this can be, e.g., a digital signature [1] or message
authentication code (MAC [2]). In the case of citizen
verification, authentication may be performed using
biometric security [3], passwords, tokens, or ID doc-
uments. In the case of communication among nodes
of a computer network, some methods based on
onetime passwords [4], zero-knowledge proof [5],
the symmetric key (symmetric cryptography [6]), or
the private and public keys (as well as their pairs) as
part of asymmetric cryptography [7] are applied. The
last two methods constitute the classic key-based
authentication scheme.

Symmetric encryption algorithms enable plain-
text encryption and decryption of the ciphertext
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using one common key. The same parameter value
(called a key) is the basis for encryption and decryp-
tion methods. Therefore, it may be carried out in the
same way by each party of the communication pro-
cess (Figure 1). The security of symmetric algorithms
is related to the difficulty of finding the private key,
which results from the length or the complexity of
the processing methods. The second important is-
sue is safe and effective key distribution, i.e., hand-
ing over the key to all parties of the communication
in a way that does not lead to its disgrace. Existing
and currently used symmetric encryption schemes
are based on block ciphers mechanisms (e.g., ECB,
CBC, CFB [8]) and stream cipher [9].
Symmetric encryption property is as follows:

D, [EM]l =M (1)
With  symmetric  encryption, excluding the

previously mentioned issues, e.g., key distribution,
two problems are raised related to authenticity and

© 2024 Krokosz and Rykowski, This work is licensed under the Creative Commons

Attribution-NonCommercial-NoDerivs 4.0  License

licenses/by-nc-nd/4.0/

https://creativecommons.org/



Extended authentication based on mathematical formulas: Krokosz and Rykowski

Key K

Communication channel

<

Key K

v

Figure 1: Communication in a symmetric system.

scalability. In the first case, since the parties share
a key, it is not possible to prove (without additional
measures) which of them is the actual sender. The
communication channel is safe until the intruder be-
comes the owner of the key. In terms of scalability,
there is a need for each party to store the keys of
the other parties. In a system of four users, each user
must remember six keys. For 10 users, the number
of keys to remember increases to 45. However, their
number may be ultimately reduced using a different
way. A group of users can agree to use the same
shared key. Then, each member of the group is re-
quired to remember and use only one key—to encrypt
and decrypt data. Of course, such an agreement re-
quires an increased level of trust in relation to sharing
keys within individual pairs—in the case of a compro-
mising key, not only it remains unknown which group
member is responsible for it but also the detection of
this fact requires several additional verification activi-
ties with respect to all group members.

The ciphers that use two different keys in opera-
tion (one for encryption and the other for the decryp-
tion of the message) belong to a group of asymmetric
ciphers. One of the keys—the public key—is shared
and used by interested parties in the data encryption
process. The owner of the second key of the pair—the
private one—can successfully convert the ciphertext
to a plaintext (Figure 2). Thus, the essence of asym-
metric encryption is the use of two interconnected
keys, each of them has different applications. A user
who wants to send an encrypted message to the re-
cipient must encrypt the message with his (recipient)
public key. After receiving the data, the receiver will
use the private key, which is related to the public key
used for encryption, to obtain an explicit message.

Asymmetric encryption property is as follows:

EK(pub/fc)[M] =S. @

While obtaining the plaintext from the ciphertext is
performed as follows:

[S] =M. ©)

DK (private)

Having two keys can provide the basis for a digital
signature creation scenario. Person A has two keys
(private and public) and the document that he wants
to sign.

To perform the signature, person A encrypts the
document using his private key and attaches the ob-
tained ciphertext to the original document. Person B re-
ceiving a document allegedly signed by user A must be
in possession of his public key. With it, he will decrypt
the document, obtaining its open version. In the next
step, person B verifies the obtained data. This provides
certainty as to the correctness of the key—had the
key of another user, the data could not have been
decrypted with the public key of person A. It is also
certain that the data content has not been modified.
In the presented example, however, there are some
nontrivial limitations. For example, a user receiving
another user’'s public key does not have sufficient
knowledge of it, e.g., does not know who the owner
is. It also does not know if the received data actually
represents a public key. For this purpose, the concept
of certificates was developed. A certificate can be un-
derstood as an electronic attestation containing the
necessary data, e.g., the public key and the aforemen-
tioned distinguished names, i.e., owner attributes, such
as a hame, and address, a serial number, etc. For this
solution, the presence of a trusted third party is neces-
sary, namely, an issuer of the certificate. Ultimately, the
verification of the key and the author consists in verify-
ing the certificate describing it.

Common and typical use of certificates (X.509)
[10] covers, among others, signing documents, user
authentication, or authentication and ensuring the
establishment of a secure connection (SSL/TLS)
[11]. It consists of, among others, the fields marked
with the following labels: a version, a serial number,
an issuer of the certificate, the validity, the entity for
which it was issued, a public key, and the signature
of the issuing authority. However, a verification of the
certificate involves tracing the entire path of the trust
chain in the public key infrastructure (PKI). As PKI pro-
vides authentication services, it becomes possible to
authenticate entities and data, as well as confirm their
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Figure 2: Communication in an asymmetric system.

integrity and nonrepudiation. PKI also guarantees
confidentiality services, i.e., data protection against
unauthorized disclosure and privacy.

Apart from the application, it is not without signifi-
cance that one of the fields of the certificate is related
to a public key. In turn, the validity period of this key is
recorded in another field. In a matter of fact, these are
two independent data—the fact of having the correct
key does not indicate whether it is allowed to perform
encryption processes by the organization issuing the
certificate. Further, the validity of the key does not
appear from the expiry date. Therefore, apart from
checking the correctness of the encryption process,
a series of operations must be performed to validate
the remaining certificate data. Moreover, the validity
of the key and the expiry date do not yet imply the
correct use of these data, which depends on the
context. For example, if a certificate is used to control
access to an office, it should only be considered valid
during office hours and invalid outside of this period
of the day. At night, or on Sundays and holidays, this
certificate should be rejected. In the case of control
systems, the current state of such a system should
determine the correct use of the certificate. For ex-
ample, the user has the right to open the door only
when he is waiting in front of it (the distance stands
as a context), the right to turn on the lighting when it
is dark (the brightness as a context), the right to enter
when someone accompanies him (e.g., the context
of a child accompanying by an adult), etc. As one
can see, in a general case, it is impossible to predict
all such metadata and save all of them in a single
certificate.

The goal of this article is to propose a new method
of verification using a PKI that uses a mathematical
function instead of the metadata of the certificate for
authentication. In our solution, we use functions that
define certain geometric objects. For example, all the
resources in the infrastructure of a company are rep-
resented in the form of circles—devices, rooms, ac-
tions to be performed, and users. If the user’s circle
is externally tangent to some other circle representing

any resource, there is a relationship between the user
and resource circles, i.e., the user has the rights to in-
teract with it. Replacing the circles with circumferenc-
es also allows to verify variable values, e.g., elapsed
time or distance. Such a distance or time may be
represented as some points drawn on a line from the
center of the circle to the tangent point (i.e., inside the
circle described by the circumference). Verification of
a point’s location on a straight line allows for a quick
determination of whether such a point lies inside the
circumference (and thus the correctness condition is
met) or outside. At the same time, this may be mathe-
matically related to the change of a certain value, e.g.,
with the passage of time—if this value is outside the
specified range at the time of verification, the verifica-
tion will not be successful.

The above geometrical representation is even
much more generic and is not related to only the
simple relation of two entities (such as a user and a
room). It may be noted that one circle may be tanged
to several other circles and lines. Thus, the idea may
be broadened to the solution that every entity with its
geometric interpretation is related to many other en-
tities, such as a single user has the same key to sev-
eral rooms. This concept is related to so-called “mas-
ter-key” technique, a widely used pure mechanical
solution. This is an extremely useful scheme that
allows access to all resources in a system with a
single key. According to the idea, there is one key
that allows opening all doors/locks within, e.g., a
single building. Main key derivatives can be divided
into separate groups, creating sets of group keys in-
tended for, e.g., managers, cleaning personnel, or
members of particular departments. Next, derivatives
of group keys form a set of individual keys intended
for the employees of the company.

Further structure of the text is as follows. The
second section presents the basics of the master-key
technique, widely used in classic access control.
The third section is devoted to the problem of the
mathematical determination of the context similarity.
The fourth section deals with the possibility of uniform
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implementation of methods described in the previous
sections by means of circles and line equations. The
fifth section presents the possibility of generalizing
the solution and actually applying any mathematical
function. As a result, there is no need to limit to a lin-
ear function and operate on straight line equations. In
penultimate section, we focus on the literature review
in relation to master-key technique. The solution sum-
mary and conclusions are included in the last part,
which has been enriched with application examples
and a description of possible application areas.

Il Master-Key Technique

The principle of operation of the master key is as fol-
lows: in a situation where there are two locks and
two keys, one of them can be used to open both
locks, while the other only to open one of them. In
the construction of locks, distinguish, among others,
pins, driver-pins, or springs under each of them. In
the case of an “ordinary” lock, i.e., a lock that can
be opened with one key, if it is in a position that pre-
vents its rotation (Figure 3A), it means that, e.g., the
key used is incorrect.

Figure 3B shows the case where the lock can be
opened with more than one key. As before, the illus-
tration refers to one pin as the principle of operation.
However, a number of pins applied is a choice of a
designer and operator of the system.

By pushing the pin and making it placed at the
correct position, one enables the rotation of the insert.
It becomes possible only after entering the key that
will properly arrange all pins in the lock. In Figure 3B,
we can see that there are two positions where the in-
sert will be no longer blocked. This makes it possible
to prepare two separate keys for one lock, the selec-
tion of which will have the same effect—unlocking the
insert and the possibility of turning the lock, i.e., open-
ing the doors.

The master-key system provides access to all
locks with a single key. The same key can effectively
open a gate, door, drawer, or padlock—any available

a) . pin
insert + driver-pin

A spring

v

lock in the infrastructure of, e.g., a company. This sig-
nificantly affects the convenience because people
using the facility are exempt from the obligation to re-
member to carry a set of keys. Instead of a keychain,
the user uses one key that gives him access to all or
selected (related to the group he belongs to) locks.
The master-key system reduces the number of circu-
lating keys to a minimum. This results in further ben-
efits related to facilitating their control and protection
against unauthorized duplication.

Described techniques are successfully used in
the following areas: single-family houses, compa-
nies, housing constructions (housing association),
office buildings, public utility buildings, and shopping
centers. The solution will also work in hotels, dormi-
tories, kindergartens, schools, universities, and pro-
duction facilities. Let’s take the case of a hotel as an
example. A guest booking a hotel room has access
only to the rented room (and standard utility rooms,
e.g., a staircase). His key/card is only able to open the
door to which he has access. The cleaning-service
organization can be carried out in a different way.
Let us assume that a different cleaning person is re-
sponsible for each floor. Each of these people has
their own key, with which they are able to open each
door on the assigned floor and a dedicated storage
room for the necessary utensils. This is ensured by
entering group keys. Widening this example, other
groups may include reception, technical, kitchen,
and administration employees. Employees belonging
to any group with their keys can only open the doors
that are accessed by those belonging to the group.
In the hierarchy of keys, directly above them, there is
a general key that allows opening every door in the
building. Described sample structure of the organi-
zation of keys in the master-key system is presented
in Figure 4.

The solution presented under the name of master
key is also sometimes marked with a different label,
e.g., as a central opening system, a cap system, or a
mother key. Regardless of the nomenclature, the fi-
nal effect achieved is the same—using one key, users
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Figure 3: Examples of pin organization in a mechanical lock a) with one opening key b) with two

opening keys.
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Figure 4: Hierarchy of keys in a master-key system.

can open all doors in a given facility, or only those to
which they have access (group keys).

Note that a single lock can be opened with a
single key. However, the same key may be used to
open many locks. Returning to the geometrical ex-
amples we introduced in the previous sections, if
one compares such a lock to a mathematical func-
tion, then the equation is such a unique function
y = f(x) = ax + b. Each function value (y) has one and
only one parameter (x) for which it can appear in the
solution. In order to increase the number of keys,
we can use the ambiguity of assigning parameters
to the result. For example, for a quadratic function
(y =f(x) =ax? + bx + ¢) each function result will be
determined by two parameter values (“positive” and
“negative” x values). As mentioned earlier, for the
equation of a circle, “correct” references can exist to
all points that lie on a straight line from the center of
this circumference to the point-of-tangent with an-
other—there are infinitely many such points, but at
the same time, they are all unambiguously verified in
terms of “correctness.”

Il Mathematical Determination of
the Context Similarity

As a first approximation to present our solution, let us
choose the circle equation described. It is an unam-
biguous function—either the point is inside (including
the circumference itself) or outside. Assuming that
the key (i.e., the coordinates of a point on the plane)
is valid only inside the circumference, one obtains a

verification function for which infinitely many values of
the key are (potentially) correct. By properly manipu-
lating the diameter of the circle and the location of its
center, one can influence the probability of choosing
a single value from the “correct” key values. For an
infinitely small circumference, the probability is also
infinitely small, but we still allow infinitely many “cor-
rect solutions.”

Thus, our solution is based on the assumption
that every resource in the system, including users, is
represented on the plane with a single circle of a spe-
cific center point and diameter. If the circles of two
resources are externally tangent, these resources are
given mutual “access” to each other. Formally, it is
when the distance between the centers of the circles
IS,S,| is equal to the sum of their rays, e.g., d =r, +1,
(Figure 5).

Between the center of the circle and the tangent
point, one may define a straight line. The equation
of this line allows entering variable (or “fuzzy”) keys.
Once one associates some external and independ-
ent data with the plane on the straight line, e.g.,
the passage of time, distance, the aforementioned
brightness, humidity, etc., the line (and its mathe-
matical formula) may represent the variations of such
data. Assuming that the correct value is any point ly-
ing on this straight line inside a given circumference,
one obtains a set of valid keys of infinite cardinality. If
the verification point “runs” in a straight line, changing
its position on the basis of some external rules (e.g.,
a straight line symbolizes the passage of time), one
can generally speak of “aging” keys that lose their
“validity” after some time, at a larger distance, etc.
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From a mathematical point of view, in our solution,
each system element (user/resource or any other en-
tity) is represented as a circle. Each circle is described
by two coordinates, which define the position of its
center and a variable with its radius. User has access
to the resource when two circles have one and only
one common point, i.e., they are externally tangent.
For two circles O, = (1; -2), r, = 3 (center of circle at
the point (1; -2), radius of length 3), O, = (-4; -2),
r, =2 (center of circle at the point (-4; -2), radius of
length 2), one determines their equations from the for-
mula in canonical form:

X=X)? + (y=Y)? = . @)

The values of X, Y, are the center points of
the circle, and r is the radius of the circle. For val-
ues given earlier, the equations of the circles
will be as follows: O, =(xx-1)?+(y+2/°=9 and
O,=(x+4)P+({y+2f=4. Then it is necessary to
calculate the sum of the radii, i.e. r, +r,=3+2=5.
Next, the value to be calculated is the absolute val-
ue from the difference of radi, i.e., |r,—r,| =[3-2| = 1
(subtraction in combination with the absolute value is
commutative, so the order of the elements does not
matter).

The last parameter is the distance between the
centers of the circles, calculated from the formula:

|Owog| = \/(Xz =X )2 +(y2 -Y )2 . ©)

After substituting the earlier values into formula, the

obtained value is 5 (\/(—4 -1) + (-2 —(—2))2 =25),

For the above example, the function that checks
if the sum of the radii of the circles is equal to the

Figure 5: Externally tangent circles.

distance between the circles (outer tangency condi-
tion) would return the logical value true (substantially
5=5)

An important issue in the solution is ensuring ac-
cess for a specified period, e.g., respecting the ho-
tel's day and night access to the room only during
the booking hours. The goal was achieved as fol-
lows. Each object representing a specific resource
in the infrastructure, e.g., of a company, has specific
coordinates: circle determines its equation, straight—
linear function: f(x) =ax + b, parabola—quadratic
function: f(x) = ax? + bx + ¢, etc. Mentioned examples
of objects can be successfully applied to the coor-
dinate system, which is their graphical representa-
tion. The periodic determination of the access time
was achieved by linking the coordinates of the point
(center of the circle) with the date and time for said
reservation—being the beginning of the validity of the
rights. Regarding the example, let us assume that
the resource is accessed from 12/1/2020, at 1:15 pw.
Then the center of the circle will have the following
coordinates: (20201201, 1315). Then, in order to link
the permission to the resource, it is needed to estab-
lish a contact point with the latter, i.e., make external-
ly tangent circles. In this way, association of the re-
source (the room) with the user takes place. A straight
line is drawn between the center of the circle and the
point-of-tangent with the second circle. Checking
whether the user has access to the resource at a cer-
tain time is carried out by verifying that the point (cur-
rent date and time) belongs to this line. Consider two
examples: in the first, the point will belong to the line
(access it to be granted), and in the second, it will not
be (the access is denied).

So far, for the purposes of the example, we used a
simple linear function to precisely present the method
of necessary calculations and their verification. With a
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linear function with the equation: f(x) = x + 3, check-
ing whether point P (1, 4) belongs to a straight line
comes down to substituting values in the following
way: 4 =1+ 3. i.e.,, we check whether the value of
the second coordinate of the point P: 4 is equal to
the sum of the first coordinate of the point P: 1 and
the constant term in the linear function: 3. At the point
Q (2, 3), we check if 3=2 + 3. In this case, there is
no equality, which means that the point does not de-
pend on the line. This is related to the lack of access
to the resource—e.g., the authorization period has
not started yet, has already expired, or detected lack
of resources associated with the user.

IV Specifying the Context in
Combination with the Master-Key
Technique

This section presents the master technique in which,
using one key, it is possible to gain access to a whole
group of rooms. It is permissible to designate group
keys from the master key. In turn, the derivatives of
group keys are individual keys. The graphical form of
the solution is shown in Figure 6.

The topic can be associated with the following
example scenario. Company’s director has access
to the entire infrastructure (Mmaster key). He can open
all doors, perform any action, realize all operations.
Next are the heads of departments/units who belong
to the group of users defined by their position and
have a group key. In their case, they can implement
the access that their subordinates are entitled to (in-
dividual keys) and additionally have those dedicated

only to them. The path of the recess can be much
longer and need not be limited to just three levels.

As can be seen, all group and individual keys are
derived from the master key. The latter is the basis,
which is de facto an initialization variable for the gener-
ator of all subsequent related keys. For this reason, in
the key generation algorithm, the “inheritance” method
should be used. It is enough in the loop, during iterat-
ing over each newly added object (a derivative key), to
bind it to the initialization value (master key), or a pre-
vious key, or even any key from the group. The matter
is not only about the type of function and the number
of arguments but also includes the domain—that is,
the set for which the function exists.

Returning to the previous section in which we dis-
cussed the “aging” of the keys, we may now com-
bine the “master-key” technique and “aging” keys
using the same mathematical representation. For
the latter, identifying the resources (users, achieva-
ble goods) in the form of circles, and assuming that
access to the resource is achieved when the circles
are externally tangent, was needed as a way to de-
termine the limit of access validity. For this purpose,
the coordinates of the center of the circle (user) have
been linked with the tangent point with the accessed
resource (Figure 7). The equation for the straight line
from the center of the user’s circle to the tangent
point is equivalent to the “aging” key. Each submit-
ted request is submitted at a specific time. As a re-
sult of linking the center of the circle and the tangent
with the resource (their coordinates) with time, such
verification becomes possible.

We can effectively combine the implementation
of the “master-key” technique and the technique of

Q Individual-keys O

~ Group-key

Master-key

Figure 6: Way of organizing keys in the master-key technique.
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Circle center (time from)

User

Figure 7: An example of related objects.

the “aging” key, taking advantage of the fact that in
both cases, the basis for implementation is the use
of certain equations describing geometric figures ly-
ing on a common plane. During combining these
technigues, we perform two algorithms. The first one
will provide each user in the system with their private
key. With its help, the user will be able to carry out
the available assigned operations. He also gains ac-
cess to specific resources—depending on the group
to which he belongs. An important issue is also re-
specting the access time. Therefore, it is necessary
to run the second algorithm. This will allow the use
of an “aging” key mechanism. For example, suppose
that the method generating the user’s individual key
passed the value y = f(x) = 23x + 42. Assigning the
user a key does not yet entitle him to access any re-
sources. For that, user’s circle coordinates must be
associated with the target resource. Therefore, let us
further assume that the same user has access to the
resource from 1/4/2021, at 12:00 pm until 1/8/2021, at
3:30 pm. This means that user is defined by the cir-
cle at the point (20210104, 1200). In the next step,
the user circle is connected to the circle represent-
ing the asset so that they are externally tangent (at
point (20210108, 1530))—between these points a
straight line is drawn. In this case, it's the line with
equation y_  =f(x) = 82.5x-1667332380. Let the
request be made on 01/05/2021 at 10:55. If the giv-
en point belongs to a straight line y__ ., then the
resource-access mechanism is triggered. Note that
for this purpose, the user’s private key is used, more
precisely—the transformation of this key (function
isomorphism). Each transaction is associated with a
separate isomorphism and parameter x, so that a dif-
ferent key is used in each subsequent request.

V Generalizing the Solution to any
Mathematical Function

In our research, the aging-key technique was test-
ed for more advanced functions than a simple linear

8

Point of tangent (time to)

/

function. With the principle of the mathematical oper-
ations maintained, we obtained the desired result, i.e.,
an unambiguous and correct answer of the function
verifying whether the user has access. However, our
approach may be extended to cover any complicated
function as necessary, as described below.

In the simplest scenario, one key opens one lock.
More complicated situations involve opening the lock
with more than one key. For the mechanical solution, it
all depends on the number of pins in the lock and the
number of indentations that the system blocks or al-
lows its rotation. We assumed that the lock is a func-
tion (previously, for the sake of simplifying the prob-
lem, it is a linear one) and the lock is opened when it
is given the appropriate value of f(x) for a given x. If the
number of indentations (unlocking a single pin (Figure
3B)) is greater than one, then each pin indentation (its
height) is still a function that can be a transformation of
the function f(x) (e.g., a reflection in relation to the OX
axis, as already mentioned for the quadratic function).

If we now extend the abovementioned function to
any mathematical dependence, we will obtain a very
effective tool for the realization of a zero-knowledge
proof. Assume that a function is known only to a ver-
ified resource. If this resource uses it correctly, i.e.,
generates a point that meets the specified require-
ments, then it gains access. The coordinates of the
generated point will not allow recreating the form of
the function because there are theoretically infinitely
many such points. Thus, the appropriately complex
function will remain a secret even for a very large num-
ber of points generated and presented for the verifica-
tion. At the same time, while controlling the domain of
“correct” and “incorrect” values of a given function (for
each of them, there are theoretically endless possibil-
ities), the probability of guessing the “correct” key by
coincidence can be easily decreased by manipulating
the complexity of the function and its domain.

One may also imagine a situation where the
abovementioned function is a set of several or
more functions that, when properly parameterized,
lead to the same results. This allows for an efficient
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Figure 8: Example of shifting two points of a linear function.

generation of “sub” keys by the owner of the “master”
key. For example, each of the subordinate keys can
be assigned to a separate straight line segment (i.e.,
de facto the domain of the allowed parameter values
and the function result), or the function can be moved
by a specific vector (Figure 8). This approach is
identical to the group isomorphism [12], except that
the target element is not a group but a straight line
(which is, in fact, an infinite set of points on a plane).

At this point, we can distinguish several further im-
plementation methods, but in the paper, we will pres-
ent one of them. Function obtained after performing
the shift (by the vector v) is a onetime key, designated
from a private one, which is different for each session/
operation. During the communication process, infor-
mation about the private key is never revealed, but on
the basis of the shift and execution of the query for
the value (for any x), both parties prove that they have
a common secret, without disclosing any information
about it. For function with equation y, = f(x) = 4x - 8
and vector v = [15, 16], the session key becomes a
straight line with equation y, = g(x) = 4x + 68. When
trying to verify for, e.g., x = 108, function y, passes
value 424, while for function y, the result will be equal
to 500. With reference to the previous content and the
example with the hotel, when accessing the resource
(room), the circle representing the user is externally
tangent with the circle representing the room, and the
straight line between its center and the point of con-
tact can be understood as a straight line y, (private
key). In response to all subsequent requests, the orig-
inal function y, will undergo transformations. This will
act as a generator of the next functions (private keys),
allowing the entire verification procedure to carry out
differently for each transaction.

When polling the user for, e.g., an access grant,
one does not use the assigned key but its transfor-
mations. None of the previously obtained functions
will reappear for the current session. Their set (trans-
formations of the primary function—for the purposes
of the example, it is a linear function, but it can be any
mathematical function), can be defined in advance
and associated with the user at the very beginning
of the transaction. It can also depend on the context,
and a common next-shift generator for both sides
can be applied.

Earlier examples only referred to the linear function.
One of the possible transformations, e.g., the shift op-
eration, will also find application in the case of a quad-
ratic or homographic function. General form of the
first one is as follows: f(x) = ax® + bx + c. For a quad-
ratic function y, = f{x) = 2x* and shift vector vector v, =
[3; 2], the course of the necessary calculations will be as
follows:

9() = {2[x-(3)F} + 2 ©)
9x) = {2[x* —6x + 9J} + 2 (7)
gx) = {2x¢ —12x + 18} + 2 @®)
Y, = g() = 2x2 —12x + 20, 9)

When checking for, e.g.,, x =23, one obtains a
result of the function y,=1(23) =2 x 23*=1058.
For the same x, function y, will return the value 802.
Despite different values for the common parameter x,
both values are perfectly correct. Their correctness is
always onetime—each iteration uses a different x pa-
rameter and a different transformation. Their role can

9
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be associated with a onetime proof of correctness—

functions are onetime private keys, while the obtained

values provide proof of their possession.
Homographic function is a measurable function

of the form fix) = @ +b _ For a specific function with
cx+d

-3x+1
2x -7
shift v, = [-5; =3}, of all calculations is limited to:

-3[x—(-5)]+1

formula y, = f(x) = and an example vector

=517+ (10
960 = { 23[[X++5?]_+71 -3 1)
ok = 22 3 (12)
wo g A
g = _SX_1§X_f§2X+3) (14)
=gl = XS (15)

Final form of the function after transformations will
be as follows: y, = g(x) = 575" Verification for x = 42
will provide the following values for both functions,
respectively for y, = -1,623376623376623 and for
y, = —4,609195402298851. Despite the use of a com-
pletely different function, it applies the same principle
of operation. Relying on isomorphisms, we get onetime
private keys and one correct value for the parameter
x—onetime session/transaction key.

In addition to the transformation involving moving
the graph of a function left, right, up, and down and
changing its equation, there is a set of other transfor-
mations that can be used in this task. These include,
among others, symmetrical reflection about the OX axis
(-f(x)), symmetrical reflection about the OY axis (f(—x)),
symmetrical reflection about the OX axis of those val-
ues that are below it (|f(x)|)—transformations related to
the module, and combining individual variants.

VI Literature Review

The master-key theme is very popular, confirming
the multitude of applications of this technique. In this
section, we present a literature review in which the
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authors of other publications use those techniques
mentioned above to solve different but similar re-
search problems.

The authors of the first paper [13] deal with the
problem of the exchange of sensitive data among
several loT devices. They indicate the need for data
protection and rightly note that the involvement of
generally available mechanisms and algorithms in a
standard form is impossible. They propose a meth-
od of key distribution based, among others, on using
the streaming-encryption technique and generating
random keys based on the master key, followed by
a proposal of efficient key distribution to all custom-
ers. Our solution depicted in the paper extends the
verification by checking whether, in addition to the
password, the operation is possible after taking into
account, e.g., distance, time of day, or data from sen-
sors from the immediate vicinity. Additionally, we also
parameterize session keys.

In [14], the authors focus on big data issues and
data gathering from many sources. Due to the pos-
sibility of handling vast portions of data in the cloud,
one gets some profits related to computation time and
obtaining statistics and summaries. Unfortunately, in-
dividual data owners may express concerns about in-
formation security. The authors propose an algorithm
that uses two keys: the main one and the session key
provided by the service provider. In this case, the au-
thentication process is based on keys, while the con-
textual information is bypassed. On the contrary, in
our solution, each operation is dynamically associated
with a different key (which can be additionally modi-
fied by any vector), depending on overall context.

The paper [15] is devoted to ensuring the security
of files assigned to successive addresses in the virtu-
al space. The subject certifies the authority to access
a given file by presenting a cryptographic pointer
referring to the object. A pointer contains a key and
a permission structure and is valid if derived from a
primary key. Still, the solution limits the scope of the
context. In our solution, we additionally solve the
problem of an aging (evolving in time/distance) key,
and the operation itself does not only result from the
data stream sent and accepted by the validator but
also from the context.

The next paper [16] also deals with the virtual
cloud and security aspects. Due to the trust custom-
ers place in the supplier and the ability to effortless-
ly reach the required information, its protection and
security are paramount. Since most services do not
support dynamic refreshing of access control and
the cost of encryption is high, the issue of the ag-
ing key, which we presented in this paper, becomes
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important. In our solution, a separate aging key is
generated for each operation. During an attempt to
perform, e.g., an update to the database, in general,
a transaction is allowed after checking whether the
user has access (the user and resource circles are
externally tangent) and the key is valid (time repre-
sented by the radius length is no “longer” than the
circle radius). Our approach thus solves the problem
of key validity with a single operation.

The topic of the industrial /oT (lloT) has been
broadly presented in the article [17]. The data col-
lected by the lloT has an indisputable dimension and
meaning due to its importance of social life. Limited
in, among other things, memory, computing power, or
energy consumption, end-devices frequently bypass
safety obligations. A need to provide a secure com-
munication channel may, depending on the solution,
involve long-term master-key exposure and may lead
to the disclosure of previous session keys, which is a
critical security property. In our solution, each session
key can be parameterized and dynamically changed.
In addition, our implementation of complex and re-
mote operations may result from the knowledge of the
password and the context, e.g., time of the day.

Wireless sensor networks (WSN), widely used for
military purposes, intelligent transport, medicine, and
authentication and communication issues, are the
subject of [18]. Considering the available memory,
computing power, or energy demand, the simulta-
neous application of security measures and an au-
thentication scheme becomes a reason for providing
a nonavailable, safe, and efficient way to implement
the described problem. The authors of this paper en-
gaged a trusted third party and created an execution
environment on the network that acts as a proxy. In
the case of two-way data exchange, such a solution
will work perfectly, except for huge network traffic.
However, this approach fails in the case of devices
offering broadcast transmission only (which is typical
for many internet of things [loT] devices). On the
contrary, our approach deals with both unicast and
broadcast traffic.

The method of data protection in which, based on
the master key, it is possible to generate a derivative
key and perform encryption operations is described
in the paper [19]. The proposal is directed as an inner
product functional encryption (IPFE) scheme in which
the problems of an attack with a selected chosen-
ciphertext attack (CCA) and an attack with a selected
plaintext chosen-plaintext attack (CPA) are solved. In
our solution, such attack types are not possible, as a
single-usage key is generated for each operation, and
each time.

These abovementioned papers concern security
issues that require extraordinary measures with a
constantly growing interest in using the growing
possibilities of the /oT. Although these techniques
are not always possible to implement (e.g., due to
limited memory or energy consumption), each system
designer is still responsible for selecting and applying
an appropriate data protection method. Thus, our
solution fills the gap, providing an easy-to-implement
approach capable of being applied for limited
hardware.

VIl Conclusions

The paper presents a new way of organizing user
access to resources using the master-key technique
and the aging-key technique. In the first case, with a
single key, a user, depending on the rights, gains the
ability to performn many actions within a certain context.
Using geometric calculations (transformations), and
more specifically, the properties of the circles and the
ways of their mutual position, in our solution, we iden-
tify available points inside the circles (symbolizing, €.g.,
a room, a device, an action to be performed, etc.). If
the circle representing the user has a tangent point
with another circle, which represents the resource,
such as these circles are externally tangent, then the
user has granted access to this resource. A straight
line is defined between the center of the user’s circle
and the tangent point with another circle, related to
the access time. Thanks to it, the aging-key technique
was successfully introduced, for which the verification
depends on an independent variable (e.g., a passage
of time). The paper also presents the purpose of this
technique in relation to the possibility of using any
function f(x) and any transformations of this function.
Sets of functions and their transformations may de-
pend on context, location, and other parameters, and
each modification is, in fact, an operation performed
on the original circle equation and the line connecting
it to the resource.

Going to the examples of applications, it is worth
noting that the prepared solution was initially intend-
ed for loT devices, for which the primary form of in-
teraction is ad hoc data exchange, in random places
and situations. The use of the extended verification
described in the paper solves the problem of strong
contextual verification, which requires the process-
ing of many parameters to determine access rights.
However, the possible applications are not limited to
such a narrow area. First of all, the presented solution
can be successfully implemented wherever there is a
hierarchical employee structure and individual/group
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access to resources (houses, blocs, companies, of-
fice buildings, public utility facilities, shopping centers,
hotels, dormitories, schooals, etc.). For such a complex
environment, a classical certificate is an insufficient set
of data to be able to determine with certainty whether
a given action is possible in the current context, such
as only at duty hours, with a physical presence of a
person at certain place, etc. For such complex cases,
the certificates without additional metadata defining
the context do not entirely fulfill their role. Performance
of an action/operation may depend on the role (lectur-
er/student), the time elapsed, a period of a day (e.g.,
is it dark enough to turn on the light), as well as dis-
tance or any other parameters of the external context.
A substantial advantage of the proposed solution is
the fact that such verification does not require addi-
tional procedures, usually carried out in other ways
than cryptography.
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