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Summary: The presented article, created as the output of the project
no. 23-PKVV-UM-6 called CODE (COoperation and DEvelopment) sup-
ported within the grant program of the Ministry of Foreign Affairs of the
Czech Republic, deals with the legal regulation of the facial recognition
and real-time remote biometric identification systems usage in Ukraine and
the Czech Republic. As for the situation in Ukraine, it should be noted that
the adoption of the draft Law of Ukraine ‘On the Unified System of Video
Monitoring of the State of Public Security’ poses risks of violating human
rights and freedoms, and will significantly limit the fundamental right of
every person to privacy. In order to ensure proper legal regulation of video
monitoring of public security using facial recognition systems in Ukraine,
the draft Law of Ukraine ‘On the Unified System of Video Monitoring of
the State of Public Security’ needs to be finalized and brought into line with
the above provisions of the relevant EU and Council of Europe legislation.
As for the situation in the Czech Republic, the conclusion is that the Al Act
does allow the use of real-time remote biometric identification systems,
but under certain conditions. The main one is that the use of such a system
to search for a specific person or persons must be authorized by a court
or other independent authority. In real terms, this means that the decision
to include a particular person in the reference database shall be made by
a court. However, in relation to this very basic safeguard against abuse of
the system, the Act no. 110/2019 Coll., on the Processing of Personal Data
is to propose that this rule shall not be applied to certain relatively vaguely
defined groups of persons. Thus, the Act shall negate this fundamental
control mechanism in certain cases, in fact.
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1. Introduction

The presented article, created as the output of the project no. 23-PKVV-
UM-6 called CODE (COoperation and DEvelopment) supported within the grant
program of the Ministry of Foreign Affairs of the Czech Republic, deals with
the legal regulation of the facial recognition and real-time remote biometric
identification systems usage in Ukraine and the Czech Republic. The authors of
the submitted article perceive that facial recognition systems draw the most crit-
icism from human rights activists. Essentially, any video or camera system with
a sufficiently high resolution may be used to collect data on citizens, including
those who have never had any problems with the law, which may be considered
indiscriminate mass surveillance. The intensive use of video or camera systems
affects the behavior of individuals. These technologies may de facto limit the
ability of individuals to move anonymously and use services anonymously. A per-
son loses the fundamental right to privacy. Video or camera system surveillance
by default is not necessary if there are other means to achieve the main objective.
Otherwise, we are at risk of changing the norms of a person’s behavior, which
can lead to a general acceptance of the lack of privacy in society and change the
norms of a person’s behavior in society. The authors of the presented article are
in absolute agreement on these premises. The above risks seem to be recognized
by the decision-makers within the European Union institutions, and therefore the
relevant European legislation, in particular the Regulation (EU) 2024/1689 of the
European Parliament and of the Council of 13 June 2024 laying down harmonised
rules on artificial intelligence and amending Regulations (EC) no. 300/2008,
(EU) no. 167/2013, (EU) no. 168/2013, (EU) 2018/858, (EU) 2018/1139 and
(EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828
(so-called the AT Act), the Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data,
and repealing Directive 95/46/EC, General Data Protection Regulation (so-called
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GDPR) and others, provide for instruments to prevent these risks. Thus, in the
presented article, the authors discuss the question to what extent the national
Ukrainian and Czech legislation in this area complies with EU law.!

2.  The legal regulation of the facial recognition
systems in Ukraine

Video surveillance systems are gradually becoming a familiar attribute in Ukraine
in the 21% century. Electronic devices record what is happening at stadiums,
sports grounds, streets, parks, highways, airports, and train stations. Informa-
tion technologies are used to protect public order, control road safety, protect
property, etc.? In this regard, an important issue is the legal regulation of video
monitoring of public security using facial recognition systems in Ukraine. As of
today, the Verkhovna Rada of Ukraine has registered the draft law no. 11031 ‘On
the Unified System of Video Monitoring of the State of Public Security’ on 20
February 2024.° Pursuant to the explanatory note, the draft law ‘On the Unified
System of Video Monitoring of the State of Public Security’ was developed to
ensure national and state security, increase the overall level of public security
and order, and ensure the safety of places of residence and stay of citizens by
introducing a unified system of video monitoring of the state of public security
on the basis of state authorities and local self-government bodies in accordance

' For more details see for instance JASSERAND, C. The Future Al Act and Facial Recognition
Technologies in Public Spaces: Nice to Have or Strictly Necessary? European Data Protec-
tion Law Review. 2023, 9(4), pp. 430-443; Moreira, N. A., Freitas, P. M. Towards Transparent
Al: How will the Al Act Shape the Future? Lecture Notes in Computer Science (including
subseries Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), 14967
LNAL pp. 296-307, 2024; Leucker, M. The Al Act and Some Implications for Developing
Al-Based Systems. Lecture Notes in Computer Science (including subseries Lecture Notes in
Artificial Intelligence and Lecture Notes in Bioinformatics), 15240 LNCS, pp. 202-214, 2024;
Hoffmeister, K. The Dawn of Regulated Al: Analyzing the European Al Act and its Global
Impact. Zeitschrift fur Europarechtliche Studien. 2024, 27(2), pp. 182-212; HERRERA, F., DIG-
NUM, V., PACHET, F. et al. Lecture Notes in Computer Science (including subseries Lecture
Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), 14967 LNAI, 23rd EPIA
Conference on Artificial Intelligence, Viana do Castelo, 3—6 September 2024, code 323069 and
others
Guidelines for local self-government bodies ‘ Video surveillance in public places’ [online]. Avail-
able at: http:/labs.journ.univ.kiev.ua/hrj/wp-content/uploads/2021/07/BigeocnocrepexeHHs-B-1T
yoniaaux-micisax_[TOCIBHUK pdf
> Draft Law of Ukraine ‘On the Unified System of Video Monitoring of the State of Public Security’
No. 11031 of 20 February 2024 [online]. Available at: https://itd.rada.gov.ua/billlnfo/Bills/Card
/43733
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with uniform functional and technological standards. The aim is to monitor and
facilitate the prevention and elimination of possible threats, as well as to control
the elimination of the consequences of emergencies and offenses.

According to the Deputy Minister of Internal Affairs of Ukraine, ‘Today,
there are more than 60 000 video surveillance cameras operating in more than
600 systems belonging to entities of various forms of ownership in Ukraine.
The draft law provides for the introduction of standardized rules for the admin-
istration of such cameras and systems. Following the adoption of this legislative
act, it will become clear which cameras will be used, what conditions will be
provided for logging accesses, the procedure for storing information, and the
data storage period.”

One of the key aspects in the context of analysing the legal regulation of vid-
eo monitoring of the state of public security using facial recognition systems in
Ukraine is that the use of such modern facial recognition technologies might lead
to mass monitoring of public places and collection of biometric data of citizens.
The United Nations High Commissioner for Human Rights, Volker Tiirk, noted
that such technologies could lead to ‘mass surveillance of our public spaces,
destroying any concept of privacy’.’ The processing of biometric data using
real-time facial recognition technologies in the absence of a proper legal basis
and legitimate purpose may violate the right to privacy guaranteed by Article 32
of the Constitution of Ukraine, which protects every citizen from interference
with private and family life.

Meanwhile, Michelle Bachelet, the former head of the Office of the United
Nations High Commissioner for Human Rights, also warned about the dangers
of unregulated Al tools and called for a moratorium on the sale and use of Al
systems, particularly facial recognition and related technologies posing a threat to
human rights.® Amnesty International, a non-governmental organization uniting
more than 7 million people around the world and dedicated to preventing serious
human rights violations, has also launched a global campaign to ban the use of
facial recognition systems for mass surveillance. In the view of the NGO, indis-
criminate mass surveillance is never a proportionate interference with the human

4 Tumuenko, JI. Kopucmysaui cucmem 6i0€OMOHIMOPUHZY HECMUMYMb GIONOGIOAILHICMb 3d

Hezaxonne po3nogcioddcenns danux [online]. Available at: https://mvs.gov.ua/news/leonid-tim
cenko-koristuvaci-informaciyi-z-kamer-videosposterezennia-nestimut-vidpovidalnist-za-nezak
onne-rozpovsiudzennia-danix

McCURDY, W. UN High Commissioner says facial recognition could lead to destruction of
privacy [online]. Available at: https://www.biometricupdate.com/202307/un-high-commission
er-says-facial-recognition-could-lead-to-destruction-of-privacy

BoiinoB, M. Cucmema posniznasanns oduyys: npasogi acnekmu uKopucmanis @ Yxpaini ma
6 €C [online]. Available at: https://www.helsinki.org.ua/articles/systema-rozpiznavannia-oblyc
hchia-pravovi-aspekty-vykorystannia-v-ukraini-ta-v-yes/
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right to privacy, freedom of expression and freedom of association and peaceful
assembly.” According to the international non-governmental human rights or-
ganization Human Rights Watch, the government should publish statistics on
the effectiveness of facial recognition systems and invite civil society experts
to participate in the debate on the necessity, proportionality and lawfulness of
using surveillance of such technologies.?

In line with Ukraine’s international commitments, Title III of the EU-Ukraine
Association Agreement provides for cooperation in the areas of justice, freedom
and security. Under Article 15 of the Association Agreement, ‘Ukraine and the
European Union agree to cooperate in order to ensure an adequate level of protec-
tion of personal data in accordance with the highest European and international
standards, including the relevant Council of Europe instruments.’ Integration of
Ukraine into the European Union’s Digital Single Market requires the maximum
approximation of the provisions of national legislation to the EU requirements in
the field of personal data protection. Moreover, Ukraine is a party to The Con-
vention for the Protection of Individuals with regard to Automatic Processing of
Personal Data (hereinafter also referred to as the Convention no. 108). In May
2018, the Council of Europe adopted CETS Protocol no. 223 amending Conven-
tion no. 108. The Modernised Council of Europe Convention no. 108 (hereinafter
also referred to as the Convention no. 108+) addresses most of the challenges
posed by the development of information and communication technologies and
strengthens the requirements for its implementation. Therefore, Ukraine is facing
the issue of ratification of the aforesaid Protocol and bringing its legislation in
compliance with the requirements of the Convention no. 108+.

Given the foregoing, one can argue that the adoption of any legislative act
directly related to personal data protection should comply with the provisions
of the relevant EU and Council of Europe legislation and be guided by the best
practices of national legislation of EU Member States. As Ukraine seeks full
integration and accession to the European Union, it must also consider European
legislation in the field of human rights. As of 1 August 2024, the Regulation (EU)
2024/1689 of the European Parliament and of the Council of 13 June 2024 lay-
ing down harmonised rules on artificial intelligence and amending Regulations
(EC) no. 300/2008, (EU) no. 167/2013, (EU) no. 168/2013, (EU) 2018/858, (EU)
2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and

7 Ibid

AsneeBa, T. Yu necanvno 6cmanogniosamu Ha MICbKUX GYAUYAX KaMepU 13 CUCMEMOIO
posnizunasannsn obauu? [online]. Available at: https://cedem.org.ua/analytics/kamery-rozpizna
vannya-oblych/

Association Agreement between the European Union and its Member States, of the one part, and
Ukraine, of the other part [online]. Available at: https://zakon.rada.gov.ua/laws/show/984 011
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(EU) 2020/1828 (hereinafter also referred to as the Al Act) came into force in the
EU, directly prohibiting the use of real-time biometric identification systems in
publicly accessible spaces for the purpose of law enforcement. Exceptions are
possible only in special cases, for example, to search for kidnapping victims or
to prevent terrorist threats.!” The use of facial recognition technologies may also
significantly affect people’s behaviour by restricting their freedom of movement
and ability to use public spaces anonymously. Such actions may jeopardize fun-
damental democratic values, as citizens may avoid participating in public events
or protests for fear of being identified and prosecuted.

Another important aspect is the security of the array of digital data required
for the implementation of a unified system of video monitoring of the state of
public security, as well as the data that will be collected during the operation
of this system. The draft law no. 11031 stipulates that the identification of the
information object ‘natural person’ is carried out on the basis of a certain set of
biometric data and the following information about the person: name, date of
birth/death, place of birth, gender, information about the registered or declared
place of residence or stay of the person, removal of the person from the place
of residence registration or change of place of residence (stay) of the person,
information about citizenship or lack thereof, digitized image of the person’s
face, tax payer identification number, series and number of a passport. The vast
amount of personal data collected, including biometric data, will require an
exceptional level of protection, as unauthorized access to or dissemination of
this data can lead to significant privacy violations. Under such circumstances,
personal data leakage may result not only in interference with the private life of
citizens, but also in a threat to their personal safety and even life. Responsibility
for the protection of such data should be clearly defined and regulated, with strict
sanctions for violations, to avoid misuse and cybercrime.

The draft law ‘On the Unified System of Video Monitoring of the State of
Public Security’ provides that the protection of personal data in video monitoring
systems of the state of public security must comply with the Convention no. 108,
the Additional Protocol to the Convention no. 108 regarding supervisory author-
ities and transborder data flows, the Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection of natural per-
sons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC, General Data Protection Regulation

1 The Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June
2024 laying down harmonised rules on artificial intelligence and amending Regulations (EC)
No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and
(EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (the AI Act).
[online]. Available at: https://eur-lex.europa.eu/eli/reg/2024/1689/0j
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(hereinafter also referred to as the Regulation (EU) 2016/679 or GDPR) adopted
in the European Union, as well as legislation in the field of data protection.

In accordance with Article 8 of the European Convention on Human Rights!!:
‘Everyone has the right to respect for his private and family life, his home and
his correspondence. There shall be no interference by a public authority with
the exercise of this right except such as is in accordance with the law and is
necessary in a democratic society in the interests of national security, public
safety or the economic well-being of the country, for the prevention of disorder
or crime, for the protection of health or morals, or for the protection of the rights
and freedoms of others.’

Article 6 of the Council of Europe Convention no. 108'? states that personal
data revealing racial origin, political opinions or religious or other beliefs, as
well as personal data concerning health or sexual life, may not be processed
automatically unless domestic law provides appropriate safeguards. The same
shall apply to personal data relating to criminal convictions. In accordance with
Article 6 of the Convention no. 108+ of the Council of Europe,' the processing
of biometric data uniquely identifying a person shall only be allowed where
appropriate safeguards are enshrined in law, complementing those of this Con-
vention. Such safeguards shall guard against the risks that the processing of
sensitive data may present for the interests, rights and fundamental freedoms of
the data subject, notably a risk of discrimination. The Convention no. 108+ of
the Council of Europe stipulates that the processing of categories of data such
as biometric data is only possible on the basis of law, subject to appropriate and
adequate safeguards against misuse.

On January 25, 2008, the Parliamentary Assembly of the Council of Eu-
rope adopted a Resolution entitled ‘Video surveillance of public areas’'*. This
Resolution provides that the Council of Europe member states should regulate
the use of video surveillance systems in public places at the legislative level
and, particularly, define mechanisms and concepts regarding'™: (a) the collec-

The European Convention on Human Rights [online]. Available at: https://zakon.rada.gov.ua/la
ws/show/995 004+#Text

The Convention for the Protection of Individuals with regard to Automatic Processing of Personal
Data [online]. Available at: https://zakon.rada.gov.ua/laws/show/994 326#Text

The Modernised Convention for the Protection of Individuals with Regard to the Processing of
Personal Data [online]. Available at: https://search.coe.int/cm/Pages/result_details.aspx?Objec
tId=09000016807c65bf

The Resolution of the Parliamentary Assembly of the Council of Europe on ‘Video surveillance
of public areas’ [online]. Available at: http://w1.cl.rada.gov.ua/pls/mpz2/docs/769 1604.htm
SPILNO.ORG. Vkpaina icnopye sumocu €C wooo cucmem 8ioeocnocmepedcenst 8 nyoniunux
wmicysx [online]. Available at: https:/spilno.org/article/ukraina-ihnoruye-vymohy-yes-schodo-sy
stem-videosposterezhennya-v-publichnykh-mistsyakh
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tion, treatment and conservation of data obtained through video surveillance;
(b) strictly regulate the use of technical possibilities with certain far-reaching
aspects of continuous surveillance; (c) determine limits for the installation of
equipment and software with image zoom functions with respect to each specific
place concerned; (d) ‘private zones’ should be defined by law and excluded from
video observation by using specialized software; (e) practice of encoding video
data; (f) the right of citizens to know about passing through an area under video
surveillance and to gain access to all the images of him or herself.

The Council of Europe’s Committee on Artificial Intelligence in its studies
emphasizes that facial recognition systems can seriously threaten the rights to
privacy, freedom of expression and prohibition of discriminatory treatment. The
Regulation (EU) 2016/679'¢ prohibits the processing of personal data revealing
racial or ethnic origin, political opinions, religious or philosophical beliefs, or
trade union membership, and the processing of genetic data, biometric data for
the purpose of uniquely identifying a natural person, data concerning health or
data concerning a natural person’s sex life or sexual orientation. The exception
to this Article is Article 9(g): processing is necessary for reasons of substantial
public interest, on the basis of Union or Member State law which shall be pro-
portionate to the aim pursued, respect the essence of the right to data protection
and provide for suitable and specific measures to safeguard the fundamental
rights and the interests of the data subject.

Before introducing certain new technologies or processing methods that may
pose a ‘significant threat’ to the rights and freedoms of individuals, the Regula-
tion (EU) 2016/679 requires the controller to carry out the data protection impact
assessment. Pursuant to Article 35(1) of the Regulation (EU) 2016/679, where the
type of processing, in particular using new technologies, and taking into account
the nature, scope, context and purposes of the processing, is likely to result in
a high risk to the rights and freedoms of natural persons, the controller shall,
prior to the processing, carry out an assessment of the impact of the envisaged
processing operations on the protection of personal data.

Article 35(3) of the Regulation (EU) 2016/679 provides that a data protection
impact assessment referred to in paragraph 1 shall in particular be required in the
case of: (a) a systematic and extensive evaluation of personal aspects relating
to natural persons which is based on automated processing, including profiling,
and on which decisions are based that produce legal effects concerning the nat-
ural person or similarly significantly affect the natural person; (b) processing

1o The Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the processing of personal data and on the
free movement of such data, and repealing Directive 95/46/EC (the General Data Protection
Regulation). [online]. Available at: https://eur-lex.europa.eu/eli/reg/2016/679/0j
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on a large scale of special categories of data referred to in Article 9(1), or of
personal data relating to criminal convictions and offences referred to in Article
10; or (¢) a systematic monitoring of a publicly accessible area on a large scale.
In pursuance of Article 35(7) of the Regulation (EU) 2016/679, a data protection
impact assessment shall contain at least the following: (a) a systematic descrip-
tion of the envisaged processing operations and the purposes of the processing,
including, where applicable, the legitimate interest pursued by the controller;
(b) an assessment of the necessity and proportionality of the processing oper-
ations in relation to the purposes; (c) an assessment of the risks to the rights
and freedoms of data subjects referred to in paragraph 1; and (d) the measures
envisaged to address the risks, including safeguards, security measures and mech-
anisms to ensure the protection of personal data and to demonstrate compliance
with this Regulation taking into account the rights and legitimate interests of
data subjects and other persons concerned.

Article 32 of the Regulation (EU) 2016/679 requires the controller and the
processor to ‘implement appropriate technical and organizational measures’.
The Regulation (EU) 2016/679 contains provisions on the types of safeguards
that may be considered ‘based on the risks involved’, including: (a) the pseud-
onymization and encryption of personal data; (b) the ability to ensure the ongoing
confidentiality, integrity, availability and resilience of processing systems and
services; (c) the ability to restore the availability and access to personal data in
a timely manner in the event of a physical or technical incident; (d) a process
for regularly testing, assessing and evaluating the effectiveness of technical and
organizational measures for ensuring the security of the processing.

The analysis of the above-mentioned provisions of the EU and Council of
Europe legislation has demonstrated that both legislations are extremely cautious
about the use of video surveillance systems and real-time biometric identification
in public places and try to apply appropriate safeguards, set appropriate restric-
tions or bans at the legislative level with respect to the use of facial recognition
systems. Where facial recognition technology is introduced, detailed rules gov-
erning the scope and use of the technology and safeguards to prevent abuse and
arbitrariness are required. The need for safeguards is greater when it comes to
the use of real-time facial recognition technology.

Article 13 of the draft law ‘On the Unified System of Video Monitoring of
the State of Public Security’ also provides that personal data (information about
a natural person, vehicle owner, etc.) shall be collected and processed in the sys-
tems of video monitoring of the state of public security for the period necessary
to achieve the purposes of processing such data as defined by law, but no longer
than fifteen years. Personal data is subject to depersonalization upon expiry of
the storage period or in cases provided for by law. Data on the digitized image
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of a person’s face, brand, model, color, license plate, etc. of a vehicle is stored
only in the central-level video monitoring system of public security.

It should be noted that when facial recognition cameras are used on a regular
basis, it is hardly possible to define specific purposes and restrictions on the
further use of images. Therefore, the legitimate goal of ‘preventing crime and
protecting public order’ does not allow for the establishment of a time period
for which information will be stored, nor for the justification of the grounds for
collecting data on an unlimited number of individuals.

While developing the provisions of this draft law in relation to the remote
biometric identification system, it is essential to adhere to the principles of per-
sonal data processing pursuant to Article 5 of the Regulation (EU) 2016/679:
(1) principle one: lawfulness, fairness and transparency, (2) principle two: pur-
pose limitation, (3) principle three: data minimisation, (4) principle four: storage
limitation, (5) principle five: integrity and confidentiality, (6) principle six: ac-
curacy, (7) principle seven: accountability. For example, in accordance with the
principle of personal data storage limitation, personal data should not be stored
for longer than is necessary for the purposes for which the data is processed
(‘storage limitation’). Once the purpose has been achieved, personal data shall be
destroyed or depersonalized. Depersonalized personal data is data from which all
information has been removed and which no longer allows for the identification
of a specific person in any way — the subject of personal data. Personal data may
be stored for longer periods insofar as it will be processed solely for archiving
purposes in the public interest, scientific or historical research purposes or sta-
tistical purposes subject to appropriate technical and organizational measures
provided for by law to guarantee the rights and freedoms of the data subject. To
ensure that personal data is not stored for longer than necessary, the controller
shall set time limits after which it is deleted or reviewed.

In our opinion, the fifteen-year data retention period provided for in the draft
law ‘On the Unified System of Video Monitoring of the State of Public Secu-
rity’ is excessive and cannot be considered necessary in a democratic society.
The use of facial recognition technology requires a high level of justification in
order to be considered ‘necessary in a democratic society’. The highest level of
justification is required for the use of real-time facial recognition technology.
Among the problematic issues of the draft law ‘On a Unified System of Video
Monitoring of the State of Public Security’ is the fact that the purpose of the draft
law is defined too broadly and vaguely: ‘in order to ensure national security,
increase the overall level of public safety and order, ensure the security of places
of residence and stay of citizens, prevent and eliminate possible threats, as well
as control the elimination of the consequences of emergencies and offences in
the interests of the population of the state or certain administrative and territorial
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units’, while ensuring the security of places of residence and stay of citizens is
already a direct interference with the right to respect for private and family life.

One more problem not mentioned in the draft law ‘On the Unified System of
Video Monitoring of the State of Public Security’ is the use of technical devices
(means) prohibited in some countries due to security breaches already detected,
which in aggregate can lead to much greater problems for national security.
Since hacking such a system and access to it by persons interested in monitoring
a particular object, such as critical infrastructure or a government authority, may
lead to serious consequences.'’

3. The legal regulation of the real-time remote
biometric identification systems in the Czech
Republic

This part of the presented article deals with the legal regulation of the real-time
remote biometric identification systems in the Czech Republic. Regarding a na-
tional practice, for several years now, the Police of the Czech Republic has been
using a smart camera system at the Vaclav Havel Airport in Prague (hereinaf-
ter also referred to as the Airport), that can identify the perpetrators of certain
crimes or the faces of kidnapped and missing persons in crowds of passengers.
This artificial intelligence (hereinafter also referred to as Al) system is capable
of biometric identification of people remotely in real time. It must be noted that
the real-time biometric identification system located at the Airport is the only
one of its kind in the Czech Republic so far. According to a press report of the
Ministry of the Interior, 145 cameras in total were deployed in the public area
of the Airport in places with a high concentration of passengers. The system was
put into operation on 15 June 2018.131

CSPA. IIpoexm 3axony npo eouny cucmemy gioeomonimopuney cmany nyoniunoi oesnexu [on-
line]. Available at: https://cspa.digital/video-surveillance/

HANDREJCHOVA, M. Usmév! Sleduje vis Al aneb co prinese novela zdkona o zpracovini
osobnich udajii [online]. Available at: https://www.tx.cz/blog/usmev-sleduje-vas-ai-aneb-co-pr
inese-novela-zakona-o-zpracovani-osobnich-udaju

For more details on the real-time biometric identification system located at the Airport see for
instance Digitalné-pravni organizace [uRe. Kamery rozpoznavajici tvare na letisti v Praze jsou
v souladu se zakonem [online]. Available at: https://digitalnisvobody.cz/blog/2021/11/30/kamery
-rozpoznavajici-tvare-na-letisti-v-praze-jsou-v-souladu-se-zakonem/; MACH, V., VOBORIL, J.
Vyuziti biometriky pri sledovéni verejného prostoru v Ceské republice [online]. Available at:
https://digitalnisvobody.cz/uploads/2021/02; FUTACEK, J. ,, Nejde o velkého bratra, “ Fikd pol-
icie o identifikaci oblicejii. Urad po ni Zadd vysvétleni [online]. Available at: https://www.echo
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The contractors of the system at the Airport agreed in the contract for the
implementation of that project that the system would be adapted ‘to search for
matches of captured faces with persons of interest and to evaluate saved face
detection records with ex post searches of embedded photographs of persons.’
In detail, the system works by matching the biometric facial profiles extracted
from the images captured by the camera system with the Police of the Czech
Republic biometric facial profiles database of persons-of-interest, into which
the data are being drawn from the information system called PATROS, i. e. the
Persons-of-Interest Searching System. This information system processes data
on wanted and missing persons. The system allows both real-time matching
and retrospective matching by saving biometric profiles of faces recorded by
the camera system in the last 30 days. According to a statement from the Police
of the Czech Republic, NEC’s NeoFace Watch and NeoFace Archiver software
technologies are being used in the camera system to capture the biometric facial
profiles. The entire camera system is also linked to other Airport security systems
and operational databases.?*?!

As for the legal regulation, at EU level, the issue of Al and the setting of
comprehensive legal rules for the use of real-time remote biometric identi-
fication systems is regulated by the Al Act. The legal basis for the Al Act is
Article 16 of the Treaty on the Functioning of the EU, enshrining the protection
of personal data, to the extent that Article 5 restricts the use of Al systems
for a real-time biometric identification in publicly accessible areas for law
enforcement purposes, and Article 114 of the Treaty on the Functioning of the
EU, regulating the functioning of the internal market, to the remaining extent.
Recital 38 of the Al Act provides that, to the extent that Article 16 of the Treaty
on the Functioning of the European Union is the legal basis for the provisions
of the Al Act, the Al Act constitutes a special regulation of the biometric data
processing in relation to Article 10 of the Directive (EU) 2016/680 of the

24.cz/a/HJrg8/zpravy-domaci-kamery-system-rozpoznavani-obliceju-policie-tvare-velky-bratr

-dpo-prezident
20 HANDREJCHOVA, M. Usmév! Sleduje vis Al aneb co prinese novela zdkona o zpracovéni
osobnich udajii [online]. Available at: https://www.tx.cz/blog/usmev-sleduje-vas-ai-aneb-co-pr
inese-novela-zakona-o-zpracovani-osobnich-udaju
For more details on the real-time biometric identification system located at the Airport see for
instance MACH, V., VOBORIL, J. Cesky Minority Report — Vyuziti umélé inteligence Policii
Ceské republiky [online]. Available at: https:/digitalnisvobody.cz/uploads/2024/01 and Policie
Ceské republiky, tiad sluzby krimindlni policie a vysetfovani Policejniho prezidia Ceské repub-
liky. Posouzeni vlivu na ochranu osobnich udajii k informacnimu systému Digitdlnich podob osob
v souladu s § 37 zakona ¢. 110/2019 Sb., o zpracovani osobnich udajii [online]. Available at:
https://uoou.gov.cz/media/poskytnute-informace/2023/2092023/4-posouzeni-vlivu-na-ochranu
-osobnich-udaju-dpia-dokument-c-4.pdf
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European Parliament and of the Council of 27 April 2016 on the protection
of natural persons with regard to the processing of personal data by compe-
tent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on
the free movement of such data, and repealing Council Framework Decision
2008/977/JHA (hereinafter also referred to as the Directive (EU) 2016/680),
covering the personal data processing for police and criminal justice purposes.
At this point, it should be noted that the real-time remote biometric identifi-
cation of natural persons in public areas may only be used, from the AT Act’s
entrance into force, under the conditions set out therein. In other words, the
biometric data processing in connection with such use is thus regulated in the
Al Act exhaustively.?>%

In view of the above, it is necessary a brief explanation of the terms as defined
by the AI Act. Under Article 3 of the Al Act, biometric data are personal data
resulting from specific technical processing, relating to physical or physiological
features or behavioural characteristics of a natural person, such as facial or fin-
gerprint data. Biometric identification is the automated recognition of physical,
physiological, behavioural or psychological human characteristics in order to
establish the identity of a natural person by comparing that person’s biometric
data with the biometric data of individuals recorded in a database. This may
include, for example, automated recognition of facial shape, eye movement,
body shape, voice, gait, posture or heart rate. A remote biometric identification
system is an Al system for the purpose of identifying natural persons remotely by
matching the biometric data of a person with biometric data recorded in a refer-
ence database where the user of the Al system does not know in advance whether
the person will be present and identifiable. Typically, these systems are used to
capture multiple persons or their behaviour simultaneously without the active
involvement of those persons. A real-time remote biometric identification system
is a system where the capture of biometric data, matching, and identification are
performed without delay and involve not only instantaneous identification but
also limited short delays to prevent circumvention. A publicly accessible area
is any physical place on public or private property accessible to an unspecified

2 HANDREJCHOVA, M. Usmév! Sleduje vis Al aneb co prinese novela zikona o zpracovani
osobnich udajii [online]. Available at: https://www.tx.cz/blog/usmev-sleduje-vas-ai-aneb-co-pr
inese-novela-zakona-o-zpracovani-osobnich-udaju

2 For more details, see The Regulation (EU) 2024/1689 of the European Parliament and of the
Council of 13 June 2024 laying down harmonised rules on artificial intelligence and amending
Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU)
2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU, (EU) 2016/797 and (EU) 2020/1828
(the Al Act). [online]. Available at: https://eur-lex.europa.eu/eli/reg/2024/1689/0j
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number of individuals, regardless of whether certain access conditions may ap-
ply and regardless of possible capacity constraints, e. g. airports, shops, streets,
restaurants, banks, bus stops, theatres, squares etc.?*?

As mentioned above, Al Act lists, among other things, prohibited practices
in the field of Al use. In principle, under Article 5(1) of the Al Act, the prohib-
ited practices also include the use of real-time remote biometric identification
systems in publicly accessible areas. The reason is that the use of such a system
particularly interferes with the rights and freedoms of the persons concerned
as it may affect the private life of a large part of the population. Moreover,
a real-time remote biometric identification system may make people feel con-
stantly monitored and discourage them from exercising their freedom of peace-
ful assembly and other fundamental rights indirectly. However, the prohibition
expressed above is not absolute, as Article 5(1)(d) of the Al Act permits the use
of real-time remote biometric identification systems in certain, precisely spec-
ified, exceptional situations. Such an exception is where the system is used for
law enforcement purposes, if and to the extent strictly necessary for one of those
purposes: (a) targeted searching for victims of kidnapping, human trafficking or
sexual exploitation, as well as searching for missing persons; (b) the prevention
of a specific, serious and imminent threat to the life or physical safety of per-
sons or an actual, imminent or foreseeable terrorist attack; (c) the location and
identification of a person, suspected of having committed a criminal offence, for
the purpose of criminal investigation, prosecution or punishment for criminal
offences listed in Annex II to the AI Act. Moreover, when using real-time remote
biometric identification systems, it is always important to take into account the
nature of the situation and also the consequences of the use of these systems
for the rights and freedoms of all persons concerned and the guarantees and
conditions ensured by such use. Such systems should only be used to confirm

2 HANDREJCHOVA, M. Usmév! Sleduje vis Al aneb co prinese novela zdkona o zpracovéni
osobnich udajii [online]. Available at: https://www.tx.cz/blog/usmev-sleduje-vas-ai-aneb-co-pr
inese-novela-zakona-o-zpracovani-osobnich-udaju and Article 3 of the Al Act.

For more details see for instance Xiaohan, Y. A face authentication-based searchable encryption
scheme for mobile device. Journal of Supercomputing. 2024, 81(1); MOHD, A. et al. ECG
Biometric Verification Incorporating Different Physiological Conditions. Journal of Advanced
Research in Applied Sciences and Engineering Technology. 2024, 51(2), pp. 97110; MILOS-
SI, M. ECG Remote biometric identification systems and ethical challenges: The case of facial
recognition. 6th South-East Europe Design Automation, Computer Engineering, Computer
Networks and Social Media Conference, SEEDA-CECNSM, Preveza, 24-26 September 2021;
KIESLICH, K., LUnich, m. ECG Regulating Al-Based Remote Biometric Identification. Inves-
tigating the Public Demand for Bans, Audits, and Public Database Registrations. 2024 ACM
Conference on Fairness, Accountability, and Transparency, FAccT 2024, Rio de Janeiro, 3-6
June 2024 and others.
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the identity of a specifically targeted person, taking into account time, place and
personal limitations.?*?

Given its high-risk nature, if a law enforcement agency (the Police of the
Czech Republic, for instance) decides to use a real-time remote biometric iden-
tification system, Article 6 and 51 of the Al Act states that the law enforcement
agency should conduct an assessment of such a system’s impact on fundamental
rights and register such a system in the EU Database for High-Risk Al Systems.
Any use of such a system should also be subject to explicit and specific authori-
zation by a judicial authority or an independent EU Member State administrative
authority whose decision is binding. In principle, the authorization for the use
of such a system should be obtained prior to its use (an exception may arise in
a duly substantiated case of urgency) on the basis of a reasoned request submit-
ted by a law enforcement authority. At the same time, the national data protec-
tion authority (in the case of the Czech Republic, the Office for Personal Data
Protection) should be informed of any use of such a system. This national data
protection authority then submits a regular report on this matter to the European
Commission. EU Member States may, in accordance with the arrangements set
out in the Al Act, lay down more detailed rules for the use of such a system in
their country. The processing of biometric data through such a system for law
enforcement purposes must also comply with all the requirements set out in the
Directive (EU) 2016/680. Due to the possibility of technical errors in Al systems,
the Al Act also regulates situations where a person who is not in the reference
database is identified wrongly. For these cases, the Al Act states that only on the
basis of the use of a real-time remote biometric identification system a decision
that has adverse legal effects for a particular person cannot be issued.?

At the national level, in response to the AI Act coming into force, the use of
Al real-time remote biometric identification systems shall be regulated by the
Amendment of the Act no. 273/2008 Coll., on the Police of the Czech Republic,

26 For more details on prohibited practices in the field of Al use see HANDREJCHOVA, M. Usmév!
Sleduje vas Al aneb co prinese novela zakona o zpracovani osobnich udajii [online]. Available
at: https://www.tx.cz/blog/usmev-sleduje-vas-ai-aneb-co-prinese-novela-zakona-o-zpracovani
-osobnich-udaju and Article 5 of the Al Act.

27 For more details on prohibited practices in the field of Al use see for instance NEUWIRTH, R. J.

Prohibited artificial intelligence practices in the proposed EU artificial intelligence act (AIA).

Computer Law and Security Review. 2023, 48; Guridi, E., Francisco, J. THE USE OF ARTI-

FICIAL INTELLIGENCE (AI) SYSTEMS FOR REMOTE BIOMETRIC IDENTIFICATION

IN PUBLICLY ACCESSIBLE SPACES IN THE EUROPEAN Al LAW. Actualidad Juridica

Iberoamericana. 2024, 21, pp. 528-565.
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and some other acts, including the Act no. 110/2019 Coll., on the Processing of
Personal Data (hereinafter also referred to as the Amendment draft), newly. The
Amendment draft was approved by the Government of the Czech Republic on
30 September 2024 and is in the legislative process at the level of the Chamber
of Deputies, i. e. in the first reading of the Amendment draft, at the moment. In
relation to the above, the following text of the presented article will be focused
on the question to what extent the Amendment draft complies with the Al Act.”

As to the reasons for the submission of the Amendment draft, it is, as the
legislators clearly intended, strongly linked to the system operating at the Airport.
In detail, point 1.D of the general part of the Explanatory Memorandum to the
Amendment draft states that the Police of the Czech Republic operates the rele-
vant system, i. e. the system at the Airport, as an isolated system for the purpose
of security ensuring and crime prevention. In order to avoid unnecessary inter-
ruption of the relevant parts of this system, the Amendment draft shall transpose,
to the necessary extent, the conditions required for a real-time remote biometric
identification in a specific scope by amending the Act no. 110/2019 Coll., on
the Processing of Personal Data (hereinafter also referred to as the Act), which
has already transposed most of the provisions of the Directive (EU) 2016/680.
As the Czech government foresees, for reasons of internal security protection,
the extension of this relevant system to other Czech international airports, the
Amendment draft shall allow for the deployment of an isolated system at more
Czech international airports, but nowhere else, although the Al Act allows for
that. Under the Explanatory Memorandum to the Amendment draft, this case-
by-case legislation shall meet the current pressing needs of internal security in
the context of the prohibition of Al systems for a real-time remote biometric
identification, but shall not represent an exhaustion of the possibilities allowed
by the Al Act de lege ferenda.*

In parallel with the powers of the administering authority to operate an iso-
lated system, the Amendment draft shall also introduce new minor offences for
breaches of the authority’s obligations (although most of the minor offences
shall be punishable under other rules regulating the personal data processing),
that should be dealt with under the standard sanction regime. On the contrary, the
vast majority of the rules of the Al Act shall not be adapted by the Amendment
draft because: (a) they are not related to the special regulation of biometric data
use for real-time remote identification in public areas during the activities of law
enforcement authorities and (b) they exceed the competence of the Ministry of

2 Amendment draft to the Act no. 110/2019 Coll., on the Processing of Personal Data [online].
Available at: https://odok.cz/portal/veklep/material KORND34KYGTD/

30 Amendment draft to the Act no. 110/2019 Coll., on the Processing of Personal Data [online].
Available at: https://odok.cz/portal/veklep/material KORND34KYGTD/
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Interior as a promoter. Nor are the various hypothetical systems for a real-time
remote biometric identification in public areas (i. e. systems deployed in areas
with a large number of people passing through or randomly appearing in other
ways, systems with a variable geographical scope, etc.) subject to adaptation.
In the case of other biometric identification systems, i. e. those that do not op-
erate in real time in publicly accessible areas, the biometric and personal data
processing related to their use will still fall under Article 10 of the Directive
(EU) 2016/680 mentioned above. Where purposes other than law enforcement
are involved, Article 9 of the Regulation (EU) 2016/679 and Article 10 of the
Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23
October 2018 on the protection of natural persons with regard to the processing
of personal data by the Union institutions, bodies, offices and agencies and on
the free movement of such data, and repealing Regulation (EC) no. 45/2001
and Decision no. 1247/2002/EC, covering personal data processing by EU in-
stitutions and bodies, will still be applied. As regards the specific impacts of
the Amendment draft, it is intended to add new provisions to the Act, namely
Sections 39a, 39b and 39¢.”!

With regard to its content, significant comments can be made on the Amend-
ment draft. In general, concerns can be expressed as to whether the proposal as
presented, in some aspects going beyond the minimum required by EU law, will
not lead to the “Chinese model”, i. e. to the massive deployment of camera sys-
tems with facial recognition and their subsequent mass exploitation. The second
general comment related to the above is the risk that the elastic provisions of the
Amendment draft, without ensuring sufficient control, will in practice allow the
hypertrophy of the use of the designed systems and thus highly increase the risk
of excessive interference with the rights of suspected and potentially suspected
persons in the sense of so-called “phishing”. Where it would have been easy to
proceed by way of the criminal procedure, which guarantees the protection of
the persons, against whom certain repressive measures are to be used, it will be
possible to proceed in a de facto non-procedural manner, thus eliminating the
possibility of the persons, against whom these measures are to be used, having
their constitutional rights guaranteed.*

The above harsh criticism arises mainly from the fact that the legal regu-
lation under the Act is intended to divide the inclusion of persons in the refer-
ence database. Specifically, in cases under Section 39(a)(3) of the Act, where
persons suspected or accused of certain offences or persons under investigation

31 Ibid.
32 Objections to the Amendment draft made during law-making process [online]. Available at:
https://odok.cz/portal/veklep/material/pripominky/KORND34KYGTD/
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are to be concerned, it shall not be necessary, contrary to the Al Act, to issue
a judicial authorization. The problem is that almost anyone could be included
in the database in this way. The decision as to who is a suspect shall not be
made by anyone authoritatively, it shall be a factual belief of the administering
authority, i. e. the belief of a police officer generally, that someone may have
committed the act under investigation. Only then it shall be examined whether
there is any reason to initiate a criminal prosecution against such a person.
Thus, according to the Act, anyone can become a suspect without knowing
about it in fact and without having the opportunity to defend themselves. The
legal regulation under Section 39(3) of the Act thus creates a wide scope for the
system to be abused. It also seems to be very serious that Article 5(1)(d) of the
AT Act provides the exception to the general prohibition on Al practices, while
Section 39a(3) of the Act relates only to the inclusion of persons’ biometric
data in a reference database, not to the use of a real-time remote biometric
identification system as a whole. In particular, there is no consideration and
regulation, in terms of the GDPR principles that should apply subsidiarily,
of the biometric data processing outside the reference database. At the same
time, it is absolutely impossible to agree with the statement in the Explanatory
Memorandum to the Amendment draft that the impact on the human rights and
freedoms of non-classified persons is comparable to that of camera systems
not using biometric identification.*

Under Section 39a(1)(b) of the Act, the space in which an isolated system,
thus a real-time biometric identification system, is to be used shall be defined
by “facilities and areas that are parts of an international airport”, but there is no
precise definition of “facilities and areas that are parts of an international airport”.
Specifically, under the Explanatory Memorandum to the Amendment draft, the
system is to be used at the Airport only in the publicly accessible parts of the
Airport complex, i. e. the departure and arrival halls and adjacent public areas.
Under the Explanatory Memorandum to the Amendment draft, the parts of the
Airport where only authorized personnel and screened passengers may move
after security screening cannot be considered publicly accessible. While it can
be agreed that some areas accessible only to authorized personnel should not be
public areas, this argument cannot be accepted for areas which, even after secu-
rity screening, are accessible to all passengers. This is commented on in Article
3(39) of the AI Act, according to which even a publicly accessible area may be
subject to certain conditions of access.*

3 Ibid.
3% Objections to the Amendment draft made during law-making process [online]. Available at:
https://odok.cz/portal/veklep/material/pripominky/KORND34KYGTD/
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It is also necessary to mention that, under Section 39a(2) of the Act, the iso-
lated system may include multiple geographically separated components. From
the Explanatory Memorandum to the Amendment draft, it is therefore clear that
the legislator intends to extend the system to other airports in the Czech Republic,
while it shall be one isolated system as a whole. In essence, the proposed word-
ing allows to link all areas and objects that will meet the conditions of Section
39a(1)(a) and (b) of the Act into one system. However, as a result of the merging
of sub-areas of different character, duties that should be carried out separately
for each such system, i. e. assessment of the impact of high-risk system on fun-
damental rights, approval, registration, reporting on the use of this system and
others, shall not be carried out.*

It appears to be quite crucial that Article 5(1)(d) of the Al Act, regulation the
use of real-time remote biometric identification systems, i. e. in the words of the
Amendment draft, an isolated system, quite restrictively states that the practices
ofusing such systems in publicly accessible places for law enforcement purposes
are prohibited, unless it is strictly necessary for one of the purposes defined in the
Al Act, and only to the extent strictly necessary. However, the legislator trans-
posed this negative condition of the Al Act in reverse, by making it positive. This
can be deduced from Section 39(a)(3) of the Act, which is to specify the data that
shall be capable of being included in the database of the isolated system, and also
from both Section 39(b)(1) and Section 39(c)(1) of the Act, which shall deal with
the cases where the system may be used. Following on from this, the Act is to
lack the general requirement of necessity and the necessary extent as required by
the Al Act for the use of systems in public spaces. While the wording of Section
39(a)(3) of the Act is intended to provide for the inclusion of data only for the
necessary purposes set out here, the wording of the AT Act is more restrictive.*

Furthermore, the Amendment draft distinguishes between the inclusion of
a natural person in the reference database of an isolated system under Section
39b and 39c¢ of the Act. The differentiation in the Amendment draft indicates that
the use or use of an isolated system, consisting in entering the biometric data of
a natural person into the reference database of the isolated system, has different
levels of assessment and control depending on the person or the objective being
pursued. However, it cannot be inferred from the content of the AI Act that it
contains two levels of authorization relating to the isolated real-time remote bio-
metric identification systems. Specifically, difference is that while in other cases
under Section 39c¢ of the Act the judge shall issue a written usage authorization

3 Ibid.
3% Objections to the Amendment draft made during law-making process [online]. Available at:
https://odok.cz/portal/veklep/material/pripominky/KORND34KYGTD/

133



EUROPEAN STUDIES - VOLUME 11, ISSUE 2, 2024

for a specific individual, in the case of pre-determined categories of persons
under Section 39b of the Act the judge shall only authorize the commencement
of the system, but not its use in relation to specific persons. This is problematic
for several reasons.’’

First of all, in many cases it may not be entirely clear on what basis the com-
petent judge is supposed to make a decision in granting permission if he does
not know how the system will be used. The benefit of the system is the ability
to identify a specific person at a specific time in a specific place. From this, the
competent judge can make a satisfactory assessment of the specific location, but
the temporal and personal scope of the use of the system is at the later discretion
of the system operator, which at the very least conflicts with the principle of
predictability and also the requirement of lawfulness of the interference with
the right to respect for private life under Article 8 of the European Convention
on Human Rights. It should also be noted that the proposed legal regulation
does not comply with the Al Act. According to Article 5(3) of the Al Act, each
use of the system is subject to prior authorization by a court or an independent
administrative authority. In contrast, the proposed legal regulation of the Act
provides for the authorization of an unlimited number of uses under conditions
predefined only in outline.*®

It can be said that certain supervisory mechanism shall be the notification
of the inclusion of persons in the database to the commissioner. As regards the
position of the commissioner, their authorization under Section 39b(9) of the Act,
according to which they are supposed to assess the inclusion of biometric data of
each specific person and to express their consent or disagreement with this inclu-
sion, is highly doubtful. The reason for this conclusion is that in the case of the
isolated system operated by the Police of the Czech Republic at the Airport, this
would certainly create a conflict of interest if the inclusion of a particular person
should be decided by a commissioner on duty at the Presidium of the Police of
the Czech Republic. This is further related to the delegation of the commissioner
to supervise the reference database under Section 39b(3)(d) of the Act. Article 14
of the Al Act, regulating the human supervision of high-risk Al systems, implies
the measures by which human supervision is ensured. However, the content of
Article 14(4) of the AT Act suggests the position of a person fulfilling more the
role of an administrator with continuous access, so it is a matter for consideration
whether the commissioner in the sense of the Act is a person who can fulfil these
measures. Related to this is the fact that this is not compatible with the status of
the commissioner as defined in Article 39 of the Regulation (EU) 2016/679. By

7 Ibid.
# Ibid.
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its very nature, a delegation of the reference database supervision would give
a responsibility to the commissioner, but in the Czech Republic that responsibil-
ity belongs to the managing authority in fact. Under the relevant national legal
regulation, the commissioner cannot be held personally liable for compliance
with data protection requirements. The last objection is the fact that the legal
regulation under the Act is not to make it clear on the basis of what information
the commissioner shall assess the eligibility of the persons’ inclusion in the data-
base, or what information shall be submitted to them for this purpose. Therefore,
it can be concluded that the activities of the commissioner under the Act do not
meet the quality requirements of the authorization scheme set out in the Al Act
and the commissioner is not always an independent body.*

Article 5(4) of the Al Act states that each EU Member State shall lay down
in its national law the necessary detailed rules after the adoption of the isolat-
ed system, i. e. the relevant rules regulating the isolated system authorization
request, issuance and exercise of authorization, as well as the supervision and
reporting on them. These rules shall also determine in relation to which of the
objectives referred to in Article 5(1)(d) of the Al Act, and in relation to which of
the offences referred to in Article 5(1)(d)(iii) of Al Act, the competent authorities
may be authorized to use such systems for law enforcement purposes. However,
neither the Amendment draft nor the Explanatory Memorandum to the Amend-
ment draft sets out these obligations in a comprehensive way. At the same time,
among the mandatory particulars of the system authorization request in Section
39(b)(3) of the Act, there is no indication of what purpose referred to in Section
39(a)(3) of the Act (and hence in Article 5(1)(d) of the Al Act) the request is to
be submitted for.*

As to the intended legal regulation under Section 39(b) and Section 39(c) of
the Act, it should also be noted that while Section 39(a)(3)(a) to (d) of the Act,
1. e. the legal regulation which is intended to identify the persons whose biometric
data may be included in the system, complies with the cases listed in Article 5(1)
(d)(i) to (iii) of the Al Act, in the case of Section 39(b)(1) of the Act, the proper
implementation of the Al Act may be questioned. Regarding their categories,
it is not clear what is intended to be the basis for the scope of persons under
section 39b(1)(a)(2.) of the Act, as the Al Act does not permit its application to
persons suspected of committing an offence other than an offence referred to
in Article 2(2) of Council Framework Decision 2002/584/JHA and punishable
in the EU Member State concerned by a custodial sentence or a detention order

3 Objections to the Amendment draft made during law-making process [online]. Available at:
https://odok.cz/portal/veklep/material/pripominky/KORND34KYGTD/
4 Tbid.
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for a maximum period of at least three years, as determined by the law of that
EU Member State. The legislator, in the special part of the Explanatory Mem-
orandum to this provision of the Act, mentions the condition of ‘restriction of
personal liberty in combination with the condition of a specific threat to life or
health’ in the sense of Article 5(1)(d)(ii) of the Al Act, but it is not possible to
agree with this conclusion. The condition of the system’s use for the prevention
of a specific, serious and imminent threat to the life or physical safety of natural
persons should be interpreted restrictively and not applied to persons suspected,
accused or charged of any crime essentially.*!

Related to the above, there is similar doubt about the group defined in the
following Section 39b(1) (b)(2), which shall include persons who are wanted and
whose personal liberty may be restricted. However, according to the conclusion
of the legislator, in such a case, the reason for the restriction of personal liberty
must not be related to criminal activity, so that the restriction set out for criminal
offences in Article 5(1)(d)(iii) of the Al Act would not be circumvented. In the
context of the intended legal regulation under Section 39(b)(1)(a) of the Act, this
conclusion of the legislator is not understandable.*?

Finally, Section 39¢(2) of the Act implies that data and records shall not be
destroyed if it is necessary to document acts already performed in connection
with the use of an isolated system. This is completely inconsistent with Point
no. 35 of the Position of the European Parliament, adopted with a view to the
adoption of the Al Act, which without more calls for the immediate, within 24
hours, discarding and deletion of the results and outputs of the system’s use.
Moreover, it is not entirely clear whether and how the legislator assessed the
necessity, proportionality and riskiness of the personal data processing. The Ex-
planatory Memorandum refers to the fact that the Amendment draft introduces
rules for the existing use of urgent remote biometrics. However, the fact that
such systems are already in use does not guarantee their compliance with data
protection and there is no reason not to assess their necessity, proportionality and
risk-taking. The tightening of the conditions for the use of such technologies by
the Al Act applies to both the existing systems and the future ones.*

In the context above, the application of the isolated system to persons referred
to in Section 39(b)(1)(a)(2) and (b)(2) of the Act under Article 5(1)(d)(i) to (iii)
of the AI Act needs to be clarified, or the text of the Act needs to be modified
to be consistent with the restrictive concept of the Al Act, and to ensure that
biometric data of persons, not anticipated by the Al Act, are not included in the

4 Objections to the Amendment draft made during law-making process [online]. Available at:
https://odok.cz/portal/veklep/material/pripominky/KORND34KYGTD/

2 TIbid.

4 Ibid.
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reference database. The same goes for Section 39¢(1) of the Act, which lacks the
‘indispensable necessity’ and ‘necessary extent’ conditions as a guarantee of the
limits set out in Article 5(1)(d) of the AT Act.*

4. Conclusions

As for the situation in Ukraine, it should be noted that the adoption of the draft
Law of Ukraine ‘On the Unified System of Video Monitoring of the State of
Public Security’ poses risks of violating human rights and freedoms, and will
significantly limit the fundamental right of every person to privacy. In order to
ensure proper legal regulation of video monitoring of public security using facial
recognition systems in Ukraine, the draft Law of Ukraine ‘On the Unified System
of Video Monitoring of the State of Public Security’ needs to be finalized and
brought into line with the above provisions of the relevant EU and Council of
Europe legislation.

As for the situation in the Czech Republic, the conclusion is that the AT Act
does allow the use of real-time remote biometric identification systems, but under
certain conditions. The main one is that the use of such a system to search for
a specific person or persons must be authorized by a court or other independent
authority. In real terms, this means that the decision to include a particular person
in the reference database shall be made by a court. However, in relation to this
very basic safeguard against abuse of the system, the Act no. 110/2019 Coll., on
the Processing of Personal Data is to propose that this rule shall not be applied to
certain relatively vaguely defined groups of persons. Thus, the Act shall negate
this fundamental control mechanism in certain cases, in fact.

At first glance, it may seem that the aim of the regulation set up this way is
to try to keep the system at the Airport running continuously and essentially in
the same mode as it has been operating there since 2018. The Ministry of the
Interior is certainly right that the system at the Airport does not identify anyone
who is not in the database, but on the other hand, almost anyone can be includ-
ed in the database without sufficient control. The Ministry of the Interior also
fails to add the important fact that the biometric identifications of anyone who
is captured and not identified by the system at the Airport shall be retained for
an additional three months for possible future use. Originally, the Ministry of
the Interior did not envisage limiting the scope of the regulation under the Act
only to international airports. However, when a number of comments were made

4 Objections to the Amendment draft made during law-making process [online]. Available at:
https://odok.cz/portal/veklep/material/pripominky/ KORND34KYGTD/
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on the Act, the Ministry of the Interior relented and, apparently in an effort to
push the Act through the legislative process, limited the possibility of using the
systems to international airports only. However, the Explanatory Memorandum
to the Amendment draft makes it quite clear that there is an intention to use the
systems elsewhere in the future.®
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