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1. Introduction

In the 21st century, the rapid development of information technologies and the
constant growth of the scale of personal data transfer and processing are placing
particular emphasis on the personal data protection and the right to privacy.

Cross-border data transfer and processing have brought tangible benefits to
everyday life: search engines facilitate access to vast amounts of information,
social media services enable people around the world to communicate, express
their opinions and mobilize support on social, environmental and political issues,
and companies and consumers receive benefit from effective marketing tools in
sectors such as insurance, healthcare, etc. However, the boost of information
technologies over the past two decades has posed new challenges for the personal
data protection.

Our society is becoming ever more digitised. The pace of technological devel-
opments and how personal data are being processed affects each of us every day
and in all sorts of ways in the light of these changes. Indeed, every person should
have at their disposal mechanisms to protect their private information. In order
to enable individuals to control their information and protect it from misuse, data
protection laws at the institutional level should regulate the activities of private
and public companies regarding the security of personal data protection during
its transmission and processing.

The Internet has made it easier to access information, by visiting a website or
purchasing goods and services from a website, organizations collect vast amounts
of data about individuals. Companies collect name and address information to
track web browser behaviour, location, and other information that enables com-
panies to identify a person. Such data is then used by companies for a variety
of purposes, ranging from sales and customer relationship management to mar-
keting campaigns. The availability of data collection means that thousands of
companies not only collect personal data, but also store it in secure locations,
share it with third parties, or move that data across borders to support their
business. Furthermore, their business models rely on selling access to this data
to advertisers.

The protection of personal data is now commonly understood as an integral
part of the right to the protection of personal privacy. The public law protection
of personal data is linked to the common practice in democratic states, where
there is a separate independent authority with oversight of this ‘sub-area’ of
privacy protection, which has the ability to apply remedies or carry out checks
on entities processing personal data. The concept of an independent supervi-
sory authority is not to be found in the Council of Europe resolutions on data
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protection,' this approach is more related to the tendencies in modern public
administration, which instead of being closed is guided by the principle of
openness of public administration and is put in the context of the rapid devel-
opment of technology towards the end of the second millennium, but also the
restructuring of the relationship between the public and private sectors.

The aim of this article is therefore to highlight the rationale for the existence
of an independent supervisory authority, to point out how its independent status
is enshrined in effective legislation both in Ukraine and in the Czech Republic,
and to discuss the key aspects and guarantees of its independence.

2. Data Protection System in the Czech Republic

2.1. Introductory remarks

At the level of the constitutional order, the foundations of the protection of per-
sonal data are enshrined in Article 7(1) of Act No. 2/1993 Coll., the Charter of
Fundamental Rights and Freedoms; according to this provision, “the inviolability
of the person and his privacy is guaranteed. It may be restricted only in cases
provided for by law”. Article 10 of the Charter, which is a kind of basis for the
protection of privacy in a broad sense, provides that “(1) Everyone has the right
to have his human dignity, personal honour, reputation and name preserved.
(2) Everyone has the right to protection from unwarranted interference with
his private and family life. (3) Everyone has the right to protection against the
unauthorized collection, disclosure or other misuse of personal data.”

The Council of Europe, which has always been proactive on data protection,
also plays an important role in data protection. The Convention for the Protection
of Individuals with regard to Automatic Processing of Personal Data (hereinafter
“Convention 108”), came into force on 1 October 1985, the Czech Republic
signed Convention 108 on 8 September 2000, and after the ratification process it
entered into force for the Czech Republic on 1 November 2001. This document
has succeeded in defining, first of all, the basic concepts in the field of person-
al data protection — personal data, data subject, automated data set, automated
processing and data controller. To date, it has already been supplemented by
Additional Protocols.

The Czech Republic as a member state of European Union is interested in
all of the steps that lead to more effective data protection policy. In the field of

' Resolution (73) 22 on the protection of privacy of individuals vis-a-vis electronic databanks in

the private sector or e.g. Resolution (74) 29 on the protection of privacy of individuals vis-a-vis
electronic databanks in the public sector.
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primary EU law, the basis for the protection of personal data is, firstly, Article
16 of the Treaty on the Functioning of the European Union (TFEU), which con-
stitutes a primary right and guarantees the right of everyone to the protection
of personal data concerning them. Furthermore, Article 8 of the EU Charter
of Fundamental Rights, which in particular enshrines the obligation to process
personal data fairly, purposefully and with the consent of the data subject, while
guaranteeing access to the data collected, including rectification, is at the level
of a fundamental right in EU law. Furthermore, Article 7 of the EU Charter of
Fundamental Rights guarantees respect for private and family life. Originally
a purely political declaration, it became legally binding on 1 December 2009,
when the Lisbon Treaty entered into force, Article 6(1) incorporating the EU
Charter of Fundamental Rights by reference into primary EU law. The adop-
tion of Regulation (EU) No 2016/679 of the European Parliament and of the
Council on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data (GDPR), which became
effective on 25 May 2018. GDPR is a solution to ensure a more uniform standard
of protection of personal data across the European Union, providing a general
basis that is already further developed at the European level and in individual
national arrangements supplemented and expanded by specific legislation such
as “anti-money laundering rules.””

Furthermore, the Czech Republic has adopted the Adaptation Act No.
110/2019 Coll. As Machova points out, “it completes the entire legal framework
and contains both permitted derogations and special adaptations to the GDPR.”

2.2. On the existence of independent supervisory authorities
in general

Although the existence of independent supervisory authorities is now often taken
as an unexamined fact, this concept was not always common. As Pouperova
points out in her detailed analysis of their status,* their emergence is linked to
the political situation in the United States, when in 1889 the Interstate Commerce
Commission, not subordinate to the President, was created, designated as an

KASL, F. Internet véci a ochrana dat v evropském kontextu. Revue pro pravo a technologie.
2016, no. 13, p. 126.

3 MACHOVA, M. Zikon o zpracovéani osobnich udaji — provadéci uprava k GDPR z pohledu
ceského zakonodarce. E-pravo. 27. 6. 2019. [online] Available at: https://www.epravo.cz/top/cl
anky/zakon-o-zpracovani-osobnich-udaju-provadeci-uprava-k-GDPR-z-pohledu-ceskeho-zako
nodarce-109542.html.

For more on the establishment of the first independent supervisory bodies, see. POUPEROVA, O.
Nezavislé spravni utady. Sprdvni parvo. 2014, vol. 47, no. 4, pp. 209-226.
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independent administrative agency, and even then there was an effort to remove
a certain type of oversight from the direct influence of the chief executive.

The requirement for the independence of certain supervisory authorities is
today most often justified by (a) the need to regulate a particular atypical area of
the economy, or (b) the desire for a sensitive approach to potentially conflicting
issues that are likely to cause uproar and concern in broad sections of society.
This demand for independence is thus a reflection of the desire to deal apoliti-
cally with a certain range of issues which will therefore not fall under the direct
influence of political groups and the top executive.

This independence is built on several complementary pillars. Thus, we can
most often speak of personal independence (related to the appointment of the
head and members of the body, including the conditions of remuneration and
the conditions of removal from office), functional independence (consisting in
independence from the government, but also in the absence of the element of
a superior body) and financial independence (related to the ability of the super-
visory body to dispose of financial resources or have sufficient material security
for the exercise of its powers), some authors are inclined to the even broader
concept of political and functional independence,’® or political and economic
independence.f

2.3. Legal regulation connected with supervisory authorities

The basis for the independent status of the supervisory authority can be found in
the Convention 108, which entered into force on 1 October 1985 and has been
binding on the Czech Republic since 1 November 2001. In its Article 13 ‘Coop-
eration between the Contracting Parties’, the Convention enshrines the obligation
of each Contracting Party to Convention 108 to designate one or more authorities
(‘authorities’) to provide mutual assistance between the Contracting States. Such
an authority is then to provide information on its State’s law and administrative
practice in the protection of personal data and ““shall take...appropriate measures
to provide specific information on certain automated processing...”. Further,
under Article 14 of Convention 108, the obligation to assist a person of another
State was enshrined in the sense that the authority was to be obliged to receive
a request for assistance to be transmitted to the competent authority in the appli-
cant’s country, and it could only do so at the request of the person and not on its
own initiative or without the person’s consent. The refusal of such a request is

5 HANDRLICA, J. Nezavislé regulacné organy (?) Justicnd revue. 2008, vol. 60, no. 2, pp. 165—
187.

The concept of mere economic independence was the original concept promoted by the EU.
POUPEROVA, O. Nezavisl¢ spravni utady. Sprdvni parvo. 2014, vol. 47, no. 4, pp. 209-226.
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possible only on three enumerated grounds set out in Article 16 of Convention
No. 108. The implementation of Convention No 108 in the Czech Republic was
achieved by the adoption of the now ineffective Act No 101/2000 Coll., on the
Protection of Personal Data.” Convention No 108 was further supplemented by
an Additional Protocol, which contained clarifications on the functioning of
supervisory authorities.® As reported by Nonnemann® on the changes to the legal
regulation of supervisory authorities, it introduces in particular the obligation for
supervisory authorities to approve instruments for the transfer of personal data to
third countries, to have the possibility to participate in the legislative process and
to comment on any draft legislation relating to the processing of personal data.

Convention 108 has been subjected to detailed scrutiny by a Council of
Europe working group in recent years and the Council of Europe has finally
presented a new text which is open for signature by Member States, but the
new version does not significantly shift the meaning of the independence of the
supervisory authority, but the proposed changes relate mainly to the scope of its
competence.'’ In May 2018, the Council of Europe adopted CETS Protocol No.
223, thus amending Convention 108. The modernised Convention 108+ takes
into account most of the challenges posed by the development of information
and communication technologies and strengthens the requirements for its im-
plementation.

Another key provision for the position of the supervisory authority in the
field of personal data protection is the wording of Article 8 of the Charter of
Fundamental Rights of the European Union!"' , which enshrines, inter alia, the
right to the protection of personal data, their fair, efficient processing and “...
compliance with these rules shall be supervised by an independent authority”.

The Treaty was signed on 8 September 2000 and, following the ratification process, entered into
force on 1 November 2001.

8 It entered into force for the Czech Republic on 1 July 2004.

* NONNEMANN, F. Modernizace Umluvy 108, zékladniho néstroje Rady Evropy pro ochranu
osobnich udaji. Epravo.cz, 30.9.2022. [online] Available at: https://www.epravo.cz/top/clan
ky/modernizace-umluvy-108-zakladniho-nastroje-rady-evropy-pro-ochranu-osobnich-udaju-10
7901.html.

The new text of Convention 108 can be found here: https://search.coe.int/cm/Pages/result _deta
ils.aspx?0bjectld=09000016807c65bf. There are several proposed changes to the competence
of supervisory authorities which cannot be described as partial and insignificant, such as the
obligation for States to ensure that the supervisory authority can rule on breaches of the rules
on the processing of personal data, or the possibility to comment on the text of all legislation
relating to the protection of personal data.

' Charter of Fundamental Rights of the European Union 2012/C 326/02. The provisions of Article
8 built on Directive 95/46/EC of the European Parliament and of the Council on the protection
of individuals with regard to the processing of personal data and on the free movement of such
data and Article 8 of the European Convention, which was in force at the time.
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Similarly, under the later version of Article 16 of the Treaty on the Functioning
of the European Union'? , the protection of personal data is guaranteed and the
European Parliament and the Council are required to adopt rules on the protection
of natural persons with regard to processing by the institutions, bodies, offices
and agencies of the Union, and it is further provided that “compliance with
the rules shall be subject to control by independent authorities (‘independent
authorities’).”

It is interesting to observe the shift in the view of the status of such authorities,
where the element of “independence” was not initially included in Convention
108 and it was left to the will of the States as to which authority would be in-
volved or to which authority the duty in question would be entrusted.

Act No. 1/1993 Coll., the Constitution of the Czech Republic, does not di-
rectly establish a similar independent authority, while Act No. 2/1993 Coll., the
Charter of Fundamental Rights and Freedoms, contains in the provisions of
Article 7, Article 10(3) and Article 13 the establishment of rights related to the
protection of personal data, but it also does not contain an obligation to designate
an independent supervisory or contact authority."

Therefore, the key legislation for more precisely anchoring the position and
competence of the supervisory authority is the regulation represented by Reg-
ulation (EU) 2016/679 of the European Parliament and of the Council on the
protection of natural persons with regard to the processing of personal data and
on the free movement of such data'*, where the GDPR is directly applicable
legislation in accordance with the provisions of Article 10, the Constitution of
the Czech Republic.'® The wording of Article 4(21) GDPR in combination with

12 Treaty on the Functioning of The European Union.

3 For the sake of completeness, let us add that the interference with a person’s privacy is, from
a private law point of view, dealt with in more detail in Act No. 89/2016 Coll., the Civil Code,
the provisions of Sections 81-90.

Regulation 2016/659 on the Protection of Natural Persons with regard to the Processing of
Personal Data and on the Free Movement of such Data, hereinafter referred to as “GDPR.” The
GDPR builds on the protection of personal data represented by a number of Council of Europe
resolutions, Convention 108 and, within the European Union, develops ideas from Directive
95/46/EC of the European Parliament and of the Council on the protection of individuals with
regard to the processing of personal data and on the free movement of such data. Compared to
this Directive, the main advantage of the GDPR lies in its direct applicability in the Member
States. In particular, the GDPR develops the idea of independence in relation to supervisory
authorities, modifies certain offences and sets a uniform rate of fines, introduces the idea of full
unification of supervision and newly (leaving aside the partial modification in Convention 108)
introduces a single point of contact for data subjects.

The previous legislation in the field of the European Union’s competence was in particular Di-
rective 95/46/EC of the European Parliament and of the Council on the protection of individuals
with regard to the processing of personal data and on the free movement of such data, which
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Article 51 GDPR shows us that the perception of the position, scope and pow-
ers of supervisory authorities is different from, or much more precise than, the
Resolutions and Convention 108. Indeed, Article 4(21) GDPR explicitly refers
to the supervisory authority as “an independent public authority established by
a Member State.” Chapter VI of the GDPR then sets out the basic points relat-
ing to the status of supervisory authorities in the Member States, enshrining the
basic guarantees of their independence and the limits of cooperation between
supervisory authorities. '°

This independence is further elaborated in Article 52 GDPR. Its wording com-
bines a number of guarantees of independence in the personal, functional and
financial sense and also emphasises economic independence in the sense of inde-
pendence of members from other economic operators. As regards the functional
independence of the decision-making of the members of the Authority in matters
of its specified competence, the GDPR tells us in particular in Article 52(1) that
the supervisory authority “... shall act with complete independence” and in (2) that
“... the members of each supervisory authority shall, in the performance of their
tasks and the exercise of their powers under this Regulation, remain independent
of outside influence, direct or indirect, and shall not seek or receive instructions
from anyone.” The personnel component of independence is particularly relevant
to Article 52(5), whereby the supervisory authority should be able to “... select and
have its own staff subject to the sole direction of a member or members of that
supervisory authority.” The emphasis on financial independence (in conjunction
with economic independence) is represented by Art. 52(3), where the members
“shall not engage in any gainful or unprofitable employment incompatible with
that function”, (4), where the supervisory authority is to be “provided with the
human, technical and financial resources, premises and infrastructure it will need
for the effective performance of its tasks and the exercise of its powers”, and (6),
where the supervisory authority is to have “.. .a separate public annual budget,

already clarifies the concept of supervisory authority and provides in Article 28 for the Member
States to entrust “...one or more public authorities... with the supervision of compliance with
the provisions adopted by the Member States pursuant to this Directive. These authorities shall
carry out their tasks...in complete independence.” It also set out the minimum remit of super-
visory authorities, and emphasised the obligation to cooperate with supervisory authorities in
other Member States. However, after many years, the form of the “directive” proved inadequate,
and the GDPR, a regulation with direct applicability to the territory of the Member States, was
then drafted.

Article 57 of the GDPR broadly sets out the powers of supervisory authorities, including, among
others, cooperation with supervisory authorities, raising public awareness of the handling of
personal data. In order to exercise its competence, the supervisory authority is endowed with
a number of powers, which the GDPR divides into investigative, remedial, authorising and ad-
visory powers (Article 58 GDPR), this list is intended as a minimum range of powers that may
be extended in individual legal arrangements according to local circumstances.
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which may be part of the overall ... State budget.” Article 53 GDPR then sets
out a set of conditions that a member of the supervisory authority must fulfil,
including both basic, moral and professional conditions!'” and is thus another of
the guarantees of the independent status of the staff of the supervisory authority,
whereby the member must be appointed in a transparent manner, have the pro-
fessional qualifications to perform the duties and exercise the powers, and there
is a limited possibility of termination of his or her term of office. In this respect,
the GDPR therefore distinguishes ‘ordinary’ staff of the Authority from ‘members’
and places higher demands on them or their independence.

Given the considerable breadth of the issue and taking into account the es-
tablished practice in a given country, the GDPR also foresees in Article 60 that
a State may, at its discretion, set up several supervisory authorities, presumably
with the assumption of different competences or taking into account the speci-
ficity of certain personal data (the question of a special supervisory authority for
e.g. an area related to classified information or business secrets). For the latter
case, the GDPR then provides for the obligation of the State to designate one
lead supervisory authority and sets out the procedure for the other supervisory
authorities concerned to proceed with their decisions.'®

Finally, the protection of personal data is also guaranteed by the implementing
law to the GDPR, Act No. 110/2019 Coll., on the processing of personal data
(hereinafter as Act on Personal Data).!” Section 2 of the Act on Personal Data
sets out its scope of competence,?® and the key wording for the position of the

17 For example, PATTYNOVA, J. et al. Obecné narizeni o ochrané osobnich iidajii (GDPR). Zdkon
o zpracovani osobnich udajii. Komentar. 2. edition. Praha: Leges, 2019, p. 375.

As a certain guarantee of uniformity of decision-making and in order to respect the principle of
lawfulness and uniformity, the GDPR enshrines in Article 68 the creation of the European Data
Protection Board. Its position is conceived as fully independent and, of course, given the nature
of decision-making in the European Union, each Member State is represented on the Board by
one member — the head of the supervisory authority of the Member State, and the European Data
Protection Supervisor or their designated representatives. In view of the scope of the subject
matter, we will not deal with this topic in detail in this article.

19 The Act transposed, inter alia, Directive (EU) 2016/680 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with regard to the processing of
personal data by competent authorities for the purposes of the prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal penalties, on the free movement
of such data and repealing Council Framework Decision 2008/977/JHA.

In the Czech society, as in other countries, the competence of the OPDP is also enshrined in
a number of special legal regulations, especially in relation to the internal administration, and
these special regulations are not entirely related to the above-mentioned issue of the status of
the OPDP as a supervisory authority; they can be systematically divided into three areas. The
first and essential area for the OIOA is the protection of personal data as provided primarily in
the GDPR and the Act on the OA. The second category represents the areas where the OPDP
is obliged to participate in co-operative actions with regard to the obligation so enshrined for it
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supervisory authority is point, which states that it regulates “the position and
competence of the Office for Personal Data Protection (hereinafter OPDP),”
which is thus the supervisory authority for the Czech Republic in accordance
with the GDPR. According to Article 50 of Act on Personal Data, it is the “cen-
tral administrative authority for the protection of personal data” (it is referred to
as a “central administrative authority” in Article 2 of Act No. 2/1969 Coll., the
Competence Act). The Competence Act enshrines a number of guarantees of
independence in line with the trend and binding wording of the GDPR. Article
51(1) of Act on Personal Data provides that the competence of the OPDP may
only be interfered with by law, and it also explicitly refers to an independent
procedure, where the OPDP “shall act independently and shall be guided only
by the law and directly applicable regulations of the European Union”.
Furthermore, the provision of Article 51(2) Act on Personal Data states that
its activities are paid for from a separate chapter of the State budget (one of the
guarantees of financial independence). With regard to functional and personal
independence, we must emphasise the wording of Article 51(3) of the Act on the
Civil Service, which explicitly states that ‘the Deputy Minister of the Interior
for the Civil Service is not a superior official to the President of the OPDP. No
appeal shall be admissible against the decision of the President of the OPDP in
a civil service matter or against the decision of the disciplinary committee of first
instance established in the OPDP.” This is consistent with the approach set out
in GDPR, whereby some authors, given the wording of Article 52 of the GDPR,
lacked in the original draft of the Act on Personal Data.?! For the Chairperson and
Vice-Chairpersons of the OPDP, almost identical conditions for their appointment
apply, as set out in Article 52(3) of the Act on Personal Data* — the guarantee
of personal independence is certainly the enshrinement of the possibility of their

in specific laws, although it should be added that in these cases the co-operation is also closely

related to the protection of personal data, e.g. for the receipt of a notification on the creation of

an information database on the creditworthiness and trustworthiness of a consumer pursuant to

Section 20z(12) of Act No. 634/1992 Coll., on Consumer Protection. The third area is the range

of matters related to electronic communication, e.g. the competence in the area of supervision of

the dissemination of commercial communications pursuant to Act No 480/2004 Coll., on certain
information society services.
2 Cf. NULICEK, M. et al: GDRP Obecné narizeni o ochrané osobnich uidajii. 2. editon. Praha:
Wolters Kluwer, 2018, p. 441.
“Only a citizen of the Czech Republic who (a) is fully capable of exercising his/her legal capacity
may be appointed as the Chairman of the OPDP,

(b) he or she has reached the age of 40 years, (c) he or she is of good repute, fulfils the
conditions laid down in other legislation and possesses the knowledge, experience and moral
character required for the proper performance of his or her duties, and (d) he or she has obtained
a university degree by completing a master’s degree programme in law or computer science,
has the necessary level of knowledge of English, German or French and has at least 5 years’
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removal only if they no longer meet any of the conditions for appointment.* But
here the question arises whether, in the event of e.g. political pressure for the
resignation of the chairman, the condition in Article 52(3)(c), i.e. what ““...moral
qualities” the chairman should possess, is not too broadly conceived and whether
it can thus provide a guarantee of independence and adequate exercise of the
powers conferred on him.> Only the Chairperson and Vice-Chairperson of the
OCCEP are subject to the GDPR’s provisions on independence and the staffing
and appointment of “members” of the supervisory authority.

We can summarize that the independence of the OPDP is therefore could
be seen in its functional independence, which means that the OPDP is not sub-
ordinate to any other authority and carries out the tasks assigned to it on the
basis of by law, and at the same time only within the limits of that legislation.
The material independence is reflected in the fact that the budget of the OPDP
forms a separate chapter of the State budget and is approved by the Chamber of
Deputies. Personnel independence is connected with the fact that the Director
of the OPDP is not subordinate to the Minister.

2.4. On the independent position of the Office for Personal
Data Protection

If the existence of independent supervisory authorities in certain segments of
the economy cannot be accepted without reservations, the question of whether
the existence of an independent administrative authority is possible in the Czech
legal environment comes to the forefront of the discussion, and this question
is not fully resolved in the professional community. It can be stated that the
Czech supervisory authority for personal data protection is most commonly
referred to as an independent administrative authority, although some authors
have reservations about this designation.”> Hendrych agrees that the key com-
petence in the field of personal data protection is provided by an independent

experience in the field of personal data protection or human rights and fundamental freedoms;
a different course of study may be admissible if he or she has more than 10 years’ experience.”
The Court of Justice of the European Union has also commented on the question of the ter-
mination of the mandate on several occasions, see, for example, the judgment in European
Commission v. Hungary, C-288/12, paragraphs 53 and 54, where even the termination of the
mandate due to the reorganisation of the Office is not admissible and is incompatible with the
requirement of the independence of the Office.

24 Cf. PATTYNOVA, J. et al. Obecné narizeni o ochrané osobnich iidajii (GDPR). Zékon o zpra-
covani osobnich udajii. Komentar. 2. edition. Praha: Leges, 2019, pp. 680-681.

The question of whether an administrative authority can be independent is debated, even though
the immanent characteristic of an administrative authority is supposed to be the opposite of inde-
pendence, and in terms of hierarchy, the government is the head of the authority in accordance
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OPDP, which has powers typical of a central administrative authority.*® If we
follow Sladeéek’s breakdown?” into absolutely independent and relatively in-
dependent administrative authorities, the OPDP falls into the former category.
From the diction of the provisions of Article 50 of the Act on Personal Data it
follows that it is a “central administrative authority”, from Section 2 of the Act
No. 2/1969 Coll., the Competence Act, it follows that it is a “central authority
of the state administration.” Thus, as an administrative authority, it should not
be independent but subordinate to the Government as the supreme executive.
However, Article 51(1) of the Act on Personal Data adds that its activities may
“be interfered with only on the basis of the law, it shall act independently in
the exercise of its powers and shall be governed only by the laws and directly
applicable regulations of the European Union.” Is this independence enshrined
in the legislation not therefore in breach of Article 79(1) of Act No. 1/1993 Coll.
the Constitution (as well as the relationship of the OPDP to the Government
as the supreme executive body enshrined in Article 67(1) of Act No. 1/1993
Coll., the Constitution) Pouperova judges,?® also with regard to selected pro-
visions of the Constitutional Court’s ruling,? that the concept of independent
administrative authorities will be constitutionally compliant only if fundamental
rights are protected or with regard to the obligation to establish a supervisory
authority enshrined in EU law. To find constitutional compliance, Sladecek then
proposes as a solution the adoption of a new wording of Article 79(2) which
reads: “... the OPDP are administrative authorities established by law, which
are not subordinate to the government. The law may provide that certain other
administrative authorities may be partially or wholly exempted from subordi-
nation to the Government.” 3

with Article 67 of the Constitution. For more details see. POUPEROVA, O. Nezavislé spravni
utady. Spravni parvo. 2014, vol. 47, no. 4, p. 215.
% HENDRYCH, D. Pravnicky slovnik. 3. editon. Praha: C. H. Beck, 2009, p. 985.
2 SLADECEK, V. Obecné spravni pravo. 4. edition. Praha: Leges, 2019, p. 287. Sladegek thus
divides relatively independent administrative authorities, i.e. mainly other central administrative
authorities, which are granted independent status by special laws, and fully independent admin-
istrative authorities, whose independence directly results from special legislation.
POUPEROVA, O. Ztizovéni nezavislych spravnich ufadii jako zpiisob feseni nestabilni politiky.
Pravna politika a legislativa — Vplyv politky,normotvorby a sudnej judikatury na vykon verejnej
spravy. Bratislava: Wolters Kluwer, 2020, p. 194.
»  Constitutional Court ruling P1. US 21/14 of 30 June 2015.
30 SLADECEK, V. Obecné spravni prdvo. 4. editon. Praha: Leges, 2019, p. 294.
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3. Data Protection System of Ukraine

3.1. Introductory remarks

Currently, technological development is significantly ahead of legislation in
Ukraine. At the same time, outdated legislation slows down and creates obsta-
cles in the implementation of innovative solutions both in the private sector (for
example, IT) and in the public sector (e-democracy, digitization of administrative
services).

Legal frameworks of the European Union (EU) and the Council of Europe
that safeguard the protection of privacy and personal data is at the forefront of
data protection worldwide. The EU’s data protection standards are based on
Council of Europe Modernised Convention 108+ and GDPR. The General Data
Protection Regulation (GDPR) is considered as the most effective and clearly
compiled legal act which regulates privacy and security law in the European
Union (EU).

Ukraine is a party to the Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data (Convention 108). In May
2018, the Council of Europe adopted CETS Protocol No. 223, thus amending
Convention 108. Thus, Ukraine faced the issue of ratifying the specified Pro-
tocol and bringing the legislation into compliance with the requirements of the
updated Convention 108+.

The topic of personal data protection is of particular importance for Ukraine.
The Association Agreement between Ukraine and the European Union requires
bringing the legislation of Ukraine in line with European standards, which also
applies to personal data protection. One of the key tasks of Ukraine is harmoni-
sation of Ukrainian legislation to European standards in the field of personal data
protection through the implementation of the Regulation (EU) 2016/679 GDPR
in accordance with paragraph 11 of the Action Plan No. 1106 for the implemen-
tation of the Association Agreement approved by the Cabinet of Ministers of
Ukraine dated October 25, 2017.

The main issues of the reform of national data protection legislation are: clar-
ification of the duties and responsibilities of data controllers and data processors;
improvement of the concept of data protection by design and data protection
by default; appointment of a person responsible for personal data protection;
development of the notification system regarding personal data breaches; and
establishment of the independent supervisory authority in the area of personal
data protection.
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3.2. Development of Personal Data Protection

An important step in the development of personal data protection was the adop-
tion of the Constitution of Ukraine in 1996. Article 32 of the Constitution states
that “no one may be interfered with in his personal and family life, except in
cases provided for by the Constitution of Ukraine. The collection, storage, use
and dissemination of confidential information about a person without his or her
consent is not permitted, except as provided by law, and only in the interests of
national security, economic welfare and human rights.” These provisions became
the basis for the further development of data protection in Ukraine.

In June 2010, the Verkhovna Rada of Ukraine has passed the Law “On Pro-
tection of Personal Data”, which has become a fundamental act of the national
legislation on personal data protection. The entry into force of this Law became
an important precondition for the ratification of the Council of Europe Con-
vention No. 108 and the Additional Protocol thereto in Ukraine. Following the
ratification of the Council of Europe Convention No. 108, Ukraine undertakes to
adhere to the principles and standards of the Council of Europe on the processing
and transfer of personal data.

On April 6, 2011, the Regulations on the State Service for Personal Data
Protection were approved by the Decree of the President of Ukraine. The main
functions of the State Service for Personal Data Protection included the imple-
mentation of state policy in the field of personal data protection, as well as the
supervision and control over the compliance with laws on personal data protec-
tion. The Cabinet of Ministers of Ukraine coordinated the activities of the State
Service for Personal Data Protection through the Ministry of Justice of Ukraine.

In order to improve the institutional mechanism of personal data protection, the
Law of Ukraine “On Amendments to Certain Legislative Acts of Ukraine on Im-
proving the Personal Data Protection System” No. 383-VII was adopted on July 3,
2013 which liquidated the State Service for Personal Data Protection and delegated
the powers to exercise the regulatory oversight to the Commissioner for Human
Rights of the Verkhovna Rada of Ukraine. The Department for Personal Data Pro-
tection was established within the structure of the Commissioner. These changes
are aimed at bringing Ukrainian laws in line with the European Union standards
by establishing an independent supervisory authority for personal data protection.

It should be noted that up to time at the Ukrainian parliament was registered
two draft laws Ne 81533 and Ne 6177°% These draft laws play an important role
in the process of Ukraine’s integration into the EU Digital Single Market.

3 Draft Law of Ukraine “On Personal Data Protection”
32 Draft Law of Ukraine “On the National Commission for Personal Data Protection and Access
to Public Information”
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According to Ms. Liliia Oleksiuk, Non-Staff Consultant of the Verkhovna
Rada Committee on Digital Transformation, draft law Ne 8153 “On Personal
Data Protection” aims to renew the outdated national legislation in this area.
The draft law has been developed closely to GDPR, which is applied in all 27
countries of the European Union. But for the successful integration, Ukraine
is also required to create an independent regulator in the field of personal data
protection in addition to updating the respective legal framework. This issue is
regulated by draft law Ne 6177 “On the National Commission for Personal Data

Protection and Access to Public Information”.?

3.3. International legal obligations of Ukraine in the area of
personal data protection

The key component of Ukraine’s cooperation with the European Union and its mem-
ber states is the process of our country’s regulatory approximation to the EU acquis.

Consideration of this issue becomes especially important in the context of the
need to adapt the Ukrainian laws to the laws of the European Union in accordance
with Ukraine’s obligations under the Association Agreement.

Section III of the Association Agreement provides for cooperation in the field
of justice, freedom and security. According to the Article 15 of the Association
Agreement, “Ukraine and the European Union have agreed to cooperate in or-
der to ensure an adequate level of personal data protection in accordance with
the highest European and international standards, including relevant Council of
Europe documents.”

In addition, according to the Article 129 of the Association Agreement,
“Ukraine and the European Union shall take appropriate special measures to
protect the right to privacy and fundamental rights and freedoms, for example
in connection with the transfer of personal information.”

Paragraph 11 of the action plan No. 1106 on the implementation of the Asso-
ciation Agreement provides for the task of improving the personal data protection
legislation in order to bring it into line with the Regulation 2016/679.

In November 2019, the Cabinet of Ministers of Ukraine adopted a resolution
Ne 1005 amending the Action Plan Ne 1106 on Implementation of the Association
Agreement between Ukraine and the EU. For the moment, Ukraine shall improve
legislation on personal data protection to bring into line with the Regulation (EU)
2016/679 (General Data Protection Regulation) till May 25, 2020.

33 EBA Ukraine. Interview with Liliia Oleksiuk. GDPR implementation in Ukraine is expected for
2023-2024. [online]. Available at: https://eba.com.ua/en/vprovadzhennya-gdpr-ochikuyetsya-v-2
023-2024-rokah/.
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In accordance with the Strategy for the Integration of Ukraine into the Sin-
gle Digital Market of the European Union (“Road Map”), which was recently
agreed with the EU, the legislative consolidation of the right to the protection of
personal data among the basic rights and freedoms of natural persons, as well as
the provision on the free movement of personal data, bringing the compliance
with the EU law of the principles of personal data processing and terminology
should take place by December 2023.

According to the representative of the Ombudsman of Ukraine for Informa-
tion Rights Yuliia Derkachenko, it is the reform of the legislation on personal
data protection and the creation of a new supervisory authority that is an essential
step for Ukraine on the way to joining the Modernized Convention 108 +. “After
the reform in the field of personal data protection begins in Ukraine, our coun-
try will be able to start the process of joining the Modernized Convention 108
+ and finally sign the relevant protocol. Therefore, the implementation of this
reform will enable our state to fulfill both international obligations in the field
of personal data protection, and in general to be at a high level in implementing
international standards.”*

3.4. Reform of the data protection legislation of Ukraine
in line with the Regulation (EU) 2016/679, CoE
Convention No. 108 and best comparative practices

The main problem in the field of personal data protection in Ukraine is the lack
of an effective national system of personal data protection, establishment of the
independent supervisory authority in the area of personal data protection, a prop-
er organisational and legal mechanism for regulating relations and responsibility
for committing offences in this area.

The adoption by the Verkhovna Rada of Ukraine of the Law “On Protection of
Personal Data” in June 2010 was a significant step towards Ukraine’s fulfilment
of its international obligations in the field of personal data protection. At the same
time, its adoption was only a part of the process, as sometimes nationally adopted
principles do not meet international standards, for example, it is important to
strengthen the institutional capacity of the Verkhovna Rada Commissioner for
Human Rights to monitor the compliance with personal data protection provi-
sions. In particular, an important step is the adaptation of terminology to the
standards of the European Union, clarification of the rights of the personal data
subjects, special attention should be paid to the cross-border transfer of personal

3 LEOSHKO, V. Personal data protection is a core value. ,Voice of Ukraine® 4. 7. 2023. [online]
Auvailable at: http://www.golos.com.ua/article/371967
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data. Thus, verification of the compliance of national legislation with interna-

tional standards is an important part of Ukraine’s fulfilment of international

obligations on personal data protection and bringing the Law into line with EU
and the Council of Europe personal data protection standards.

It is important to pay attention to the following points based on our compar-
ative legal analysis of the compliance of the Law of Ukraine “On Personal Data
Protection” with Ukraine’s obligations in the field of European integration and
GDPR and Council of Europe Convention No. 108 in order to bring Ukrainian
legislation in the field of personal data to European standards:

— To create an effective institutional mechanism for personal data protection
in Ukraine: an independent supervisory authority responsible for developing
guidelines, monitoring and control over the compliance with legislation in
the field of personal data protection.

— To bring the terminology of the Law of Ukraine “On Personal Data Protec-
tion” in line with GDPR.

— To implement EU legal standards on personal data protection defined by the
GDPR.

— To detail the content of the principles of personal data protection in accor-
dance with GDPR.

— To introduce a requirement for companies to appoint a data protection officer.

— To adopt the rules of internal policy of companies and ensure the use of in-
struments that meet, in particular, the principles of data protection by design
and data protection by default.

— To introduce and improve a number of rights of subjects in relation to their
personal data, including the right to: erasure (the “right to be forgotten™), the
right to data portability.

— To develop and improve codes of conduct and system of certification.

— To improve the procedure for notification of data leakage, namely to imple-
ment a chain system of notification of personal data violations:

— To define in detail and clearly the powers, duties, responsibilities of the
controller and data processor.

— To introduce control over the transfer of personal data outside Ukraine. Es-
tablishing criteria for recognising the appropriate level of protection
Reform of the data protection legislative framework of Ukraine aimed at

bringing it in compliance with the requirements of the GDPR is one of the obli-

gations of Ukraine taken under the Association Agreement between Ukraine and

EU. Ukraine has also ratified the Convention 108, and is consequently expected

to ratify the Amending Protocol modernising the Convention.

It should be noted that in February 2020 there was established the joint
working group on reforming the legislation around processing and protection of
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personal data to work out the Draft Law of Ukraine “On personal data protection”
Ne8153 and Draft Law of Ukraine “On the National Commission for Personal
Data Protection and Access to Public Information” Ne6177.

Up to time the Draft Law of Ukraine “On personal data protection” Ne8153
and Draft Law of Ukraine “On the National Commission for Personal Data Pro-
tection and Access to Public Information” Ne6177 were registered in Ukrainian
Parliament and submitted to the assessment to international data protection ex-
perts of the Council of Europe.

The opinion on Draft Law No. 8153 prepared by experts of the Council of
Europe notes that the document contains an expanded version of the provisions
establishing a comprehensive data protection legal framework highlighting the
following: “The general approach envisaged by the Draft Law is quite close to
the one based on European standards.” 3’

Andriy Nikolaev, the key expert on personal data protection of the EU4Dig-
italUA Project (FIIAPP), noted that the new version of the Law of Ukraine “On
personal data protection” is designed to ratify European documents and update the
legislation of Ukraine to the requirements of the present time, make it suitable for
the technology of personal data processing that exists today. The adoption of the
new Law of Ukraine “On personal data protection”, which will meet European
requirements, is an inevitable and essential step towards European integration”.%

3.5. Institutional mechanism in the area of personal data
protection

The Convention 108 is the key element in the system of the Council of Europe
instruments for the legal protection of personal data.

As Ukraine is a member state of the Council of Europe, Convention 108
identifies for it the binding framework for the establishment and development
of supervision with regard to personal data.

Modernised Council of Europe Convention 108+ requires a country to have
one or more authorities responsible for ensuring compliance with the Conven-
tion’s provisions, commonly called Data Protection Authorities (DPAs). These

3 Council of Europe Office in Ukraine. Protection of Ukrainians’ personal data is on time — an

expert discussion of the opinion provided by the Council of Europe on the Draft Law No. 8153
0f 25.10.2022 on “Personal Data Protection”. [online] Available at: https://www.coe.int/en/web
/kyiv/-/protection-of-ukrainians-personal-data-is-on-time-an-expert-discussion-of-the-opinion-pr
ovided-by-the-council-of-europe-on-the-draft-law-no.-8153-0f-25.10.2022-on-personal-data-pr
otection-

NIKOLAIJEYV, A. The right to privacy: why Ukraine needs a new law on personal data protection.
European Pravda, 15. 12. 2022. [online] Available at: https://www.eurointegration.com.ua/ex
perts/2022/12/15/7152519/
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supervisory authorities must be completely independent, able to investigate, hear

claims, ensure cases come before judicial authorities, allow appeals from their

decisions to the courts, and satisfy various other requirements for a DPA (art 15).
The issue of ensuring independence is one of the key issues in the creation of

a new supervisory authority in the field of personal data protection.

The issue of non-compliance with the requirements for the independence of
the supervisory authority has been the main reason for liquidation of the State
Service of Ukraine for Personal Data Protection and the transfer of its powers
to the Verkhovna Rada Commissioner for Human Rights.

It should be noted that the existence and effective operation of an independent
supervisory authority is one of the criteria for a decision of the European Com-
mission to recognize the appropriate level of personal data protection.

In addition, the creation of supervisory authorities with full independence in
the performance of their functions is an essential element of protecting individ-
uals when processing personal data.

When creating a supervisory authority, the following criteria for indepen-
dence and transparency should be provided for:

1. To establish by law that any state bodies and/or officials do not have the right
to interfere in or influence the activities of the body in any way, to provide
any orders, instructions, etc.to the supervisory body, its management and
employees, and the latter do not have the right to carry out such orders,
instructions, etc.

The decision of the Supervisory Authority in the field of personal data pro-
tection may only be overturned by the court.

2. At the level of the law, to prescribe a transparent mechanism for selecting
and appointing the head of the body, or members of the body, if the body is
collegial.

It should be noted that paragraph 121 of the Preamble of the GDPR provides
that such appointment may be made by parliament, the government or the head
of state on the basis of a proposal made by the government, a member of the
government, parliament or an independent body vested with such powers in ac-
cordance with the law of the member state. The same provisions are enshrined
in the first part of Article 53 of the GDPR.

It is advisable to legally define transparent rules for the selection of candi-
dates for a position, as well as requirements for the formation, composition and
activities of the competition commission for such selection.

37 Modernised Convention for the Protection of Individuals with Regard to the Processing of
Personal Data. [online] Available at: https://search.coe.int/cm/Pages/result _details.aspx?Object
1d=09000016807c65bf
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3. To establish a long term for which the head of the supervisory authority (and/
or members — in the case of a collegial body) is elected.

4. At the legislative level, to exclude the possibility of removing the head of
a supervisory body from office at the discretion of the appointing body or
for political reasons.

An exclusive list of cases when the powers of the chairman (members) of
the body are terminated (including ahead of schedule) should be provided for
in the law.

5. To restrict the right of the head of the body (members of the body) and
employees of the body to hold other positions in public administration to
engage in other activities that are not compatible with the performance of the
functions assigned to them and the exercise of the powers granted.

6. To legally limit the possibility of holding the position of head of a supervisory
authority for more than one or two cadences.

7. To establish requirements for the independence and integrity of candidates
for the position of head and/or members of the body.

8. To provide by law that the expenses for financing the Supervisory Authority
in the state budget of Ukraine are determined by a separate line at the level
that ensures the proper performance of powers, and the body is the main
manager of the state budget of Ukraine allocated for its financing.

It is advisable to fix at the level of the law the minimum amount of official
salaries, allowances and bonuses of the chairman (members) of the body and
employees of the body with reference to the minimum wage/subsistence mini-
mum, etc. The level of certain official salaries, allowances and bonuses should be
adequate in relation to market salaries and sufficient to minimize corruption risks.
9. To grant the supervisory authority the right to independently determine its

internal structure and implement personnel policy.

10. To give the supervisory authority the power of the regulator in the field of
personal data protection, namely: to adopt relevant regulations and provide
explanations of legislation.

11. To grant the authority to carry out inspections and investigations, as well as
directly apply sanctions (impose fines).

Taking into account the broad powers required for the work of the body and
serious guarantees of the independence of both the body itself and its manage-
ment, it is important, at the legislative level, to ensure transparency of its work
and minimize the risks of abuse.

According to Ms. Dijana Sinkiiniené, Director of the State Data Protection
Inspectorate of the State Data Protection Inspectorate of Lithuania: to ensure
stable functioning of a supervisory authority, it is crucial to identify its structure
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and status as well as regulate the aspects relating to its independence by law or

another legal act adopted by the parliament:3*

= Appointment of the supervisory authority head / members;

= Qualifications and eligibility requirements for appointment of the supervisory
authority head

= members;

= Term of office of the supervisory authority head / members;

= Grounds for dismissal of the supervisory authority head / members;

= Dismissal procedures for the supervisory authority head / members;

= Personnel policy (e.g., right to hire its own staff, etc.);

= Salary of the supervisory authority head / members.

Dijana Sinkiiniené¢ also emphasized the importance of the implementation
of international standards of personal data protection and their introduction into
the legislation of Ukraine.*

In the view of Volodymyr Venher and Oleh Zaiarnyi: with due regard to the
constitutional and legal principles of organisation of state power in Ukraine,
there are three main models of state supervision in the fields of personal data
and public information:*
= aseparate Supervisory Authority which does not belong to any of the branch-

es of government in Ukraine;
= aseparate Supervisory Authority as an independent central executive au-

thority;
= a “collective” Supervisory Authority as a system of (several) supervisory
bodies.

According to Ms. Liliia Oleksiuk, Non-Staff Consultant of the Verkhovna
Rada Committee on Digital Transformation, Draft Law Ne6177 provides for the
establishment of a central executive body with a special status aimed at imple-
menting policies in the field of personal data protection and access to public
information, as well as control over compliance with the law. The staff of the
National Commission will be formed based on open competition. Candidates

% SINKUNIENE, D., OLEKSIUK, L., SHEVCHUK, O. Analysis of the European models of the

independent oversight authority in the field of data protection and access to public information.

Strasbourg: Council of Europe Publishing, 2021. [online] Available at: https://rm.coe.int/analy

sis-report-2021-eng-2web/1680a6e81d.

Council of Europe Office in Ukraine. Round table on challenges and future of data protection.

[online] Available at: https://www.coe.int/en/web/kyiv/-/round-table-on-challenges-and-future

-of-data-protection.

4 VENHER, V.; ZAIARNYI, O. Legal Analysis of the main models of institutionalization of the
state supervision with regard to personal data and access to public information in Ukraine.
Council of Europe, 2020. [online] Available at: https://rm.coe.int/legal-analysis-on-institutialis
ation-of-the-data-protection-independen/16809ee579.

241



EUROPEAN STUDIES - VOLUME 10, ISSUE 2, 2023

need 5 years of experience in data protection and access to public information,
so having legal education alone will not be enough for application. As explained
by Ms. Oleksiuk, this requirement should guarantee the authority’s competence in
data protection and prevent it from becoming a tool of pressure on the business.
The Chair of the National Commission is elected from among its members, and
no public authority shall influence this decision. The members of the Commission
may hold office for no more than two consecutive terms. In general, it is noted
that the draft law Ne6177 was developed with the consideration of Convention
108 and the GDPR and therefore it is in line with the principles of transparency
and independence.*!

Lilit Daneghian, Deputy Head of Co-operation Programmes Division in De-
partment for the Implementation of Human Rights, Justice and Legal Co-oper-
ation Standards, said: “Modernisation of the data protection legislation creates
wide-range benefits and positive impact both for the individuals and businesses.
Allow me also to stress its contextual importance from the standpoint of the war
dimension. Informational confidentiality and data protection in times of war
becomes an obvious need for Ukraine.” Ms Daneghian also noted that the Coun-
cil of Europe is at the origin and the heart of promoting the responsible use of
technology ensuring respect for privacy. “I would like to reiterate the Council of
Europe’s commitment to further support Ukraine’s efforts towards a rules-based
market economy where the privacy is highly respected,” she added.*

4. Conclusion

The position of the Office for Personal Data Protection is fully in line with the
requirements arising for the Czech Republic from international obligations. Al-
though the drive to create independent administrative authorities dates back to the
mid-20th century, it is the massive adoption of Convention 108 and its application
in the laws of a number of states that marks the real breakthrough, with the GDPR
confirming and refining the requirements for all accessible elements of achieving
independent status for such an authority. It can be concluded that the provisions

4 EBA Ukraine. GDPR implementation in Ukraine is expected for 2023-2024. [online] Available
at: https://eba.com.ua/en/vprovadzhennya-gdpr-ochikuyetsya-v-2023-2024-rokah/

Council of Europe Office in Ukraine. Protection of Ukrainians’ personal data is on time — an
expert discussion of the opinion provided by the Council of Europe on the Draft Law No. 8153
0f 25.10.2022 on “Personal Data Protection”. [online] Available at: https://www.coe.int/en/web
/kyiv/-/protection-of-ukrainians-personal-data-is-on-time-an-expert-discussion-of-the-opinion-pr
ovided-by-the-council-of-europe-on-the-draft-law-no.-8153-0f-25.10.2022-on-personal-data-pr
otection-.
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of both Convention 108 and the GDPR regarding supervisory authorities are not
in competition with each other, they are complementary and in many aspects
they are driving each other to further develop the content of the aforementioned
documents, also in view of the permanent rapid changes in the field of data
protection. As indicated, Convention 108 is open to further amendments, while
the text of the GDPR leaves room for Member States to adjust further scope
and rules to enshrine the independence of supervisory authorities according to
national needs. Last but not least, the role of the OIA is also important in terms
of continuity of its existence. The UOOU was established on the basis of Act No.
101/2000 Coll., on the protection of personal data, i.e. since 1 June 2000 it has
been working to protect personal data, the form of processing and distribution
of which has changed considerably over 22 years and the UOOU is still facing
new challenges. It is worth highlighting the fact that this supervisory authority
has shown signs of independence since its inception, as required by international
instruments, and its independence has never been significantly challenged. The
position of the OIPO as an independent administrative supervisory authority for
the protection of personal data is the result of a long-standing development in
the field of personal data protection and is the logical outcome of the need to
establish a fundamental form of supervision over an area which is an integral
part of the privacy of every natural person and where its violation results in
a significant interference with the rights of individuals. While the element of
independence is problematic in terms of constitutional compliance, it is none-
theless currently an obligation under EU law and there is a broader political and
social consensus on it.

On the other hand, the situation in Ukraine is a bit different. Thus, analysing
the risks, gaps, problems and weaknesses in the implementation of personal
data protection mechanisms in Ukraine, it could be concluded that the existing
domestic system of personal data protection requires establishment effective
institutional mechanism for personal data protection in Ukraine and further im-
provement of legal standards and principles of personal data protection and
reforming regulations, by introducing higher standards and effective mecha-
nisms for the personal data protection into the national law and approximating
it gradually to the standards of personal data protection of the European Union
in accordance with GDPR and Council of Europe Modernised Convention 108+.

It is important to emphasize that for the full operation of the personal data
protection system (legal and institutional mechanism), it is significant to adopt
both the draft laws: Draft Law of Ukraine “On Personal Data Protection” and
Draft Law of Ukraine “On the National Commission for Personal Data Protection
and Access to Public Information”. The adoption of the draft laws will make it
possible to bring the personal data protection system in line with the GDPR and
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the Modernized Convention 108+. The adoption of draft laws will ensure proper
and effective control and monitoring of compliance with the legislation on per-
sonal data protection in both the private and public spheres and will strengthen
the protection of the rights of each personal data subject.
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