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ABSTRACT 
Adolescents are increasingly immersed in AI-curated digital environments 

that amplify disinformation, heightening susceptibility to psychological 

manipulation with profound implications for mental health and national security. 

This perspective paper examines how forensic cyberpsychology and AI profiling can 

be applied ethically to identify adolescents at risk of engaging with disinformation. 

Drawing on a thematic synthesis of recent studies, the paper identifies vulnerability 

markers, including validation-seeking, peer conformity, and identity confusion, and 

explains how these are reinforced through algorithmic amplification. A conceptual 

framework is proposed to guide the ethical use of forensic AI profiling and targeted 

interventions. By reframing adolescent disinformation susceptibility as both a 

developmental and algorithmic risk, this paper emphasizes the need to integrate 

ethical AI, media literacy, and national security perspectives into a unified 

prevention strategy. 
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1. Introduction

Digital platforms such as TikTok,

Instagram, and Snapchat dominate adolescent 

information environments, offering 

unprecedented opportunities for connection 

while exposing youth to high volumes of 

misinformation (Owens, 2024; Shin & 

Jitkajornwanich, 2024). Research shows 

that most adolescents in the United States 

encounter conspiracy theories weekly, and 

a majority believe at least one (Byrne et al., 

2024). This vulnerability is exacerbated by 

AI algorithms that curate emotionally 

charged and ideologically biased content, 

creating echo chambers and reinforcing 

cognitive biases. The developmental stage 

of adolescence, marked by identity formation 

and heightened peer influence, compounds 

these risks (Szabó et al., 2024). Adolescents, 

therefore, occupy a dual role as both targets 

and amplifiers of disinformation, creating 

profound implications for civic trust and 

national security. Addressing this problem 

requires interdisciplinary insights that bring 

together forensic cyberpsychology, 

developmental psychology, and AI ethics 

(Ohu & Jones, 2025b). 
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2. Problem Statement and Purpose

The widespread dissemination of

disinformation among adolescents, facilitated 

by AI-driven content curation on social 

media platforms, poses significant risks to 

national security (Ohu & Jones, 2025). 

The consequences of this phenomenon are 

multifaceted, including the erosion of civic 

trust, the amplification of social divisions, 

and the potential for radicalization. 

Furthermore, the vulnerability of adolescents 

to disinformation threatens their ability to 

form informed opinions, make critical 

decisions, and engage in constructive civic 

participation. This problem statement 

underscores the urgent need for a 

comprehensive approach to mitigate the 

risks associated with adolescent 

disinformation and AI profiling. 

The purpose of this paper is to 

propose a forensic cyberpsychology approach 

to understanding the intersection of 

adolescent vulnerability, disinformation, 

and AI profiling. Specifically, this study 

aims to examine the psychological and 

developmental factors that contribute to 

adolescent susceptibility to disinformation, 

investigate the role of AI-driven content 

curation in amplifying disinformation and 

validation-seeking behaviors, and explore 

the potential of forensic AI profiling as a 

tool for detecting risk factors while 

respecting ethical boundaries. By achieving 

these objectives, this study seeks to provide 

a conceptual roadmap for prevention and 

early intervention, ultimately informing 

strategies to mitigate the risks associated 

with adolescent disinformation and AI 

profiling. 

3. Significance, Originality, and

Rationale of the Inquiry 

This study is significant as it reframes 

forensic inquiry for the digital age by 

situating adolescent disinformation 

susceptibility at the nexus of psychology, 

technology, and security. This paper 

advances the field of Forensic 

cyberpsychology by showing how digital 

environments function as risk ecosystems, 

amplifying adolescents’ developmental 

vulnerabilities, such as impulsiveness, 

identity instability, and validation-seeking, 

through algorithmic curation (Ohu & Jones, 

2025d). Hostile actors strategically exploit 

these vulnerabilities, creating risks that extend 

beyond individual well-being into civic trust 

and national security. By recognizing these 

vulnerabilities as both psychological and 

algorithmic in origin, the study expands 

forensic science to include proactive, systemic 

interventions designed to safeguard cognitive 

and emotional integrity. The originality of 

this inquiry lies in integrating adolescent 

psychology, algorithmic amplification, and 

forensic profiling into a unified conceptual 

framework, positioning forensic 

cyberpsychology as a discipline capable of 

informing preventive design, ethical 

governance, and developmental safeguards 

(Ohu & Jones, 2025a), and reimagining the 

role of forensic science as a critical 

contributor to public policy, technological 

accountability, and the protection of 

vulnerable populations. This expanded lens 

demonstrates how forensic cyberpsychology 

can be leveraged not only to understand the 

impacts of technology but also to shape its 

responsible application, ensuring that 

innovations serve human well-being and 

democratic stability. 

4. Literature Synthesis

This perspective paper is based on a

structured narrative synthesis of peer-

reviewed studies published between 2020 

and 2025. Using databases such as Google 

Scholar, PsycINFO, Scopus, and PubMed, 

studies were screened for relevance to 

adolescent disinformation susceptibility, AI 

profiling, and forensic cyberpsychology. 

Forty-seven studies were thematically 

analyzed using Braun and Clarke’s 

framework (2024), as shown in Figure no. 

1. The synthesis emphasizes patterns across

psychological vulnerabilities, algorithmic

amplification, and preventive interventions.

While this is not primary empirical
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research, the strength of this approach lies 

in integrating interdisciplinary insights into 

a forward-looking conceptual framework. 

5. A Forensic Cyberpsychology

Approach 

Forensic cyberpsychology is an 

emerging interdisciplinary domain examining 

how digital technologies, including social 

media platforms, algorithms, and AI-

generated content, intersect with psychological 

vulnerabilities to influence behavior in 

contexts relevant to justice, security, and 

cyber operations (Ohu & Jones, 2025b). 

This approach scrutinizes how algorithmic 

manipulation and identity-based targeting 

mirror psychological operations seen in 

cyber warfare, exploiting adolescents’ 

cognitive and emotional susceptibilities. By 

analyzing strategies common to disinformation 

campaigns, such as repeated exposure to 

emotionally evocative narratives or 

algorithm-driven echo chambers, through a 

forensic lens, researchers can understand 

how they create behavioral patterns, 

influence judgment, and can be detected or 

mitigated in intelligence and security 

contexts (Ohu & Jones, 2025a). 

‒ National Security Risks 

Adolescent-targeted disinformation 

and AI-generated content create multiple 

layers of threat to national security, 

including deepfake-based manipulation, 

disinformation supply chain proliferation, 

and AI-amplified social engineering and 

radicalization. Hyper-realistic deepfakes can 

be weaponized to fabricate evidence, falsify 

surveillance footage, or impersonate 

authorities, eroding trust in legitimate 

institutions and disrupting intelligence 

operations, thereby challenging the veracity 

of visual records and obstructing national 

security apparatuses from relying on 

authentic data streams. The easy accessibility 

of generative AI tools enables a rapidly 

expanding deepfake supply chain, generating 

disinformation at scale, automating, and 

disseminating it widely (Romanishyn et al., 

2025; Saha et al., 2024), compromising 

individual liberties, manipulating electoral 

processes, or destabilizing public trust in 

government institutions. Furthermore, 

generative models pose risks of facilitating 

large-scale radicalization or extremist 

recruitment, particularly among adolescents, 

who are vulnerable to AI-crafted persuasive 

narratives, raising concerns over ideologically 

motivated influence campaigns, and 

necessitating legislative and technological 

interventions to address the content and its 

origins across the supply chain, as well as 

policy, education, and technical safeguards 

to mitigate these threats. 

‒ Psychological Vulnerability 

Studies consistently identify peer 

conformity, identity confusion, and digital 

validation-seeking as predictors of 

misinformation susceptibility among 

adolescents. Adolescents high in social 

comparison behaviors are more likely to 

share ideologically charged content, often 

as a means of gaining recognition or 

belonging (Ohu & Jones, 2025d). These 

psychological vulnerabilities are reinforced 

when digital platforms provide positive 

feedback for engagement, even when the 

content is harmful. This forensic lens 

underscores that these traits not only shape 

digital risk but also offer markers for 

profiling and prevention. 

‒ Algorithmic Amplification 

AI-curated systems optimize for 

engagement, which often means prioritizing 

emotionally charged and ideologically 

polarized content. Research indicates that 

such algorithms create echo chambers where 

adolescents repeatedly encounter the same 

narratives, deepening their susceptibility 

(Burrell, 2024; Ohu & Jones, 2025d). 

The role of algorithmic reinforcement in 

adolescent disinformation engagement is 

one of the strongest findings across recent 

literature. This amplification effect mirrors 

psychological operations strategies 

traditionally associated with information 

warfare, underscoring the national security 

implications of adolescent vulnerability 

(Ohu & Jones, 2025b). 
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‒ Cognitive Identity Struggles 

Adolescents are navigating identity 

formation, and algorithmic personalization 

often feeds into this process by promoting 

content that aligns with or exploits their 

identity struggles. This creates an increased 

risk of confusion, polarization, and vulnerability 

to manipulative narratives disguised as 

activism or a sense of belonging. Studies 

have linked identity distress to higher rates 

of impulsive content sharing, further 

demonstrating how developmental challenges 

intersect with digital manipulation (Pérez-

Torres, 2024). 

‒ Ethical AI Profiling and 

Moderation 

While AI tools can detect behavioral 

and psychological markers, most current 

systems are modeled on adult populations 

and fail to account for adolescent 

developmental specificity. Ethical profiling 

requires context-sensitive tools that include 

adolescent-informed consent, safeguards 

for mental health, and transparency in the 

use of data (Chng et al., 2025). Emerging 

work suggests that adaptive AI systems that 

integrate emotional tone and peer dynamics 

can reduce false positives and support 

trauma-informed interventions. 

‒ Parental Mediation and 

Educational Interventions 

Parental engagement and school-based 

programs play a critical role in building 

resilience. Adolescents with active parental 

mediation are less likely to accept 

manipulative content uncritically, and 

digital literacy programs have demonstrated 

improvements in critical evaluation skills 

(Ohu & Jones, 2025c). However, restrictive 

strategies may reduce autonomy, making 

balanced approaches essential. Integrating 

AI-driven monitoring with transparent, 

participatory frameworks can enhance trust 

and effectiveness. 

6. Theoretical Lens and Key Insights

6.1. Erikson Psychosocial Development

Theory 

Adolescent susceptibility to disinformation 

is strongly predicted by well-established 

psychological markers, including identity 

confusion, peer conformity, and validation-

seeking, which are accentuated during this 

critical developmental window. According 

to Erikson’s Psychosocial Development 

Theory, particularly the stage of Identity vs. 

Role Confusion, adolescents are engaged in 

active identity construction, making them 

especially sensitive to narratives that provide 

meaning, belonging, and certainty (Raufelder 

et al., 2021; Murad, 2024). As a result, 

disinformation campaigns exploit this 

developmental stage by offering emotionally 

charged, black-and-white ideologies that 

simplify complex realities and provide 

ready-made social scripts. 

6.2. Social Identity and Learning 

Theories 

Peer influence significantly intensifies 

adolescent vulnerability to disinformation. 

According to Social Identity Theory, 

adolescents derive substantial self-worth 

from group affiliation, which can lead to 

ingroup favoritism and outgroup bias. This 

cognitive shortcut is strategically manipulated 

by disinformation actors to polarize youth. 

Furthermore, online echo chambers that 

reinforce peer-endorsed content amplify 

conformity pressure, reducing critical 

evaluation and increasing susceptibility to 

ideologically extreme messages. This 

phenomenon is also supported by Bandura’s 

Social Learning Theory, which highlights 

the role of observational learning, 

particularly from influential peer figures or 

popular online personas, in driving the 

imitation of disinformation-fueled attitudes 

and behaviors (Amsari et al., 2024). 
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6.3. Dual Process Theory of Cognition 

Algorithmic amplification plays a 

significant role as a force multiplier for 

adolescent psychological vulnerabilities, as 

recommendation systems, designed to 

maximize engagement, disproportionately 

promote content that triggers emotional 

arousal, such as outrage, fear, or belonging. 

This phenomenon aligns with Dual-Process 

Theories of Cognition, including Kahneman’s 

System 1 and System 2 model (Li et al., 

2025; Zucchelli et al., 2025). Due to their 

underdeveloped prefrontal cortex and 

heightened limbic system activation, 

adolescents are more likely to engage in 

impulsive, emotionally driven “System1” 

thinking (Brassil et al., 2024; Lemaire et al., 

2025). Consequently, emotionally resonant 

disinformation is not only more attractive to 

adolescent users but also algorithmically 

rewarded, creating ideological feedback 

loops that reinforce distorted worldviews 

over time. 

6.4. Cognitive Behavioral Theory 

The integration of preventive 

moderation and ethical profiling strategies 

offers a promising approach to mitigating 

disinformation risks among adolescents, 

grounded in adolescent developmental 

psychology. Interventions informed by 

Cognitive Behavioral Theory (CBT) 

principles can help adolescents reshape 

maladaptive thinking patterns, promoting 

critical reflection and emotional regulation 

when encountering provocative content 

(Sørensen et al., 2025). Additionally, school 

and community-based programs, designed 

with a developmentally appropriate focus, 

can equip adolescents with essential 

metacognitive tools, enabling them to 

critically evaluate sources, recognize 

manipulation, and resist social pressure. 

6.5. Constructivist Learning Theory 

To support adolescents in today’s 

digital ecosystem, it’s crucial to implement 

effective strategies that promote healthy 

development and protect their rights. One 

approach is to integrate scaffolded digital 

literacy curricula that draw on Constructivist 

Learning Theory, as proposed by Piaget and 

Vygotsky, in 1972 (Park et al., 2025; Rai, 

2025). By incorporating elements from this 

theory, curricula can foster active learning 

environments. In these environments, 

adolescents can build understanding 

through hands-on exploration, engaging in 

discussions, and reflecting on their 

experiences. In conjunction with digital 

literacy, ethical AI profiling can serve as a 

valuable tool. When designed with key 

principles such as transparency, 

explainability, and consent in mind, AI 

profiling can also help platforms identify 

patterns of behavior that may indicate risk. 

This can be achieved without resorting to 

pathologizing language or infringing on 

user autonomy. However, the implementation 

of these strategies must be approached with 

caution. It’s essential to include safeguards 

that respect adolescents’ rights and 

psychological agency. This means steering 

clear of punitive or overly surveillant 

models that could erode trust. By finding 

this balance, we can create supportive 

digital environments that empower 

adolescents to navigate the online world 

safely and confidently. 
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Figure no. 1: PRISMA Flow Diagram for Literature Synthesis [n = 47] 

(Source: Created by authors) 

7. Discussion and Implications

This paper advances the field of

forensic cyberpsychology by reconceptualizing 

adolescent vulnerability to disinformation 

as a critical intersection of neurodevelopmental 

immaturity, psychosocial identity formation, 

and algorithmically driven content curation 

(Crone & van Drunen, 2024). Rather than 

viewing adolescents merely as passive 

consumers of misinformation, this 

perspective underscores their cognitive, 

emotional, and social malleability, which 

adversarial actors exploit using targeted AI-

driven profiling. This forensic lens enables 

a more granular analysis of behavioral 

patterns, risk typologies, and susceptibilities, 

forming the basis for intervention strategies 

that are both preventative and diagnostic in 

nature. The discussion on ethical AI and 

adolescent profiling emphasizes the urgent 

need for algorithmic transparency and age-

sensitive design principles. Profiling 

technologies, often opaque and commercially 

motivated, must be critically evaluated for 

their potential to reinforce confirmation 

biases, polarize identity development, and 

manipulate attention in adolescents. Ethical 

AI frameworks should explicitly address 

the developmental rights of minors, 

balancing the necessity of predictive 

profiling for safety with safeguards that 

preserve autonomy, informed consent, and 

psychological integrity. AI systems 

interacting with youth should be built 

around explainability, auditability, and opt-

in consent mechanisms tailored to varying 

maturity levels, reflecting not only ethical 

imperatives but also human rights 

principles (Ohu & Jones, 2025c). 

From a policy and national security 

standpoint, adolescents are increasingly 

situated at the frontlines of cognitive 

security threats. Hostile actors target them 

not only to influence individual beliefs but 

also to create long-term sociopolitical 

destabilization through cumulative 

psychological manipulation (Ohu & Jones, 

2025b). National security frameworks must 

therefore expand to include digital youth 

protection protocols as core components of 

cognitive defense. This includes cross-

sectoral collaboration between intelligence 
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agencies, educational institutions, tech 

companies, and child welfare organizations. 

Policy should mandate platform accountability 

for content amplification mechanisms, 

particularly those that propagate conspiratorial, 

extremist, or divisive narratives. Furthermore, 

legal frameworks should support the 

development of AI auditing mechanisms 

and minimum standards for adolescent data 

governance, situating digital child safety 

within a broader doctrine of information 

sovereignty (Ohu & Jones, 2025d). 

The implications for educational and 

parental mediation are equally significant. 

As algorithmic systems increasingly 

mediate adolescent attention, identity, and 

relationships, both schools and families must 

be empowered to function as proactive 

buffers. Educational systems must integrate 

critical digital literacy, cyber psychological 

resilience, and ethical reasoning into their 

curricula, not as supplemental topics but as 

foundational competencies for digital 

citizenship (Ohu & Jones, 2025c). Media 

literacy programs should evolve beyond 

fact-checking to include skills in recognizing 

algorithmic manipulation, emotional 

reasoning, and social engineering tactics. 

Parental mediation, meanwhile, must move 

beyond restrictive monitoring toward 

participatory dialogue, fostering a home 

environment that supports open discussion 

about online experiences, encourages 

reflective thinking, and develops emotional 

literacy in digital contexts. In summary, 

mitigating the disinformation threat to 

adolescents demands a multi-layered strategy 

grounded in forensic cyberpsychology, 

steered by ethical AI design, implemented 

through responsive public policy, and 

supported by robust educational and 

familial frameworks. These dimensions 

must function in unison to safeguard not 

only individual psychological well-being 

but also the broader integrity of democratic 

and national security systems in the 

algorithmic age. 

Figure no. 2: Conceptual Framework of Drivers, Moderators, and Outcomes of 

Disinformation 

(Source: Created by authors) 
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Figure no. 2 illustrates the conceptual 

framework emerging from this review, 

highlighting how psychological vulnerabilities, 

algorithmic amplification, and identity 

development processes converge to increase 

adolescent susceptibility to disinformation. 

These drivers interact dynamically, shaping 

both engagement with and reinforcement of 

harmful content. The framework also 

emphasizes the protective role of parental 

mediation and school-based digital literacy 

programs, which serve as buffers that can 

strengthen resilience. Ethical AI profiling is 

presented as a potential intervention pathway, 

offering opportunities for early detection 

and targeted support when designed with 

transparency, consent, and developmental 

sensitivity. The model underscores that 

adolescent disinformation engagement is 

not solely a matter of individual behavior but 

rather a systemic interaction of cognitive, 

social, and technological forces with 

profound implications for civic trust and 

national security. 

8. Limitations

This conceptual perspective paper,

while integrative, has several limitations. 

A key constraint is its reliance on a synthesis 

of insights from psychology, cybersecurity, 

and AI ethics literature, rather than primary 

data, which limits generalizability. 

The diversity within adolescent populations 

across socioeconomic, neurocognitive, and 

cultural lines is vast and not fully explored 

here. Moreover, the complex geopolitical 

landscape of AI governance and platform 

regulation introduces variability that a 

single-nation framework cannot fully capture. 

Lastly, although the paper emphasizes the 

need for ethical AI design, a more in-depth 

examination of technical implementation is 

required, underscoring the importance of 

interdisciplinary collaboration between 

social scientists and engineers. 

9. Policy Recommendations

To mitigate adolescent exposure to

disinformation and unethical AI profiling, 

this paper recommends a multi-tiered policy 

approach, comprising the following actions: 

‒ Enact algorithmic accountability 

legislation, that requires platforms to 

disclose their recommendation systems and 

profiling mechanisms, with independent 

auditing bodies assessing compliance and 

potential harm. 

‒ Develop adolescent-centric digital 

rights frameworks, building on the 

principles of the UNCRC, to regulate data 

collection, use, and profiling. Policymakers 

should craft age-appropriate data protection 

policies that define how adolescent data can 

be collected, used, and profiled. This includes 

regulations on behavioral advertising, 

psychographic targeting, and AI-based risk 

prediction. 

‒ Establish platform governance and 

cognitive security mandates. National 

security agencies and technology regulators 

should develop “cognitive threat intelligence” 

capabilities to detect and dismantle 

disinformation campaigns targeting youth 

populations. This should be embedded into 

national cybersecurity strategies as a 

preventive measure. 

‒ Create cross-sectoral task forces to 

develop ethical design standards for 

adolescent-facing technology and content 

moderation practices. Dedicated task forces 

comprising educators, forensic psychologists, 

AI ethicists, child protection services, and 

platform designers should be established to 

develop ethical design standards for 

adolescent-facing technology and content 

moderation practices that align with 

developmental sensitivity. 

‒ Prioritize funding for digital 

resilience programs in schools, particularly 

in underserved areas, to build psychological 

immunity against manipulation and extremist 

narratives. Public investment should prioritize 

digital resilience programs in schools, 

particularly in underserved areas, to build 

psychological immunity against ideological 

manipulation, misinformation, and extremist 

recruitment narratives. These policy 

recommendations aim to provide a 
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comprehensive framework for protecting 

adolescents from the risks associated with 

disinformation and unethical AI profiling. 

These recommendations aim to provide a 

comprehensive framework for protecting 

adolescents from the risks associated with 

disinformation and unethical AI profiling. 

10. Conclusions

This paper highlights the adolescent

demographic as a critical vulnerability point 

in the evolving threat landscape of 

disinformation and algorithmic profiling. 

By applying a forensic cyberpsychology lens, 

we have demonstrated how the intersection 

of adolescent cognitive, emotional, and 

social vulnerabilities with AI-driven profiling 

systems creates an environment conducive 

to manipulation. This is not a coincidental 

byproduct of the digital age, but rather a 

vulnerability strategically exploited by 

hostile actors seeking to undermine societal 

cohesion and national stability through 

psychological and ideological infiltration 

(Ohu & Jones, 2025d). The analysis reveals 

that adolescent engagement with digital 

content extends beyond individual media 

choices, representing a systemic vulnerability 

in national cognitive infrastructure. Therefore, 

protecting adolescents is not only a 

developmental or educational concern, but a 

national security imperative. The convergence 

of AI, big data profiling, and persuasive 

design necessitates urgent attention to the 

ethical governance of digital platforms, 

particularly those popular among youth 

(Huang et al., 2024; Chng et al., 2025). This 

study presents a high-level synthesis of 

psychological, technological, and geopolitical 

factors, along with a call to action, to 

reimagine adolescent digital safety through 

multidisciplinary collaboration. By adopting a 

forensic cyberpsychology approach, we can 

gain diagnostic clarity and develop 

effective intervention pathways that 

integrate ethical AI practices, educational 

innovation, and robust policy mechanisms. 

10.1. Practical Implications 

The findings of this paper highlight 

an urgent need for reforms in how 

technology platforms, educators, and 

policymakers address adolescent interactions 

with AI-curated environments. From a 

forensic cyberpsychology perspective, this 

urgency stems from the convergence of 

psychological vulnerabilities such as 

validation-seeking and identity confusion 

with algorithmic systems that amplify 

harmful content (Ohu & Jones, 2025d). 

For instance, evidence from adolescent 

disinformation studies shows that emotionally 

charged content is disproportionately 

recommended, creating a cycle of 

psychological reinforcement that mirrors 

forensic markers of manipulation. By 

embedding algorithmic transparency and 

mandating independent audits, stakeholders 

can begin to break this cycle (Solyst et al., 

2025). Analysis of these reforms demonstrates 

how early-warning systems, such as ethical 

AI profiling designed with developmental 

sensitivity, can serve as preventive forensic 

tools to detect patterns of susceptibility 

without infringing on autonomy. This links 

directly to the evolution of forensic 

cyberpsychology practice by demonstrating 

that digital risk detection is not only about 

identifying offenders but also about 

protecting vulnerable populations before 

harm occurs. 

The broader practical implications 

extend beyond education into governance 

and duty of care. Governments and private 

technology companies must adopt governance 

protocols that ensure adolescent data are 

handled under age-appropriate standards. 

Evidence from national security frameworks 

underscores that disinformation exposure 

among youth erodes civic trust and can 

destabilize democratic processes (Ahmed et 

al., 2025). When forensic cyberpsychology 

approaches are applied here, they reveal 

that adolescent digital vulnerability is not 

incidental but a systemic risk demanding 

structured oversight. Analysis shows that 

operationalizing ethical principles into 
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platform design and regulation transforms 

forensic cyberpsychology practice from 

reactive investigations into proactive 

prevention. Linking back to innovation in 

forensics, this paradigm shift redefines the 

field as one equally concerned with 

safeguarding psychological well-being and 

protecting national cognitive infrastructure. 

10.2. Social Implications 

The risks outlined in this paper 

emphasize that adolescent susceptibility to 

disinformation is not confined to individual 

development but reverberates through 

families, communities, and national systems. 

Forensic cyberpsychology approaches 

illustrate how adolescents serve as both 

consumers and amplifiers of disinformation, 

meaning their vulnerabilities can polarize 

communities and erode social cohesion. 

Evidence from studies on digital echo 

chambers confirms that peer conformity 

and social identity pressures amplify 

susceptibility, leading to intergenerational 

divides. Analysis of these findings 

demonstrates that without ethical oversight, 

society risks producing a generation 

predisposed to cynicism and distrust 

(Romanishyn et al., 2025; Shin et al., 2022; 

Warin, 2024). By situating this within 

forensic cyberpsychology discourse, the 

role of social systems becomes clearer, 

disinformation is not only a national security 

issue but also a forensic cyberpsychology 

concern tied to collective psychological 

health and social resilience. 

The social duty of care extends into 

designing digital ecosystems that foster 

resilience rather than division. Evidence 

from participatory governance models shows 

that including adolescents in shaping digital 

policy increases their sense of agency and 

mitigates susceptibility to manipulative 

ideologies (Ohu & Jones, 2025b). Forensic 

cyberpsychology reframes this involvement 

as both a protective measure and a 

diagnostic tool for identifying societal 

vulnerabilities. Analysis demonstrates that 

when parents, educators, and policymakers’ 

model responsible digital behaviors, they 

embody forensic cyberpsychology principles 

of ethical oversight and duty of care. 

Linking this back to innovation in forensic 

approaches, the shift is evident. Forensic 

inquiry now encompasses not only the 

investigation of wrongdoing but also the 

proactive cultivation of environments where 

manipulative behaviors are less likely to 

take root, strengthening the social fabric 

necessary for democratic resilience (Ohu & 

Jones, 2025a). 

10.3. Practice Implications 

From a professional practice standpoint, 

this paper underscores the need for ethical 

and developmental sensitivity in designing 

interventions. Forensic cyberpsychology 

provides a framework for practitioners to 

detect early behavioral markers of 

susceptibility, such as impulsive content 

sharing or digital validation-seeking. Evidence 

from trauma-informed intervention models 

demonstrates that targeted counseling can 

reduce adolescents’ likelihood of engagement 

with manipulative content. Analysis shows 

that forensic cyberpsychology extends 

traditional forensic practices by equipping 

educators, psychologists, and policymakers 

with a preventive lens, one that identifies 

and disrupts digital manipulation before it 

escalates (Ohu & Jones, 2025d). Linking 

this to innovation in forensic cyberpsychology, 

the emphasis shifts from post-incident 

investigation to pre-emptive, developmental, 

and systemic risk management. 

Governance and oversight practices 

further reflect these forensic implications. 

Evidence from algorithmic accountability 

studies shows that binding standards and 

auditing mechanisms can reduce the risks 

of exploitative profiling (Ganapathy, 2024). 

By adopting forensic cyberpsychology 

approaches, policymakers and engineers 

can design systems that are explainable, 

age-sensitive, and ethically aligned. Analysis 

reveals that this integration transforms duty 

of care from a reactive legal safeguard into 

a proactive mandate, one that protects 
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adolescents as both individuals and members 

of a vulnerable population. Linking back to 

innovative forensic cyberpsychology thinking, 

this demonstrates how codes of conduct in 

psychology, education, and technology 

must evolve to encompass algorithmic 

ethics, thereby expanding the scope of 

forensic inquiry into the digital ecosystem. 

10.4. Theoretical Implications 

The theoretical frameworks in this 

paper illuminate how forensic cyberpsychology 

can redefine our understanding of 

adolescent disinformation risks. Evidence 

from Erikson’s psychosocial theory and 

Dual-Process Cognition shows that 

adolescence is a stage where identity 

confusion and impulsive emotional reasoning 

intersect with algorithmic amplification. 

Analysis of these frameworks through a 

forensic lens highlights the urgency of 

developing ethical oversight systems, as 

adolescent vulnerabilities create predictable 

patterns of susceptibility that can be 

exploited by hostile actors. This integration 

underscores that disinformation is not a 

random byproduct of technology but a 

foreseeable outcome when developmental 

immaturity meets unregulated governance 

(Ohu & Jones, 2025b; Shin et al., 2022). 

Linking back to innovation in forensics, this 

reflects a shift toward conceptualizing 

cognitive manipulation itself as a forensic 

cyberpsychology risk category. 

The ethical and governance dimensions 

of these theories become more pronounced 

when framed through forensic cyberpsychology. 

Evidence from Social Identity Theory and 

Cognitive Behavioral Theory shows that 

peer conformity and maladaptive thinking 

patterns heighten risk but also provide 

intervention pathways for resilience (Pérez-

Torres, 2024; Sørensen et al., 2025). Analysis 

demonstrates that oversight mechanisms 

rooted in these theories can guide the 

creation of AI systems that are transparent, 

developmentally appropriate, and ethically 

sound. Linking to forensic innovation, this 

theoretical reframing represents a paradigm 

shift: forensic science is no longer confined 

to crime scene analysis or offender 

profiling but extends into safeguarding 

adolescents from algorithmic manipulation. 

This expansion of scope redefines the duty 

of care as a forensic obligation, embedding 

ethics and governance into the core of 

digital-era forensic cyberpsychology practice. 

10.5. Recommendations for Future 

Research 

‒ Modified Delphi Technique 

Future research should consider 

employing the Modified Delphi Technique 

as a structured approach to achieving 

consensus among experts across disciplines 

such as forensic psychology, adolescent 

development, AI ethics, and national 

security (Arribas et al., 2025; Niederberger 

& Deckert, 2022; Niederberger & 

Köberich, 2021). The advantage of this 

method lies in its iterative design, which 

allows participants to refine and reassess 

their views anonymously over multiple 

rounds, reducing the influence of hierarchy 

and groupthink. In the context of forensic 

cyberpsychology, the Delphi Technique is 

particularly beneficial for synthesizing 

expert judgments about ethical AI profiling, 

adolescent vulnerabilities, and intervention 

strategies where empirical evidence is still 

emerging. Its utility lies in generating 

actionable consensus that can guide the 

development of early-warning systems and 

policy recommendations, ensuring that 

diverse professional insights converge to 

address the complexities of adolescent 

disinformation and algorithmic amplification. 

‒ Action Research 

Another promising avenue for future 

inquiry is the application of Action 

Research, which emphasizes iterative 

cycles of planning, acting, observing, and 

reflecting in real-world contexts (Casey et 

al., 2025). This method offers the advantage 

of situating research within the environments 

where adolescents engage with digital 

platforms, thereby producing findings that 

are both contextually grounded and practically 
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relevant. For forensic cyberpsychology, 

Action Research allows collaboration between 

researchers, educators, platform designers, 

and adolescents themselves to co-create 

interventions that build digital resilience 

and ethical technology use. The benefit of 

this method lies in its participatory nature, 

which empowers adolescents as stakeholders 

rather than passive subjects, aligning with 

the broader duty of care discussed in this 

paper. Its utility is clear. Action Research 

provides a framework for testing and 

refining digital literacy curricula, parental 

mediation models, and AI monitoring tools 

in situ, ensuring interventions are adaptable, 

developmentally sensitive, and ethically 

sound. 

‒ Implementation Science 

Finally, Implementation Science 

offers a valuable framework for examining 

how forensic cyberpsychology-informed 

interventions can be effectively integrated 

into schools, communities, and national 

security infrastructures. Implementation 

Science distinguishes itself through its 

systematic focus on the conditions that 

enable or hinder real-world adoption of 

evidence-based interventions. A scoping 

review by Fontaine et al. (2025) develops 

the SELECT-IT meta-framework, which 

structures Theories, Models, and Frameworks 

(TMF) selection across four evaluative steps, 

considering both theoretical strengths, such 

as clarity, equity, scientific robustness, and 

real-world constraints, which include team 

readiness, resource availability, and project 

fit. This method ensures that program 

designs extend beyond conceptual promises, 

aligning with situational realities to produce 

measurable impact. The advantage of this 

method lies in its systematic focus on 

identifying barriers and facilitators to real-

world adoption, ensuring that programs move 

beyond theoretical design to measurable 

impact. In the field of adolescent 

disinformation, Implementation Science 

provides tools to evaluate the scalability of 

AI-driven risk detection systems, the 

sustainability of media literacy programs, 

and the long-term effectiveness of policy 

mandates. The benefit is its emphasis on 

bridging the gap between research and 

practice, ensuring that interventions are not 

only evidence-based but also contextually 

feasible (Fontaine et al., 2025). Its utility 

for forensic applications lies in its capacity 

to align ethical AI design with institutional 

governance, thereby embedding the duty of 

care into everyday practice across educational, 

technological, and policy domains. 
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