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Abstract: COVID-19 has had a major influence on the educational
system. Since March 2020, the majority of teaching and learning
has taken place online, including in the adult education sector. At
the same time, the speedy transformation to the online mode has
raised various legal issues, particularly regarding data protection,
intellectual property rights, and compliance with the national legal
framework. This article aims to analyse the compliance of online
learning and teaching in adult education programmes with the
General Data Protection Regulation (GDPR) and, on the basis of
that, make recommendations to adult education entities that offer
online teaching and learning process. To achieve the aim, the
author uses the following research methods: a doctrinal research
method, a scientific literature review, and a survey. As a result,
the author identifies various legal issues regarding personal data
protection during recording online teaching and learning, such as
compliance with the GDPR requirements during online lecturing,
compliance of e-platform providers with the GDPR, unauthorised
access, data loss, and cyberattacks.
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1. Introduction

The educational system has been significantly impacted by COVID-19.
Since March 2020, the majority of teaching in the adult education field
has been conducted online. Adult education entities all around the world
were forced to transition to online teaching mode, culminating in the adult
education industry’s unprecedented rapid digitisation (Morris & Rohs,
2021; Morris, 2021; Petrushenko et al., 2021). Many scholars stress that
forced digitalisation caused unprecedented investments in online adult
education instead of other forms (Kapplinger & Lichte, 2020). In many cases,
technological advancements lead to higher involvement of adult learners
(Gonzales et al., 2022), flexibility (Amarneh et al., 2021), and improvement
of digital skills (Pokhrel & Chhetri, 2021). At the same time, online learning
crystallised various issues, such as the lack of technological resources
(Beaunoyer, Dupéré & Guitton, 2020), privacy (Neuwirth, Jovi¢ & Mukherji,
2021), security in the digital domain (Gamage, de Silva & Gunawardhana,
2020), rights of learners with disabilities (Jameson et al., 2020), and overall
anxiety and stress about using various technologies (James & Thériault,
2020). The urgent need to adapt to the distance-learning process led to
technological development (Pregowska et al., 2021), while the regulatory
framework lagged behind (Nottingham, Stockman & Burke, 2022; Almeida
& Carneiro, 2021).

At the EU level, European Commission has stated that digital technology is
a key component of the collective effort to tackle the virus and support new
ways of living and working reality during this exceptional time (European
Commission, 2020). As regards education, the Digital Education Action Plan
2021-2027 supports the development of online learning at different levels
of education across Europe (European Commission, 2021). Thereby, the
overall political environment for the development of online adult education
1s supportive.

Within the article, the main primary source analysed is the General Data
Protection Regulation (GDPR). In addition, the author reviews the case-
law focusing on the most pressing issues within the area of data protection.
Regarding the secondary sources, the author reviews the most recent
contributions of academic scholars in the context of the various legal issues
related to data protection in online adult education development.
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In May—June 2021, the author surveyed educational institutions that provide
adult education programmes in Latvia to analyse the impact of the pandemic
on adult education in the country. While analysing these primary data, the
author discovered that several legal issues hinder the development of online
adult education. Some of these legal issues identified by the directors of
the educational institutions covered practical issues, such as personal data
protection during online lecturing and developing an e-platform. Within
this article, the author intends to address the data protection issues in
online teaching and learning in adult education programmes by providing
recommendations to adult education institutions to comply with the existing
legal framework.

Considering the aforementioned, the author has formulated the following
research question: What are the main legal challenges of the online teaching
and learning process in adult education programmes in the context of data
protection?

This article aims to analyse the compliance of online learning and teaching
in adult education programmes with GDPR and, based on that, make
recommendations to adult education entities that offer online teaching and
learning process.

To achieve the aim, the author has formulated the following objectives:

. to analyse the GDPR requirements in the context of online teaching
and learning process;

. to examine the main challenges of GDPR compliance in the context
of online learning and teaching process within adult education
programmes;

. to provide recommendations for adult education entities on GDPR
compliance.

As regards the methodology, the author uses a doctrinal research method to
analyse the legal framework of online adult education. Within the doctrinal
research, the author reviews the scholarly material and existing law in
the field of online adult education, focusing on data protection issues. In
addition, the author analyses not only existing law related to data protection
in online adult education but also comprises a search for practical solutions
that fit into the existing legal system concerning online adult education.
Furthermore, to ensure an interdisciplinary perspective of the research,
the results of the scientific literature review and a survey of educational
institutions offering adult education programmes in Latvia are incorporated
into the research in the context of defining the main legal challenges of adult
education entities offering online teaching and learning process.
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2. The main challenges of GDPR compliance
in the context of online adult teaching and learning
process

Relying on the literature review as well as the survey of Latvian adult
education institutions organised by the author from May to June 2021,2
the author has identified and summarised some specific challenges that fall
within the scope of the GDPR (see Fig. 1).

Figure 1. The main challenges experienced by adult education
institutions in offering online learning and teaching process in the
context of data protection.

Compliance
Recording of online .
of online platform Unauthorised Data loss Cyberattacks
) access
lectures providers
with GDPR

In the next sub-chapters, the author will discuss the identified challenges
in more detail.

2.1 Recording of online lectures

The surveyed adult education institutions acknowledged that one of the
main issues is the recording of synchronous online lectures by making
records available to learners. The teachers agreed that the availability of
lectures helps adult learners acquire the lecture’s content. At the same time,
the recording of a lecture involves other learners and, correspondingly, their
personal data, such as the name, surname, image, and voice. In addition,
academics also claim that the recordings may contain sensitive data about
the teachers, such as race or sexual orientation (Brown, 2021, p. 2). According
to Article 6 of the GDPR, processing of these data can be lawful if at least one
of lawful bases is applied. Next, the author analyses all six possible lawful
bases and how they may be applied in the case of the recording of online
lectures.

2 The survey, organised by the author in May—June 2021, involved 60 adult education entities
in Latvia.
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2.1.1 Consent

Article 6.1(a) stipulates the necessity of consent given by the data subject
for processing of his or her personal data for one or more specific purposes
(GDPR, Art. 6.1(a)). In the case of recording the online lecture, the adult
education entity is expected to ask every teacher and learner for consent
to the recording of online lectures. At the same time, consent should be
freely given, specific, informed and unambiguous (European Data Protection
Board, 2020a, p. 11). The consent is not considered to be freely given if
the learner or teacher is unable to refuse or withdraw his or her consent
without detriment (European Data Protection Board, 2020a, p. 13) (e.g.,
no possibility to participate in the online lectures). For example, the Zoom
platform, before recording, shows the statement about the recording and in
case of disagreement provides an option to leave the session. However, this
practice could not be considered as consent that is freely given, since the
learner cannot not participate in the online lecture. In this case, there is no
real choice, the learner feels compelled to consent, otherwise, the students
“endure negative consequences if they do not consent, then consent will
not be valid” (Data Protection Working Party, 2011, p. 12). Here, among
the negative consequences are considered the inability to participate in
the synchronous teaching process, ask the teacher questions, participate
in discussions, or do the assigned tasks. In addition, in this situation, there
is an “imbalance of power in the relationship” (European Data Protection
Board, 2020a, p. 16) between the controller (adult education entity) and the
data subject (learner). This aspect mostly applies to the public authorities;
however, as far as adult education entities are concerned, a part of them
are publicly funded. At the same time, in the case of private entities, in
the author’s opinion, the imbalance of power in the relationship still
exists, since learners are provided a service from the entity and the entity
provides the service to a numerically larger group of learners, perceiving
it as a homogeneous formation. Therefore, the author concludes that the
notifications on the online platform do not comply with the requirement of
Article 6.1(a) of the GDPR.

In addition, scholars agree that consent should also be active and should not
rely on silence or inactivity, because the act of consenting is not voluntary
and/or under the control of the individual (van Ooijen & Vrabec, 2018, p. 97).
The teacher’s question at the beginning of an online lecture about objections
to recording of the lecture is thus not compliant with the GDPR. Another
potential situation is when a learner is asked consent before entering into
a contractual relationship with the adult education entity. In this case,
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the learner is not forced to give his or her consent. There is a choice to
agree with this precondition before starting to attend the programme. In
case the applicant disagrees with being recorded, the adult education entity
may propose other options, such as participating in face-to-face or distance-
learning programmes where the recording of synchronous lectures is not
made. In addition, the applicant is free to choose another adult education
entity where recording is not intended. However, offering to give consent after
entering into a contractual relationship with an adult education entity, in
the author’s opinion, could create an imbalance of power in the relationship.
In addition, it endures negative consequences, in case the learner refuses to
give consent as he or she is forced to miss the online synchronous lectures.
Of course, the learner can terminate the contractual relationship. However,
there is a requirement for adult education entities to ensure that consent is
well-informed.

Regarding the consent issue concerning recording lectures, some scholars
(for example, Prof. Matt Fisher from the University of Oxford) argue that,
most importantly, there is no “surreptitious recording” and there is “a
consent of some kind,” such as posted notices (Brown, 2021, p. 6). Regardless,
this approach does not address the issue of the real choice of learners. In
addition, Prof. Fisher continues that in the case of pre-recording lectures
without learners being present, by recording and uploading their lectures,
they consent to the processing of their own personal data contained in the
recording (Brown, 2021, p. 6). However, in this case, the author reviews a
scenario in which learners are also present during the lecture.

2.1.2 Contractual obligation

Article 6.1(b) states that processing is required for the fulfilment of a
contract to which the data subject is a party, or to take actions at the data
subject’s request prior to entering into a contract (GDPR, Art. 6.1(b)). In the
case of recording online lectures, adult education entities can indicate in the
agreements with teachers and learners that online lectures will be recorded.
Thereby, by signing the agreement, teachers and learners agree that their
personal data will be processed. This lawful basis, in the author’s opinion, is
an optimal solution for making sure that teachers and learners have agreed
to their data processing during online lectures. At the same time, to avoid
any potential conflicts in the future, adult education entities are advised to
inform teachers and learners about this requirement prior to the signing of
the agreement.

TalTech Journal of European Studies
Tallinn University of Technology (ISSN 2674-4619), Vol. 13, No. 2 (38) 51



Inga Jekabsone

2.1.3 Legal obligation

Article 6.1(c) of the GDPR states that the processing of data is required
to comply with a legal obligation imposed on the controller (GDPR, Art.
6.1(c)). To illustrate this with an example, the only legal norm that could
potentially apply in Latvia is Section 30(3°) of the Education Law of the
Republic of Latvia, which stipulates that the founder of an educational
institution is expected to “create and develop the education quality system of
the educational institution” (Education Law of the Republic of Latvia, 1998).
Although it can be argued that recording synchronous online lectures is a
part of the quality system, there are counterarguments that there may be
other measures to ensure the quality of the teaching and learning process.
At the same time, this legal norm applies only to educational institutions.
However, as discussed in sub-chapter 2.3, licenced natural and legal
persons can also implement adult education programmes (informal learning
programmes). Thereby, for natural and legal persons implementing adult
education programmes, Article 6.1(c) could not be considered a lawful basis
for recording online lectures. In the author’s opinion, the use of the lawful
basis stipulated in Article 6.1(c) of the GDPR or recording synchronous online
lecture is also rather controversial for registered educational institutions
as Section 30(35) of the Education Law of the Republic of Latvia can be
interpreted differently.

2.1.4 Vital interests

Article 6.1(d) of the GDPR states that processing is required to protect the
vital interests of a data subject or another natural person (GDPR, Art. 6.1(d)).
According to Recital 46 of the GDPR, vital interests are “essential for the life
of the data subject or that of another natural person” (GDPR, Recital 46). In
the case of the recording of synchronous online lectures, the author cannot
justify how this action could protect the vital interest of the teacher, the
learners, or any other natural person. In addition, Recital 46 of the GDPR
also explains that the protection of vital interests may be implemented if
“processing is necessary for humanitarian purposes, including for monitoring
epidemics and their spread.” Theoretically, adult education entities might
claim that they have decided to provide online or hybrid lectures and record
them for the purpose of controlling the spread of the epidemics. In this case,
for example, the adult education entity can monitor that those learners who
are vaccinated participate in the face-to-face learning process, while non-
vaccinated or infected learners participate in the online learning process.
However, in the author’s opinion, there are more effective measures for how
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to monitor epidemics and their spread, thereby the lawful basis stipulated
in Article 6.1(d) of the GDPR may not be valid in the case of recording online
lectures.

2.1.5 Public interest

Article 6.1(e) of the GDPR states that processing is required to carry out a
task in the public interest or in the exercise of official power vested in the
controller (GDPR, Art. 6.1(e)). In this context, a task in the public interest
is the one which is laid down by law. For example, in the case of adult
education, a specific task in the public interest could be issuing a state-
recognised educational document to a learner who has acquired education
by graduating from a formal adult education programme (justified in Section
11(2) of the Education Law of the Republic of Latvia). In terms of recording
online lectures, the legislator has not delegated any official tasks to adult
education entities that could justify the fact of recording. Thereby, the lawful
basis stipulated in Article 6.1(e) of the GDPR may not be valid in the case of
recording online lectures.

2.1.6 Legitimate interests

Article 6.1(f) of the GDPR defines that processing is required for the
controller’s or a third party’s legitimate interests unless such interests are
outweighed by the data subject’s interests or basic rights and freedoms that
need personal data protection, particularly if the data subject is a minor
(GDPR, Art. 6.1(f)). Recital 47 clarifies that legitimate interests could exist
in the relationship where “the data subject is a client or in the service of
the controller” (GDPR, Recital 47). In the case of adult education, the adult
education entity as data controller provides a service (adult education
programme) to the client (learner). To improve the service provided,
adult education entities can decide to record their online lectures, so that
learners are able to repeatedly watch the recording thereby improving their
understanding. The recordings are also useful for those learners who did
not attend the lecture; they can acquire the knowledge independently. In
addition, adult education entities can justify the recording of online lectures
to ensure a higher quality of the service provided by controlling the quality
of teachers.

At the same time, scholars (e.g., Truong et al., 2021; Daoultzoglou, 2023)
agree that legitimate interest (as well as consent) as a legal basis can be
appropriate during online or blended teaching processes since online or
blended educational systems only process data for an explicit purpose which
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is in ways that clients would reasonably expect whilst having minimal
privacy impact.

However, in any case, the presence of a legitimate interest would require
careful consideration, including whether a learner might reasonably expect
the processing of personal data for quality purposes during the lectures.
Learners can argue that their interests and fundamental rights override
the interests of the adult education entity. In this context, Mateeva (2022)
suggests that the code of conduct should outline and explain the legal
foundation for data processing in education, analysing the sense of balance
and highlighting the benefits over the fundamental rights and sovereignty
of the people whose data is being collected.

In the author’s opinion, in the case of recording online lectures, the legitimate
interest of adult education entities to improve the quality of the teaching
and learning process overrides the interests and fundamental rights of the
learners.

2.2 Compliance of online platform providers with GDPR

The next challenge identified is the compliance of online platform providers
with GDPR. Since the platforms are expected to process personal and,
perhaps, special category data on the behalf of educational institution, online
platform providers are deemed as “third-party processors” under Article 4(10)
of the GDPR. Educational institutions indicated that in the process of online
teaching and learning, they use the assistance of a technology or software
platforms such as Microsoft Teams, Zoom, and Google Meet. Most of these
platforms demand, at the very least, the names and email addresses of the
learners, teachers, and administrative staff members who use the service.
This information is required by the platform to manage identity, accounts,
and log-ins. As regards the compliance of the educational e-platforms with
the GDPR, scholars and practitioners recommend teachers and learners
avoid using personal email addresses wherever feasible (da Conceicao
Freitas & da Silva, 2021, p. 5). In addition, these platforms may also make
use of photos, music, and/or free-text messaging. Platforms may also gather
data via the use of cookies or other online identifiers. Potentially, there are
several security risks related to educational platforms. For example, several
security vulnerabilities have been discovered as a result of the widespread
usage of EdTech for ERT, such as hackers intruding on sessions, a behaviour
known as “zoombombing” (Angiolini et al., 2020, p. 4). Therefore, care should
be taken to monitor who has access to join the online lectures.
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An interesting aspect regarding the relationship between educational
institutions and educational platform providers is analysed within the
context of joint controllership, where the processing would not be possible
without the participation of both parties, in the sense that the processing by
each party is “inextricably linked” (European Data Protection Board, 2020b,
p- 3). In the case of Fashion ID GmbH & Co.KG v. Verbraucherzentrale NRW
eV'[2019], the Court of Justice of the European Union stated that the operator
of a website who embeds a social plugin on that website that transmits
the user’s personal data to Facebook must be deemed a controller for the
activities consisting of the collection and transfer of the user’s data (Fashion
IDv. Verbraucherzentrale [2019]). Similarly, if the educational platform uses
data collected during educational activities for other purposes, the adult
education entity may be classified as a joint controller for the transmission
of that information, because without the processing of data for educational
purposes, in which the adult education entity is a controller, the platform
may not have access to data and may not use it for other purposes. As a
result, each party’s processing might be described as “inextricably connected”
(Globocnik, 2019, p. 1037). In the situation of joint controllership, the
distribution of obligations between the controller and the processor, as well
as towards the data subjects, must be legally established. This (contractual)
agreement “would give clarity and may be utilised to demonstrate openness
and responsibility” (European Data Protection Board, 2020b, p. 43). This
means that, when attracting a platform provider, an adult education entity
should make a specific assessment, taking into consideration all relevant
factual circumstances, to determine whether the two entities (the adult
education entity and the platform provider) are deciding both and jointly
the methods and/or purposes of the processing.

2.3 Unauthorised access

The literature review also identified the issue of unauthorised access. It is
argued that unauthorised access is one of the most obvious risks if there
is no authentication mechanism associated with each learner and teacher
(Almeida & Carneiro, 2021, p. 28). Another danger that may develop is the
theft of access credentials, which may be the responsibility of the user or the
adult education entity. In the agreement between the adult education entity
and learner, it should be indicated what security measures (the principle of
integrity and confidentiality, Article 5.1(f) of the GDPR)) are ensured from
both sides, for example, periodically changing the passwords, and sharing of
access credentials should not be allowed.
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2.4 Data loss

Academic scholars have identified also data loss as a potential threat.
This issue also relates to compliance with the principle of integrity and
confidentiality (GDPR, Art. 5.1(f)). Regarding this issue, scholars advise
that the protection obligations must ensure that data is stored in protected
equipment and not in unprotected files (Bandara, Ioras & Maher, 2014,
p. 730). The author thus concludes that adult education entities are expected
to ensure various measures to protect their equipment and files.

2.5 Cyberattacks

Furthermore, adult education entities may face cyberattacks. An increased
number of people working remotely as well as an overall tendency to spend
more time in cyberspace has resulted in a rapid upturn in the number of
successful cyberattacks. For example, according to the FBI, in May 2020,
the number of successful cyberattacks in the United States increased by
600% compared to February 2020 (FBI, 2020). It should be stressed that
the human factor is identified as the weakest link to corporate and personal
information security due to behavioural, social, and cultural vulnerabilities
(Borkovich & Skovira, 2020, p. 243). For example, Ross Kelly argues that
90 per cent of successful hack attacks or incidents are ascribed to human
error or behaviour (Kelly, 2022). As regards adult education, attackers
could gain unauthorised access, leak data, or use stolen learners’ data to
phish individual users. To avoid cyberattacks, scholars recommend that
educational institutions minimise private information contained within
e-learning platforms, opt for a software-as-a-service solution over a local
client, block third-party providers from getting direct access, and audit
vendors and their security documentation (Barth, 2022). All involved
parties—adult education entities, teachers, and learners—are expected to
pay attention to potential threats of cyberattacks. In the author’s opinion,
employees of adult education entities, as well as teachers working from
home, should receive regular support from adult education entities to tackle
the various challenges concerning cybersecurity. Good practice includes an
organisation of training where employees are informed about potential risks
and actions that should be taken; development of easy-to-read guides on
organisation cybersecurity policy, including staff responsibilities (NCSC,
2022). In addition, teachers and other employees of adult education entities
are responsible for implementing various precautionary measures, including
recusing distractions, since they are not putting only employers’ devices and
data at risk, but also personal security and assets.
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3. Recommendations for adult education entities
on GDPR compliance

In this chapter, the author provides recommendations for the challenges
discussed above.

In order to address the issues of recording online lectures, adult education
entities should decide on the application of appropriate lawful basis as
discussed previously:

. In the event of consent (in accordance with Article 6.1(a) of the GDPR),
the author advises developing a statement, clearly indicating the fact of
recording online lecturing, what personal data will be processed, and for
what purpose. For example, for the purpose of ensuring the quality of
the teaching process as well as the availability of teaching materials, the
adult education entity will use the following personal data of learners
and teachers: the learners’ and the teachers’ names and surnames,
images, and voice. It is advised that a potential learner or teacher signs
the statement physically or electronically (electronic signature of the
opt-in option) before entering into a contractual relationship with an
adult education entity. In this way, potential learners or teachers may
refuse to provide consent without any negative circumstances as they
have the option to do business with another adult education entity that
does not provide recording.

. In the case of contract (according to Article 6.1(b) of the GDPR), the
author recommends including a clause in the contract with teachers and
learners about recording online lectures. Similarly, the clause should
contain what personal data will be processed, and for what purpose.

. If legitimate interests are involved (Article 6.1(f) of the GDPR), adult
education entities are recommended to involve the description of
legitimate interests (quality assurance of online teaching and learning)
as well as what personal data will be processed, and for what purpose,
during the recording of online lectures in their privacy policy. Also, in
this case, the agreement with the privacy policy should be provided by
all parties.

In addition, adult education entities are expected to assure that the recordings
are available on the internal platform for a certain period according to the
set purpose, thereby ensuring compliance with Article 5.1(e) of the GDPR.
Also, in accordance with Article 5.1(f) of the GDPR, restricted access should
be ensured as well.
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To tackle the challenge of compliance of online platform providers with the
GDPR, adult education entities should check the online platform provider’s
level of compliance with the GDPR as well as sign the contract if requirements
of Article 28.3 of the GDPR are indicated.

Regarding the issues of data loss, unauthorised access and cyberattacks,
adult education entities are expected to develop a security system, thereby
ensuring compliance with Article 5.1(f) of the GDPR. Good practice to
address the above problems includes a requirement to periodically change all
passwords, use strong passwords, encrypt electronic data, install firewalls
and antivirus software, keep devices locked when not in use, disable “auto-
complete” settings, store data in protected files, etc.

4. Conclusion

The analysis of the main challenges of adult education entities in the context
of data protection has shown that the main issues concern the recording
of online lectures, compliance of e-learning platforms with the GDPR,
unauthorised access to resources of adult education entities, potential data
loss, and various cyberattacks.

In accordance with the results of the conducted survey of educational
institutions that offer online adult education, the compliance of recording
online lectures with the requirements of the GDPR is topical.

The author has concluded that adult education entities have three options on
how they can ensure the lawfulness of recording online lectures in accordance
with the GDPR, namely, based on consent, contractual relationships
and legitimate interests. In all the cases, there are various matters to be
considered, for example, freely given, specific, informed, and unambiguous
consent must be given before entering the contractual relationship; a clause
in the contract between the adult education entity and learner (or teacher)
must contain information on the purpose of the recording online lectures;
privacy policy must include information of legitimate interests (assurance of
the quality of online teaching and learning). However, there are still practical
issues, such as the right to withdraw the consent at any time, including after
the recording is made, or doing the recording on an e-platform based on the
silence of participants.
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